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Abstract—Bitcoin (BTC) is the largest crypto asset, yet the
Bitcoin blockchain offers few applications in which BTC can
be used. A standard approach to make BTC useful is bridging:
BTC is deposited on the Bitcoin chain and a wrapped asset is
minted on a chain such as Ethereum, where it can be used in
smart contract applications. Unfortunately, all Bitcoin bridges
to date require trust assumptions on a centralized party or
a committee running the bridge to enable withdrawals of the
deposited BTC, including state-of-the-art BitVM bridges.

In this paper, we observe that while bridges are application-
agnostic, most BTC holders are interested in collateral-based
applications, where BTC is deposited as collateral, and only
the depositor or a set of known counterparties can withdraw
the asset. For this class of applications, we propose a primitive,
Trustless Bitcoin Vaults, that guarantees that the BTC depositor
or the counterparties can withdraw the deposited BTC following
only the logic of the application smart contract without trusting
any third party. We present a protocol that achieves the security
guarantees of this primitive and instantiate it for a lending
application where the deposited BTC is used as collateral to
borrow against a set of liquidators on the Aave v4 smart
contracts on Ethereum. Our mainnet experiments show that at
the current Bitcoin price and fee rate, a deposit costs about $0.7
in fees while a withdrawal costs at most $7.7. Our construction
is built on recent advances in efficient proof verification for
Bitcoin.

1. Introduction

Bitcoin [[1]] is the most valuable crypto asset, yet most
BTC remains outside smart-contract applications. The tech-
nical mismatch is familiar: Bitcoin offers strong settlement
and a conservative scripting model, while lending markets,
stablecoins, perpetual exchanges, and the rest of decentralized
finance live on ledgers with expressive smart contracts. Today,
BTC enters those applications mostly through custodial
products or wrapped assets [2]], [3[, [4]. These systems are
useful, but they ask Bitcoin holders to exchange native BTC
custody for a claim on an issuer, a bridge, or a committee—a
trade that sits uneasily with the ethos Bitcoin was founded
on

A running example makes the problem concrete. Bob
holds 1 BTC and wants to borrow $50K worth of stablecoins

1. In Satoshi Nakamoto’s initial post introducing Bitcoin to the world,
he described it as follows: “It’s completely decentralized, with no central
server or trusted parties, because everything is based on crypto proof instead
of trust.” [5]]

against it from a lender, Larry. Were the collateral ETH
instead, the two would not need this paper: Bob would
deposit into a lending protocol such as Aave [6], draw the
loan, and reclaim his collateral upon repayment, with every
step enforced by contract code and no third party in the
loop. With BTC as collateral, nothing comparable exists. The
demand is substantial: Aave and Morpho hold roughly $6B of
WBTC and cbBTC as collateral, while roughly $3B of native
BTC secures proof-of-stake networks through Babylon [7]],
(81, [9].
The natural question is:

How can the $1.3 trillion worth of BTC participate
trustlessly in smart-contract applications on chains
like Ethereum?

Why Bitcoin bridges need trust. The standard way to use
BTC in Ethereum applications is a wrapped asset bridge:
Bob locks BTC on Bitcoin, a fungible token is minted on
Ethereum, Bob posts the token as collateral, and whoever
the application finally entitles to the collateral redeems the
token for BTC. Until recently, all such bridges were custodial
or federated: a centralized custodian (WBTC, cbBTC) or
a threshold committee (tBTC, Liquid) holds the deposited
BTC outright, and every redemption rests on the honesty of
that committee [2f], [3], [4], [10].

The BitVM line of work [L1]l, [12f, [13], [14], [15],
[16], (171, [18]], [19] addresses one part of the problem:
Bitcoin’s scripting language is too limited to check that
Ethereum has authorized a withdrawal—even a succinct
SNARK verifier would occupy roughly 900 MB of block
space [13]], equivalent to 225 Bitcoin blocks—so BitVM
verifies proofs optimistically: a claimer merely asserts a proof,
and a compact on-chain dispute is needed only against invalid
claims; the state-of-the-art BABE [15] brings the on-chain
challenge cost under $40.

One might expect this machinery to finally make bridges
trustless. It does not, because proof verification is not where
all the trust hides. The deeper limitation is Bitcoin’s lack of
covenants: a UTXO cannot constrain its own future spending,
so there is no way to lock a coin, at deposit time, such that
it later pays out to whichever party proves a valid claim.
Every admissible spend must instead be fixed in advance as a
transaction pre-signed for a known recipient. Bridges emulate
the missing covenant with an n-of-n signer committee that
pre-signs the admissible spending transactions at setup and
is then trusted to delete its keys; and because the redeemer
of a fungible token is unknown at peg-in time, it cannot
be a recipient in one of the pre-signed paths, so a set of



TABLE 1: Trust assumptions for Bob (depositor) and Larry
(Iender and liquidator) in collateralized lending: posting the
wrapped asset minted by a BitVM3 bridge [20] as collateral

versus using the TBV protocol introduced in this work.

Lending using TBV is a strict improvement over lending
using the BitVM3 bridge.

Lending using BitVM3 Bridge Lending using TBV

Bob Larry Bob Larry
Cooperation Larry and Bob and Larry Bob
needed for n-of-n n-of-n
setting up loan signers signers
Trust for 1-of-m 1-of-m Trustless  Trustless
withdrawing operators & operators &
BTC 1-of-n signers  1-of-n signers

m operators must front BTC to redeemers from their own

liquidity and reimburse themselves through those paths [20].

In our running example, the implication is this: to set
up the loan, Bob and Larry must rely not only on each
other—unavoidable, since a loan takes two—but also on
the signer committee; and to ever recover the BTC, each
must trust at least one of the m operators and one of the n
signers [14], [20]]. The left half of Table || summarizes these
trust assumptions.

Removing the trust. The observation driving this paper is
that this residual trust is forced by the bridge interface, not by
the proof machinery. A bridge offers open redemption to an

arbitrary future holder; collateral applications do not need it.

The parties who may ultimately own the BTC are known the
moment it is deposited: Bob and Larry in our example. They

can therefore pre-sign the admissible transactions themselves:

the covenant that Bitcoin script cannot express, and that
bridges emulate with a third-party signer committee, is
replaced by the signatures of exactly the parties whose funds
are at stake. No standing redemption service is needed: after
setup, each of them can withdraw unilaterally by proving
on Bitcoin that the application has transferred ownership
to it. The right half of Table [T} is the result: setting up the
loan now requires only the counterparty, who must cooperate
anyway for the loan to exist, and withdrawal is trustless for
both Bob and Larry. (See Corollary [I] in Section [5]) The
same idea applies when Bob borrows from a decentralized
lending market like Aave: in this case, instead of Larry, a
set of liquidators represents the interests of Aave, repaying
the debt and seizing the Bitcoin when the loan position
becomes unhealthy. (See Corollary [2] in Section [5]) The
idea also applies to other collateral applications such as
Bitcoin-backed stablecoins or perpetual exchanges.

Trustless Bitcoin Vaults. We realize this idea as a Trustless
Bitcoin Vaults (TBV) primitive and a protocol that achieves
the primitive. A TBV is a Bitcoin UTXO bound at setup
to an application App—a smart contract on an external
chain—and to a finite claimer set: the depositor and the
application-designated vault keepers App.Keepers, such as
liquidators, auction participants, or arbitrageurs. The TBV
protocol is agnostic to the application’s internal logic and
consumes a single transaction from it: Closed(V, P), emitted

3. Application-specific

Depositor, App. Keepers transactions

1. Setup 5. Withdraw
2. Deposited «—— 2. Approved
T App
6. Withdrawn ~—— TBYV protocol <« (smart contract)
’ 4. Closed
Ethereum chain

Figure 1: TBV protocol overview. The depositor and vault
keepers invoke setup and withdraw on the TBV proto-
col, which spans Bitcoin ( ) and Ethereum (green).
Application-specific transactions drive state in the App smart
contract; the App signals vault approval and closure back to
the protocol. Deposited/withdrawn BTC settle on Bitcoin.

TABLE 2: Comparison of the BitVM3 bridge and hybrid
TBV-Bridge. The comparison scenario is for Larry, Bob and
other users. Larry and Bob want to set up a BTC-backed
loan between themselves but may want to participate in other
applications later. Other users want to bridge to Ethereum
to participate in other applications. All users are free to
exchange the wrapped asset. The hybrid TBV-Bridge is a
strict improvement over the pure bridge.

BitVM3 Bridge Hybrid TBV-Bridge

Users Bob Larry Others Bob Larry Others
Cooperation Larry & Bob & N/A Larry & Bob & N/A
needed for setting  n-of-n n-of-n n-of-n n-of-n

up BTC-backed signers signers signers signers

loan

Trust for BTC N/A N/A n-of-n N/A N/A n-of-n
deposit for others signers signers
Trust for 1-of-m operators & 1-of-n signers Trustless 1-of-m

withdrawing BTC operators
& 1-of-n

signers

when the application authorizes party P to withdraw the
BTC from vault V. In the lending example, the application
emits Closed(V, Bob) upon repayment and Closed(V/ Larry)
upon liquidation. Fig. [I] illustrates the interface; Sec. [
gives the formal syntax. The TBV primitive is defined by
five security properties—setup correctness, setup liveness,
setup safety, withdrawal liveness, and withdrawal safety—
where, e.g., withdrawal liveness states that an honest party
that closes the vault in the application can withdraw the
BTC, and withdrawal safety states that BTC cannot be
withdrawn without the vault being closed. Trustless has a
precise meaning here: each property protects a party as
long as that party alone is honest, with no assumption
on signers, operators, the counterparty, or anyone else. No
existing Bitcoin bridge achieves this.

Hybrid TBV-Bridge resolves cost of trustlessness. Table
is silent about everyone except Bob and Larry, and that
silence is exactly what a pure TBV pays for trustlessness:
there is no fungible token, so users outside the claimer
set cannot participate at all. Our second contribution, the
hybrid TBV-Bridge, simultaneously supports users who want



trustlessness and users who simply want wrapped BTC for
arbitrary applications. Table [2] compares the bridge with the
hybrid in terms of trust assumptions. The hybrid is not a
TBV and a bridge running side by side: all parties hold the
same fungible wBTC token and can freely exchange it with
one another. When Bob deposits, he receives freshly minted
wBTC. As long as he uses it only inside the designated
application, he and Larry retain the trustless withdrawal of
a pure TBV (last row of Table [2 middle); any wBTC that
leaves the application—transferred, sold, or composed into
other DeFi protocols—remains redeemable by its holder with

the help of an operator, exactly as in a bridge (last row, right).

To see why exchanging tokens with Others matters
even inside Bob and Larry’s loan application, consider how
liquidation works in practice. In the simple loan of Table [I]
Larry liquidates for himself; real lending markets instead
rely on third-party professional liquidators, who compete to
repay unhealthy debt the moment it appears and who operate
with little capital of their own. A pure TBV is hostile to
this role: a liquidator must be named in the claimer set at
setup, must front Bob’s entire stablecoin debt from its own
pocket, and then must wait out the days-long dispute window
of the Bitcoin withdrawal before recovering any value. The
hybrid removes every one of these obstacles. Because the
seized collateral is fungible wBTC rather than a claim on
a specific UTXO, any liquidator can act, with zero capital,
atomically: take a USDC flash loan, repay Bob’s debt, receive
the wBTC collateral, swap it for USDC on a DEX, repay
the flash loan, and pocket the liquidation bonus—all within
a single Ethereum transaction [21]]. The DEX traders left
holding the wBTC are precisely the Others of Table [2] free
to redeem through an operator. A pure bridge supports this
flash flow too. What it cannot offer is the happy path: on
a bridge, Bob repaying his loan and recovering his own
BTC still depends on 1-of-m operators and 1-of-n signers
(Table [2] left). In the hybrid, that path is trustless. Every
user thus gets the strongest guarantee compatible with how
they use their tokens, rather than everyone inheriting the
trust assumptions of the most demanding use case.

Key challenge: per-vault versus global accounting. The
flash-liquidation flow above is also exactly what makes the

hybrid non-trivial to build: fungibility makes vaults interact.

The wBTC minted for Bob’s vault may end up with an
unrelated DEX trader who redeems it against a different
vault, so security can no longer be argued one vault at a time,
as it can in a pure bridge (where vaults are interchangeable)
or a pure TBV (where they are independent). Our accounting
layer (Sec. [8)) resolves this with a single notion of backing:
Bob’s vaults remain reserved for his trustless withdrawal
exactly while his token balance and collateral cover them;
once he spends wBTC outside the application, vaults become
free, in equal number, for bridge-style redemption. We
construct the hybrid as an application HybridApp(innerApp)
on top of TBV for an inner application, e.g., the lending
contract.

Contributions. In summary, this paper makes the following
contributions:

o The TBV primitive (Sec. d). We define Trustless
Bitcoin Vaults, an application-agnostic primitive for
using BTC as collateral in smart-contract applications
on external chains, together with five security properties
under which each party is protected as long as it alone
is honest.

« Construction and security proofs (Sec. [5). We con-
struct TBV using the state-of-the-art BABE proof
verification protocol [15] and prove all five security
properties.

o The hybrid TBV-Bridge (Sec. [§). We combine TBV
trustlessness with bridge fungibility through an account-
ing layer whose backing invariant determines, globally
across all vaults, which vaults remain reserved for
trustless withdrawal and which become free for bridge-
style redemption.

« Implementation and mainnet evaluation
(Secs. [6] and [7). We implement the full stack—
a BTCVaultRegistry contract, an adapter that
integrates vault collateral into Aave V4EI [l6] without
modifying Aave, and withdrawal proofs of Ethereum
finality via a Helios [22] light client—and deploy
it end-to-end on Bitcoin and Ethereum mainnet. A
deposit costs about $0.7 in Bitcoin fees, an honest
withdrawal at most $7.7, and blocking an invalid claim
about $36; off-chain storage is 84 MB per claimer, and
TBYV adds no on-chain or off-chain overhead over the
underlying BABE protocol.

2. Related Work

Trustless solutions for specific types of applications.
Payment-channel protocols such as Lightning [23|] introduced
Bitcoin-backed trustless off-chain payments, but do not
support general applications. In the spirit of state channels
for Ethereum [24], Generalized Channels [25]] extend Bit-
coin channels beyond payments by supporting off-chain
execution of arbitrary Bitcoin-script functionality. However,
their expressiveness remains constrained by Bitcoin Script.
Other approaches move on-chain functionality off-chain using
trusted execution environments (TEEs) [26], [27], [28]], or
replace TEEs with MPC-based techniques [29]], [30]], which
require additional collateral. All these approaches target two-
party settings, or require some k-of-n threshold assumption,
e.g., [31].

BitML [32] and BitMLx [33]] provide a language for
specifying Bitcoin contracts and unrolling them into Bitcoin
transactions. They can trustlessly express simple contracts
that are programmable directly on Bitcoin; BitMLx provides
a loan example, but relies on a trusted mediator.

Babylon’s Bitcoin staking [34], [35] allows a staker to
deposit BTC as collateral for validating a proof-of-stake
chain. As in TBV, the staker can trustlessly withdraw BTC.
However, the protocol can only enforce slashing conditions

2. Aave is the largest DeFi lending protocol by total value locked (over
$12 B as of this writing) and Aave v4 is its latest version.



based on double-signing, and cannot enforce liquidation or
other application-specific withdrawal conditions.

Ownership-preserving Bitcoin applications. Cardinal [19]
introduces a trust-minimized BitVM-based bridge that pre-
serves coin identity: users withdraw the same UTXOs
they deposited. Compared to other BitVM-based bridges,
this prevents a user from receiving tainted UTXOs during
withdrawal. TBV also achieves ownership preservation.

Bitcoin-backed lending. Atomic Loans [36], DLC-based
loans [37], and practical multisig/escrow lending sys-
tems [38]], [39]], [40] keep BTC on Bitcoin, but settle using
atomic-swap logic, oracle attestations, or trusted escrows.
Recent cryptographic loan protocols [41]] compile the loan
into a finite state machine, where repayment transactions
unlock encrypted signatures for the corresponding collateral
distribution. Bitcoin Smart Accounts [42] instead target DeFi
integration, using TEE-based arbitration to let BTC-backed
tokens be used for lending. These approaches are practical,
but they rely on bespoke oracles, TEEs, or trusted mediator
or escrow assumptions.

3. Preliminaries

We present informal preliminaries here; formal definitions
are in Appendix

Model. Parties communicate over secure, authenticated
channels. Communication is assumed to be synchronous, i.e.,
messages are delivered within a known bounded time delay.
All parties run probabilistic polynomial-time machines. We
model hash functions Hash(s) as a random oracle, and digital
signatures as EUF-CMA secure. An adaptive adversary .4
may corrupt any party and access the full state of that party’s
machine, and send and receive messages on its behalf. The
adversary is Byzantine, i.e., may deviate arbitrarily from the
protocol.

Ledgers. Time is measured in rounds, and I denotes the
polynomially bounded set of rounds of an execution. Let
ﬁg’;c be the Bitcoin ledger and L?TTH the external appli-
cation ledger at round r in party P’s view. Whenever the
party/round is not important, we simply write Lgtc and
LeTh, respectively. We assume both ledgers satisfy safety,
validity, and liveness with confirmation delays, as in standard
analyses of Nakamoto-style settlement and smart-contract
ledgers [44], [45].

Bitcoin. The ledger’s state is represented as a set of un-
spent transaction outputs (UTXOs). Each UTXO is a pair
out = (a, lockScript) where a € R is the amount of coins
(in BTC) in that UTXO, and lockScript is a program (the lock-
ing script) that determines under which conditions the UTXO
can be spent. In BABE, we widely use Taproot Trees [46], or
Taptrees, which make a UTXO spendable by satisfying one of
multiple locking scripts. We will represent the locking script
of such a UTXO as lockScript = (leafy,...,leafr_1). A
transaction tx = (inputs, outputs, tx_witnesses) consumes
UTXOs inputs and creates new UTXOs outputs and is
valid if it contains tx_witnesses satisfying the locking

scripts of inputs. The pair tx = (inputs, outputs) (without
tx_witnesses) is called the transaction skeleton.

The locking scripts of Bitcoin that are used in this
paper are: signature check CheckSig(pk) (requires a sig-
nature on the transaction in the witness), RelTimelock(T)
(requires at least 7 blocks before unlocking), HashLock(h)
(requires a hash pre-image of h). Using the above scripts
and logical operators A (AND) and V (OR), we can also
define CheckLampSig(Ipk) (requires a Lamport signature
on some message) and CheckLampSigsMatch(Ipk 4, Ipkg)
(requires Lamport signatures for each public key on the
same message). See Appendix [D.2] for a formal definition
of Lamport signatures and their Bitcoin scripts.

BITVM-CORE. We use a multiple verifier extension of
BITVM-CORE [[15]]. Appendix [E] describes a protocol that
extends the BABE protocol [15] to multiple verifiers.

A BITVM-CORE protocol is an interactive protocol run
between a Prover P and a set of Verifiers V interacting with
the Bitcoin ledger in two phases: the setup phase and proving
phase. A BITVM-CORE protocol for a relation R consists
of the following p.p.t. algorithms:

e Gen(R) — crs: Takes as input the relation and outputs
a common reference string crs.

o Pserup(crs,z): Run by the Prover on a statement x
during the setup phase, interacts with the Verifiers and
the Bitcoin ledger, and outputs the Prover’s state stp
and a set of success transactions S. Alternatively, the
Prover may output L to indicate that the setup failed.

o Vsetup(crs, ): Run by each Verifier during the setup
phase, interacts with the Prover and the Bitcoin ledger,
and outputs the Verifier’s state st, and a set of success
transactions S. Alternatively, the Verifier may output L
to indicate that the setup failed.

o Bprove(stp, w): Run by the Prover knowing a witness
w, interacts with the Bitcoin ledger, and outputs a bit
b € {0,1} (b = 1 indicates success of the proving
phase).

e Vbrove(sty): Run by each Verifier during the proving
phase, interacts with the Bitcoin ledger.

Robustness ensures that as long as the Prover is honest, has
accepted that the setup was performed correctly, and has a
valid witness, malicious Verifiers cannot prevent the Prover
from succeeding (i.e., one of the transactions in S appears
on the ledger) except with negligible probability. Thus, the
worst thing a malicious Verifier can do is to cause the Prover
to abort the setup, in which case no Bitcoin is ever lost by
any party. Knowledge soundness ensures that if any honest
Verifier accepts the setup, then an adversary controlling the
Prover and all other verifiers cannot successfully include any
transaction from S on Bitcoin unless he knows a valid witness
for the chosen relation. Together, robustness and knowledge
soundness make a BITVM-CORE protocol trustless.

Atomic Swaps. An atomic cross-chain swap is a protocol
by which two or more parties exchange assets across dis-
tinct blockchains without a trusted intermediary [47]], [48]].
Security requires that if both parties are honest, they both



receive the expected assets, and if one party is dishonest,
the honest party does not lose assets.

Ethereum. A smart contract C is a stateful program with a
fixed address a € {0,1}1°. A contract exposes an interface
of typed functions; each function may read or update its state,
transfer Ether, invoke functions of other contracts (internal
calls, which complete before the caller resumes), and emit
events. An event E(...) is a log entry permanently recorded
on the blockchain and publicly observable. We say E(...) €
Leth if the transaction that emitted the event is in LeTH.

ERC-20 [49] is the standard interface for fungible to-
kens on Ethereum. An ERC-20 token contract has state
variables bal (token balance of each address) and allow
(spending allowance from each owner to each spender),
and totalSupply (total token supply), and exposes functions
balanceOf (owner), transfer(to, v), approve(spender, v), and
transferFrom(owner, to, v). Token contracts commonly des-
ignate a minter address authorized to call mint(to,v), and
any user can call burn(spender, v).

Ethereum Light Client. An Ethereum light client is a p.p.t.
algorithm LC(tx, £, w) — {0,1} that takes a transaction
tx, a ledger £, and a witness w, and outputs 1 iff it accepts tx
as confirmed in L. It satisfies safety, liveness, and timeliness.

4. TBV Primitive

In this section, we formally define the trustless Bitcoin
Vault (TBV) primitive. A TBV is a general-purpose primitive
for building applications that use Bitcoin as collateral. We
state the model and syntax of the TBV interface, security
properties, and example applications.

Notation. We write V' for a vault identifier and V.Dep for
the depositor of vault V.

External Application. In our approach, while the external
application can have its internal logic, we require that its
interface with the TBV protocol satisfies some properties.
Formally, an application is a tuple App = (Keepers, Closed),
where Keepers is a set of vault keepers, such as lenders,
liquidators, arbitrageurs, or other application-designated
keepers that will interact with the TBV protocol and may later
claim or challenge a vault, and Closed is an event emitted
by the application contract with parameters vault identifier
V' and party P (the same application instance may govern
multiple vaults, each identified by a distinct V). Closed(V, P)
where P € {V.Dep} U Keepers is an event that indicates
that the vault with id V' has been closed on the external
application ledger Lgty by party P. The confirmation of
this event authorizes P to withdraw the UTXO for vault V/
from the Bitcoin ledger.

Actors. The parties that participate in the vault protocol are

e The Depositor: The party which initially funds the vault
and who wishes to participate in the vault application,
and may later want to lay claim to or challenge vault
keepers’ claims to the vault. We call the depositor Dep.

o The Vault Keepers: The vault application names a finite
set of vault keepers Keepers, which, depending on the

application, can act as lenders, liquidators, arbitrageurs,
or other application-specific actors, that may later lay
claim to or challenge the depositor’s claims to a vault.

We refer to {V.Dep} U Keepers as the claimer set for vault
V.

Syntax. A TBV protocol for App is a tuple
TBV[App] = (Setup, Withdraw, Deposited, Approved,
Withdrawn), where Setup and Withdraw are procedures that
parties can invoke, Deposited and Withdrawn are transac-
tions defined on the Bitcoin ledger LgTc, and Approved is
an event defined on the application ledger LgTy, as follows:

o Setup[Dep, Keepers] is a procedure that Dep can invoke
to set up a vault with the help of the keepers in Keepers.
Its common input is the deposit amount v together with
the public keys of the claimer set {Dep} U Keepers,
and each party’s private input is its own signing key.
On success all parties output a common vault identifier
V; any party may instead output L, aborting the setup.
Its side effects are the inclusion of Deposited(V') on
LgTc, the emission of Approved(V) on Lgty, and the
local state each party retains for use by Withdraw;

o Withdraw is a procedure that any party P among Dep
and Keepers can invoke to attempt to withdraw from
the vault. Its input is a vault identifier V' together with
the local state P retained from Setup, and its output is a
bit recording if the attempt succeeded; its side effect on
success is the inclusion of Withdrawn(V, P) on LgTc;

« Deposited(V) is a transaction that creates the vault with
id V on the Bitcoin ledger Lgc;

 Approved(V) is an event indicating that a vault with id
V' is approved on the external application ledger LeTh;

o Withdrawn(V, P) where P € {V.Dep} U Keepers is a
transaction by which P withdraws the vault UTXO V'
on the Bitcoin ledger Lgtc.

Remark 1. We highlight that the Withdraw procedure is
allowed to read whether the Closed event has occurred on
the external application ledger Lety. Further, the external
application App is allowed to read whether Approved has
occurred on the external application ledger Lgty. However,
the TBV protocol itself only has the above interface with the
application, and does not need to know about the internal
logic of the application or when it will execute Closed. The
TBYV protocol only requires an application to have a mild
soundness property (Def. [I). This allows TBVs to be used as
a general-purpose primitive for building various applications
that use Bitcoin as collateral, without requiring any specific
design for the application. The interface between the TBV
protocol and the application is illustrated in Fig. [T}

Definition 1 (Application soundness). For all valid ledgers
LeTh, for all vault identifiers V:

o if Closed(V, P) € LgTy, then Approved(V) € LeTh,
« at most one Closed(V, ) event appears in LeTH.

Security Properties. Each security property below is a pred-
icate over the ledger views of honest parties, parameterized
by an explicit time bound 7; and by the honesty of the



particular party whose guarantee is at stake. Appendix [A]
proves that the construction of Sec. satisfies all five.

Definition 2 (7}-Setup correctness). Suppose that Dep
invokes Setup with Keepers at round r. If Dep and all
keepers in Keepers are honest, then there exists a vault
identifier V' such that for all honest parties P; of Lgtc
and P, of LgtH, and for all rounds " > r + Tl,lwe have
Deposited(V) € L1547 and Approved(V) € L1220,

Definition 3 (75-Setup liveness). Suppose that honest Dep
invokes Setup with Keepers for vault identifier V. Then for
all honest parties P, of Lgtc and P, of Lgty, and for all
rounds 71,79 € I with ro > r1 + T3, if Deposited(V') €
L then Approved(V) € L1273

Definition 4 (75-Setup safety). For all vault identifiers V,
if one of {V.Dep} U Keepers is honest, then for all honest
parties P, of Lgtc and P> of Lgty, and for all rounds
ri,ra € I with 71 > ro + T3, if Approved(V) € E?T’Tﬁ,
then Deposited(V) € L0

Definition 5 (7);-Withdrawal liveness). For all vault iden-
tifiers V, for all P € {V.Dep} U Keepers, if P is honest,
then for all honest parties P, of Lgtc and P of Leth,
and for all rounds 7,79 € I with ry > 1o 4+ Ty, if
Closed(V, P) € L% then Withdrawn(V, P) € LE57.

Definition 6 (75-Withdrawal safety). For all vault identifiers
V, for all P € {V.Dep} U Keepers, if P is honest, then
for all P’ € {V.Dep} U Keepers, for all honest parties P
of Lgtc and P, of Lgty, and for all rounds 71,79 € [
with 7y > i + Ty, if Withdrawn(V, P') € L5577, then
Closed(V, P') € L2

It is trustless in the sense that setup safety, withdrawal
liveness, and withdrawal safety each hold for a given party
as long as that party alone is honest; no party need trust any
other. These goals create a trade-off between setup liveness
and withdrawal safety. A k-of-n setup improves liveness, but
an omitted keeper cannot have trustless withdrawal safety.
We prioritize safety because a safety failure can lead to a
loss of funds, whereas a failed setup lets the depositor refund
the BTC.

Relationship to the bridge primitive. A unidirectional
bridge is a primitive that relays transactions included on a
source ledger to a destination ledger (cf. [20], restated in
Appendix [D.7). Colloquially, the term “bridge” is used to
mean a wrapped asset bridge (such as the BitVM3 bridge
[20]) which consists of two unidirectional bridges:

« a peg-in bridge that relays Deposited transactions from
Bitcoin (user locks BTC) to Minted transactions on
Ethereum (bridge mints a wrapped BTC asset and
transfers it to the user),

« a peg-out bridge that relays peg-out requests (user gives
up his wrapped BTC) on Ethereum to transactions
paying BTC to the corresponding user on Bitcoin.

In that sense, the TBV primitive too consists of two unidi-
rectional bridges:

« a setup bridge that relays Deposited transactions on
Bitcoin to Approved events on Ethereum,

o a withdrawal bridge that relays Closed events on
Ethereum to Withdrawn transactions on Bitcoin.

The security properties of a wrapped asset bridge are that
in both the peg-in and peg-out bridges, when a transaction
occurs on one of the ledgers, the corresponding transaction
must occur on the other ledger. Similarly, the TBV safety
and liveness properties guarantee that when a transaction
occurs on one ledger, the corresponding transaction occurs
on the other ledger.

A trustless wrapped asset bridge primitive is one in which
peg-in and peg-out can be done trustlessly without relying
on other parties. It is a powerful primitive but unfortunately
there are no known constructions that achieve it. BitVM
bridges have tried to achieve this powerful primitive but
unnatural trust assumptions are needed on some external
committees. The TBV primitive instead restricts the trustless
bridge primitive’s power by only allowing a known set of
parties to unilaterally withdraw, the set known at deposit
time. This restriction enables trustlessness, but at the same
time is useful enough for many applications.

4.1. Example Applications

Recall from Sec. [] that the TBV protocol reads only
the application’s Closed(V, P) event, so specifying an ap-
plication reduces to giving the rules under which it emits
Closed(V, P). We illustrate this with three applications —
a lending vault, a BTC-backed stablecoin, and a perps
DEX. We use VaultOwner(V') informally here to denote
the party currently entitled to withdraw vault V' (L if no
one is, e.g., while the BTC backs an outstanding loan); it
is defined formally in Sec. (8} Closed(V, P) is emitted when
the current owner P requests to close vault V. Table [5] gives
the conditions for each application’s VaultOwner transitions.

Lending. In an over-collateralized lending vault, the deposi-
tor Dep deposits BTC as collateral and borrows loan tokens
against it, while the application receives loan tokens from
lenders. The application tracks the health of the borrowing
position via its loan-to-value ratio (LTV), defined as the
current value of the total loan (including interest) divided
by that of the total collateral, against a liquidation loan-
to-value threshold (LLTV); the position becomes unhealthy
when LTV exceeds LLTV. The parties in Keepers act as
liquidators. The application tracks vault ownership as follows:
VaultOwner(V') <— V.Dep upon Approved(V') and after Dep
repays the full debt, VaultOwner(V') <L when Dep borrows
against the collateral, and VaultOwner(V') «<— P € Keepers
when P repays the full debt and LTV > LLTV.

Stablecoin. A BTC-backed stablecoin protocol works like
the lending application, except that the debt — stablecoins
— is minted by the application rather than received from
lenders, and accrued stability fees play the role of interest.
For simplicity, we reuse LTV and LLTV for the position’s
debt-to-value ratio and its liquidation threshold. The keepers
are auction participants: an unhealthy position is opened for



auction, and the winner that burns the full debt becomes the
owner, whereas Dep redeems a healthy position by burning
the full debt himself.

Perp DEX. A perpetual decentralized exchange (Perp DEX)
trades perpetual futures — cash-settled derivative contracts
for speculating on asset prices without an expiry date —
with profit and loss (P&L) settled in quote assets such as
USD stablecoins. Here Dep deposits BTC as margin for his
trades. As long as his margin value (M) is no less than the
maintenance margin requirement (MMR), he can close his
position, settle the P&L using the quote assets, and redeem
the BTC. Once M drops below MMR, any keeper of the DEX
can close the position, cover the resulting P&L obligation to
the counterparty (or the liquidity pool), and thereby become
the vault owner.

5. TBV Protocol

5.1. Construction

We instantiate the TBV interface TBV[App] =
(Setup, Withdraw, Deposited, Approved, Withdrawn) of
Sec. ] from two building blocks introduced in Sec. 3}

1) a multi-verifier BITVM-CORE protocol Ilgirvm-core =
(Gen7 PSetupa ‘/Setupa PProvea Vi’rove) (Appendlx ; and

2) an Ethereum light client LC (Appendix [D.6).

The application App = (Keepers = (K7, ..., K,), Closed)

is deployed as a smart contract Capp 0N LETH.

Parameters and notation. Throughout, A\ denotes the
security parameter. The construction is parameterized by
three protocol timeouts and one confirmation depth, all
fixed at deployment and not inherited from any building
block: Tyctivate (Ethereum blocks), the deadline for Dep
to activate the vault (Phase 6); Ty (Bitcoin blocks), the
greatest depth of tXprepeposit at which the BITVM-CORE
setups may still begin (Phase 3); Tefung (Bitcoin blocks), the
relative timelock on the refund leaf (Phases 1 and 8); and k&
(Bitcoin blocks), the confirmation depth each keeper awaits
before acknowledging the deposit (Phase 5). They must
satisfy the compatibility conditions [[CDHH(C2)]of Appendix [A]
which require each timeout to outlast the protocol steps it
covers. The parameters 11, ..., T5 of the security definitions
(Defs. 2 to [6) are derived bounds rather than protocol inputs:
they are expressed purely in the liveness and delay parameters
of the ledgers and of the building blocks, and are stated
in Thms. [A]] to The three timeouts above enter the
analysis only through [CDH(C2)| and none of them appears
in any 7;. The confirmation depth k is the exception: honest
keepers wait for depth k in Phase 5, so it appears directly
in Ty, as the term k/7p7c.

The Vault Manager Cyy. On the Ethereum side, the TBV
protocol itself deploys a singleton smart contract Cyy (the
Vault Manager) that coordinates the cross-chain setup. Cym
maintains per-vault state indexed by vault ID V' and exposes
the following methods, invoked during Setup (Sec. [5.1.1):
registerDeposit, postDepositSignatures, postACK,

activateVault. It emits the events DepositRegistered(V),
DepositSignaturesPosted(V'), ACKAccepted(V'), and the
event Approved(V). The event DepositRegistered(V)
doubles as the public assignment of the vault identifier
V € {0,1}*. We identify each emitted event with the
inclusion on Lgty of the corresponding Cyy transaction.

The BITVM-CORE statement. For a vault V' and a claimer
(prover) P € {V.Dep}UKeepers, the BITVM-CORE protocol
is set up for the NP relation

z=(V,P) Nw = (L&, W) A }

Rv.p = {W w) LC(Closed(V, P), LEpy, w) = 1

where Ly is an Ethereum ledger and w is the witness
consumed by LC. A witness for Ry, p therefore certifies that
the application contract has emitted Closed(V, P).

5.1.1. The Setup procedure. Setup[Dep, Keepers| is in-
voked jointly by Dep and Keepers. The procedure proceeds
in eight phases that interleave off-chain coordination with
on-chain steps on Lgtc and Lery (Fig. @ The on-chain
steps realize an atomic swap between Bitcoin and Ethereum,
binding the release of the depositor’s BTC into a vault UTXO
on Bitcoin to the emission of Approved(V') on Ethereum.
Inputs. The common input is the deposit amount v, the
application contract Capp With its keeper set Keepers, and
the public keys pkpey, Pk, - -, PKg, of the claimer set;
each party’s private input is its own signing key, and Dep
additionally holds the BTC to be deposited. Outputs. On
success every party outputs the vault identifier V' assigned in
Phase 1; any party may instead output L to abort, in which
case Dep recovers the deposit through the refund path of
Phase 8. Side effects. Deposited(V) is included on LgT¢ and
Approved(V) is emitted on LeTy; each party retains the local
state recorded after Phase 8, which Withdraw consumes.

Phase 1 — Deposit registration. Dep samples a fresh

secret s ¢ {0,1}* and computes h := Hash(s). Dep then
constructs the skeletons of the two Bitcoin transactions that
the swap will use:

o the pre-deposit transaction txpreDeposit, funded from Dep’s
own UTXOs and locking v BT'C into a Taproot output
with two leaves:

— the deposit leaf HashLock(h) A CheckSig(pkpe,) A
/\KEKeepers CheCkSig(pkK);

— the refund leaf
CheckSig(pkpep)s

o the deposit transaction txpeposit, spending the deposit leaf
of tXpreDeposit and creating the vault UTXO whose locking
script is the single leaf

CheckSig(pkpe,) ACheckSig(pk s, JA. . .ACheckSig(pky ).

RelTimelock(Trefund) A

Pre-signed spending transactions for this leaf, one per

potential claimer (prover) P, are produced in Phase 3.
Dep calls Cym.registerDeposit (txprepeposit; tXDeposit; s PKpep)-
Cywm validates the input, stores the two transaction skeletons
on LTy, where they are publicly readable by every party



(Remark [2)(i)), assigns a fresh identifier V' to the vault, and
emits the event DepositRegistered(V).

Phase 2 -  tXpreDeposit on Bitcoin.
DepositRegistered(V') appears on Lgry, Dep
tXpreDeposit and writes it to LpTc.

Phase 3 - Per-claimer BITVM-CORE setup. Each
claimer (prover) P € Keepers monitors Lgry for
DepositRegistered(V) and Lgtc for the inclusion of
tXPreDeposit: ONCE tXpreDeposit 15 at least 1 block deep on
a Bitcoin chain and not more than T, blocks deep, all
parties run the multi-verifier BITVM-CORE setup phase;
Remark [2](ii) explains both bounds. Specifically, for each
P € {V.Dep} U Keepers the parties jointly execute

After
signs

Crsp < Gen(Rvyp),

(SVJD? Stppv {Stz‘)/’P}vEVP)
— <PSetup(CrsP7 (V7 P))>VP,Setup(CrSP7 (‘/7 P))>a

where P plays the Prover and the verifier set Vp :=
({V.Dep} U Keepers) \ {P} plays the multi-verifier of
IIgirvm-core. The setup pre-signs every transaction in Sy, p
with Dep’s signature and every keeper’s signature, so that
it spends the future vault UTXO under its multi-sig leaf
and pays the unlocked BTC to P. Any party may abort if
its local view of any of the 1 4 |Keepers| setup transcripts
is invalid. This ordering limits depositor griefing: keepers
incur the expensive setup cost only after txprepeposit confirms,
so a depositor must first lock BTC and pay Bitcoin fees.
Applications can also rate-limit requests or require minimum
deposits and setup fees. Because keepers are permissioned,
the application can exclude a keeper that disrupts future
setups.

Phase 4 — Pre-signing of txpeposit. After all 1 + |Keepers|
BITVM-CORE setups complete without abort, Dep and
each K € Keepers jointly co-sign the txpeposit transaction
(the hash-lock witness s is still absent at this point). Note
that tXpeposit 1S the only protocol transaction not covered
by the pre-signing inside the BITVM-CORE setups of
Phase 3, since it belongs to no Sy, p. The collected pre-
signatures are submitted to Cy.postDepositSignatures for
data availability; Cym checks that the submission is com-
plete and well-formed — one signature of the expected
form for each member of {V.Dep} U Keepers — and
emits DepositSignaturesPosted (V). Checking that those
signatures are cryptographically valid is left to the parties,
each of which does so off-chain before it acts on them
(Phases 5 and 6), which keeps the on-chain cost of a deposit
independent of the size of the claimer set.

Phase 5 — ACK round. Each K € Keepers waits for
tXpreDeposit t0 be at least k blocks deep on the longest
Bitcoin chain (i.e., it appears on the ledger Lg1¢) and for
DepositSignaturesPosted (V') to be confirmed on Lety. K
verifies the artifacts posted in Phase 4, signs the message
Hash(“DEPOSIT_ACK”||V'), and submits the signature to
Cym-postACK. Once Cym has accepted ACKs from every
keeper, it emits ACKAccepted (V).

Phase 6 — Vault activation = Approved(V'). Dep first
verifies the pre-signatures posted in Phase 4: that they are
complete and that each is a valid signature on the tXpeposit
skeleton. If this check fails, Dep does not activate and instead
takes the refund path of Phase 8. Otherwise, at any round
before DepositRegistered(V') becomes Tactivate blocks deep
on Leth, Dep calls Cym.activateVault(V, s). The method is
permissionless — any party may call it — but only a caller
who knows s can pass the checks below, and by Lem. [I]
that is Dep until he reveals it. Cym checks Hash(s) = h and
that ACKAccepted(V') has appeared; if both checks pass it
marks V' as active and emits the event Approved(V'), which
carries s as part of its public payload. If activateVault is
not invoked in time, Cyy permanently disallows activation
of V and the protocol proceeds to the refund path below.

Phase 7 — txpeposic 01 Bitcoin. Once Approved(V') is on
LeTH, the secret s is publicly readable. Any party — in prac-
tice, any keeper or relayer — can read s from Approved(V),
complete the hash-lock witness of the pre-signed txpeposit
and write the resulting transaction to Lgtc. We require this to
happen before Tiefund blocks have elapsed since the inclusion
of tXpreDeposit in Lgtc. The inclusion of tXDeposit in LgTc
is by definition the Deposited(V") transaction; the output it
creates is the vault UTXO of V.

Phase 8 — Refund path. If activateVault is not invoked
within Tjciivate (Phase 6), then Cyy permanently disallows
activation of V, so Approved(V) never appears. In this
case Dep may, after Tiefung blocks have elapsed since
the inclusion of tXprepeposit, broadcast a refund transaction
tXRefund spending the refund leaf of txprepeposit back to Dep.
Neither Approved(V') nor Deposited(V') ever confirms, and
the vault is never created (Remark [2](iii)).

Local state (side effects of Setup). At the end of a successful
Setup, each party X retains: its BITVM-CORE state sty(’P for
every P (prover state if P = X, verifier state otherwise); and
a local copy of the pre-signed transaction subsets {Sy,p}p
relevant to X’s roles. These states are used by Withdraw
below.

Remark 2 (Design rationale for Setup). Three steps above
warrant comment. (i) Because Cyy stores the skeletons on
LeTty in Phase 1, any keeper can rebuild and complete
tXDeposit iN Phase 7 from on-chain data alone; the proof of
setup safety rests on this. (ii) The one-block lower bound in
Phase 3 only ensures that txprepeposit 15 On-chain before the
keepers invest in the expensive setups; no step of the analysis
depends on it. The upper bound Ty, does matter: Tiefund
runs from the inclusion of tXprepeposit, SO @ setup begun too
late would leave too little time before the refund path opens
((C2)). (iii) The refund path of Phase 8 stays available to
Dep because s stays secret (Lem. [I), so no other party can
satisfy the hash lock of the deposit leaf.

5.1.2. The Withdraw procedure. Withdraw is invoked by
any party P € {V.Dep} U Keepers that the application has
designated as the owner of vault V. The procedure has 3
phases: an Ethereum-side application step, off-chain witness
generation, and an on-chain Bitcoin proving phase (Fig. [2b).



Inputs. P takes the vault identifier V' and the local state
it retained from Setup — its BITVM-CORE prover state
stg’P and the pre-signed subset Sy, p; every other member
of the claimer set takes its corresponding verifier state and
acts as a member of Vp. Output. A bit b € {0, 1} recording
whether the proving phase succeeded. Side effect. On success,
Withdrawn(V, P) is included on Lgtc, spending the vault
UTXO to P.

Phase 1 — Closed(V, P) on Ethereum. P waits until
the application App emits Closed(V, P) on LgTy in accor-
dance with App’s internal logic. The action that triggers
Closed(V, P) is application-specific (Sec. gives repay-
ment, liquidation, and settlement examples); P may itself
take such an action, but the emission of Closed(V, P) is
performed by Capp, not by P directly.

Phase 2 — Off-chain witness generation. P waits until
Closed(V, P) is confirmed in its local view of Lgtp and com-
putes a witness w such that LC(Closed(V, P), LEry, w) = 1,
where Lzr, is the relevant snapshot of Lgry. P sets
w = (LEry, w).

Phase 3 — On-chain BITVM-CORE proving phase. P runs
the proving phase of its BITVM-CORE instance against the
verifier set Vp established in Phase 3 of Setup:

b + 0UtP(<PProve(5t¥}P» w)aVP,Prove({StX)P}UGVP»r)v

starting at some round r. Every verifier v € Vp runs
Vorove (styF’) in parallel, interacting with the Bitcoin ledger.

5.1.3. On-chain identification of TBV transactions. The
three ledger-side transactions of the TBV interface are
realized as follows:

o Deposited(V') := tXpeposit as included in Lgtc in Phase
7 of Setup.

o Approved(V') := the event emitted on Lgry by the call
to Cym.activateVault(V, s), as included in Lety in Phase
6 of Setup.

o Withdrawn(V, P) := the unique transaction in Sy, p that
is included in Lgtc at the end of Phase 3 of Withdraw.

5.2. Security Analysis

We first state our vault-level security guarantees infor-
mally, matching the security properties of Sec. [] and give
proof sketches. We keep the standard property names: setup
correctness, setup liveness, setup safety, withdrawal liveness,
and withdrawal safety. In the lending corollaries below,
setup liveness gives depositor-side progress after BTC is
committed, whereas setup safety gives lender- or pool-side
collateral backing after a position is accepted on Ethereum.
The formal theorem statements — with explicit time bounds,
the standing assumptions, and the supporting lemmas — and
the full proofs are deferred to Appendix [A] All vault-level
theorems below additionally assume that the Bitcoin and
Ethereum ledgers are safe and live, that IIg;rym.core satisfies
setup correctness, robustness, and knowledge soundness, that
the light client LC is safe, live, and timely, that the application

[ Dep ] [App.Keepers] [ Bitcoin ] [ Ethereum J
1. Cym registerDeposit, h=Hash(s)
assign id V, }
2. Kprepepost emit DepositRegistered(V')
3. BITVM-CORE setugs

4. pre-sign tXpeposit, Submit sigs

5. ACKs

6. Cym.activateVault, secret s

emit Approved (V)
7. tXpeposit (requires s) (carries )
—_—

if not activated Deposited(V)

by Tretund - - 8. txRerund (refund path)
(a) Setup
{ Prover P } { Verifiers } { Bitcoin }

2. light-client witness emit Closed(V, P)

3. BITVM-CORE proving phase

-~ »
Withdrawn(V, P)
if witness valid

(b) Withdraw

Figure 2: Chronological phases of the TBV protocol. Boxed
annotations on a lifeline denote on-chain processing by that
party. In [a] Phase 8 (red) occurs only on the refund path
when Dep does not invoke activateVault in time. In [b] the
prover P is any member of {V.Dep} U App.Keepers that has
been designated as owner by the application; the verifiers
are all other members of that set.

satisfies application soundness (Def. [I), that signatures are
EUF-CMA secure, that Hash is a random oracle, and that
the protocol timeouts are mutually consistent. The end-to-
end lending discussion below adds only the application-
level correctness assumptions stated there; each vault-level
statement names the honesty assumption it needs.

Theorem 5.1 (Setup correctness, informal). If Dep and
all keepers in Keepers are honest, then a Setup invocation
produces, within bounded time, the Deposited(V') transaction
on Lgtc and the Approved(V') event on Leth.

Proof sketch. We walk forward through the phases of Setup.
Every on-chain step confirms within the corresponding
ledger’s liveness bound; the BITVM-CORE setups of Phase 3
complete without abort by setup correctness; all keepers ACK
in Phase 5; Dep activates within the deadline in Phase 6;
and any keeper completes txpeposit in Phase 7 before the
refund timelock expires, by the timeout consistency. Formal
statement and proof: Thm. O

Theorem 5.2 (Setup liveness, informal). If Dep is honest
and the Deposited(V') transaction confirms on Lgtc, then
the Approved(V') event confirms on Lty within bounded
time.



Proof sketch. The witness of tXpeposit CONtains a preimage
of h. Since Dep is honest, the secret s becomes public only
through Dep’s activateVault(V, s) broadcast (Lem.[I), which
Dep issues only after ACKAccepted(V') is on-chain, so the
call cannot revert; even if an adversary front-runs it with a
copy carrying the same s, that copy also emits Approved(V).
Ledger liveness concludes. Formal 75 statement and proof:
Thm. O

Theorem 5.3 (Setup safety, informal). If at least one mem-
ber of {V.Dep} U Keepers is honest and the Approved(V)
event confirms on Lety, then the Deposited(V') transaction
confirms on Lgtc within bounded time.

Proof sketch. By the checks of Cym, Approved(V) implies
that all ACKs and the pre-signatures of txpeposit precede it
on LgTH, and the payload of Approved(V') reveals s. Those
pre-signatures are valid, because the honest member verified
them itself before acting: an honest keeper before ACKing
(Phase 5), or an honest Dep before activating (Phase 6).
Hence a complete valid witness for tXpeposit 1S assemblable
from on-chain data alone. The honest member — depositor
or keeper — broadcasts txpeposit per Phase 7, and until the
refund timelock expires no other spend of the txprepeposit
output is possible (Lem. EI) SO tXpeposit confirms by ledger
liveness. Formal T3 statement and proof: Thm. [A3] O

Theorem 5.4 (Withdrawal liveness, informal). If P €
{V.Dep} U Keepers is honest and the Closed(V, P) event
confirms on Lgty, then the Withdrawn(V, P) transaction
confirms on Lgtc within bounded time.

Proof sketch. First, Closed(V, P) implies Approved(V') by
application soundness, so the vault UTXO exists on LgT¢ by
setup safety. Second, the vault UTXO is unspent when P acts:
its only spending leaf requires every party’s signature, and the
honest P signed only the pre-signed transactions |, Sy, p
(Lem. 3); a spend by P’ # P would imply Closed(V, P’) on
honest Ethereum views (Lem. E]), contradicting the at-most-
one-Closed clause of application soundness. Third, honest
P computes the light-client witness (light-client liveness)
and runs Ppyoye against all other parties; by robustness

of Ilg;rvMm-core — Which holds even when all verifiers
are malicious — the success transaction Withdrawn(V, P)
confirms. Formal statement and proof: Thm. [A.4] O

Theorem 5.5 (Withdrawal safety, informal). If P €
{V.Dep} U Keepers is honest and the Withdrawn(V, P’)
transaction confirms on Lgtc for any P’ € {V.Dep} U
Keepers, then the Closed(V, P') event confirms on Lety
within bounded time.

Proof sketch. By Lem. 3] the spending transaction belongs
to Syp. If P’ = P: honest P broadcasts its success
transaction only after observing Closed(V, P) confirmed on
LeTy, which persists by ledger safety. If P’ # P: honest P
is a verifier in P”’s BITVM-CORE instance, so knowledge
soundness extracts a light-client witness for Closed(V, P'),
and light-client safety and timeliness place Closed(V, P’) in

all honest views of Lgry (Lem. [). Formal statement and

proof: Thm. O

End-to-end security for BTC-backed lending. The
theorems above are vault-level: they relate the TBV
events Deposited(V'), Approved(V), Closed(V,P), and
Withdrawn(V, P) for any application satisfying applica-
tion soundness. We now instantiate them with the over-
collateralized lending application of Sec. {.1]

For both lending corollaries, we assume that the lending
smart contract is correct relative to the rules of Sec. ]l In
particular, it accepts a TBV position as collateral only after
Approved(V'); maintains debt accounting, pool accounting
when applicable, interest accrual, price feeds, and the liquida-
tion predicate consistently with the advertised LTV and LLTV
rules; sets VaultOwner(V') = V.Dep upon approval and after
full repayment; sets VaultOwner(V) =L while the loan is
outstanding; and sets VaultOwner(V) = P € Keepers when
P repays the full outstanding debt while LTV > LLTV. In the
pooled case, each lender’s pool claim is computed from the
pool accounting, and borrower repayments and liquidation
repayments for a position are credited to the pool before
that position is treated as debt-settled. The current owner
is the only party authorized by the application to close the
position, and closing is terminal. These are application-level
assumptions; TBV consumes only the resulting interface
events.

Corollary 1 (End-to-end security for peer-to-peer
BTC-backed lending, informal). Consider the peer-to-peer
loan of Table (I} where Keepers = {Larry} and Larry is
both the lender and the eligible liquidator. Under the TBV
assumptions and the lending-application assumptions above,
the following guarantees hold for vault V.

(i) Setup liveness. If V.Dep and Larry honestly run Setup,
then V. becomes both approved on Ethereum and
deposited on Bitcoin within bounded time. Thus the
only TBV setup counterparty for V.Dep is Larry, and
the only TBV setup counterparty for Larry is V.Dep.

(ii) Depositor-side setup safety. If honest V.Dep’s BTC
collateral deposit confirms on Bitcoin, then the position
becomes approved on Ethereum within bounded time.

(iii) Lender-side setup safety. If honest Larry funds the
loan only after the lending application accepts V' as
approved collateral, then that position is backed by
the corresponding BTC deposit within bounded time.

(iv) Trustless withdrawal. If honest V.Dep repays the
full outstanding debt, then V.Dep can withdraw the
BTC collateral within bounded time. If honest Larry
liquidates an unhealthy position by repaying the full
outstanding debt while LTV > LLTV, then Larry can
withdraw the BTC collateral within bounded time.

Proof sketch. Item (i) is setup correctness with Keepers =
{Larry}. Ttem (ii) is setup liveness. Item (iii) is setup safety,
applied after the lending application accepts an approved
position and using Larry’s honesty as the honest member of
the claimer set. Item (iv) combines the lending ownership



rules with TBV withdrawal liveness. TBV withdrawal safety
gives the converse direction, so a separate no-premature-
withdrawal statement is not needed. O

Corollary 2 (End-to-end security for BTC-backed lending
pools, informal). Consider a pooled lending market in which
lenders fund a lending pool, borrowers open TBV-backed debt
positions, and the application-designated arbitrageurs/keep-
ers Keepers may liquidate unhealthy positions. Under the
TBV assumptions and the lending-application assumptions
above, the following guarantees hold for each accepted TBV
position V.

(i) Setup liveness. If V.Dep and all keepers in Keepers
honestly run Setup, then V' becomes both approved
on Ethereum and deposited on Bitcoin within bounded
time. Pool lenders do not participate in TBV setup for
V.

(ii) Depositor-side setup safety. If honest V.Dep’s BTC
collateral deposit confirms on Bitcoin, then the position
becomes approved on Ethereum within bounded time.

(iii) Pool-lender setup safety. From the point of view of
an honest lender who supplies liquidity only through
the lending application, every accepted approved TBV
position against which the pool lends is backed by
the corresponding BTC deposit within bounded time,
provided at least one party in {V.Dep} U Keepers is
honest.

(iv) Trustless withdrawal for possible TBV owners. If hon-
est V.Dep repays the full outstanding debt, then V.Dep
can withdraw the BTC collateral within bounded time.
If an honest arbitrageur/keeper P € Keepers liquidates
an unhealthy position by repaying the full outstanding
debt while LTV > LLTV, then P can withdraw the
BTC collateral within bounded time.

(v) Pool-lender repayment safety. For any honest lender
who supplies liquidity to the pool, and any accepted
position 'V whose debt is funded by that pool, if at
least one party in {V.Dep} U Keepers is honest, then
Bitcoin-side withdrawal of V'’s BTC cannot bypass the
pool’s debt claim: the collateral is withdrawn only
after the full outstanding debt of V has been repaid to
the pool, and the lender’s pool claim includes its share
of the recovered debt according to the pool accounting.

Proof sketch. Items (i) and (ii) are setup correctness and
setup liveness. Item (iii) is setup safety, applied to each ap-
proved position accepted by the lending application. Item (iv)
combines the lending ownership rules with TBV withdrawal
liveness. Item (v) combines the lending ownership and pool
accounting rules with TBV withdrawal safety: any Bitcoin
withdrawal is tied back to an application-authorized owner,
and for a position with pool-funded debt such ownership is
available only after borrower repayment or keeper liquidation
repays the full outstanding debt to the pool. O

6. Implementation

This section describes an implementation of the TBV
protocol and its integration with Aave V4EI We instantiate
BITVM-CORE with BABE [15]]. We then summarize the
smart contracts and their integration with Aave v4.

Ethereum Light Client. In our implementation we use
Helios [22], an Ethereum light client in which the ledger is
checkpointed at periodic intervals and the witness w consists
of signatures for each checkpoint from the sync committee,
a dynamically evolving subset of the Ethereum validators.
We compile the Helios verification logic into a SNARK
(Groth16 [50]) proof with statement & = tx and witness
w = (L, w), which is then verified on Bitcoin by the
BABE protocol. Helios accepts only ledgers ending at a
finalized checkpoint; since finalized prefixes are shared by
all honest views, Helios satisfies timeliness with u ¢ equal
to Ethereum’s finality delay. Helios is efficient, but it trusts
the sync committee, a randomly sampled subset of Ethereum
validators. Signal [51]] instead verifies Ethereum consensus
from validator attestations, giving TBV a drop-in light client
with weaker trust assumptions.

BABE as the BITVM-CORE instantiation. A TBV protocol
can be instantiated from any BITVM-CORE-style proof-
verification protocol, such as BitVM?2 [13]], BitVM3 [20],
or BABE [15]]. We instantiate TBV from BABE for its on-
chain and off-chain efficiency. BABE realizes BITVM-CORE
through witness encryption and garbled circuits. During setup,
each verifier encrypts a secret under a statement as defined
in Sec. 5} A garbled circuit defers the witness-dependent
part of this encryption. During the proving phase, the prover
generates a succinct Groth16 [50] proof using the light client
witness, commits to its proof on Bitcoin, obtains the garbled
circuit input labels from the verifiers, and evaluates the
circuit to recover the secret. This succeeds only when the
proof is valid. Recovering the secret lets the prover withdraw
Bitcoin from the vault. An invalid proof leaves the secret
unrecoverable, and the prover cannot withdraw the Bitcoin.

The transaction graph. BABE already specifies a transaction
graph that realizes BITVM-CORE for a single prover and
a single verifier (cf. [15, Fig. 5]). The transaction graph
comprises Assert, ChallengeAssert, WronglyChallenged,
NoWithdraw, and Withdraw transactions anchored at a
Deposit output. We build on this transaction graph with
four changes.

1) We support multiple verifiers. Each party in the claimer
set {V.Dep}UApp.Keepers acts as the prover of its own
BITVM-CORE instance and as a verifier in every other
party’s instance, through the multiple-verifier BITVM-
CORE extension (cf. Appendix [D.3] Appendix [E).

2) We replace BABE’s Deposit with Pre-Deposit and
Deposit transactions to support the HTLC-based
deposit protocol (Sec. [5).

3. Due to licensing requirements, we cannot share the code. To facilitate
independent verification, we report the protocol parameters, deployed
mainnet contract addresses, transaction identifiers, and measured on-chain
costs, allowing the mainnet results to be checked against public block
explorers.



3) The transaction graph includes an additional Claim
transaction. The prover submits the Claim transaction
to set up the input required for Assert and start the
withdrawal process on Bitcoin.

4) To avoid requiring challengers to reserve substantial
BTC for pre-signed transaction fees, we implement
Child Pays For Parent (CPFP) [52], where the pre-signed
parent pays zero fees and its child supplies the required
fee at broadcast time. Since CPFP requires the parent
transaction to comply with Topologically Restricted
Until Confirmation (TRUC) [53[], which imposes a size
limit of 10,000 vBytes, we split BABE’s Challenge-
Assert into two transactions, ChallengeAssertX and
ChallengeAssertY.

Fig. [3] describes the resulting transaction graph for
one depositor Dep, one prover P, and one verifier Vf. A
deposit realizes Setup in two transactions: the depositor posts
Pre-Deposit, which locks the BTC behind a hashlock
with a timed refund path, and once the vault is activated on
Ethereum, anyone posts Deposit, which creates the vault
UTXO, i.e., the Deposited(V) transaction of Sec.

A withdrawal starts with the prover posting Claim and
Assert, which commit the Grothl16 proof in a Lamport
signature. If no verifier challenges within the challenge pe-
riod, the prover posts Withdraw, i.e., the Withdrawn(V, P)
transaction of Sec. 4] A verifier challenges by posting
ChallengeAssertX and ChallengeAssertY, which
reveal the garbled circuit input labels encoding the prover’s
proof. If the proof is invalid, the prover cannot recover the
encrypted secret, and the verifier posts NoWithdraw after
the response period to block Withdraw. If the proof is
valid, the prover evaluates the garbled circuits to recover
the secret, posts WronglyChallenged, and proceeds to
Withdraw.

TBV smart contracts. The Ethereum-side smart contracts
can be categorized into two parts: the protocol core contracts
and the Aave v4 adapter contracts. Appendix provides
details of the smart contracts and Aave v4 integration.

The protocol core contracts realize the Vault Manager
Cum of Sec. 5.1l They coordinate vault registration, de-
posit, and withdrawal. Their methods realize registerDeposit,
postDepositSignatures, postACK, and activateVault. They
also verify the Bitcoin signatures natively on Ethereum, so
no trusted relay attests to Bitcoin state.

The Aave v4 adapter contracts integrate the protocol
core contracts with Aave v4 [6]], a major Ethereum lending
protocol, without modifying Aave. The core contracts invoke
the adapter contracts, and the adapter contracts drive Aave v4
only through its public interface. The adapter contracts track
each vault’s lifecycle, authorized owner, and the borrower
position it backs. The adapter contracts also handle the
positions through Aave’s standard interface, using operations
such as borrow, repay, withdraw, and liquidate.

7. Evaluation

We evaluate the implementation of Sec. [0 in terms of
its on-chain and off-chain cost. The evaluation shows that

the TBV protocol runs end-to-end on Bitcoin and Ethereum
mainnet at small on-chain cost. In Table 3] at the current
Bitcoin price of $65,000 and fee rate of 2sat/vB, a deposit
costs about $0.7 in Bitcoin fees and a withdrawal at most
$7.7, and challenging a dishonest withdrawal about $36.
This also shows that the TBV protocol does not introduce
additional overhead on top of the underlying Bitcoin proof
verification protocol.

Evaluation goals. The evaluation aims to answer three
questions:

e On-chain cost (Sec. [7). What is the Bitcoin and
Ethereum on-chain cost of a deposit and of each
withdrawal path, in transaction size and in dollars?
Every dispute-path transaction competes for block space
in a live fee market, so an excessive footprint would
make withdrawals uneconomical or, in the worst case,
unconfirmable.

« Off-chain cost (Sec. [7). What is the off-chain storage
overhead of the TBV protocol? Storage is the dominant
off-chain cost of the BABE protocol we use.

« Overhead over Bitcoin proof verification protocol.
Does the TBV protocol introduce any extra on-chain
or off-chain overhead on top of the underlying Bitcoin
proof verification protocol [[15]?

Experiment setting. We run the experiment end-to-end
against both Bitcoin and Ethereum mainnet, driving the real
daemons through the complete lifecycle. We develop a Rust
harness that first deploys the protocol contracts on Ethereum,
sets the protocol permissions and parameters, and registers
the on-chain actors. We deploy our own unmodified Aave v4
instance because Aave v4 on mainnet is not permissionless,
not because the integration requires any change to Aave.
Creating a spoke or listing a new collateral asset is gated
by Aave governance. Appendix provides the deployed
contract addresses on Ethereum mainnet. We then run the
daemons to interact with both chains, posting every trans-
action on-chain. Bitcoin on-chain costs are reported at the
run’s /2 sat/vB feerate and BTC = $65,000; Ethereum costs
use the observed gas price (=0.5 gwei) and ETH = $1,700.
These fee rates, gas prices, and spot prices are the values
observed during the live mainnet run; the dollar figures scale
linearly with them, whereas the vByte and gas footprints
remain constant. Each run of the lifecycle starts with a
deposit of BTC, which we supply as collateral to the
Aave v4 protocol and borrow against. We then exercise the
following paths for the BTC: repay — withdraw under
the no challenge, correctly challenged, or wrongly challenged
dispute path, or 1iquidate under the no-challenge path.

Bitcoin on-chain cost. Table [3|reports the live Bitcoin run in
full, with one column block per dispute path — no-challenge,
correctly challenged, and wrongly challenged — and an em-
dash marking each transaction a path does not use. Every
txid resolves on the mempool.space block explorer [54] for
independent verification. We report each footprint in vBytes
(fee-market-independent) and in dollars, split by the role
(depositor, prover, or verifier) that posts each transaction; in
this run the depositor also acts as the prover. The protocol
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Figure 3: Transaction graph with the three withdrawal paths, shown for one depositor Dep, one prover P, and one verifier
Vf. Each box is a Bitcoin transaction with its inputs (orange) and outputs (green); an edge from an output to an input is a
spending path, annotated with its script condition (cf. Appendix [D.2); a diamond marks an output with alternative spending
paths. A condition is blue (red) if the prover (verifier) provides the witness that satisfies it, and an edge is blue (red) if the
prover (verifier) submits the spending transaction; timelocks and the depositor’s conditions and spends are black.

fixes which role posts each transaction, so the cost falls
predictably.

The deposit cost is identical across paths: the depositor
posts the Pre—-Deposit/Deposit pair for 512 vB ($0.7).
On the no-challenge path, the prover alone posts Claim,
Assert, and Withdraw (4633 vB, $6.0), dominated by
Assert (4006 vB); the verifier does not submit any trans-
action. A prover being wrongly challenged defends itself
by submitting WronglyChallenged before Withdraw,
raising its withdrawal cost only to 5046 vB ($7.7). So an
honest prover’s withdrawal costs at most $7.7 regardless of
the dispute path.

The challenge paths are dominated by the verifier’s
footprint: 18 358 vB on the correctly challenged path and
18024vB on the wrongly challenged one. Within that
footprint, the bulk comes from the CPFP children that
fee-bump the two zero-fee TRUC ChallengeAssert
parents. During the experiments, these children overpaid
the fee market, paying an effective package feerate of up
to ~8.4sat/vB against 2sat/vB. This put the verifier’s
correctly challenged cost at $98.9, whereas the same footprint
costs about $24 at 2sat/vB. The vByte footprints are
fee-market-independent. The gap is therefore purely a fee-
estimation artifact, not a protocol cost.

Ethereum on-chain cost. Table [ reports the Ethereum
gas, fee, and tx hash of each TBV protocol transaction. We
focus on the TBV protocol’s own footprint and exclude
the Aave lending-market gas (supply, borrow, repay,
withdraw, liquidate), which does not depend on TBV.

Across the five protocol steps, the TBV footprint on
Ethereum mainnet costs 2.89 M gas ($2.5 at $1,700/ETH and
the observed ~0.5 gwei), dominated by the deposit request
(1.06 M gas) and vault activation (0.88 M gas). Together with
the Bitcoin footprint (Table [3), an honest deposit/withdrawal
lifecycle settles for roughly $9 on-chain across both chains

— small enough to deploy on today’s Bitcoin and Ethereum
mainnet without protocol changes.

On-chain overhead over BABE. This on-chain footprint
is comparable to that of the BABE SNARK verification
protocol [15]]: the verifier’s dispute is 18 358 vB against
BABE’s ~17400vB, and the prover’s 4633 vB withdrawal
is in fact below BABE’s 9240 vB due to optimizations to
the Lamport signature scheme. TBV thus adds no on-chain
overhead on top of the proof verification results.

Off-chain cost. The off-chain cost of TBV is the storage of
the garbled-circuit artifacts produced by the BABE cut-and-
choose, held until the corresponding withdrawal resolves.
We sample the garbled circuits from the protocol execution
under (307, 6) cut-and-choose parameters: our optimizations
shrink each circuit from 22.2 MB [15]] to 14 MB, so a six-
instance session is 84 MB per prover-verifier pair. This cost
falls on the prover only: the verifier keeps only the short
seed and regenerates the circuits deterministically, so its
off-chain cost is negligible. The stored artifacts are exactly
the BABE cut-and-choose circuits. TBV thus adds no off-
chain overhead on top of the proof verification. The honest
withdrawal path has constant on-chain cost in the number of
keepers. On-chain cost grows only when verifiers challenge a
malicious claim; in the worst case, it grows with the number
of challengers. The main scaling cost is off-chain: for N
claimers, the N(N — 1) prover—verifier pairs each require
84 MB. We expect fewer than ten keepers, for which this
cost is reasonable.

8. Hybrid TBV-Bridge

Our TBV protocol (cf. Sec. @) deliberately fixes the
set of parties that may withdraw a vault at setup time.
The introduction (Sec. [T) showed what this costs in the
lending application: liquidation is restricted to parties named



TABLE 3: Per-path on-chain results from the live Bitcoin mainnet run, merged into one table. For each transaction we
report the vSize (vB, fee-market-independent), feerate (sat/vB), fee (USD, at BTC = $65,000), and on-chain txid under the
no-challenge, correctly challenged, and wrongly challenged paths. The depositor, who also acts as the prover in this run,
posts the deposit transactions.

No challenge

Correctly challenged | Wrongly challenged

Transaction | vB sat/vB USD txid vB sat/vB  USD txid | VB sayvB  USD txid

Deposit procedure ( depositor )

Pre-Deposit 240 2.01 $0.31 eb009cb4 240 201 $031 ba224e40 240 2.01 $0.31 ca6d35d7

Deposit 272 2.00 $0.36 23f15c76 272 2.00 $0.36 63ce713f 272 2.00 $0.36 91c9a86b

Withdrawal procedure ( prover / verifier )

Claim 195 2.00 $0.25 fbl239a2 195 2.00 $0.25 96c916a9 263 1.52 $0.26 1c7f7feb

Assert 4006  2.00 $5.21 bdd5f742 | 4006 2.00 $521 fbe637e9| 4006 2.00 $5.21 c269e7ct

ChallengeAssertX ' = 8777 0 $0.00 9acfe4ds| 8777 0 $0.00 bda62764
< CPFP child - 234 115.1% $17.51 |ddca3761 235 115.1 $17.58 192d3161

ChallengeAssertYJr - 8777 0 $0.00 ec880bcc|| 8777 0 $0.00 6371ca3d
< CPFP child - 234 115.1% $17.51 4dScOce2 235 115.1 $17.58 05060029

WronglyChallenged ' = = 178 201 $0.23 3738203c
< CPFP child - - 167 13.02 $1.42 7ddff85d

NoWithdraw - 336 2.08 $0.46 c4cd2711 -

Withdraw 432 2.00 $0.56 dObb3e42 - 432 2.00 $0.56 0f864ala

Total (depositor, deposit) 512 $0.67 512 $0.67 512 $0.67

Total (prover, withdrawal) | 4633 $6.02 4201 $5.46 5046 $7.68

Total (verifier, withdrawal) 0 $0.00 18358 $35.48 18024 $35.16

T The marked transactions are zero-fee TRUC parents bumped by a CPFP child (indented row); the child carries the package fee, so its high standalone feerate just reflects a

small transaction paying for the whole package.

¥ The correctly challenged run was executed during a fee spike; its CPFP children actually paid 323.7 sat/vB ($49.24 each, verifiable from the linked txids). For a fair
comparison with the wrongly challenged path, we report their fees normalized to that path’s 115.1 sat/vB rate; vSizes and txids are unchanged.

TABLE 4: Ethereum cost of the TBV protocol transactions:
the measured gas, fee, and on-chain tx hash of each protocol
step. The Aave lending-market operations (supply, borrow,
repay, withdraw, liquidate) are excluded — their gas depends
on the integrated market, not on TBV. Fees in USD use
ETH = $1,700.

Protocol step gas gas price fee tx hash
(gwei)l  (USD)

Deposit request 1061958 0.529  $0.96 |ca49del?’
Input signatures 330014  0.473  $0.27 baO6bdff
ACK signatures 270682  0.506  $0.23 [£726829a
Vault activation 879427  0.502  $0.75 |866859db
Redemption 344212  0.563  $0.33 [2c6c531c
Total 2886293 - $2.54 -

at setup—shutting out the professional liquidators that real
markets rely on—and the claim on the collateral cannot be
used or traded outside the application. Both shortcomings
have the same root: the claim on a vault does not circulate as
a fungible token. The objective of this section is the hybrid
vault promised there: a vault that issues such a token, wBTC,
without giving up trustless withdrawal. Upon deposit, the
hybrid vault mints fungible wBTC; any holder may redeem
wBTC for BTC with the help of an operator, as in a bridge;
and a party that keeps its tokens within the application, e.g.,
only does lending, retains the trustless withdrawal path of a
pure TBV (Table [2). Neither pure model achieves this: a pure

bridge surrenders every withdrawal, including the depositor’s
happy path, to the bridge’s trust assumptions [13]], [20], while
a pure TBV’s claims are bound to setup-time parties and
cannot circulate.

The technical obstacle, previewed in Sec. [I] is that
fungibility makes vaults interact. In both pure models,
security can be analyzed one vault at a time: bridge vaults are
homogeneous and interchangeable, and TBV vaults, while
tailored to specific parties, never interact across instances. In
the hybrid, a token minted from one vault may redeem against
another. The simplest instance of the difficulty: suppose
Bob deposits two vaults and repays both loans, so he holds
two wBTC tokens and a trustless claim on each vault; he
then transfers one token to Carol. Carol’s token must be
redeemable for BTC, necessarily against one of Bob’s two
vaults, and yet Bob, who still holds one token, should retain
one trustless claim. Which vault remains Bob’s, and which
becomes redeemable by Carol, cannot be decided by looking
at either vault in isolation. Security must therefore be stated
over the entire set of vaults V, and the central question
becomes: when does a vault remain reserved for its owner,
and when does it become free for bridge-style redemption?
The accounting layer introduced in this section answers this
with a single notion of backing: a reservation is honored
exactly while its owner holds enough wBTC to cover its
reserved vaults.

The TBV properties (Defs. 5] and [6) guarantee the cross-
chain relay of Closed and Withdrawn, but deliberately leave
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open who can validly close which vault, which is application
logic. The accounting layer we present in Sec. settles it
purely as Ethereum smart-contract validity; all cross-vault
reasoning is confined to this single-ledger view. Appendix [C]
then composes the accounting layer with the per-vault TBV
properties into end-to-end guarantees, adding no new cross-
vault reasoning.

Participants. We define our hybrid TBV-Bridge as a col-
lection of vaults (cf. Sec. ). A hybrid TBV-Bridge is
parameterized by an inner application innerApp, such as
the lending application of Sec. [5] Its participants are the
depositors, who deposit BTC and receive freshly minted
wBTC; the local keepers LocalKeepers named by innerApp
(e.g., liquidators); the operators Operators, who enable
bridge-style redemption for arbitrary token holders; and other
users, arbitrary wBTC holders with no setup involvement.
Every vault’s keeper set contains the common Operators,
i.e., for every vault V in the Hybrid-TBV bridge, we have
Operators C V.Keepers. In particular, operators participate
in the setup ceremony of every vault, since a bridge-style
redemption requires a party capable of spending any free
vault. This common intersection of the keeper sets of all
vaults, i.e., the operators, is the “cost” of fungibility. Note
that the introduction’s permissionless flash liquidation is
consistent with this participant model: a third-party liquidator
settles the liquidation entirely at the token level on Ethereum,
receiving wBTC like any other user, and never needs to
appear in a vault’s claimer set on Bitcoin.

8.1. The Accounting Layer

Throughout this subsection, Lgry denotes a valid
Ethereum ledger (cf. Def. [I7). Since validity is prefix-
monotone and honest views are consistent (cf. Def. B]), every
statement of this subsection holds in every honest party’s
view at every round.

Inner application interface. The external application
HybridApp, whose interface remains as defined in Sec. ] in-
ternally delegates to innerApp, which exposes two functions
of the ledger state to it (cf. Fig. ).

o VaultOwner(Leth, V) € {V.Dep} U V.Keepers, the
party currently holding the trustless claim on vault V'
according to innerApp’s logic;

o inApp(LeTh, V) € {0,1}, indicating whether the
wBTC coin associated with V' is currently committed
inside innerApp (e.g., posted as collateral).

For now, each vault contains exactly 1 BTC, and coins are
committed to innerApp as whole units, so inApp is binary. No
1 owner state is needed: while a coin is committed inside the
application (e.g., a loan is outstanding), the vault is protected
by inApp = 1 regardless of the value of VaultOwner.

Vault sets and backing. For a ledger LgTp, define the open,

Depositor, App.Keepers,
other users

transfer

| Application-specific transactions
close

Setup Withdraw
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Figure 4: Hybrid TBV-Bridge protocol overview. This is
similar to the TBV architecture shown in Fig. [1} except that
there is an accounting layer that interacts with innerApp and
an ERC-20 token.

the committed, and the reserved vaults:

U(Len) :={V €V : Approved(V) € LetnuA
VP: Closed(V, P) ¢ Letn},
Uy (Leth) :={V € U(LeTn) : inApp(LeTh, V) = 1},
Up(LeTh) :={V € U(LeTn) : inApp(LeTH, V) = OA
VaultOwner(LgTH, V) = P}.

Since inApp is binary and VaultOwner is a total function into
the parties, U(EETH) = U (['ETH) U UP Z/{P(ZZETH)- We
say P is backed in Lety if tokBalzy, (P) > [Up(LeTh)|.
i.e., every uncommitted vault reserved for P is covered by
a token in P’s balance. Intuitively, P is backed as long as
P has stayed in the application: every coin minted for P’s
vaults is either committed inside innerApp or still in P’s
balance. A party that spends its wBTC elsewhere becomes
unbacked and, as formalized below, forfeits the protection
of its reserved vaults to exactly that extent. Thus, a party
retains exclusive access to its vaults exactly while it retains
sufficient token ownership to back them.

Validity of Closed. The hybrid vault contract admits
Closed(V, P) as a valid Ethereum transaction with respect
to a prefix L iff
) Velull), (vault approved and open)
2) inApp(L,V) =0, (coin not committed in innerApp)
3) tokBalz(P) > 1, (claimant holds a token)
4) VaultOwner(L,V) = P, or tokBalz(Q) < [Ug(L)]
for @ := VaultOwner(L, V). (claimant owns V, or its
owner is unbacked)
Its effect is to burn one wBTC token of P and remove V'
from U.

Definition 7 (Hybrid  application
HybridApp(innerApp) is sound if:

1) (Owner stability) If VaultOwner(Lgtn,V) = P and
P is honest, no PPT adversary can produce a valid
Lty = Letn with VaultOwner(Lery, V) # P.

2) (Token conservation) For all valid ledgers LeTh:

> tokBalze,, (P)+ Y inApp(Leth, V) < [U(Leth)l-
P Vey

soundness).



Remark 3. An arbitrary application could mint unbacked
tokens. Our concrete Hybrid Vault application achieves the
above soundness property: tokens are minted only upon
Approved(V'), which by setup safety (Def.4) corresponds to
a distinct deposited vault; Closed burns a token; committing
a coin to innerApp removes it from balances, and inApp
counts no coin twice; transfers conserve balances.

Theorem 8.1 (Pegout  admissibility).  Suppose
HybridApp(innerApp) is sound. Then for every valid
ledger Leth:

1) (Existence) For every operator O with tokBalz,, (0) >
1, there exists V- € U(LeTn) such that Closed(V,O) is
valid with respect to LeTn.

2) (Conditional protection) For every V and every P #
VaultOwner(Letn, V) =: Q, if Q is backed or
inApp(Leth, V) = 1, then Closed(V, P) is invalid with
respect to LeTh.

Proof. Conditional protection is immediate from validity
conditions 2 and 4 for Closed. For existence, suppose toward
a contradiction that tokBalz.,,,(O) > 1 but no Closed(V, O)
is valid. Then Uo(LeTh) = 0, since any V' € Uy satisfies
conditions 1-4 with P = O via the owner branch. Moreover,
for every Q # O with Ug(LeTn) # 0, party Q must be
backed; otherwise, condition 4 admits Closed(V, O) for any
V € Ug, hence tokBalze,, (Q) > |[Uo(LeTn)|- Since inApp
counts no coin twice, >, inApp(LetH, V) > [UL (LeTh)|.
Summing and noting that ¢/, (Letn) and UQ#O Ug(LeTh)
cover U(Letn) since Up (Leth) = O

> tokBalzer, (P) + Y inApp(Leth, V) >
P Vv

tokBalzer, (0) + > [Uo(Letn)| + Ui (Letn)| >
T 470

1+ |U(LeTh)]
contradicting token conservation. O

The accounting layer above characterizes exactly when
Closed events are emitted: backed parties keep their reserved
vaults, while every token holder can still find an open vault
to redeem against. Turning this validity statement into ledger
inclusion, and composing it with the TBV withdrawal relays,
is deferred to Appendix [C| where we prove the end-to-end
guarantees.
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Appendix A.
Formal Security Proofs of the TBV Protocol

This appendix gives the formal security analysis of the
TBV protocol of Sec. we prove that it satisfies the
formal security definitions of Defs. [2] to [6} with explicit time
bounds.

Standing assumptions. Throughout this appendix we assume

(definitions in Appendix [D):

(S1) Bitcoin and Ethereum ledgers are safe (cf. Def. [§) and
live (cf. Def. @]); combining liveness with 7-chain
growth (cf. Thm. [D.I), we write uprc (resp. ugTH)
for the number of rounds within which an unstoppable
transaction written by an honest party appears in the
views of Bitcoin (resp. Ethereum) of all honest parties;

(S2) all digital signature schemes are EUF-CMA secure and
Hash is a random oracle;

(S3) IpirvMm-core satisfies setup correctness (cf. Def. @,
Ucore-TObUStNESs (cf. Def. @, and knowledge soundness
(cf. Def. [T4);

(S4) the Ethereum light client LC is safe (cf. Def. [I8), live
(cf. Def. [19), and uic-timely (cf. Def. 20);

(S5) the application App satisfies application soundness
(Def. [T));

(S6) the off-chain Phases 3—4 of Setup complete within
Jsetup rounds, and Phase 2 of Withdraw (witness gen-
eration) completes within J,,;; rounds, whenever the
executing parties are honest;

(S7) for X € {BTC,ETH}, with probability 1 — negl,
every honest party’s view of Lx grows by at most
Bx - s blocks over any s rounds; writing 7x for the
chain-growth constant of Lx (cf. Thm. [D.I), any n
consecutive blocks of Lx thus span between n/Sx
and n/7x rounds.

Parameter compatibility. The protocol timeouts must be

mutually consistent. Recall that Tgtaie, Trefund, £ are measured

in Bitcoin blocks, Tjctivate in Ethereum blocks, and all

remaining parameters in rounds; we convert between them

via [(S7)] We require:

(C1) the activation deadline outlasts Phases 2—6 of an all-
honest Setup even when Ethereum blocks are produced
at the maximal rate:

Tactivate/BETH > uprc + 6setup + k/TBTC + 3 UETH;

(C2) the refund leaf stays locked past the latest possible
confirmation of txpeposit €ven when Bitcoin blocks are
produced at the maximal rate:

Trefund/BBTC > Tstale/TBTC+Tactivate/TETH +uprc-

Auxiliary lemmas.

Lemma 1 (Secret secrecy). Suppose Dep is honest. Until
Dep broadcasts his activateVault(V, s) call in Phase 6 of
Setup, no p.p.t. adversary outputs s, except with negligible
probability.

Proof. s & {0,1}* is sampled by Dep and the only
information about s released before Phase 6 is h = Hash(s).
Producing s from h is a preimage computation against the

random oracle O

Lemma 2 (Unstoppability). Suppose at least one member
of {V.Dep} U App.Keepers is honest. Then (i) tXpreDeposit
is unstoppable when Dep broadcasts it in Phase 2; and
(ii) once s is public and until Tiefung blocks have elapsed
since the inclusion of txpreDeposits tXDeposit IS Unstoppable.

Proof. (i) txXpreDeposit Spends only Dep’s own inputs; inval-
idating it requires forging Dep’s signature (ii) Be-
fore Tiefund e€lapses, the refund leaf is blocked by
RelTimelock (T efund ), S0 the deposit leaf is the only spend-
able path of the txprepeposit OUtput. Any spend of the deposit
leaf other than txpeposit T€QUires every party’s signature on
a different skeleton; the honest member signed no such
skeleton, so producing one is an EUF-CMA forgery[(S2)] O

Lemma 3 (Vault spend-restriction). Suppose at least one
member of {V.Dep} U App.Keepers is honest. Then, except
with negligible probability, every transaction spending the
vault UTXO that appears in an honest party’s view of LgTc
belongs to Jp Sv,p.

Proof. The vault UTXO carries a single leaf requiring a
signature from every member of {V.Dep} U App.Keepers
on the spending skeleton. The only multi-party signatures
the honest member produced during Setup are those on the
transactions of |J, Sy,p (Phase 3) and on tXpeposit itself
(Phase 4); the latter spends the txprepeposit OUtpUL, NOt the
vault UTXO. Any other spend of the vault UTXO therefore
contains an EUF-CMA forgery of the honest member’s

signature [(S2)} O

Lemma 4 (Withdrawal attribution). Suppose PT ¢
{V.Dep} U App.Keepers is honest and a transaction from
Sy, pr with P' # P appears in an honest party’s view of
LpTc at round r. Then, except with negligible probability,
Closed(V, P’) € IEJ2TH for every honest party Py of LeTH
and every round v’ > r + u_c.

Proof. Pt € Vp/, i.e. the honest P! is one of the verifiers
of P”’s BITVM-CORE instance and ran Vsetup and Vprove
honestly. Since a success transaction of that instance is
on Lgtc at round r, knowledge soundness [(S3)] yields an
extractor that outputs, from P'’s view at round , a witness
w = (Liry,w) with LC(CIosed(V P, LEry,w) = 1.
Light-client safety [(S4)] gives Closed(V P') € Ly, and

uc-timeliness|(S4)| gives LEry = L E2T7H for every honest P»
and every ' > r-+uyc, whence Closed(V, P') € L1, O

Main theorems.

Theorem A.1 (Setup correctness). Under [[STJH(S3)} [(S6)}

(S7)} and [(CI)H(CZ)| the TBV protocol of Sec. [5.1] Satlsﬁes
Ti-setup correctness (Def. E]) with T = 4ugtH + 2uBre +

6setup + k/TBTC“




Proof. All parties are honest, so we walk forward through
the phases of Setup: the registerDeposit call confirms within
ugTH (Phase 1); tXprepeposit confirms within uprc (Lem. Eki),
Phase 2); the BITVM-CORE setups complete without abort
by setup correctness within dsetyp rounds, and no party
aborts since all artifacts verify (Phases 3—4, one ugty for
posting signatures); every keeper ACKs once tXpreDeposit
reaches depth &, which takes at most k/7p1¢ rounds by
(Phase 5, one ugtH); Dep activates within Thctivate
so Approved(V) confirms within ugty (Phase 6);
finally any keeper completes txpeposit, Which is unstoppable
until Trefuna (Lem. 2[ii), [(C2)) and confirms within upgrc
(Phase 7). Summing the bounds gives T} ; both Deposited (V)
and Approved (V) persist at all later rounds by ledger safety

O

Theorem A.2 (Setup liveness). Under|((SI) the TBV
protocol satisfies To-setup liveness (Def. E]) with T5 = UgTH.

Proof. Suppose Deposited(V) € Eng’Té. By ledger va-

lidity, the witness of txpeposit COntains a preimage of h.
By Lem. [I] the preimage is s and it became public no
earlier than honest Dep’s broadcast of activateVault(V, s);
hence the broadcast happened at some round ¢, < 7.
Honest Dep calls activateVault only after ACKAccepted(V)
is on-chain, so the call does not revert; and even if an
adversary front-runs it with a copy carrying the same s,
that copy also emits Approved(V). In either case a valid
activateVault(V, s) transaction is included within ugry of
tp, so Approved(V) € Eg"j’fﬁ for every honest P and every
ro > 11 + ugTH; persistence follows from ledger safety

0

Theorem A.3 (Setup safety). Under [(SI)H(S2) and [(C2)] if
at least one member of {V.Dep} U App.Keepers is honest,

the TBV protocol satisfies Ts-setup safety (Def. @) with Ts =
UBTC-

Pa,ra

Proof. Suppose Approved(V) € L. By the checks
of Cym, ACKAccepted (V') and DepositSignaturesPosted (V)
precede it on LgTH; moreover the payload of Approved(V)
reveals s. We claim the pre-signatures posted in Phase 4
are complete and valid. Completeness is checked by Cym.
Validity is not, so it must come from the honest member
Pt € {V.Dep} U App.Keepers, and it does in either case.
If Pt € App.Keepers: ACKAccepted (V') requires an ACK
from every keeper, hence from P', and an honest keeper
ACKs only after verifying the posted signatures (Phase 5).
If P' = Dep: by Lem. [I| s can become public only through
Dep’s own activateVault(V, s) call, and honest Dep issues
that call only after performing the same verification himself
(Phase 6). Either way the signatures on Lgyy are valid.
Hence a complete valid witness for tXpeposit 1S assemblable
from on-chain data alone, and the honest member — de-
positor or keeper — broadcasts tXpeposit per Phase 7. By
Lem. ii) and tXpeposit 1 Unstoppable in this window
and confirms in all honest views of Lgtc within ugrc
rounds; it persists thereafter by ledger safety [(SD)] Thus
Deposited(V) € Egljl’g for all r{ > r9 +uprcC. O

Theorem A.4 (Withdrawal liveness). Under [(SI)H(S7)] and
if P € {V.Dep} U App.Keepers is honest, the TBV
protocol satisfies Ty-withdrawal liveness (Def. D) with T, =
Owit + Ucore.

Proof. Suppose Closed(V, P) € L'?:,:%. First, by application
soundness @ Approved(V) € Leth, and by Thm. |A.3
(with honest member P) the vault UTXO exists on LgTc.
Second, the vault UTXO is unspent when P acts: by
Lem. [3| any earlier spend lies in some Sy p; P’ = P
is excluded since honest P has not yet withdrawn, and
P’ #+ P would, by Lem. 4] place Closed(V, P’) in honest
views of Lety alongside Closed(V, P), contradicting the
at-most-one-Closed clause of application soundness
Third, honest P waits until Closed(V, P) is confirmed in its
local view of Lgty and computes the light-client witness;
Phase 2 of Withdraw completes within d,; rounds (light-
client liveness [(S6)), and P runs Pprove against Vp.
By Ucore-robustness — whose adversary controls all
verifiers, matching our setting — a success transaction from
Sv,p, 1.e. Withdrawn(V, P), confirms within ucere rounds
and persists by ledger safety Summing gives T;. [

Theorem A.5 (Withdrawal safety). Under if Pe
{V.Dep}UApp.Keepers is honest, the TBV protocol satisfies
Ts-withdrawal safety (Def. [6) with Ts = uc.

Proof. Suppose Withdrawn(V, P") € ﬁglj’%. By Lem.
this transaction belongs to Sy pr. If P/ = P: honest
P broadcasts its success transaction only after observing

Closed(V, P) confirmed in its local view of Lgtn, so
Closed(V, P) precedes r1 and persists by ledger safety

If P’ # P: Lem. ] (with Pt = P) gives Closed(V, P") €
£§’5L§§ for every honest party P, and every round ry >

71 + uLc. O

Realizing the TBV primitive. Taken together, Thms. |A.1
to establish that the construction of Sec. [3.] satisfies
Defs. [2] to [6] for every application App satisfying application
soundness (Def. [T)).

Appendix B.
Implementation Details

Table [5] gives the conditions for each application’s
VaultOwner transitions.

B.1. The Deposit and Withdrawal Transaction
Graph

Fig. [3] shows the deposit and withdrawal transaction
graph of Sec. [6] for one depositor Dep, one prover P, and
one verifier Vf. We describe each path below.

Deposit. The deposit realizes Setup on Bitcoin in two
transactions. The depositor posts Pre—-Deposit, which
locks the BTC behind a hashlock A with a timed refund path.
If the BTC vault is activated on Ethereum, then anyone can
submit Deposit that spends Pre-Deposit and can be



TABLE 5: Example applications, specified by the conditions under which each VaultOwner transition fires. Each application
emits Closed(V, P) at most once, when the current owner P requests to close vault V.

Application  App.Keepers VaultOwner (V') < V.Dep VaultOwner (V') <—L when VaultOwner(V) <«
when P € App.Keepers when
Lending liquidators Approved(V), or Dep repays Dep borrows against the P repays the full debt and
the full debt collateral LTV > LLTV
Stablecoin auction Approved(V'), or Dep burns the  Dep mints stablecoins against P wins the auction and burns
participants full stablecoin debt the collateral the full stablecoin debt, and
LTV > LLTV
Perp DEX P&L obligation ~ Approved(V'), or Dep closes Dep opens a perpetual position P closes the position and settles

coverers the position and settles its P&L

on the BTC margin

its P&L, and M < MMR

spent only by the depositor together with the keepers. If the
BTC vault is not activated on Ethereum within the activation
deadline A,, then the depositor can recover the funds in
Pre-Deposit once its refund timelock A, expires. The
confirmed Deposit transaction creates the vault UTXO,
ie., it is the Deposited(V') transaction of Sec. 4]

Withdrawal (no challenge). If there is no challenge, a
withdrawal realizes Withdraw in three transactions. The
prover posts Claim to declare the intent to withdraw, and
posts Assert that commits the Grothl6 proof encoded
in a Lamport signature under its key Ipkp, enforced by the
CheckLampSig(lpkp) condition in Fig. [3} Once the challenge
period A, passes, the prover posts Withdraw that spends
the Deposit output, i.e., the Withdrawn(V, P) transaction
of Sec. 4| for the withdrawing party P.

Withdrawal (correctly challenged). In order to challenge
Claim and Assert from a prover, the verifier sub-
mits ChallengeAssertX and ChallengeAssertY
together. The two transactions jointly realize BABE’s
ChallengeAssert for one prover-verifier pair. They reveal
the garbled circuit (GC) input labels that encode the prover’s
Groth16 proof: the CheckLampSigsMatch(Ipkp, Ipky¢) and
CheckLampSigsMatch(Ipkp, Ipkys) conditions require the
verifier to publish Lamport signatures under its one-time
keys Ipky; and Ipkys on the same message that the prover
signed under Ipkp, and these signatures reveal the input
labels. If the Grothl6 proof is invalid, the prover can-
not recover the encrypted secret and thus cannot submit
WronglyChallenged or Withdraw. Once the response
period A; elapses, the verifier posts NoWithdraw to block
Withdraw.

Withdrawal (wrongly challenged). If the Groth16 proof
is valid but a verifier still posts ChallengeAssertX and
ChallengeAssertY, then the prover can evaluate the
garbled circuits using the verifier’s input labels and decrypt
the secret. The prover can then use the secret as the witness
for WronglyChallenged: its HashLock(h’) condition
fixes h' to the hash of the secret, whose preimage the prover
can recover only by evaluating the GC on a valid proof. It
then proceeds to Withdraw as in the no-challenge case.

B.2. Smart Contracts and Aave v4 Integration

This section details the smart contract implementation
summarized in Sec. [6] We integrate BTC Vault contracts with
Aave v4 [6], a major Ethereum lending protocol, without
modifying Aave. The BTC Vault core invokes the adapter, and
the adapter drives Aave v4 only through its public interface.

A BTC vault is a non-fungible collateral unit: a whole
Bitcoin UTXO that cannot be split or merged. Aave v4,
however, accepts collateral only as an ERC-20 token (Ap-
pendix [D.3). We bridge this gap with the wBTC token, a
synthetic ERC-20 token that the adapter mints 1:1 with each
vault. It serves as a translation layer between BTC vaults and
Aave’s collateral accounting. Since the underlying vaults are
non-fungible, wBTC cannot be allowed to behave like an
ordinary fungible token. It must not be tradable on secondary
markets or composable with other protocols since users other
than Dep and the liquidators cannot redeem the wBTC they
obtain.

We codify these spending conditions directly in the ERC-
20 token contract (List. [T). The adapter is the only minter and
burner of wBTC, with one unit of supply per onboarded vault.
Its transfer and transferFrom admit only protocol-
controlled destinations: the Aave Spoke, the Aave Hub, the
adapter, and the borrower’s isolated position account. They
revert on any other recipient.

The token alone cannot capture which specific vaults back
a position, because equal wBTC balances are interchangeable
in the ERC-20 contract. The adapter therefore tracks each
BTC vault individually. Every vault carries a lifecycle status
and an owner authorized to withdraw it on Bitcoin. Each
borrower’s position corresponds to an ordered list of BTC
vault IDs.

The lending market then consumes wBTC as an ordinary
collateral reserve through Aave v4’s Hub-and-Spoke archi-
tecture. On activation, the adapter mints wBTC into a per-
borrower position account and supplies it to the Aave Core
Spoke. It then drives the position — borrow, repay, withdraw,
and liquidate — through the Spoke’s standard interface, and
the Hub provides the borrowed liquidity. No Hub or Spoke
contract is modified. From Aave’s side, wBTC is just another
collateral reserve.



Listing 1: Spending conditions codified in the wBTC token:
it is minted and burned only by the adapter, and may be
transferred only to protocol-controlled destinations.

/)

(8 decimals), 1:1 with one

contract WBTC is ERC20 {

3 address adapter; // the BTC Vault adapter

4 e

5 modifier onlyAdapter () { require (msg.sender ==
adapter); _; }

6

7 by the adapter, one

8 function mint (address to, uint256 amt) external

onlyAdapter {
9 function burn (address from, uint256 amt) external
onlyAdapter {

_mint (to, amt); }

_burn(from, amt); }

transfer(add ess to,
override returns (bool) {

14 require (_authorized(to), "unauthorized
destination");

15 return super.transfer (to, amt);

16 }

17

18 function _authorized(address to) internal view

returns (bool) {
19 return to == coreSpoke // Aave Spoke for the wBTC

20 |l to A
21 || to == adapter /,

22 | | isUserProxy (to);

B.3. Deployed contract addresses

Table [6] lists the BTC Vault contracts deployed on
Ethereum mainnet (chainld 1) for the evaluation in §7} each
linked to its Etherscan page for independent verification. All
contracts were deployed and administered by a79111C9,
with the BtcPrism light client anchored at Bitcoin mainnet
block height 952184 and the Aave v4 market identifier
set to 1. The contracts split into the BTC Vault protocol
core (the registry, protocol parameters, the wBTC token,
the Aave v4 integration adapter, and the application and
metadata registries), the self-hosted Aave v4 market instance
against which wBTC is exercised as collateral, and the mock
reserves and price feeds backing that market. We deploy
a self-hosted Aave v4 instance and mock reserves because
Aave v4 on mainnet is not permissionless (§|ﬂ); the addresses
below are the entry points the cost runs interact with, out of
a full deployment of 43 contracts.

Appendix C.
Hybrid TBV-Bridge: From Validity to Inclusion

Every vault V' € V is an instantiation of the TBV protocol
for HybridApp(innerApp) with keeper set LocalKeepers U
Operators, so the setup properties (Defs. [2] to [4) and the
withdrawal relays (Defs. [5] and [6) are inherited per vault,

TABLE 6: BTC Vault contract addresses on Ethereum
mainnet. Each address links to Etherscan.

Contract Address
BTC Vault protocol core
BTCVaultRegistry 1a2201f1
ProtocolParams £892d652
wBTC token 9403c2f6
AaveAdapter 9c804fa4d
AaveAdapterLens dfe7444c
ApplicationRegistry 19dca9fa
MetadataRegistry cd8b63c8
Self-hosted Aave v4 market

Aave Hub c2349a62
Aave Spoke 30e260e2
Aave Oracle £7£77407
Mock reserves and price feed

BTC price feed (mock) 7e8£8d15
USDC debt reserve (mock) 360deb27
WBTC (mock) fo68ebaca

unchanged. The relays convert Closed on Ethereum into
Withdrawn on Bitcoin and back; the accounting layer deter-
mines which Closed are valid. The one remaining obligation
is the step in between: validity does not imply inclusion,
since a competing transaction may land first and invalidate a
pending one. This subsection closes that gap. Let ug denote
the liveness parameter of Lgty (cf. Def. @

Proposition 1 (Unstoppable  closing).  Suppose
HybrldAppSDnnerApp is sound. Let P be honest with
V e Up(Lgry) and P backed in CETH, and suppose P
posts CIosed(V P) at round r. Then for all honest parties P
of Letn and all rounds ' > r+ug: Closed(V, P) € C%T”}{.
This holds with no trust assumption on QOperators or
LocalKeepers \ {P}.

Proof sketch. Closed(V, P) is valid (owner branch of condi-
tion 4). In any extension of the ledger not containing P’s
own transactions, P remains backed (only P can spend or
commit P’s tokens) and remains the owner (owner stability),
so by conditional protection (Thm. [8:I)) every competing
Closed(V, P’) is invalid and Closed(V, P) stays valid. Hence
Closed(V, P) is ug-unstoppable (cf. Def. [0) and Ethereum
liveness includes it. O

Proposition 2 (Exclusion). Suppose HybridApp(innerApp)
is sound. Let P be honest and backed in every honest view
throughout the execution, and V € UP(EETH) at some
round r. Then for all P' # P, no honest party of Letn
ever holds Closed(V, P’) in its view. This holds with no trust
assumption on Operators or LocalKeepers \ { P}.

Proof sketch. By conditional protection and owner stability,
Closed(V, P’) is invalid with respect to every prefix of every
valid Ethereum ledger while P is backed; by ledger validity
(cf. Def. [I7), invalid transactions never appear in honest
views. O


https://etherscan.io/address/0xa79111C933fCe17A8D63b2E2BA278D99695575B2
https://etherscan.io/address/0x1A2201F115f719399a7dabDd84cf0eec28b3E64D
https://etherscan.io/address/0xF892D652573dc6152b84304CAF38C17EbF144B01
https://etherscan.io/address/0x9403c2f6E7d692FBADaE01234dcDA3d75566be73
https://etherscan.io/address/0x9C804Fa4741Cf5f8aF4cf7A8A9BD29c608132346
https://etherscan.io/address/0xdFE7444C2d263F217cce3c786bb3c2aDE8fe5C50
https://etherscan.io/address/0x19dca9fA387f53ffBFd87aADeb161e49c52386Ac
https://etherscan.io/address/0xCD8b63C8689c749034b91381f46168be7ae2BF30
https://etherscan.io/address/0xc2349A62d005F4b687Ee4675C5cbDDB0669db6f1
https://etherscan.io/address/0x30e260E22BeB736DEe6821371EDFAb6192544A1E
https://etherscan.io/address/0xF7F77D072F1aB67dE309a864EFcB27683b895851
https://etherscan.io/address/0x7e8f8d15dF9cb1feC0451E03ab5c8394C0016D18
https://etherscan.io/address/0x360deB27575bfceB06E4eFe4d7Aa071e2A156222
https://etherscan.io/address/0xf68E6aca12f2Bc39aB0Bc7946C532a44FcfF2BAD

Proposition 3 (Operator  inclusion).  Suppose
HybridApp(innerApp) is sound. Let O be honest with
tokBalﬁg,TrH(O) > 1, posting a valid Closed(-,0) from
round r on and re-selecting the vault against its current
view after each failure. Then there exists a vault V such
that for all honest parties Py of Leth /and all rounds
' > 74 (k+1)ug: Closed(V,0) € LI, where k is the
number of open vaults at round r.

Proof sketch. By existence (Thm. [§.I), O always has a
valid candidate. O’s transaction need not be unstoppable: a
competing valid Closed(V’, P’) may consume the selected
vault. But each interference burns a token and removes a
vault from &/ while O retains its token, so existence re-
applies to the updated ledger; at most k interferences can
occur, and between interferences inclusion takes at most ug
rounds. O

Corollary 3 (End-to-end  guarantees). Suppose
HybridApp(innerApp) is sound. Composing Props.
1o [3| with the per-vault withdrawal properties (Defs. [3] and [6))
yields the following guarantees:

1) (Trustless withdrawal) An honest, back/ed P withV €
Up obtains Withdrawn(V, P) € Eglq’% Sor all honest
Py and v’ > r + ug + Ty, trusting no other party.

2) (Trustless protection) For an honest P that re-
mains backed, no honest party of Lgtc ever holds
Withdrawn(V, P’) for V € Up and P’ # P: otherwise
Ts-withdrawal safety would place Closed(V, P') in
honest Ethereum views, contradicting Prop. [2}

3) (Bridge-style redemption) Any honest wBTC holder
P, given one honest operator O € Operators, ob-
tains Swappgpo(P) on Bitcoin via swap uniformity
(cf. Def. [I6); O is made whole by Prop. [3] and T;-
withdrawal liveness, within Tyy.p + (k+ 1Dup + Ty
rounds. Conditional protection guarantees the consumed
vault was reserved for O itself or for an unbacked owner;
backed parties’ reservations are never consumed.

In summary, a hybrid vault is trustless for backed parties:
for each depositor or local keeper P, setup safety, withdrawal
liveness, and withdrawal protection hold as long as just P
is honest and P has stayed in the application. In addition,
and beyond what a pure TBV offers, any wBTC holder can
redeem BTC under a 1-of-m honest-operator assumption,
exactly as in a bridge.

Appendix D.
Preliminaries

D.1. Distributed Ledgers

Ledger Model. We model Bitcoin and Ethereum as dis-
tributed ledger functionalities Fgtc and JFgty maintaining
append-only sequences of confirmed transactions (ledgers).
We assume a global clock which counts time in rounds
r € N and r < poly. Any party can submit a transaction tx
to a ledger at any round r by calling F.WRITE(tx) where

F € {Fsrc, Fetn}. For a party P and round r € N, the
notation Eg’;c denotes party P’s local view of the Bitcoin
ledger at round r and EIED’TTH denotes party P’s local view of
the Ethereum ledger at round r.

The height of a ledger £ is denoted h(L). A ledger of
height h is a sequence of blocks L£[0],...,L[h — 1], and
L[: h] denotes the sequence of all blocks in £ at heights
below h. L||B denotes the ledger formed by appending the
block B to the ledger £. Each block L[i] is a sequence of
transactions. By flattening the blocks, the ledger itself can be
viewed as a sequence of transactions. We denote by £! < £2
that £! is a prefix of £2.

We assume the Bitcoin and Ethereum ledgers satisfy the
two fundamental properties safety and liveness. Informally,
safety ensures that the ledgers of honest parties are consis-
tent with each other, and liveness ensures that new valid
transactions are eventually included in the ledgers of honest
parties. Safety is defined as in [44].

Definition 8 (Ledger Safety). A ledger functionality F is
safe if with probability 1—negl: (i) for any honest party P and
rounds r < ro, LT < LP7T2 (self-consistency); and (ii)
for any honest parties Py, P and any round r, £LF17 < £P27
or L2 < £PuT (view-consistency).

To define liveness, we note that only valid transactions
may be included in the ledger. Validity will be defined using
a predicate Valid(£) which operates differently for Bitcoin
and Ethereum ledgers, as described in Appendix [D.2]and Ap-
pendix respectively. However, the adversary may delay
the inclusion of a valid transaction. The adversary may also
include his own transactions in the ledger which may cause
the honest party’s transaction to become invalid thereafter,
e.g., the adversary’s transaction may use the same input as
the honest party’s transaction. Thus, liveness is guaranteed
when the adversary is (computationally) unable to exclude
a transaction for too many blocks. To make this precise,
we extend the definition of unambiguous transactions [44]
to unstoppable transactions. Informally, a transaction is
unstoppable if inserting this transaction in any sequence
of u valid blocks preserves their validity. For example, a
transaction that requires the honest party’s signature will
be unstoppable since the adversary cannot forge the honest
party’s signature; hence, the inputs for the transaction cannot
be spent by the adversary before the honest party’s transaction
is included in the ledger. We assume that for large enough
u, Bitcoin satisfies liveness for u-unstoppable transactions.
In general, the adversary may have access to some state st,
which may include certain signatures, ciphertexts, etc. that
the adversary has access to.

Definition 9 (u-Unstoppable Transactions). A transaction tx
is u-unstoppable with respect to a ledger £ and adversarial
state st, if for all p.p.t. adversaries .A:

Valid(L||Bi|| ... ||B|...[|Bs) =1 :
Pr Bi,...,By,i, B < A(L,st, tx)
Valid(L||Bi|] ... ||Bu) =1
Bi\ B; = {tx}

> 1 —negl(1)



Here, B} \ B; = {tx} means that the block B; contains the
same sequence of transactions as B; except that tx is inserted
at some location in the sequence.

Definition 10 (Ledger Liveness). A ledger functionality
F is u-live (u € N) if for all adversarial states st, with
probability 1 — negl, for any party P calling F.WRITE(tx)
at any round r such that tx is u-unstoppable with respect
to £ and st, for all honest parties H and rounds r’ with
R(LETY > h(LPT) 4+ u, tx € LI [ h(LPT) 4 u).

While the above definition of liveness guarantees inclu-
sion of a transaction within a certain number of blocks, we
use the chain growth property [44] to guarantee that the
height of every party’s ledger grows.

Theorem D.1 (7-Chain Growth). For all s > ), for all honest
parties P, Pr [V r: h(LP"5) < h(LPT) + 75] < negl.

Throughout the paper, we assume that the Bitcoin and
Ethereum ledgers satisfy safety, liveness, and chain growth.

D.2. The Bitcoin Ledger

UTXO Model and Taproot Scripts. The ledger’s state is
represented as a set of unspent transaction outputs (UTXOs).
Each UTXO is a pair out = (a, lockScript) where a € R>q
is the amount of coins (in BTC) in that UTXO, and lockScript
is a program (the locking script) that determines under which
conditions the UTXO can be spent.

In BABE, we widely use Taproot Trees [46]], or Taptrees,
which make a UTXO spendable by satisfying one among
multiple locking scripts. We will represent the locking script
of such a UTXO as lockScript = (leafy, ..., leaf_1).

Transactions. A transaction is a triple tx =
tx_witnesses, outputs) where:

(inputs,

e inputs = [iny,...,in,], where each input references
an output of a previous transaction, indexed as in =
(PrevTx,outIndex, leaf) where PrevTx is the previous
transaction, outlndex is the index of the output in the
previous transaction, and leaf is the leaf of the Taproot
tree to be satisfied.

e outputs = [outy, ..., out,,] where each output is a pair
(a, lockScript) as above;

o tx_witnesses = [wq, ..., wy], where w; is a transaction
witness (e.g., signature, data, etc.) intended to satisfy
the corresponding input’s leaf script.

The pair tx = (inputs, outputs) is called the transaction
skeleton.

Cryptographic Primitives. We assume the existence of the
following cryptographic primitives that are used by the ledger
functionality:

e Signature  Scheme: Sigppo  with  algorithms
Sigprco.Gen(1*) — (sk, pk), Sigprc.-Sign(sk,tx) —
o, and Siggpc.Verify(pk,tx,o) — 0/1 which is
EUF-CMA secure.

e Hash Function: Hashprc(m) — h modeled as a
random oracle.

e Lamport  One-Time  Signature  Scheme  [55]]:
LampSig with algorithms LampSig.Gen(1*,¢) —
(Isk, Ipk),  LampSig.Sign(Isk, m) — i, and
LampSig.Verify(lpk,m, ) — 0/1 where ¢ is
the number of bits in the message m. A Lamport
signature scheme constructed using Hashpprc can be
efficiently verified in Bitcoin script.

L L8 Lg—l $ A\ 2%4
sk = (L(l) L;_1> & (10.11)
|pk — (HaShBTc(Lg) HaShBTc(Lg_l))
HaShBTc(L(l)) HashBTc(LLl)
o= (Lg° L)

LampSig.Verify(lpk,m,pu) =1 <
Vi € {O7 - ,f — 1}, HaShBTc(Mi) = |pkznl

Locking Scripts. The locking scripts of Bitcoin that are
used by BABE are described below:

o Signature  Check:  CheckSig(pk) —
w to contain a digital signature o
Siggro-Verify(pk,tx, o) = 1.

e Relative Timelock: RelTimelock(7) — Requires that
at least 7 blocks have elapsed since the output
referenced by the input was created. That is, if
a transaction with an input of the form in =
(PrevTx, outlndex, (RelTimelock(7))) is included in a
block at height &, then PrevTx must have been included
in a block at height at most A — 7.

e Hash Lock: HashLock(h) — Requires that the transac-
tion witness contains a hash pre-image of h, i.e. w such
that Hashpro(w) = h.

o Logical Operations: The above scripts can be combined
using logical operators A (AND) and V (OR) to form
more complex locking conditions.

Requires
such that

Using the above scripts and logical operators A (AND)
and V (OR), we can define more complex locking scripts,
for example:

o Lamport Signature: CheckLampSig(Ipk) — Requires
that the transaction witness contains a Lamport signature
for the public key Ipk on some message. In BABE, we
will use this script to ensure that the Prover, while
posting this transaction, makes a binding commitment
to some proof.

-1 0
_ HashLock(Ipk?)Vv
CheckLampSig(Ipk) = /\ ( szhLszglgkig ) @
1=0 !

o Check Lamport Signatures from Multiple Parties on the
Same Message: CheckLampSigsMatch(lpk 4, Ipkg) —
Requires that the transaction witness contains a Lamport
signature for each public key Ipk 4, Ipks, both on the
same message. In BABE, we will use this script to
ensure that the Verifier (who holds only Iskp) commits
to the same proof that the Prover (who holds Isk,)
committed to. This is guaranteed because the Verifier,
who does not know Isk 4, cannot create a valid Lamport



signature under Ipk 4 for any message other than the
one committed to by the Prover. The Prover can then
use the Verifier’'s commitment to evaluate the garbled

circuit.
CheckLampSigsMatch(Ipk 4, Ipkg) =
-1
A [(HashLock((lpkA)?) A HashLock((Ipk3)?))
=0

V (HashLock((Ipk 4)}) A HashLock((lpkB)g))} 3)

Definition 11 (Transaction Validity). A transaction tx =
(inputs, tx_witnesses, outputs) is valid with respect to a
ledger £, denoted Valid(tx), if:

1) All Inputs Unspent: For each in; = (PrevTx, outlndex,
leaf) in inputs, the transaction PrevTx exists in £. The
referenced output must exist and must not have been
spent by any earlier transaction in £, and no two inputs
of tx may reference the same output.

2) All Locking Scripts Satisfied: Each input’s speci-
fied leaf script is one of the leaves of the tap-
tree for that input. That is, for each in; =
(PrevTx, outlndex, leaf), leaf € (leafy,...,leafy_1) =
PrevTx.outputsoutindex].lockScript. Moreover, the
transaction witness tx_witnesses[i] must satisfy the
script leaf.

3) Value Preservation: The total amount of coins in the
outputs is less than or equal to the total amount of coins
in the inputs.

m n
Z outputs[j].a < Z in;.PrevTx.outputs|in;.outlndex].a
j=1 =1

A ledger L is valid, denoted Valid(£), if for all trans-
actions tx in £, Validg[q(tx) = 1 (L[: tx] is the ledger
containing all transactions in £7" before tx).

Definition 12 (Ledger Validity). If a transaction tx appears
in the ledger view £ of any party P at any round r, then
tx is valid with respect to the state L7 [: tx] (the ledger
containing all transactions in £7" before tx).

D.3. BITVM-CORE with Multiple Verifiers

This section extends the definition of BITVM-CORE [[15]]
to the setting of multiple verifiers. Appendix [E] describes a
protocol that extends BABE [15] to realize BITVM-CORE
with multiple verifiers.

A BITVM-CORE protocol is an interactive protocol run
between a Prover P and a set of Verifiers V interacting with
the Bitcoin ledger functionality Fgtc. The protocol consists
of two phases: a setup phase and a proving phase. In the
setup phase, the Prover and Verifiers are given a common
reference string crs and a statement  to be proven, and
interact off-chain to agree on a set of Bitcoin transactions
S. These transactions are called the success transactions
because they can be posted on Bitcoin in the proving phase
if and only if he has a valid witness for the statement. During

setup, the Prover and Verifiers also obtain and store local
state (e.g., transactions, ciphertexts, private keys) to be used
in the proving phase. To defend against malicious behavior,
both the Prover and Verifiers validate information received
from the other parties and may abort the setup if they detect
invalid information.

During the proving phase, the Prover and Verifiers interact
with the Bitcoin ledger. The Prover, who now knows a
witness for the statement to be proven, and the Verifiers
take turns posting transactions to the Bitcoin ledger. In the
end, the Prover wins by posting a success transaction from
S. Security means that the Prover must win if he has a
valid witness (even if all the Verifiers are malicious) and
any one honest Verifier can prevent the Prover from winning
otherwise (even if the Prover and all other Verifiers are
malicious).

Protocol Syntax. A BITVM-CORE protocol for a relation
R consists of the following p.p.t. algorithms:

e Gen(R) — crs: Takes as input the relation and outputs
a common reference string crs.

e Psetup(crs, x): Run by the Prover during the setup phase,
interacts with the Verifiers and the ledger functionality
FsT1c, and outputs the Prover’s state stp and a set of
transactions S. Alternatively, the Prover may output |
to indicate that the setup failed.

o Vsetup(crs, x): Run by each Verifier during the setup
phase, interacts with the Prover and the ledger func-
tionality FgTc, and outputs the Verifier’s state sty and
a set of transactions S. Alternatively, the Verifier may
output L to indicate that the setup failed.

o Bprove(stp, w): Run by the Prover knowing a witness
w, interacts with the ledger functionality Fgtc, and
outputs a bit b € {0,1} (b =1 indicates success of the
proving phase).

e Vbrove(sty): Run by each Verifier during the proving
phase, interacts with the ledger functionality Fgtc.

We denote by (Psetup(Crs, ), Vsetup(crs, z)) the random
variable representing the transcript of the setup phase run
interactively by the Prover and the Verifiers. The outputs of
the Prover P and Verifier V' € V during setup are denoted
respectively by

outp ((Psetup(crs, &), Vserup(crs, x))) = (S,stp) or L (4)
outy ({Psetup(crs, ), Vsetup(crs, x))) = (S,sty) or L. (5)

Similarly, the outputs of each party during the proving phase
are denoted respectively by outp({Berove(:); Verove(-)))
and outy ({Berove(), Vprove(:))) where (:) is replaced
by the inputs of the corresponding algorithm. We use
(Prrove(*); Vprove (+))r to denote that the proving phase began
at round r whenever the starting round is relevant.
Robustness ensures that as long as the Prover is honest,
has accepted that the setup was performed correctly, and
has a valid witness, malicious Verifiers cannot prevent the
Prover from succeeding (i.e., the required success transaction
appears on the ledger) except with negligible probability.
Thus, the worst thing a malicious Verifier can do is to cause



the Prover to abort the setup, in which case no Bitcoin is
ever lost by any party.

Definition 13 (u-Robustness). For all NP relations R, for
all statements & and witnesses w such that (x, w) € R, for
all p.p.t. adversaries V* controlling all the verifiers, and all
rounds r € N, the following holds:

[ (outp # L) A ((b#1)V
(Vix € S, tx ¢ LPrT))
crs < Gen(R)
Pr outp ¢ outp((Psetup(crs, z), V*(crs, x)))
If outp # L :
(8, Stp) < outp
b < outp({Perove(stp, w), V*(crs, x)),) |

< 27" + negl (6)

Knowledge soundness ensures that if any honest Verifier
accepts the setup, then an adversary controlling the Prover
and all other verifiers cannot successfully include the success
transaction on Bitcoin unless he knows a valid witness
for the chosen relation. As usual in knowledge soundness,
the Prover’s knowledge of the witness is defined by the
existence of an extractor that can extract the witness using
the adversary’s inputs and its view View p« of its interactions
with the honest Verifier and Bitcoin. Every algorithm is
stateful. For an execution of an algorithm A, View 4 consists
of all inputs received throughout the execution together with
its random coins. Below, assigning the proving interaction to
Tprove d€notes executing that interaction, including its ledger
effects; its parties’ outputs are not used.

Definition 14 (Knowledge Soundness). For all NP relations
‘R, for every honest V' € V and every p.p.t. adversary P*
controlling the Prover and all other verifiers, there exists a
p.p-t. extractor Ep~ such that for every benign E] auxiliary
input aux € {0, 1}P°V:

[ (outy # L)A 37 €N, txe S:txe LV7)
Az, w) ¢ R:
crs < Gen(R)
x + P*(crs, aux)
Pr outy  outy ((P*(crs, aux), Vsetup(crs, x)))
If outy # L:
(S, sty) < outy
Tprove < <P* (CI’S, aux)7 %rove(StV»
w < Epx (VieWp*)

< 27" 4 negl 7

Remark 4. Assuming the existence of strong cryptographic
primitives, there are auxiliary information distributions for
which not all SNARKSs admit an extractor [56], [[57]. Follow-
ing the SNARK literature, we therefore formally assume that
the adversary should have access only to “benign” auxiliary

4. Assuming the existence of strong cryptographic primitives, there are
auxiliary information distributions for which not all SNARKSs admit an
extractor [56], [57]. Following the SNARK literature, we therefore formally
assume that the adversary should have access only to “benign” auxiliary
inputs. Notably, these results are highly theoretical and do not affect
SNARKS’ security in practice.

inputs. Notably, these results are highly theoretical and do
not affect SNARKS’ security in practice.

Together, robustness and knowledge soundness make a
BITVM-CORE protocol trustless. It is trustless because once
the Prover and Verifiers have mutually accepted that setup
was performed correctly, an honest Prover can withdraw
Bitcoin even if all Verifiers are malicious, and any one honest
Verifier can prevent a malicious Prover from withdrawing
Bitcoin.

Since a trivial protocol where the setup always aborts
satisfies the above two properties, we also require that if all
parties are honest, then no party aborts during setup.

Definition 15 (Setup Correctness). For all NP relations R,
all statements @,

outp((Psetup(Crs, &), Vsetup(crs, x))) = L

vdv ey st

outy ((Psetup(Crs, ), Vsetup(crs, x))) = L :
crs + Gen(R)

Pr < negl

D.4. Atomic Swaps

An atomic cross-chain swap is a protocol by which two
or more parties exchange assets across distinct blockchains
without a trusted intermediary. The canonical construction
uses Hash Time-Locked Contracts (HTLCs): each party locks
funds under a hash commitment Hash(s) with a timelock,
revealing the preimage s triggers the transfer, and expiry of
the timelock enables a refund [47], [48].

Following [47], each party’s outcome falls into one of five
states. A party ends with DEAL if all transfers involving it
complete as expected, and with NODEAL if no assets change
hands. A party achieves FREERIDE if it receives assets
without transferring any, or DISCOUNT if it receives assets
while transferring fewer than expected. The unacceptable
outcome is UNDERWATER: the party transfers assets but does
not receive all expected assets in return.

Definition 16 (Swap Uniformity). A swap protocol P is
uniform if it satisfies:
« If all parties follow P, they all finish with DEAL.
« If any coalition cooperatively deviates from [P, no honest
party finishes with UNDERWATER.

Note that if one party is in the FREERIDE or DISCOUNT
state, then another party must be in the UNDERWATER state.
Then by swap uniformity, no party is in the FREERIDE
or DISCOUNT state unless all parties are dishonest. In this
paper, we will use swaps for the vault setup.

D.5. The Ethereum Ledger

Smart Contracts. A smart contract C is a stateful program
deployed at a fixed address a € {0, 1}1°. Its persistent state
is a key-value store store : {0,1}2°¢ — {0,1}255. A contract
exposes an interface of typed functions; each function may
read or update store, transfer Ether, invoke functions of other
contracts (internal calls, which complete before the caller



resumes), and emit events. An emitted event E(...) is a
log entry appended to the transaction receipt: permanently
recorded on the blockchain and publicly observable, but not
stored in store. We say E(...) € Lgty if the transaction
that emitted the event is in Leg1y. For a ledger £, we write
storec (L) for the storage of C after executing all transactions
in L in order.
Transactions. An Ethereum transaction tx =
(from, to, f, args, o) specifies: the sender from € {0, 1},
the address that signed and submitted the transaction (acting
as the immediate caller within its execution); the recipient
to € {0,1}19; a function f of to to invoke with arguments
args and a digital signature o.
ERC-20 Tokens. ERC-20 [49] is the standard interface for
fungible tokens on Ethereum. An ERC-20 token contract
Ciok 18 a smart contract whose storage encodes:
e bal: {0,1}'69 — N — token balance of each address;
o allow : {0,1}169 x {0,1}*® — N — spending al-
lowance from owner to spender;
totalSupply € N — total token supply.
The standard ERC-20 interface consists of:
balanceOf (owner) — v: Returns bal[owner].
transfer(to, v), called by from: Requires bal[from] > v.
Effects: bal[from] —= v, balfto] += v. Emits
Transfer(from, to, v).
approve(spender,v), called by
fects:  allow[owner]|[spender] = v.
Approval(owner, spender, v).
transferFrom(owner, to, v), called by spender: Re-
quires ballowner] > v and allow[owner][spender] > v.
Effects: baljowner] —= v, ballto] += v,
allow[owner][spender] —= v. Emits
Transfer(owner, to, v).
Although not part of the ERC-20 standard, token contracts
commonly designate a minter address minter € {0, 1}¢°
authorized to call:

o mint(a,v), called by minter: Effects: balla] += v,
totalSupply += v. Emits Transfer(0, a, v).

e burn(a,v), called by minter: Requires balla] > v.
Effects: balla] —= v, totalSupply —= v. Emits
Transfer(a, 0,v).

Here 0 := 0'% is the zero address; by ERC-20 convention,
Transfer events from/to 0 signal token creation/destruction.
Every well-formed ERC-20 contract maintains the invariant
totalSupply = )", balla]. For a party P at ledger view
LZ,I;’TTH, we write tokBaIEévT,Q(P) for P’s token balance in

owner: Ef-
Emits

storec,, (Lgtn)-

Definition 17 (Ethereum Transaction Validity). A transaction
tx = (from, to, f, args, o) is valid with respect to a ledger
L, denoted Validz (tx), if:
1) Valid signature: Sigery.Verify(pkeom, tx, 0) = 1,
where pkg,,, 1S the public key with address from.
2) Sufficient balance: The sender’s Ether balance in £
covers transaction fees.
3) Successful execution: Executing f(args) at to against
the state induced by £ does not revert.

A ledger L is valid, denoted Valid(L), if every tx € L
satisfies Valid z[.,q(tx) = 1.

D.6. Ethereum Light Client

An Ethereum light client is a p.p.t. algorithm
LC(tx, £, w) — {0,1} that takes a transaction tx, a
ledger £, and a witness w, and outputs 1 iff it accepts
tx as confirmed in L.

Definition 18 (Light Client Safety). A light client LC is
safe if with probability 1 — negl, for all tx, £, w with
LC(tx, L,w) = 1:

1) tx € £; and
2) for all honest parties P and rounds r, £ =< L?TTH or
Lety < L.

Definition 19 (Light Client Liveness). A light client LC is
live if with probability 1 — negl, for evelgy honest party P,
round r, and transaction tx with tx € L¢7}, there exists a
witness w computable from P’s local state at round r such
that LC(tx, L&, w) = 1.

Definition 20 (Light Client Timeliness). A light client LC is
uLc-timely (u_c € N) if with probability 1 — negl, for all tx,
L, w with LC(tx, £, w) = 1: if the tuple (tx, £, w) appears
in the view of an honest party at round r, then £ < L7},
for every honest party P and every round r’ > r + uc.

Timeliness strengthens the consistency clause of safety
in one direction: an accepted ledger does not merely remain
prefix-consistent with honest views, but becomes a prefix of
every honest view within u ¢ rounds of the accepted tuple
reaching an honest party.

Implementation. In our implementation we use Helios [22],
an Ethereum light client in which the ledger is checkpointed
at periodic intervals and the witness w consists of signatures
for each checkpoint from the sync committee, a dynamically
evolving subset of the Ethereum validators. To integrate this
into the BABE protocol, we compile the Helios verification
logic into a SNARK proof with statement @ = tx and
witness w = (£, w), which is then verified on Bitcoin
by the BABE protocol. Helios accepts only ledgers ending at
a finalized checkpoint; since finalized prefixes are shared by
all honest views, Helios satisfies timeliness with | ¢ equal to
Ethereum’s finality delay. While Helios provides an efficient
implementation, its security rests on an assumption about a
subset of validators rather than the full validator set. Signal
proofs [51] provide an alternative light-client implementation
that achieves the same security as a full node and can serve
as a drop-in replacement.

D.7. Bridge

Consider two ledgers £4 and Lp and consider a cross-
chain application App. For X € {A, B}, let V., (App) be
the set of syntactically valid transactions w.r.t. an application
App on ledger Lx. Let o(V) denote the set of all subsets
of V.



Definition 21 (Unidirectional Bridge [13], [20]). Param-
eterized by a binary relation R(App) C o(Vr, (App)) X
o(Vr,(App)), a bridge Apapp)(Ilz,,Ilz,) is a protocol
that relays requests issued on the source ledger £,4 to the
destination ledger Lp.

A bridge protocol must satisfy bridge liveness and bridge
safety. Both properties ensure atomicity of transactions across
the two ledgers. Bridge liveness ensures that for a transaction
on the source ledger, the corresponding transaction on the
destination ledger will eventually be included, while bridge
safety is the converse.

Definition 22 (Bridge liveness). A bridge protocol
ARgiay(Hz,, ) is live with parameter u, € N during
execution [ if, for all honest parties P; of L4 and P, of
Lp, and for all rounds 71,7, € I with ro > rq + uy, the
following holds: for all (A, B) € R(id), if tx € A is included
in L5, then there exists tx’ € B included in £5>"* with
overwhelming probability.

Definition 23 (Bridge safety). A bridge protocol
Argay(Hz,, ) is safe with parameter u; € N during
execution [ if, for all honest parties P; of L4 and P, of Lp,
and for all rounds 1,7y € I with ro > r1 +wu,, the following
holds: for all (A,B) € R(id), if tx’ € B is included in
LF>7™ | then there exists tx € A included in £} with
overwhelming probability.

Definition 24 (Bidirectional BridgeE]). A bidirectional bridge
between ledgers £4 and Lp is defined by two unidirectional
bridge instances both associated with a common identifier
id:

A}%l (HLA ) HllB) and A%ﬁg (Hﬁs y HllA )’

Appendix E.
Multiple-Verifier BABE Protocol

This appendix describes the protocol that realizes multi-
verifier BITVM-CORE as defined in Appendix [D.3] for
a Prover P and a verifier set V = {Vj,...,V,}. The
protocol generalizes BABE [15]], which is defined for a
single verifier. We stress that the multi-verifier protocol is
not a composition of n independent single-verifier BABE exe-
cutions: the deposit and withdrawal transactions (PreDeposit,
Deposit, Refund, Claim, Assert, Withdraw) are shared
across all verifiers, and only the challenge—response path
(ChallengeAssert;, WronglyChallenged;, NoWithdraw;) is
replicated, once per verifier. This shared structure is precisely
what gives the protocol its security profile: there is a single
deposit that all parties co-sign, the Prover withdraws it by
answering every challenge — which he can always do when
he knows a valid witness, even if all verifiers are malicious
— and any single honest verifier can post its own challenge
and, if it goes unanswered, block the withdrawal without

5. This definition was called a wrapped asset bridge in prior work [13],
[20], but is in fact more general since the relation may not pertain to
minting/burning a wrapped asset.

cooperation from any other party. We first recall the single-
verifier protocol (Fig. [5), then present the multi-verifier
protocol (Fig. [f)), and finally argue informally why it satisfies
the multi-verifier BITVM-CORE properties (Defs. [I3] to [T3).

E.1. Recap: Single-Verifier BABE

Setup phase. In BABE [15]], during the setup phase the
Verifier samples a secret msg, encrypts it under a witness
encryption scheme for the Grothl16 relation of the statement
x (producing ctsetyp), and garbles the circuit that computes
the proof-dependent part of the ciphertext (producing ctgc).
The hash A’ = Hash g1 (msg) and the hashes of the garbled
circuit’s input labels — which function as a Lamport public
key Ipky, for the Verifier — are embedded into the locking
scripts of the transaction skeletons of Fig. [5} which both
parties construct deterministically from each other’s public
keys. Each party pre-signs the skeletons that the other party
may post during the proving phase: the Verifier pre-signs
Withdraw, and the Prover pre-signs ChallengeAssert and
NoWithdraw. Because a Bitcoin signature commits to the
transaction skeleton — including all of its inputs — these
pre-signatures restrict each party to posting exactly the
transactions of the graph, in the order the graph prescribes.
To protect against a malicious Verifier, the Verifier proves
that the ciphertexts are well formed by a cut-and-choose: he
prepares Ncc independent instances, the Prover opens and
verifies all but a random subset of size Mcc, and the Mcc
unopened instances are finalized; all finalized instances are

then faulty with probability at most pe,, = ( ]JC;ECC) ' Either
party aborts the setup if any verification fails — before any
Bitcoin is locked.

The deposit itself is established in two steps, PreDeposit
followed by Deposit, with a hashlock HashLock(h) on
the connecting edge and a timelocked Refund path
(CheckSig(pkpe,) A RelTimelock(A,)) through which the
depositor recovers the funds if the setup stalls. This is an
atomic-swap-style peg-in, matching the rest of this paper
(Sec.[3); BABE [[15] locks the deposit in a single transaction
instead. The difference is a small design choice orthogonal
to the number of verifiers — either deposit structure works
in both settings.

Proving phase. The Prover computes a Grothl6 proof
(m1,ma,m3), posts Claim, and then posts Assert, whose
input script CheckLampSig(lpkp) makes the transaction
witness a binding Lamport commitment to ;. The Ver-
ifier may respond with ChallengeAssert, whose script
CheckLampSigsMatch(Ipkp, Ipky) forces him to reveal the
garbled circuit input labels for the same m;: he cannot forge
the Prover’s Lamport signature on any other message. A
Prover holding a valid proof evaluates the garbled circuit on
these labels, decrypts msg, and posts WronglyChallenged,
which requires the preimage of h'. If the Prover fails to
do so within A; blocks of ChallengeAssert, the Verifier
posts NoWithdraw, which consumes the connector output of
Assert that Withdraw also needs, preventing the Prover from
ever withdrawing. If no NoWithdraw appears, the Prover
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Figure 5: Single-verifier BABE transaction graph (adapted from [15] to the atomic-swap deposit of Fig. 3, shown for one
depositor Dep, one prover P, and one verifier Vf. Each box is a Bitcoin transaction with its inputs (orange) and outputs
(green); an edge from an output to an input is a spending path, annotated with its script condition (Appendix [D.2)); a diamond
marks an output with alternative spending paths. A condition is blue (red) if the prover (verifier) provides the witness that
satisfies it, and an edge is blue (red) if the prover (verifier) submits the spending transaction; timelocks and the depositor’s

conditions and spends are black.

posts Withdraw once As blocks have elapsed since Assert;
the set of success transactions is & = {Withdraw}. The
timelocks satisfy A; > 2uprc and Ay > Ay + 2upre,
where uprc is the liveness parameter of Fgrc, and the
robustness parameter is u = 7~ (Ay + uprc) where T is
the chain-growth parameter.

E.2. The Multi-Verifier Protocol

The multi-verifier transaction graph is shown in Fig. @
We describe each phase as it differs from the single-verifier
protocol.

Setup phase. The Prover sends his Bitcoin public key pkp
and a single Lamport public key Ipkp to all verifiers. A
single key suffices despite Lamport signatures being one-
time secure: there is one shared Assert transaction, hence
one Claim — Assert spending path, and the Prover signs
exactly one message (71) under Ipkp in the entire protocol.
Each verifier V; then independently samples his own secrets,
witness encryption ciphertexts, and garbled circuits, and runs
his own cut-and-choose with the Prover (with an independent
nonce and an independently sampled opening subset), exactly
as in the single-verifier setup. This yields, per verifier, the
finalized ciphertexts {Ctsetup, Ctcc} held by the Prover, the
label-hash key Ipky, , and the secret hash 1. The transaction
skeletons of Fig. [0 are constructed deterministically from
Pkpeps PKp, Ipkp, and all verifiers’ pky, . Ipky,, and h;,
so every party computes them locally. Pre-signing follows
the single-verifier pattern per verifier: each V; pre-signs
Withdraw — which now carries all n verifier signatures

alongside the Prover’s and the depositor’s — and the Prover
pre-signs ChallengeAssert; and NoWithdraw; for each j,
sending those pre-signatures to V;. The Prover aborts if any
of the n cut-and-choose verifications or pre-signature checks
fails, and Vj; aborts if his own checks fail; all of this happens
off-chain before Deposit, so an abort loses no money and
the depositor recovers the funds through the Refund path.

Transaction graph. Relative to Fig. [5} the graph changes
as follows (Fig. [6):

e Deposit’s output, and the PreDeposit — Deposit
hashlock edge, require the signatures of the depositor,
the Prover, and all n verifiers, so no transaction can
spend the deposit without every party’s (pre-)signature.

o Assert has n + 1 outputs instead of two. Its first output
is the shared connector, spendable in n 4+ 1 ways: by
Withdraw, requiring all n 4 1 signatures of the Prover
and the verifiers together with RelTimelock(As) —
the only timelock on the withdrawal path — or by
any one of the n transactions NoWithdraw;, requir-
ing CheckSig(pkp) A CheckSig(pky,) as in the single-
verifier graph. The remaining n outputs feed the per-
verifier challenges: the j-th carries CheckSig(pkp) A
CheckSig(pky, ) A CheckLampSigsMatch(lpkp, Ipky, ),
spendable only by ChallengeAssert;. '

e For each j, the transactions ChallengeAssertj,
WronglyChallenged;, and NoWithdraw; are exact
counterparts of their single-verifier namesakes:
ChallengeAssert;’s  output is  spendable by
WronglyChallenged; (HashLock(h;) A CheckSig(pkp))
or, after /A4 blocks, by NoWithdraw;
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Figure 6: Multi-verifier BABE transaction graph for one depositor Dep, one prover P, and n verifiers Vfy,...
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the notation of Fig. El The transactions PreDeposit, Deposit, Claim, Assert, and Withdraw are shared across
all verifiers, while the challenge-response path (ChallengeAssert;, WronglyChallenged;, NoWithdraw;) is
replicated once per verifier Vf; (branches 1 and n shown). The first output of Assert can be spent by Withdraw
(all n + 1 signatures, after A, blocks) or by any single NoWithdraw;; the remaining n outputs feed the per-verifier

ChallengeAssert; transactions.

(CheckSig(pky,) A RelTimelock(A1)), and
NoWithdraw; also consumes the shared connector of
Assert.

One structural point deserves emphasis: every script on Vj’s
challenge path involves only pkp and pkvj , and the only
pre-signatures the path consumes are the Prover’s, which V;
already holds from setup. Hence V; posts ChallengeAssert;
and NoWithdraw; unilaterally: no coalition of the other
parties can stop him, which is what makes one honest verifier
sufficient.

Proving phase. The Prover posts Claim and then Assert,
whose witness is his Lamport signature on 7; — one commit-
ment, shared by all n challenge paths. Each verifier V; inde-
pendently decides whether to challenge: upon seeing Assert,
he extracts 7, encodes it under his own encoding keys to
obtain the input labels, and posts ChallengeAssert;, whose
script guarantees the labels encode the same 7;. Upon seeing
ChallengeAssert ;, the Prover evaluates V;’s garbled circuits,
decrypts a secret of V;, and posts WronglyChallenged;.
Distinct challenges spend distinct outputs of Assert, so
the Prover can answer all of them concurrently, with no
interaction between the paths. If WronglyChallenged; does
not appear within A; blocks of ChallengeAssert;, verifier
V; posts NoWithdraw;, consuming the shared connector

and thereby preventing Withdraw forever. If the shared
connector is unspent As blocks after Assert, the Prover
posts Withdraw.

Timelocks and costs. Because the n challenge-response
paths proceed in parallel rather than sequentially, the timelock
constraints are unchanged from the single-verifier protocol:
A1 > 2upre and Ay > A1+ 2upre suffice, and the robust-
ness parameter remains © = 7~ *(Ag + upgrc), independent
of n. The costs scale as follows. Off-chain, setup consists of
n independent cut-and-choose executions, so its cost is linear
in n. On-chain, the optimistic path (no verifier challenges)
consists of Claim, Assert, and Withdraw alone, as in the
single-verifier protocol, although Assert now carries n + 1
outputs and Withdraw carries n + 1 signatures, both linear
in n with small constants. In the worst case all n verifiers
challenge and the Prover answers each, adding at most one
(ChallengeAssert ;, WronglyChallenged ;) pair per verifier.

E.3. Security

We argue informally that the protocol satisfies the three
multi-verifier BITVM-CORE properties of Appendix [D.3}
the formal arguments adapt the single-verifier proofs of
to the shared graph.



Setup correctness (Def. . When all parties are honest,
every cut-and-choose verification and every pre-signature
check passes except with negligible probability, so no party
aborts; a union bound over the n = poly verifiers keeps the
overall abort probability negligible.

Robustness (Def. [1;3[) Let the adversary control all verifiers,
and let the honest Prover hold a valid witness and have
accepted the setup. Once Deposit is on chain, the only way
to prevent Withdraw is to spend the shared connector of
Assert via some NoWithdraw, and by pre-signature binding
this requires a ChallengeAssert. that goes unanswered for
A; blocks. Consider any challenge ChallengeAssert; the
adversary posts. Its script forces input labels for the very
w1 the Prover committed to (forging the Prover’s Lamport
signature on another message is infeasible), and the cut-and-
choose with V; guarantees, except with probability perr+negl,
that at least one of Vj’s finalized ciphertext pairs is well
formed. Hence the Prover — holding a valid Groth16 proof —
evaluates that garbled circuit, decrypts the secret, and posts
WronglyChalIengedj; since Ay > 2uprc, it is included
before NoWithdraw; becomes valid. A union bound over
the at most n challenges degrades the statistical error from
27" to n- 27", i.e., by logyn bits, which is absorbed by
choosing the cut-and-choose parameters for x-+log, n bits of
security. Finally, by chain growth, the Prover’s view reaches
height Ay +uprc past Assert within v = 771 (Ag +uprc)
rounds, at which point Withdraw is included.

Knowledge soundness (Def. [14). Let the adversary con-
trol the Prover and all verifiers except some honest V.
As observed above, V;’s challenge path is unilateral: he
holds the Prover’s pre-signatures on ChallengeAssert; and
NoWithdraw; (delivered during setup, before Deposit —
otherwise he would have aborted) and needs no other party
to post either transaction. Suppose a Withdraw transaction
appears in some honest view. Then no NoWithdraw; was
ever included, and since As; > A + 2uprc, the honest
Vj — who posts ChallengeAssert; as soon as he sees Assert
and NoWithdraw; as soon as its timelock expires — would
have blocked the withdrawal unless WronglyChallenged,
appeared in time, revealing a preimage of one of V;’s
secret hashes. The secrets and ciphertexts of the colluding
verifiers are sampled independently of V;’s, so they give the
adversary no advantage in recovering V;’s secret. The single-
verifier analysis [[15] — relying on the adaptive security of
the witness encryption scheme, the adaptive privacy of the
garbling scheme, and the second-preimage resistance of the
hash function — therefore yields an extractor that, given
the adversary’s view of the interaction with V; and Bitcoin,
outputs a valid Groth16 witness for x.

In summary, the protocol satisfies setup correctness, u-
robustness with v = 771(Ay + uprc), and knowledge
soundness in the multi-verifier sense of Appendix as
assumed of TIg;rym.core 10 Sec. ]
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