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Abstract

Federated optimization enables collaborative learning over decentralized data
but is accompanied by significant privacy risks due to the exchange of model
updates. While differential privacy (DP) provides formal protection, optimiza-
tion accuracy is often degraded, and robustness becomes particularly limited in
the presence of Byzantine agents. A Byzantine-robust, differentially private fed-
erated SGD algorithm, DPF-SGD, is proposed, in which private step sizes are
integrated with a DP noise—decay schedule to regulate gradient updates. To fur-
ther enhance robustness, a privacy-preserving comparative elimination (PPCE)
filter is developed to suppress Byzantine contributions during aggregation while
preserving privacy guarantees. Almost sure convergence to the global optimum
under e-differential privacy is established, despite persistent noise and adversar-
ial behavior. Experiments on synthetic and MNIST datasets demonstrate one-
to two-order-of-magnitude reductions in final optimization error relative to DP
baselines.

Keywords: Federated optimization, Differentially privacy, Byzantine

robustness, SGD algorithm

1. Introduction

Federated optimization and learning enable the training of global models
from geographically distributed datasets without requiring the exchange of raw

data [, 2]. This paradigm has become increasingly important in applications
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such as sensor network localization [3], multi-robot coordination [4], power sys-
tem monitoring [5], and large-scale machine learning [f]. In these settings, feder-
ated stochastic gradient descent (SGD) allows multiple agents to collaboratively
optimize a shared objective while keeping local datasets private.

In a typical federated SGD architecture [[i, 8], each agent maintains a lo-
cal model and updates it using gradients computed from mini-batches of its
local data, together with a global model provided by a central coordinator. To
handle the scale and heterogeneity of modern datasets, federated optimization
commonly relies on stochastic gradient estimates. In particular, each agent ran-
domly samples a mini-batch of local data and computes the gradient of the
empirical loss over this subset, yielding an unbiased estimator of the full local
gradient for the SGD update [g]. These estimates substantially reduce compu-
tational overhead and communication costs, making them well suited for large-
scale and resource-constrained environments [L0]. Moreover, stochastic methods
naturally tolerate measurement noise commonly encountered in IoT and edge
networks [11]. As IoT and edge devices proliferate, such noise and system-
scale challenges further motivate the use of stochastic optimization methods in
federated learning systems.

Although SGD dates back to the 1950s [12], with decentralized variants
emerging in the 1980s [[L3], it remains foundational for modern large-scale learn-
ing. By exchanging model updates rather than raw data, federated SGD archi-
tectures offer improved data privacy [6]. Nevertheless, recent studies reveal
that federated SGD remains vulnerable to both privacy and robustness threats.
Model updates may leak sensitive information about local datasets, enabling
attacks such as membership inference, model inversion, and even partial data
reconstruction [14]. In addition, the distributed nature of federated learning
makes it vulnerable to Byzantine attacks that can disrupt the convergence of
training [15, 16]. These challenges motivate the development of federated SGD
methods that ensure both convergence and privacy.

DP [17] is widely adopted to enhance privacy in federated SGD by inject-

ing carefully calibrated noise into model updates, ensuring that the output is



insensitive to any single data point. This approach mitigates potential infor-
mation leakage while enabling rigorous analysis, making DP a de facto stan-
dard for privacy-preserving federated learning. However, achieving a practi-
cal privacy—utility trade-off is challenging: excessive noise reduces accuracy,
whereas insufficient noise compromises privacy. Regulatory frameworks such as
the European Union’s GDPR also emphasize “privacy by design” and “data min-
imization” [L&, 9] informing practical privacy requirements. Motivated by these
considerations, our DPF-SGD algorithm manages the privacy—utility trade-off
under practically relevant privacy budgets (e.g., € € [1,10]) [19] by tailoring each
agent’s gradient updates with a private step size, facilitating practical federated
learning (FL) deployment under regulatory constraints.

Federated SGD is also vulnerable to Byzantine threats [16, [, 8, 15]. At-
tackers can submit carefully crafted false updates, disrupting convergence. Re-
cent Byzantine-robust approaches detect and filter anomalous updates; how-
ever, some fail to jointly guarantee differential privacy and Byzantine robust-
ness [§], while others focus on parameter tuning yet yield only limited gains [16,
7]. Naively adding DP noise into Byzantine-robust algorithms degrades opti-
mization accuracy, introducing an inherent privacy—accuracy trade-off. Conse-
quently, existing approaches [[15] attain only d-accuracy (see Definition 2 in [2])
for a small d > 0 relative to the optimal solution, slowing convergence and re-
ducing resilience to attacks that combine malicious manipulation with privacy

inference.

Our contribution. We propose DPF-SGD, a novel federated SGD algorithm
that jointly achieves differential privacy and Byzantine robustness. The method
integrates private step sizes into a DP noise—decay schedule to regulate local
gradient updates, while mitigating Byzantine interference via a PPCE filter. We
further establish convergence of the global model to the exact global optimum
under e-differential privacy, despite persistent DP noise and Byzantine behavior.

The main contributions are summarized as follows:

o Differential Privacy: Private step sizes and calibrated DP noise preserve



gradient privacy, providing resilience against both stochastic perturbations

and adversarial inference.

o Byzantine Robustness: The PPCE filter ensures robust aggregation and

stable convergence in the presence of Byzantine agents.

e Communication Efficiency: Each agent communicates only a single vari-
able per iteration, significantly reducing communication overhead and im-

proving scalability.

e Convergence and Optimality: We prove almost sure convergence to the
global optimum under e-differential privacy, and demonstrate one- to two-
order-of-magnitude reductions in final optimization error on synthetic and

MNIST datasets relative to DP baselines.

The rest of this paper is organized as follows: Section E reviews related work.
Section E introduces the notation and problem formulation. Section @ presents
the proposed DPF-SGD algorithm. Section a establishes its convergence guar-
antees for T =1 and T = 2. Section E provides the differential privacy analysis.
Section H presents experimental results on synthetic and MNIST datasets. Fi-

nally, Section E concludes.

2. Related Work

2.1. Accuracy-Privacy Trade-offs

DP protects sensitive information by adding noise to gradients or model
updates [20, 21], but introduces an inherent trade-off: stronger privacy reduces
model accuracy [22].

Secure multi-party computation [23] and homomorphic encryption [24] pro-
vide strong privacy but are impractical for large-scale FL. Structural and interaction-
based methods exploit projections, uncertain step sizes, or structured noise [,

25, 26, 27, 28] to maintain accuracy, but privacy guarantees are limited, tuning

is delicate, and convergence may be hindered.



We propose a federated SGD algorithm that ensures agent privacy (Theo-
rem @), exact optimality, simplified step-size configuration (Theorems E, E), and
accelerated convergence (Fig. E@)

2.2. Byzantine Robustness with Privacy

Byzantine agents arbitrarily distort updates, threatening FL. Robust aggregation—
distance-based [29], statistical [B0], and proxy-based [Bl]—identifies malicious
updates but assumes uniform step sizes, which can enable gradient inference to
recover sensitive information (see Section @)

DP-augmented methods [15, [L6] attempt to combine privacy and Byzantine
robustness, e.g., DP-BREM [15] adds noise to aggregated momentum but only
achieves a d-accurate solution with slow convergence.

We introduce the PPCE filter, which guarantees Byzantine robustness and
agent privacy while achieving a 0-accurate solution. By using private, variable

step sizes, PPCE prevents gradient inference and preserves aggregation integrity.

3. Preliminaries and Problem Formulation

This section presents the preliminaries, system model, threat model, and

design objectives for the proposed FL algorithm.

3.1. Preliminaries
3.1.1. Laplace Noise Mechanism

We incorporate the Laplace noise mechanism into the FL framework to en-
sure DP. Let b > 0 and denote by Lap(0,b) the zero-mean Laplace distribution
with variance 2b? and probability density function p(z) = ﬁe*m/ b,

Let f be a function defined on a database D. Its sensitivity Af is defined
as the maximum L;-norm difference between f(D) and f(D’) over all adjacent

databases (D,D’): Af = supp p) [If(D) — f(D)]1-

Theorem 1 (Laplace Mechanism [32]). The Laplace mechanism M, is defined
as Mr(D,f) = f(D) + (2[1],...,2[d]) T, where z[j] K Lap (0, %) for each
j €ld] ={1,...,d}. This mechanism guarantees (¢, 0)-differential privacy.



3.1.2. Exact Fault-Tolerance and 2 f-Redundancy
The proposed algorithm builds on the principles of exact fault-tolerance and
2 f-redundancy. Let H C [N] denote the set of non-faulty agents, while up to f

agents may be Byzantine and behave arbitrarily, with unknown identities.

Definition 1 (Exact fault-tolerance [B3]). Let H C [N] be the set of non-
faulty agents with |H| > N — f. A distributed optimization algorithm is

said to achieve exact fault-tolerance if all non-faulty agents can compute z3, =
argmin,ega Yoy q'(z).

As shown in [B4], exact fault-tolerance can be achieved when the non-faulty
agents satisfy the 2f-redundancy condition, which guarantees that the global

minimizer remains unchanged despite the presence of up to f Byzantine agents.

Definition 2 (2f-redundancy [34]). A set of non-faulty agents H, with |H| >
N — f, satisfies the 2f-redundancy condition if for any subset S C H with

ar 1 i = i i .
g min Z ¢'(x) = arg min Z q'(z)
€S i€EH

3.2. System Model
We study Private Federated Optimization Problems (PFOPs) [2] in a fed-

erated learning system consisting of a central coordinator (CC) and N agents,
where [N] = {1,...,N}. Each agent i € [N] holds a local dataset D’ of size
|D?|. At iteration k, a random mini-batch D,ic C D' is sampled for local training.
The PFOP framework is illustrated in Fig. m

Let H C [N] denote the set of non-faulty agents, while up to f agents may
be Byzantine and behave arbitrarily with unknown identities. Let w € R? de-
note the model parameters. A PFOP is characterized by W, F,Q,G.4), where
W C R? is the parameter domain, F is a class of strongly convex and differen-
tiable functions, and Q(w) = Wll > ;e €' (w) denotes the global objective. The
communication topology is G4 = (V, E4) with node set V' = {0} U [N], where
node 0 represents the CC. The adjacency matrices A = {4y} may vary over

time, and each agent communicates bidirectionally with the CC.
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Figure 1: System model of a PFOP.

The system aims to solve
1 .
w* € arg min —- qu(w), (1)

where w is the global model shared by all agents and ¢° : R? — R is the local
objective function private to agent i € H.

The 2 f-redundancy property, introduced in Section H, is crucial for our al-
gorithm: any minimizer of the objectives of NV — 2f non-faulty agents is also a
minimizer for all agents in H [@] We assume that a finite optimal solution w*
exists.

Following the frameworks in [, @], we adopt the following standard as-

sumptions.

Assumption 1 (Lipschitz smoothness). The local objective functions of nonfaulty
agents have Lispchitz continuous gradients, i.e., there exists a positive constant

L < oo such that Vi € [N]
IVq' (w) = Vg'(w')|| < Lllw — w'||, Yw, w" € R". (2)

Assumption 2 (Strong convexity). The local objective function of each nonfaulty

agent is strongly convex, i.e., there exists some p > 0 such that

(w —w') T (Vg (w) = Vg'(w')) > pllw - w'[|*, Yw, w'" € RY, 3)



where ()T denotes the transpose, and p < L.

Assumption 3 (Gradient boundedness). The gradients of all the individual cost
functions are bounded on R?. We denote L’ > 0 as the bound such that for any
w € R? and any i € [N], ||[V¢'(w)| < L.

3.3. Threat Model

Following [35, 27], we assume that all agents can observe the messages sent
to the coordinator. During a PFOP, the system may face three types of adver-
saries [35]: honest-but-curious entities, which follow the protocol but attempt
to infer private information from observed updates; eavesdroppers, which inter-
cept network communications; and Byzantine agents, which may behave arbi-
trarily or maliciously to disrupt the training process. Compared with honest-
but-curious participants, eavesdroppers and Byzantine agents may obtain addi-
tional information or act unpredictably, posing greater threats to both privacy

and model integrity.

3.4. Design Objectives

The proposed algorithm ensures privacy by providing e-differential privacy
for local gradients via randomized step-sizes and noise injection, even when all
communications are observable. It simultaneously guarantees accuracy, achiev-
ing a 0-accurate solution by provably converging to the exact global optimum
of (E) despite the stochastic perturbations required for privacy and the pres-
ence of Byzantine agents. In contrast, [35] provides no e-differential privacy
guarantee, while DP-BREM [[15] only achieves a d-accurate solution for a small

d>0.

4. Proposed DPF-SGD

This section first examines gradient leakage in existing federated SGD schemes
and then introduces the proposed algorithm for enhanced gradient privacy. For

convenience, Table m summarizes the notation used throughout the paper.



4.1.

Table 1: Notation and description

Notation Description
N the number of all agents in the system
H C [1,N] the set of all non-faulty agents
f the maximum number of Byzantine agents
1€H i-th participating agents in H
D; CD the local dataset at agent i, D = ‘L]jl D;
i
B; CD; i-th batch data samples of dataset D;
k k-th iteration in the system
Vi the weakening factor of noises at the k-th iteration
3 the private step size of agent ¢ at the k-th iteration
T the number of epoches at each iteration
w?t the k-th local model of agent i at the ¢t-th epoch
qi(-) the local loss function of agent 4
Vq'(wj, ,,B;)) | the gradient of the local model wy}, , on B;
Lap(-) Laplace noise mechanism
n the noise for wj, ;- at the k-th iteration
ﬁ;ij the perturbed parameter of local model w};ﬂ—
W41 the global model parameter at the k-th iteration

The Gradient Leakage of Federated SGD Schemes

The standard federated SGD update at iteration k is

wj, 7 =W, — M\ V' () ),

(4)

which corresponds to 7 =1 [35], where w?o = wy, is broadcast by the coordi-

nator, Ay > 0 is the learning rate, and ti(wli’o) denotes the local gradient of

agent 7. Since all agents—including honest-but-curious and Byzantine ones—

share the same learning rate and can observe the updates exchanged with the

coordinator, this update rule inherently leaks gradient information. In particu-

lar, an adversarial agent with access to wy, and Ag can observe w} ; and exactly



i
Wk —Wg 1

recover the local gradient as Vg¢'(wy) = x

This reveals a fundamental privacy flaw of federated SGD: local gradients
are deterministically reconstructible from communicated updates, a risk that is
amplified in the presence of honest-but-curious or Byzantine agents. Motivated
by this dual challenge, we propose DPF-SGD, which simultaneously provides
rigorous gradient privacy protection and robustness against Byzantine agents,

while retaining provable convergence guarantees.

4.2. Overview of the Proposed DPF-SGD

Motivated by the gradient leakage identified in Section @, we propose DPF-
SGD, a differentially private federated SGD algorithm that tolerates up to f
Byzantine agents while achieving exact convergence. DPF-SGD operates in
three stages: initialization, private local training, and robust aggregation. To
ensure differential privacy, independent Laplace noise is injected at each itera-
tion, and its long-term impact is controlled via a carefully designed interaction
weakening factor 7, guaranteeing asymptotically vanishing noise effects. Dur-
ing local training, each non-faulty agent i € H employs a private, uncoordinated
step size A} to prevent gradient inference from transmitted updates. Finally,
the coordinator applies a privacy-preserving comparative elimination (PPCE)
rule to discard the f most deviant updates and aggregate the remaining ones.
Together, these components provide rigorous gradient privacy and Byzantine

robustness while preserving 0-accuracy of the global model (see Definition 2 in

2))-

4.3. Construction of DPF-SGD

DPF-SGD proceeds in three stages: system initialization, private local train-

ing, and robust selection and aggregation, as summarized in Algorithm m

4.3.1. System Initialization
The coordinator initializes the global model wy and specifies the number

of local update rounds 7. Each agent independently selects a private step-size

10



Algorithm 1: DPF-SGD: Differentially Private Federated SGD

1: Input: K, T, e, {Ax}, {7k > 0}, wo, {\L}, bk, f
2: Output: wg

3 fork=0,..., K—1do

4:  Agent-side local update
5. forieH do
6: Receive wy and v from the CC.
7 Initialize 'w,i%0 = wy, and perform local SGD:
wi’tﬂ = 'w,ic}t — )\};ti(wi’t), t=0,...,7 -1 (5)
8: Add Laplace noise:
W), 7 = Wi 7+ NN (6)
9: Send wj, ;- to the CC.
10:  end for
11:  CC-side aggregation
12: Collect {w}, 1}, according to Ay.
13:  Sort the distances in ascending order:
[5! = wre]| < -+ < [l — will-
14:  Discard the f largest distances and define Fy, = {i1,...,in—s}-
15:  Update the global model:
Wyy1 = N i 7 Z Wj, - (7)
i€Fy
16:  Broadcast w1 to all agents.
17: end for

18: Return: wg

11



sequence { i} for local training (See Theorem E and E for the choice of A%). The
step sizes of non-faulty agents satisfy the consensus conditions in Theorem E
or Theorem E, while the noise weakening sequence {~} is chosen such that
limg o0 7% = 0. Under these conditions, the global aggregation sequence {wy,}

converges to the optimal solution of (m)

4.3.2. Private Local Model Training

At communication round k, each agent receives the global model w; and
performs 7 steps of local SGD using its private step size A} over mini-batches
B;, updating according to wyj ,,, = wj, — \ V' (wp ,, Bi), t=0,....,T -
1, wj o= wg. Since A}, is private, the local gradient cannot be inferred from
consecutive iterates, providing intrinsic protection against gradient reconstruc-
tion.

To further ensure differential privacy, each agent injects Laplace noise n} ~
Lap(0,bx)¢ (See Theorem H for the choice of by), yielding the transmitted up-
date 117};77— = wij + Wkn}'m so that the overall mechanism satisfies e-differential

privacy.

4.3.3. Selection and Aggregation of Effective Updates

Upon receiving the perturbed updates, CC computes their deviations from
the current global model and applies the PPCE rule. The f most deviant
updates are discarded, and the remaining N — f updates are averaged to form the
next global iterate. This robust aggregation mechanism mitigates the impact
of Byzantine agents while preserving gradient privacy, ensuring accurate and

stable global convergence.

5. Convergence Analysis

We analyze the convergence of Algorithm DPF-SGD for solving (E) Our
analysis focuses on the evolution of the global iterate w; in the presence of

Byzantine agents and persistent DP noise.

12



Noise model.. Throughout, we assume the following standard condition on the

injected noise [36].

Assumption 4. For all i € [1, N] and k > 0, conditional on Wy, the noise satisfies

E[ni] =0 and E[||n|/?] = 0. Moreover,

Z max O’ < 00, (8)
0 lE

where {7} is the weakening factor sequence. The initial iterates satisfy E[||w, ,[|*] <

Q.
We will use the following elementary fact.

Lemma 1. If w is a zero-mean random vector with E[||w]|?] = 02, then E[||w||] <

ag.

Proof. The result follows from Jensen’s inequality because ¢(z) = 22 is convex.

O
The convergence analysis of Algorithm E is based on the following lemma.

Lemma 2. Let {xx} be a nonnegative sequence, and let {ax} and {8;} be
positive sequences such that 0 < ap < 1, 21?;1 ap = 00, and limg_,o B = 0.
If there exists K > 0 such that Tpr1 < (1 — ag)xg + By for all k > K', then

lim x; = 0.
k—o0

Proof. Without loss of generality, assume K =1. Let z := lim SUPj o0 Tk = 0.
We show that & = 0.

Since B — 0, for any € > 0 there exists K, such that
Tpr1 < (1 —ap)zp +e, Vk> K. 9)

Fix m > K. and iterate (E) to obtain, for any t > 1,

t—1 t—1
T+t < T H (1—amys) + EZ H — Qntj)
s=0j=s+1
< 2, P(t) + ¢t, (10)

13



where P(t) := Hz;é(l — Qmgj)-

Since Yy, ar = oo, we have P(t) — 0 as t — oco. Note that the in-
equality In(l —z) < —z (for 0 < z < 1). Indeed, 0 < 1 — apy; < 1
and In(1 — amys) < —my; Then, limy o InP(t) = limy o Z;;é In(1 —
Q) < —limy o0 Zé;}) Qptj = — Z}io Qmj — —00. Thus, limy_,o P(t) =
limy_y oo e P®) = ¢ =0,

Suppose by contradiction that & > 0. Choose a subsequence {k;} such that
xk, — Tand k; > K. Fix N large enough so that P;(N) < 1/2 for all sufficiently
large i. Next, choose € so small that eN < Z/4. Then, from (@), we have that
TgoN < Pi(N)zy, +eN < 1z +Z = 3z Hence, zy,4n < 22 for all large 1,
which contradicts the fact that z is the limit superior (because k; + N — oo as

i — 00). Therefore Z = 0. Since x, > 0, we conclude limy_, o x; = 0. O

5.0.1. Single local step (7 =1)
For T =1, combining (a) and (E) yields

W), = Wi — A\ V' (i) + em. (11)

Let B and H denote the Byzantine and non-faulty agents, respectively, with
|B] < f < N/4. At each iteration, the PPCE filter discards the f updates
farthest from the aggregate, ensuring that any retained Byzantine update is

dominated by a non-faulty one.

Theorem 2. Let {wy} be generated by DPF-SGD with 7 =1 and v € (0,1).

Assume

f 1o
— . 12
N_f<m1n 3 6L (12)
If the stepsizes satisfy

; S hp  p
K3 C - _=
Ak € [ ] € {1OL2’ IOLQ}’ (13)
with A, > h\; for some h € (2/3,1), then
— * M3 — *
Efl@nss —wiy?] < (1= £ )Eflwn — w1
+ (8Co + 57,0) V.- (14)

14



The complete proof of Theorem E is provided in Appendix A.

Corollary 1. Under the assumptions of Theorem E, if 220:1 5\;9 = oo and limg_ 00 7% =
0, then

lim E[||w;, — wi||?] =0 15
kl [” k ?—LH ] ’ ( )
and in particular wj; — w3, in mean square.

Proof. Define oy, 1= %5\;@, B := (8Cy + 5yx0)ok, and zp := E [||'LIJ;C — w;,*_[HQ]
By (@), the sequence {z}} satisfies xy+1 < (1 — ag)xg + Bk-

Since 7y, — 0, we have 8, — 0. Moreover, Y- A\ = oo implies Yo ap =
oco. Applying Lemma E together with (@) in Theorem 57 we conclude that
limy o0 T = limg—o0 E[||wy, — wy||?] = 0. Therefore, wy — wj, in mean

square. ]

5.0.2. Multiple local steps (T > 1)
We now extend the result to 7 > 1, where each agent performs 7 local
updates before aggregation. For i € H,
T-1
Wi, =wy, — N, ¥ V' (W) + 7eng. (16)
t=0
Theorem 3. Let {wy} be generated by DPF-SGD with 7 > 1 and 4 € (0,1).

Assume

/ 1o
-, — . 1
N_j ™M 3L (17
If the stepsizes satisfy

i % N . K K
e € [Ars Ak]s Ak = min{ (40 + 16L)T2’ 16L2T}7 (18)

with A, > h) for some h € (2/3,1). Then
_ N wT - _
Bl @i - wiy|?) < (1 - A )Elll, — wi]?)

+O('yko+'y,302). (19)

The complete proof of Theorem E is provided in Appendix B.

15



Corollary 2. Under the assumptions of Theorem E, if 220:1 5\k = oo and limy_, o Vi =
0, then

lim E[||wy), — w}|*] = 0. 20
Tim Bl — wi | (20)
In particular, the sequence {w;} converges to w}, in mean square.

Proof. Let oy, := %—S\k, Bi = O(yro +~30?), and z, := E [||wy, — w},||?]. By
(@), the sequence {z}} satisfies xy11 < (1 — ag)xg + Bk-

Since v, — 0, we have 8 — 0. Moreover, > -, A\ = oo implies Yo ap =
00. Applying Lemma E together with (@) in Theorem E, we yield that limy_, o 2 =

limg 00 E“lwk — w;‘_[||2} =0. O

6. Privacy Analysis

6.1. e-Differential Privacy

We define two PFOPs P = (W, F,Q,G4) and P' = (W', F',Q’,G'y) to be
adjacent if ()W = W', F = F’, and G4 = G/4; and (2)there exists a client
i € [N] such that ¢ # ¢, while ¢7 = ¢’ for all j # i.

We analyze the differential privacy guarantees of Algorithm m Define VVkJ— =
[y, 7, . W 1], Wit = (Wi (g5 Wy ], t=0,...,T—1. An execution

of the algorithm is a (possibly infinite) sequence

o ={wo, {Wo.11}1—0" Wo., 1),

(Wi 1ot W, wa), ..}

The observable output of the execution is the sequence of exchanged messages,

defined by the observation mapping
R(a) £ {'U_JOa <7170,7’7 ’1171>, <11~1177*, ’11_12>, .. }

Here, I, = (W 1,..., Wi 1) denotes the internal agent models (i.e., the noise-
less agent-side updates), Wkg— the perturbed local updates and w;, the updated
global models, generated according to (B), (E), and (H)

16



Let I = {I}r>0 denote the full internal state sequence, and let R~(P, Y, wy)
be the set of internal trajectories consistent with problem instance P, observa-
tion Y, and initial state wg. Any I(p) € R™1(P,Y,wy) therefore corresponds
to a reconstructed internal trajectory consistent with Y.

Let O = {p | p = {wo, <V~Vo7151), (Wl,'&}g), .. }} Following [2], an algorithm
for solving P is said to be e-differentially private if, for any adjacent P and P’,
any measurable observation set Y C O, and any initial state wq, the following

inequality holds:
PR (P, Y, wo)] < eP[R™(P', Y, wo)), (21)
where the probability is taken over the internal randomness of the algorithm.

6.2. Privacy Analysis

The sensitivity at iteration k captures the discrepancy between internal
states reconstructed from the same observation sequence under two adjacent

problem instances. Following [2], we formalize this notion as follows.

Definition 3. Consider Algorithm m executed on two adjacent PFOPs P and
P’ with a fixed initial state wy. For any observation sequence ¥ € Q, let
I(p) = {Ix(Y)}rz0 € R™1(P,Y,wo) and I'(p) = {I;(Y)}r>0 € R~ (P',Y, o)
be the corresponding reconstructed internal trajectories. The ¢-sensitivity at

iteration k is defined as

Aj =sup sup 1Tk (p) — I1,(p) 1,
PEO I(p)eR™(P,Y,wo)
I'(p)eR™H(P',Y,@w0)

where the norm used is Li-norm.
Based on the above definition, we obtain the following result.

Lemma 3. At each round k € {0,1,..., K — 1}, if each agent in (E) adds a
noise vector ni ~ Lap(0[by)¢ such that >, , %—: < ¢, then the Algorithm E is

e-differentially private.

17



Lemma 4. Under Assumption 57 the sensitivity of the DPF-SGD algorithm
at iteration k satisfies Ay < 2v/d L' Amax, Where Amax = maxf:_ol{;\k} and K

denotes the total number of iterations.

The proofs of Lemmas E and H follow those of Lemmas 2 and 4 in [2], re-
spectively, and are therefore omitted.

Let €, denote the privacy budget at iteration k € {0,...,K — 1}. To sta-
bilize training, we fix the effective noise scale across iterations by enforcing a
uniform allocation ¢, = ¢/K. From Lemmas E and H, it follows that Algorithm

m guarantees e-differential privacy.
Theorem 4. Under Assumption E, Algorithm m satisfies e-differential privacy for
any K € N rounds if the injected noise ni, ~ Lap(0, by,)¢ satisfies

WAL T\ K
i€ ’

b, >

Proof. We analyze the privacy loss per round and apply sequential composition.

Sensitivity. At round , the released update is wj, ;- = wx—A}, ;_01 V' (w;, )+

y,mi. Since 7y scales the injected noise, the effective sensitivity of the noisy

AV
Ve

By Lemma @, the unscaled sensitivity satisfies A, < 2VdL'T 5\k, yielding

update equals Ag(’isy =

wy _ 2VAL'T Ay
Alkloﬁy < )
Yk
Noise calibration. To ensure €;-DP at round k, the Laplace mechanism requires
b, > AP /ey, We allocate the privacy budget uniformly, setting e, = ¢/K,

which gives

br = LZOW _ Lk K.
€L Yk €
Composition. With this choice, 31 A K =e€. Thus, by L E
p : s D kel 3 = 2_p=1 €k = €. Thus, by Lemma

and the sequential composition theorem, Algorithm m satisfies e-differential pri-

vacy. O
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7. Numerical Results

We evaluate DPF-SGD on synthetic and MNIST datasets and demonstrate
that it outperforms shared step-size FL baselines while mitigating the attacks
in Section @ All DPF-SGD experiments adopt the noise decay sequence v =

m satisfying limy_, o0 vx = 0

Datasets and model. We use (i) a synthetic dataset [? B5] with N = 64 clients,
each holding 100 samples, loss ¢*(w) = || X' —Miw|]*+s|w|? (X = Miw*+2¢,
2t~ N(0,15), M* € R3*2 and ¢ = 0.01); and (ii) MNIST. For MNIST,
DPF-SGD is implemented with one CC and N = 64 clients using the CNN

architecture in [2§].

Setup. The default parameters are (K, u,L,h, L") = (100,0.6,1,0.7,1), with
T € {1,2} and f € {0,1,3}. Each agent performs DPF-SGD with \} =

by /(1.0+0.1-(i+1)-k) and its Ay = b, /(1.0+0.1-k), where b, = i for T = 1

or b, = min( (40+1’5'L)T2, 5r=7) for T = 2. The parameters satisfy Ni,f < 157,
and Y222 o A, = 0o for both 7 = 1 and T = 2, since S5 To1E = °© by
comparison to the divergent p-series > -, kip for p < 1. Gradients are clipped
at C' =1 and perturbed by Laplace noise [37].

Baselines include Central DP [38] and Local DP [BY], all with fixed learning

rate A = 0.001 and Laplace noise o = 0.01.

7.1. Convergence on Synthetic Data

Fig. E shows the convergence behavior on the synthetic dataset. The
vertical axis reports the squared parameter error |wy — w*||? (log scale), and
the horizontal axis denotes the number of training steps. Results are averaged
over 5 runs and sampled every 5k rounds.

All methods exhibit a rapid decrease in error during the early stage of train-
ing, dropping by several orders of magnitude within the first 10% iterations.
After this phase, their convergence trajectories diverge. Central DP converges

the slowest and stabilizes around 10~2 due to the persistent variance introduced
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Figure 2: Experimental results across algorithms.

by DP noise. Local DP achieves a lower steady-state error (around 10~%) but
shows noticeable fluctuations.

In contrast, DPF-SGD variants consistently achieve the lowest optimization
error across the entire training process. In particular, the methods with 7' =1
quickly converge to an error level around 10~° and remain stable throughout
the training horizon. Compared with the DP baselines, this represents roughly
one to two orders of magnitude reduction in the final optimization error rela-
tive to the optimal solution. Increasing the number of local updates (T' = 2)
yields similar performance with slightly higher variance, while different filtering
parameters f lead to nearly identical trajectories.

Overall, these results demonstrate that DPF-SGD achieves faster conver-
gence and significantly lower steady-state optimization error compared with

existing DP baselines.

7.2. Accuracy on MNIST

Fig. E shows test accuracy on MNIST versus the privacy budget € (log
scale). As expected, all methods exhibit a clear privacy—utility trade-off: for
small e (< 1071), strong noise severely perturbs gradients, yielding near-random
performance (/ 0.1-0.15), while accuracy improves steadily as € increases and
noise diminishes.

Among baselines, Local DP improves rapidly and reaches near-optimal ac-
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curacy around € = 1, whereas Central DP recovers more slowly, remaining low
at ¢ = 1 (= 0.25) and requiring ¢ > 10 to achieve competitive performance.
This gap reflects the heavier noise typically imposed by centralized DP at small
privacy budgets.

DPF-SGD consistently outperforms Central DP in the moderate-privacy
regime. In particular, at ¢ &~ 1, DPF-SGD (T = 1) attains 0.42-0.46 accu-
racy, substantially narrowing the gap to Local DP. As e increases, it rapidly
approaches the best-performing baselines, reaching ~ 0.9 at ¢ = 10.

Increasing local updates (T = 2) slightly degrades performance under strong
privacy, likely due to noise accumulation, though this effect diminishes as €
grows. The influence of the filtering parameter f is negligible, indicating ro-
bustness to its choice.

Overall, these results indicate that DPF-SGD achieves a favorable balance
between privacy and utility, particularly in the practically relevant moderate-

privacy regime (e € [1,10])

8. Conclusion

While DP has become fundamental for safeguarding sensitive data, its appli-
cation in distributed optimization frequently leads to trade-offs in accuracy and
convergence speed due to the necessity of iterative noise injection. This paper
presents a novel DPF-SGD variant that utilizes a private step size, achieving
e-DP while preserving high levels of accuracy. Remarkably, even in the pres-
ence of persistent privacy noise and Byzantine attacks, the proposed algorithm
ensures that all fault-free agents converge rapidly to the true optimum. The-
oretical insights and experimental evaluations substantiate that this approach
surpasses existing DP methodologies in terms of convergence speed while main-
taining high accuracy for € > 1. Looking ahead, future research will aim to
enhance accuracy in high-privacy contexts (e < 1) and adapt the framework for

more complex models.
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Appendix

8.1. Proof of Theorem E
Proof. Define V¢ (wy) £ Wll ien \e Vi (wy) and n*t £ ﬁ > iey M- Using
(H) and (@), the global update can be written as (@)

oo @[S al e Yl - 3 k]

= i€By, iEH\ By,
- L N i (e 1 i
5] wy, — ?Z)‘kvcl (W) + Yk - 72"16
[#] i€H ] i€H
1 ~i ~i
+ @[ Wy 1 — Z wk,l}
i1€By, 1€H\ By
=wy, — V¢t (W) + v, -0t
1 i i
g 2@l - w0 = X0 @k, -], (22)
jEBy, i€H\ By

where the first and last equalities follow from the PPCE property |Bi| = |H\By|.
Here, By denotes the set of Byzantine agents accepted by the filter, H the set
of non-faulty agents, and H \ By the set of honest agents rejected by the filter.

Step 1: Error decomposition. Let A1 £ wy, — 2%, — Vg™ (wg) + wn'™, By £

ﬁ > e, (Wi — Wi), and Cy = ﬁ D ieH\By (w}, ; — wy). Then

Elwer1 — 3| = E| A]* + E[| By — C1f?

+ 2E[A] Bi] — 2E[A] C4]. (23)

26



Step 2: Honest descent and noise. Under 2f-redundancy, Vq'(z3,) = 0 for all
i € H. By Lipschitz smoothness (Assumption m),

IVq* (@) < LAxll@r — a. (24)
Moreover, E[n*] = 0 and E[|n*|]?] = o3.

Step 3: Bounding E[||A1]/?]. By strong convexity (Assumption E) and the fact
that AL > A, > h- Ay, in (19),
(V¥ (we)T (wn = w3) = e S N — w0
ieH

> e lfwi — w. (25)

Combining (@)7(@) yields

E[[|A1]*] < (1 = 2hpdy + 2L2A3)E[[[ @y, — 23]I°]

+ 4Cyyro + 292 0”. (26)
Step 4: Bounding Byzantine residuals. From (@) and Lipschitz continuity,
[}, 1 — @kl < LAy, — 23| + el (27)

Using the PPCE filter and |By| = |H \ Bk|,

8L2| B, |2
[H[?

8|Bx|?
LN

E||B; — C1|* < ARE (@, — 23]1* + (28)

Step 5: Cross terms. Using symmetry of the PPCE filter and bounded iterates,

28(T Bi] < 208 (LA + 2R Bl — o P
4|Bk| A 4‘Bk| 2 2
+ Covko + Yio©, 29
g I 29
_ T 2Bk ;5 232 = k2
2E[A; C1] < 7| (LAg + LA, E||wy xHH
1Bk 2 o
. 30
+ 7] Vo (30)
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Step 6: Collecting terms. Substituting into (@) gives

Emwml—w%Wh;O—Zw 4”)&%&Lﬁ@

T
- B[||lwy — w3 ||!] + 8Covko + 5vic?. (31)
Here, since 2/3 < h < 1and [H| = N — f, the condition 5/ < - ensures that
ALf
hi = T 2 5

Step 7: Final contraction. : If Ni_f < ¢r and e < 1oz then

Ellwesr - a3l < (1 - 43¢ )Ellwx — 23,
+

(8Co + 5vr0)YiO. (32)

Requiring %“x\k —5L2;\i > %;\k yields A, < 1orz- This completes the proof. [

8.2. Proof of Theorem E

The following bounds control the drift of local iterates.

Lemma 5. If X < 11/(16L2T), then for all t € [0, T — 1],

w41 — will < 2]l — wil, (33)

lwh i1 — W] < 2T LA [lwx — wi . (34)

Proof. By \i < A < /(16T L?) and Assumptions E‘B (which imply p < L),
we have LT\, < 1wy < 1—16 <In2.

From the local update rule (cf. Algorithm (B)), it follows that wj , ., =
w;c,t - )\};ti(w};,t).

Since V¢'(w3,) =0, for any t € [0, 7 — 1],

||wlic,t+1 - wi,tH = AZHW(U}LQ - ti(w;‘_[)H

< LA wi p — wil- (35)

Using the triangle inequality, [lw}, , — wi | < (1 + LA})[lw;, — wj| <

eLALwaw —wj,||.
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Tterating yields [[w] , | — w || < e [l o — wy[| < X7k ||y — wy | <
2||wy, — wj,||, where we used w,’;’o = wy, and LT\, <In2.

Combining this bound with (@), we obtain [Jw}, ,,, — wj || < 2L} [Jwy —
wjy|.

Summing over | = 0,...,¢ and using wLO = wy, gives ||'w};’t_~_1 —wg| <

Sico lwh iy — wi |l < 206+ 1)LAL ||y, — wy,||. Setting t = 7 — 1 completes
the proof. O

Proof. Let A, = max;ex{\;} and assume Ar < p/(16L2T). By Lemma a,
inequalities (@)7(@) hold for all t € [0, 7 — 1] and ¢ € H.

Step 1: Decomposition of the averaged iterate. Using the update rule and the fil-
tering mechanism, the averaged iterate admits the decomposition w41 —wy, =
Ay — Dy + By, where Ay = wy, —wj, — T A Vg* (wy,)+,-n™ is the ideal descent-

plus-noise term, By = ﬁ ( Zjesk(xiﬂ— —wg) — ZiEH\Hk(xi,T —wy,)) represents
the Byzantine perturbation, and Dy = G{—k‘ Y ien Z—:Bl (ti(wiyt) - ti(wk)>

captures the multi-step gradient drift.
Step 2: Expansion of the squared norm. Expanding ||wg41 — w;ﬁl||2 yields
| A2||? + || B2||? + || D2||* + 243 By — 243 D, — 2D3 Bs.

Step 3: Bounding the main descent term. Recall that Ay corresponds to the
averaged ideal descent direction with additive noise. Conditioning on w; and
using Vg™ (wy,) = 0, we write Ay = wy — Th Vgt (@) + &, where &,
denotes the aggregated noise term satisfying E[¢), | wy] = 0 and E[||& %] =
O(ko + 7o)

Expanding the squared norm and taking expectations yield

E[|A2]%) = El|@r — w}, — ThAeVe™ (wr,)||*] + El &)
= E[||wx — wi||*] — 2ThME[ (@), — w},, Vg™ (woy,))]

+ T2 RPNE| Vg™ (wr)|* + O (o +1i0?). (36)
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By p-strong convexity of ¢, (wy, — w3, Vg™ (wy)) > ul|wy —wi,||?, and by
L-Lipschitz continuity, || V¢ (wy)|| < L|lwy — w},||.

Substituting these bounds into (@), we obtain E[||A5]]?] < (1 — 2T hudy, +
T2h2L203 )Eljiy — w2 + O(o +0%).

Finally, h € (%7 1), the quadratic term is less than 7'2L25\%, which yields

E[|A2|?] < (1 — 2T hphe + T2L232))
El[ o — wh|[* + Olno +1io?). (37)

Step 4: BoundingE[|| D2 ||?] and E[|| B2 ||*].

Drift term. Using the inequalities (@)7(@) in Lemma E, we have for each
honest worker i € H: ||Vgi(wh) — Vi (wi)|| = O(TL2A)|[wy — w,||, where
the factor 7 L2\ arises from multiple local steps.

Squaring and summing over t = 0, ..., T —1 gives || Da||? = H Z;Bl (Vg;(wh)—

2 A
Vgi(wy)) H = O(T*L*A}) -||wy, — w},||*. Taking expectations yields
E[|Ds|1*] = O(T*L*A})E||wy. — w3 |*. (38)

Byzantine term. Let |Bg| < f denote the number of Byzantine work-
ers. By standard aggregation bounds (e.g., coordinate-wise median or trimmed
mean) and Lipschitz continuity, we have ||Bz|?* = O(% Yien IVai(wr) —
Vo' (@y)]?) + O(0?).

Using Lipschitz continuity of V¢; and V¢, this gives ||V¢q; (wy)— Vg’ (wy,)
O(T2L2A) [y, — wi||*.

Combining these estimates yields

f2 B\ - *
BBl = O T 1240 Bl — wil + O(o?). (39)
Step 5: Bounding cross terms. Note that |By| < f and |Fi| = |H| = N — f.

1> =

Using the bounds

1A2]] < (1 + 272 La) l@r — wiyl| +yelln™]
4T L|By|
|H|

I1Ds | < AT*LAA} [0k — w3,

1Bz < Akl — wi ]| + ikl
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together with ||wy, — w, || < 2Co, the cross terms satisfy

(2+8T2L)f

STLI 5 v oTL(T + b

|H|
Bl @i — w3 |’] + O(yko +7io?), (40)

E[2ATB,] < (

E[—2AT Do) < (4T2L2N2 + 8TALAX + 2T LN}

-E[[|wy, — wi|’] + 27i0, (41)
16T3L3f - <
E[-2DT B] < (leAi + 2T4L4A§)
-E[[|wr, — wy||*] + 270 (42)

Step 6: Aggregation. Note that \;L27 < 1and Ay LT < 1since Ay < w/(16L2T)
and 0 < p < L.
Collecting the preceding bounds yields the recursion E[||wy+1 — w}[|?] <

(1— (2T hp — SLELV X, + (20 +-8L) T2 LA )E||wy, —w},||*+ O(vko +~¢0?). Since

[H]
hoe (31 and o = ghy < min{3, 14z}, we have that 2Thy — 5k >
% —8TL- £ = % Therefore,
) . T < ;
Bl — wi?) < (1 275+ (204 807
-Ellwy — wiy||* + O(no +70?). (43)

Imposing %—Xk—(ZO—FSL)T?L}\i > %r;\k is satisfied whenever \j, < W.

This completes the proof. O
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