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Abstract. Integral distinguishers can reveal more than a zero-sum prop-
erty: the number of ones in an output component may be divisible by a
high power of 2, rather than merely being even. To exploit this divisibil-
ity, we relate linear, integral, differential-linear, and restricted differential
sums through two-way conversions with explicit divisibility guarantees
and data complexity, recovering established links as special cases. We
derive exact random-permutation probabilities and rigorous bounds to
quantify the distinguishing strength while accounting for dependencies
between output conditions. To discover these properties, we develop au-
tomated MILP/SAT models that use complete-round Walsh coefficients
or combine Walsh and ultrametric representations to obtain stronger
bounds. These weighted models prove finite divisibility even when com-
patible trails exist, beyond what trail-existence tests alone can establish.
For differential-linear sums, we show that combining differential and lin-
ear propagation with local DLCT zeros can give false zero-correlation
claims. We address this limitation with exact mix-basis models that es-
tablish zero correlation and finite divisibility. To complement these sym-
bolic methods, we provide a black-box algorithm using exact histograms
and the fast Walsh—Hadamard transform to search all output masks for
selected input conditions and identify zeros and finite divisibility proper-
ties. Our MILP/SAT models significantly improve the divisibility bounds
reported by Beyne and Verbauwhede in 674 cases across the SIMON fam-
ily, as well as for PRESENT, without trail enumeration and at unchanged
data complexity, e.g., from 2° to 2! on 9-round SIMON32 and from 26
to 222 on 10-round SIMON48. To our knowledge, we are the first to
prove higher divisibility for 8-round SPECK and for BEANIE, with new
bounds for GIFT-64 and Ascon and exact counts for SKINNY-64. Our
black-box searches reveal new properties on RC5, ChiLow-32, Keeloq,
and KATAN32, including output-bit combinations missed by single-bit
searches, and lead us to introduce probabilistic divisibility.

Keywords: Integral cryptanalysis, Linear cryptanalysis, Differential-
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1 Introduction

Classical integral distinguishers exploit predictable XOR-sums of selected output
bits over structured sets of plaintexts [DKR97,KW02]. Todo introduced the divi-
sion property, which derives integral distinguishers by tracking which products
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of state bits are guaranteed to sum to zero over the input structure [Tod15].
These are parity constraints over Fs. For one output component, a zero-sum
property says only that its number of ones, its one-count, is even. Divisibility
by a higher power of 2 constrains this count further: 2! fixes its lowest ¢ binary
digits to zero, not only its parity.

The same divisibility information appears elsewhere: in the integer sums
underlying linear and differential-linear (DL) correlations, and in the counts
underlying differential probabilities. Connections between these sums and counts
offer a way to exploit this information: a bound established in a representation
that is easier to analyze may yield a stronger property for another distinguisher.
Such a transfer must account for the different input sets and normalizations.
Connections between Distinguishers. Bogdanov et al. linked zero-
correlation linear (ZC) mask families to exactly balanced integrals [BLNW12,
Proposition 1]. Sun et al. showed that a nontrivial ZC approximation of a
block cipher implies an integral distinguisher [SLR* 15, Theorem 3]. They also
connected impossible differentials (IDs) to ZC and integral properties through
dual cipher structures [SLR* 15, Sections 3, 5]. Beyne described cryptanalytic
properties through different representations of a linear operator [Bey21]. At ASI-
ACRYPT 2024, Beyne and Verbauwhede studied finite integral divisibility and
its relation to linear correlations [BV24]. At CRYPTO 2025, Hu et al. developed
mix-basis descriptions and applied them to DL distinguishers [HZCT25].
Questions We Address. These results motivate the following questions: how
can divisibility of full-codebook linear or DL sums establish stronger integral
properties with data complexity below the full codebook? To prove divisibility
of the one-count on a chosen plaintext structure, which full-codebook sums must
we bound? Conversely, what do sums over these plaintext structures tell us about
the full-codebook sums? How do such conversions extend to differential counts
when both the plaintexts and their output differences are restricted?

How unlikely are the resulting properties for a random permutation at the
same data complexity? Answering this question requires accounting for depen-
dencies between tested conditions and for candidate selection during a search.

Finally, these mathematical and statistical questions lead to a computational

one: how can we exploit the connections to discover and prove stronger properties
at unchanged data complexity? Different models of the same sum can yield
different bounds because they account for different cancellations between trail
contributions. We therefore seek methods that account for these cancellations,
extract divisibility information even when nonzero trails exist, and search over
linear combinations of output bits.
Our Approach and Contributions. We address these questions through ex-
plicit forward and inverse conversions between linear, integral, DL, and restricted
differential sums. We use the conversions to guide automated and black-box
searches for stronger properties at the same data complexity, and derive random-
permutation bounds to assess their distinguishing strength.

— Conversion theorems. We prove explicit forward and inverse conversions
between full-codebook sums and sums over affine plaintext structures. A



common linear-sum divisibility bound 2! on a d-dimensional input-mask
space gives signed integral divisibility by 2!~¢ on every orthogonal coset,
with data complexity 27~ ¢, for t > d. For DL sums, the ordinary DL co-
efficient must also be bounded. Without this bound, the guarantee con-
cerns differences between coset sums. Our two-sided conversions additionally
handle simultaneous restrictions on plaintexts and output values or differ-
ences. The ZC links of Bogdanov et al. [BLNW12, Proposition 1] and Sun
et al. [SLR'15, Corollary 4] follow as special cases (Subsection 3.4). We also
extend the linear conversion to odd prime fields using additive characters.
Random-permutation bounds. We derive exact probabilities and rigor-
ous bounds for the distinguishing strength of the resulting divisibility prop-
erties, covering families of output masks, cosets, and differential and DL
tests. These laws account for the dependencies between output masks and
between cosets, so individual probabilities cannot simply be multiplied. We
also bound the probability that any candidate in a large search passes by
chance, which is higher than for a single test fixed in advance.
Automated search for divisibility distinguishers. We develop weighted
mixed-integer linear programming (MILP) models that prove finite divisibil-
ity even when compatible trails exist and trail-existence-based ZC searches
cannot establish zero correlation. We strengthen these bounds through two
constructions: a round-condensed (RC) linear model that evaluates a com-
plete round before assigning a weight, and a Joint model that combines
Walsh and ultrametric representations in one optimization.

Sound search for ZCDL and finite DL divisibility. We give coun-
terexamples showing that a local DL connectivity table (DLCT) entry alone
cannot establish whether the complete DL sum is zero or nonzero when
combined with differential and linear propagation. Our exact mix-basis DL
models retain the discarded information through mask-difference pairs.
Their Boolean satisfiability (SAT) models soundly identify zero-correlation
differential-linear (ZCDL) properties, while their weighted MILP models
prove finite DL divisibility (Subsection 5.3).

Black-box discovery. We develop a multipurpose black-box algorithm us-
ing exact histograms and the fast Walsh-Hadamard transform (FWHT). For
selected input conditions, it screens all linear output masks and identifies
finite divisibility, ZC and ZCDL properties, IDs, and constant-parity inte-
grals. Unlike parity-kernel searches [HKK™26], it also recovers exact counts.
Our search for deterministic divisibility also leads us to introduce probabilis-
tic divisibility: conditions that hold for only some keys or input offsets, but
more often than for a random permutation. (Probabilistic zero-sum integrals
are the special case of divisibility by 2.) Predicting these probabilities an-
alytically and developing tools to search for strong probabilistic divisibility
distinguishers remain open problems (Subsection F.13).

Applications. We apply these tools to block ciphers and permutations with
substitution-permutation network (SPN), Feistel, addition-rotation-XOR
(ARX), and nonlinear shift-register structures. Without trail enumeration,
we significantly improve the one-count bounds reported by Beyne and Ver-



bauwhede [BV24] in 674 cases across all five SIMON block sizes, at un-
changed data complexity. These comprise 290 finite-bound improvements
(Table 13) and 384 exact-balance results (Table 14). For example, we raise
the proved divisibility from 2° to 2!' on 9-round SIMON32 and from 25 to
222 on 10-round SIMON48 (Table 1). We also improve their proved bounds
on PRESENT (Table 29).

On the 8-round SPECK structures of [HKK™26,WHG26], the longest known
for this family, we are the first to prove more than a zero sum: divisibility
by 23 for SPECK32 (Table 21), 28 for SPECK48 (Table 24), and the exact
one-count 224 for SPECK128 at data complexity 2125 (Table 25).

The finite-divisibility results also extend to S-box-based primitives. For 5-
round BEANIE permutations, we prove divisibility by 2'° and 2'2 for every
key and tweak for the first time (Table 26). For the 5-round Ascon permuta-
tion, we prove divisibility by 20 (Table 34), with further high finite bounds
for PRESENT (Table 32) and GIFT-64 (Table 35). These are applications
of the weighted linear models in cases where compatible trails remain. For
11-round SKINNY-64, support proofs and conversion instead strengthen a
recent zero-sum property [ZYS126] to the exact one-count 2°% at unchanged
data complexity 26° (Table 39). These stronger divisibility properties can
give sharper wrong-key filters in key recovery [BV24, Section 7.4].

Our black-box searches also yield properties on ciphers for which we build no
symbolic model. To our knowledge they give the first reported integral dis-
tinguisher for 2.5-round RC5-16 and the first divisibility beyond evenness for
6-round BEANIE, by 4 on 1,000 tested configurations (Table 44 and Table 3).
On ChiLow-32, KATAN32 and Keeloq they find one-counts divisible by 23
to 2'4 on all 1,000 tested keys, and RC5-16 differential counts divisible by
210 and 2!! (Table 4 and Table 42). Many of these properties hold for com-
binations of output bits, which searches restricted to individual bits cannot
find. For each tested 32-bit permutation we also sweep every coordinate cube
with one fixed input bit against all output masks, so explicit counterexam-
ples exclude any constant-parity or zero-sum property that holds for every
key (Table 51). Section 6 gives the exact scope of each result and separates
proofs from empirical observations.

Organization. Section 2 defines the quantities and distinguishing experiment.
Section 3 gives the conversions, and Section 4 gives the random-permutation
analysis. Section 5 develops the automated and black-box searches, and Section 6
presents applications.

2 Preliminaries

2.1 Notation and Definitions

In the binary setting, let V = Iy, where n is the block size. Vectors, masks,
and differences belong to V, and o -z = E?:_Ol a;x; denotes their dot product



over Fy. Addition in V is bitwise XOR. We write + in vector-space formulas
and @ for explicit bit parities and cipher operations. The symbols <« and >>
denote cyclic word rotations to the left and right. We write U <V when U is a
subspace and reserve C for ordinary set inclusion. The indicator 1g(x) equals 1
if z € S and 0 otherwise. Similarly, 1[P] indicates whether a condition P holds.
For U <V of dimension d, let

A=Ut={zeV:a-z=0foralacU}.

Our plaintext structures are affine cosets ¥ = a+ A = {a+ 2 : z € A}
Equivalently, they satisfy o - * = o; - a for a basis aq,...,aq of U. Each coset
contains M = 2™ plaintexts, where m = dim A = n —d. Let R4 contain exactly
one representative of each coset of A in V. When A is spanned by coordinates, we
call X a coordinate cube and specify it by an active mask v through A = uAF§ =
{u N z:z e Fy}, where A is bitwise AND, so that dim A = wt(u) rather than
the dimension of (u). We index an n-bit state globally: z is its least-significant
bit, x,_1 its most-significant bit, and ciphertext bits are cg, ..., c,—1. The unit
vector e; selects bit ¢. The relation v < 8 means v; < ; for every coordinate.
We use B C V' \ {0} for a family of output masks, which need not be a subspace.
A cipher is a family of permutations {EFx : K € K}. We first define each
quantity for a fixed permutation E. Substituting Fx gives the fixed-key quantity.
An all-key bound means that the same bound holds for every allowed key, not
that the value of the sum is independent of the key. A bound proved for arbitrary
round keys also holds for the tuples produced by a particular key schedule.

Definition 1 (Sums and output one-counts). For masks o, 3 € V, a dif-
ference § € V, and a structure X C V', define

Lop(B) = ) _(~1)* e+ Ee), (X E) = Y ()PP,
eV zEX

Ni(X,B;E)=#{z € X : 8- E(z) =1}, DsE(z) = E(x) + E(z +9).
The DL quantities are

LY% 3(E) = Lag(DsE),  IPE(X;E) = Ig(X; DsE).
We similarly define NP¥(X, 6, 8; E) = N1(X, B; DsE). This counts base inputs
x € X for which 8- E(x) # 8- E(x 4 ¢), not unordered pairs.

The normalized linear correlation is Crg(«, 8) = 27" Ly, g(E). The ordinary
normalized DL correlation is 2_”LR%75(E). Over Fy, L and I denote integer
signed sums, not normalized correlations. For 8 # 0, bijectivity gives Lo g(E) =
0. There is no analogous automatic cancellation for L(l))’%, 5(E).

For a nonzero integer z, its 2-adic valuation vo(z) is the largest integer ¢
for which 2¢ | z. Set v(0) = oo and extend to dyadic rationals by vo(z/2") =
va(z) — h. We use

va(xy) = v2(x) +v2(y),  wva(x+y) > min{ve(x),v2(y)}-



The second inequality is the ultrametric inequality. A common divisibility bound
therefore survives addition even if the signs are unknown. The normalization
changes valuations by the block size: v2(Crg(a, 8)) = va(Lag(E)) — n. We
distinguish thresholds by writing ¢, for linear sums, ¢; for signed integral sums,
and ty for one-counts.

2.2 Divisibility-Based Distinguishers

Our conversions concern signed sums, whereas we report integral properties
through one-counts. For a plaintext set X of size M, these quantities satisfy

Ig(X;E) =M — 2N, (X, B, E). (1)
For M = 2™ with m > 1 and ¢; > 1, a bound v2(Ig(X; E)) > t; implies
va(N1 (X, B; E)) > min{m — 1,t; — 1}. (2)

For 1 < ty < m — 1, the condition 2/~ | N; is equivalent to 2!~ | I. This
equivalence need not hold for ¢y > m. In particular, I = 0 means N; = M/2:
exact balance between zeros and ones. Conversely, divisibility of N7 by M/2
alone allows Ny = 0, M/2, M. Tt does not prove exact balance.

For m > 2, an ordinary zero-sum integral on one component means Nj is
even, equivalently va(I) > 2. Higher divisibility strengthens this parity con-
straint, but does not by itself establish exact balance. Section D illustrates these
distinctions, including key-varying valuations in Subsection D.5.

To evaluate these properties as distinguishers, fix the plaintext structures,
masks, and thresholds defining an event D before testing. The oracle is either Ex
for a uniformly sampled secret key held fixed, or a uniformly random permutation
IT on V. Write p1 = Prg[D(Ek)] and pg = Prp[D(II)]. An all-key proof gives
p1 = 1 and distinguishing advantage 1 — pg. Computing one signed sum on M
plaintexts requires M oracle calls and a counter. For a DL statistic on X = a+ A,
we query all plaintexts in X U (X 4 ¢): M distinct plaintexts if § € A, and 2M
otherwise.

3 Conversion Theorems: From Spectra to Structured
Counts

The common ingredient is the character expansion of a coset indicator.

Lemma 1 (Coset indicator). Let U <V have dimension d and A = U*. For
all a,z €V,
Lopa(e) =270 37 (~1)= o), (3)
acU
Proof. The sum is 2¢ when z +a € U~+. Otherwise, choose o € U with oy - (z+
a) = 1; the translation o — « + «q pairs each summand with its negative.

The factor 27 is the source of the guaranteed divisibility loss. Subsection E.13
gives the coordinate-family screening argument. Subsection A.1 extends the con-
version to higher-order derivatives.



3.1 Linear—Integral Conversion

Theorem 1 (Two-way mask—coset transform). Let U <V have dimension
d, with A =U", and fix B # 0. For every a € V,

Is(a+ A E) =274 (=1)*"La,p(E). (4)
acU

Conwversely, for every a € U,

Lag(E) = Y (=1)*"Ig(a+ A; E). ()
a€ER A

Ifva(Lo,g(E)) > tr for alla € U, then va(Ig(a+ A; E)) > tr, —d on every coset.
Conversely, if vo(Ig(a+ A; E)) > t; on every coset, then va(Ly g(E)) > tr for
allaeU.

Proof. Multiply the identity in Lemma 1 by (—1)##®) and sum over z. Inter-
changing the two finite sums gives Equation 4. For the inverse, partition the
full-codebook sum into cosets. On a + A, the character (—1)*® equals (—1)**
because o« € A*. The contribution of that coset is its signed sum times this
constant sign. The valuation claims follow from the ultrametric inequality.

The theorem quantifies a loss in the guaranteed bound, not the exact change
in valuation. With

vp = minvy(Lag(B)),  vi= in v2(Ig(a+ A; E)),
we obtain vy, — d < vy < vp,. Cancellation can make the forward bound strict. If
vy, = o0, both families vanish.

All Keys and Output-Mask Families. For each 8 € B, suppose va(Ly g(Ek)) >
t1,(B) for every key K and every nonzero o € U. Since Lo g(Ex) = 0, Theorem 1
gives vo(Ig(a + A; Ex)) > tr(8) — d for every key and every coset. We call the
Cartesian product U x B a mask rectangle. The divisibility bound ¢, (8) may
differ between output masks.

For a fixed output mask, assume d < n and t;, > d + 1. The induced one-
count threshold is ty = min{n —d — 1,t;, — d — 1}, at data complexity 2"~¢.
Enlarging U reduces the data complexity but requires a common bound over
more input masks. Conversely, shrinking U can improve the divisibility bound
at the cost of higher data complexity.

Corollary 1 (Lossless halfspace conversion). For a permutation E, nonzero
masks a, 3, and the affine halfspace X = {x € V : - & = b} with b € Fq,

(—Tl)bLoz,ﬂ(E)? Nl(Xbaﬂ;E):2n72_ (

In particular, vo(Ig(Xp; E)) = vo(Lag(E)) — 1.

_1)17
4

Is(X; E) = Lap(E).  (6)



Proof. Apply the forward transform with U = {0, o} and use Lo g(E) = 0. Then
apply Equation 1.

For an affine halfspace, one linear sum per output mask determines the signed
integral sum exactly through I = +1L/2. Any gap between the resulting valuation
bound and the true valuation therefore comes from the bound on that linear sum.
In higher codimension, taking the minimum valuation of several coefficients can
also miss cancellations, although the transform remains exact and invertible.
The example in Subsection D.2 illustrates a finite halfspace property through
exact enumeration on 4,096 tested keys (Figure 2).

3.2 DL Conversion

The same transform applies to the derivative, but its zero-mask coefficient need
not vanish.

Theorem 2 (DL cosets and their contrasts). Fizx § € V and 8 # 0. For
A=U"L with dimU =d,

IP5(a+ A E) =271 Z (1)L 5(E), (7)
acU
L% 5(B)= Y (-1)*IPk(a+ A E) (acl). (8)
a€ER A

If vo(Lys 5(E)) > to and va(LY)%s 5(E)) > t1 for all o € U\ {0}, every coset
sum has valuation at least min{ty,t1} — d. Conversely, a common valuation
bound s on all coset sums also holds for every coefficient indexed by U. Thus
vy —d < vy <vp, where vy, and vy are the minimum DL valuations over U and
the cosets, respectively. The nonzero-mask bound alone gives, for any two cosets,

va(I55(a+ A E) =I5 (b+ A E)) >t —d+ 1. (9)
If LB}:W(E) =0 for all a € U\ {0}, every coset sum equals 27dL0D’Igﬁ(E).

Proof. Use Equation 3 with (—1)3-Ps¥ (*)_ The inverse follows by partitioning the
domain into cosets. The valuation bounds follow from the ultrametric inequality,
including the o = 0 term. Subtracting the forward identities for a and b cancels
that term. Every remaining sign difference is 0 or +2, proving Equation 9. If the
remaining coefficients vanish, only the zero-mask contribution survives.

For nonzero a € U, Equation 8 expresses the DL coefficient as a signed com-
bination of coset sums, without requiring a bound on the zero-mask coefficient. If
the hypotheses hold for every key, the guarantees hold for every key and output
mask considered; thresholds may depend on the masks. Equal coset sums need
not be zero or highly divisible. Subsection D.3 illustrates this distinction.

For § # 0, replacing = by = + 0 gives
Ll p(E) = (=1)*° L} 5(E).

[e%



Thus « - § = 1 forces zero even for every random permutation and cannot dis-
tinguish the cipher.

If 6 € A, NPY counts each unordered pair twice and requires M distinct
plaintexts. Otherwise, each pair joins two disjoint cosets, requiring 2M distinct
plaintexts. Proposition 9 gives the corresponding random-permutation distribu-
tions. Proposition 7 extends the conversion to higher-order derivatives, retaining
the zero-mask qualification and stating the same-coset condition.

3.3 Two-Sided Affine Differential Counts

Let U,W < V have dimensions d,e and let A = U+, B = W. For a base-
plaintext coset a + A and output-difference coset b+ B, define

NP6, BE) = #{z € a+ A: DsE(x) € b+ B}. (10)
This is an ordered count indexed by x, not the count of unordered pairs.

Theorem 3 (Two-sided count transform). With this notation,

A,B —d—e a-a+8-
NP0 B) = 27972 3 " N " (=1)* TP LYY o(B), (11)
aclU BeW
aa . A,B
Leis(B) = 3 > (F)* NG 6 B). (12)
a€R A bERE

If va(LYY 5(E)) > t for all (o, B) € U x W, then vy (N, (5 E)>t—d—e for
every pair of cosets. Conversely, if 'UQ(NAbB(57 E)) >s for every pair of cosets,

u’)

then vg(LE%B(E)) > s throughout U x W.

Proof. Expand both indicators in > 14 a(2)1lp4p(DsE(2z)). Their product
supplies 279¢ and the two characters in Equation 11. For the inverse, partition
inputs by a + A and their derivative values by b + B. Both selected characters
are constant on each part. Apply the ultrametric inequality.

All masks in the rectangle matter, including 8 = 0. Indeed L0 5o = 2",
whereas LDISO = 0 for a # 0. These terms encode the total population and
cannot be discarded. If § € A \ {0}, the involution z — x + § makes Equation 10
even. Dividing by two gives the unordered count and decreases its finite valuation
by one. This first factor of 2 is universal.

The same two-sided calculation also applies to ordinary input/output restric-
tions, without a derivative. Define the affine transition count

TAP(B) = #{z ca+ A: B(z) € b+ B).
Replacing the derivative by E in the proof of Theorem 3 gives

Tlfg,B(E):Q‘d‘e S (1)L, 5(B), (13)
a€elU, BeW
Lap(B)= Y  (=1)**TE5(E) (aeU, BeW).
a€ERA,bERB



The same d + e-unit forward loss and lossless inverse lower bound follow. Here
bijectivity fixes both marginals: >, T;)‘gB =|Aland )", T:Z;B = |B|. The differ-
ential table has the first marginal but need not have the second, since a deriva-
tive need not be bijective. Thus both two-sided transforms arise from the same
character calculation, while their structural constraints differ. The distinction is
useful when deciding which terms vanish identically and which population terms
must remain in a divisibility argument.

3.4 Special Cases and Comparison with Prior Work

We recover the classical ZC—integral links by setting the linear sums on U to
zero in Theorem 1. For a fixed nonzero output mask, this is equivalent to ex-
act balance on every coset of UL, not merely one. Applying this equivalence to
every nonzero mask in an output-mask space recovers Bogdanov et al.’s Propo-
sition 1 [BLNW12]. The mask families form a Cartesian product (their detached
masks), and their integral property requires uniformity of the selected output
coordinates for all fixed input values, not merely a zero-sum. Keeping a sin-
gle nonzero output mask instead recovers Sun et al.’s Corollary 4 [SLR*15] for
arbitrary U. Taking U = («a) for a # 0 then gives their Theorem 3: one ZC
approximation of a permutation suffices. The underlying correlation identity al-
ready holds beyond ZC in their Lemma 1 [SLR*15]. The ZC results are the
vanishing-sum cases of our conversion; its finite-divisibility bounds additionally
track the dimension-dependent loss.

We similarly recover the difference distribution table (DDT)-DLCT Walsh
relation [BDKW19,HDE24] from Theorem 3. Taking A = V and B = {0} leaves
plaintexts unrestricted and fixes the output difference to v, giving

DDTg(5,7) =27 Y (~1)*VLE% 5(E). (14)
sev

with our unnormalized DL sums. An ID requires this entire sum to vanish,
not just one DL coefficient. Without requiring vanishing, our theorem instead
transfers divisibility bounds to differential counts. Table 42 gives finite RC5-16
examples.

The closest finite-divisibility comparison is Beyne and Verbauwhede’s corre-
lation/integral transition-matrix relation [BV24, Theorem 6.2]. It bounds entries
after a change of basis using coordinatewise support conditions and Hamming-
weight factors. Our theorems instead index additive mask spaces and affine
cosets, with losses given by dimensions. Our theorems give exact inverse identi-
ties and divisibility bounds for the specified sums and counts. Hu et al. use mix-
basis representations to search for multiple-of-2! properties and evaluate exact
DL correlations [HZC125, Sections 5-7]. Our affine formulation makes the op-
erational consequences explicit: one mask-space bound covers every translated
structure, halfspace conversion has exact valuation scaling, and the two-sided
identities handle simultaneous input and output restrictions.

10



3.5 Extension to Prime Fields

The linear—integral conversion extends to prime fields by replacing binary signs
with additive characters. Let p be prime and V, = ]Ff;, with dimension £ over [F),.
Let ¥(2) = ¢; for a primitive pth root of unity (,, and define

LIYE) =Y wla-z+8-BE@), IPXEE) =Y v(@-

z€V) TEX

Let ord,, denote the p-adic valuation on Q((,), normalized by ord,(p) = 1, with
ord,(0) = oo.

Proposition 1 (Prime-field mask—coset transform). Let FE be a permuta-
tion on Vp,, U <V, have dimension d, A = UL, and B # 0. For a € Vp and
aeU,

IP(a+ A E) =p Y w(-a-a)LL)(E), (15)
acU
LYE) = Y vla-a)I (a+ A E). (16)
a€ER A

Let Ty, and Ty be the minimum valuations of these linear and integral sums over
U and R4, respectively. Then Ty, —d < Tt <1Ty,.

Thus the conversion loses at most d valuation units at data complexity p*~<.

These valuations can be fractional and concern character sums, not integer
one-counts. This additive-character extension differs from the multiplicative-
character emphasis of characteristic-p integral cryptanalysis [BV25]. Section B
gives the proof and an illustration. Subsection B.2 and Subsection B.3 give the
AES-prime application and its random-permutation law.

4 Random-Permutation Bounds

Given an all-key divisibility bound, the conversion yields a property that holds
for every key. Its distinguishing strength depends on how often a uniformly
random permutation satisfies the same property. We first derive this probability
for fixed masks, plaintext structures, and thresholds, then account for selecting
these parameters through a search.

4.1 Single-Mask Probabilities

Let @ = 2" and M = |X|. For a uniformly random permutation I7, the image
I1(X) is a uniformly random M-subset of V. A nonzero mask ( partitions V'
into two sets of size Q/2 according to S - y. Consequently, the one-count is
hypergeometric, not binomial.

11



Proposition 2 (Exact one-mask integral law). For 5 # 0 and integers
0<j< M andt; >0,

Q/2y(Q/2
Pr[N, (X, 8; IT) = j] = (J(LSA;J) (17)
M
Plun(s(¥: 1) > 1] = () Py (U)(2) as
201 [ M —25

We set (Z) =0 forb ¢ {0,...,a}. For an integer count threshold tny > 0, replace
the divisibility condition by 2N | 4.

Proof. Choose j images with -y = 1 and M — j with g-y = 0. All (AQ/[)
possible images of the structure are equally likely. Use Equation 1 and sum over
the allowed counts.

The same hypergeometric distribution appears in wrong-key integral filter-
ing [BLP25]. Here it evaluates divisibility on a fixed plaintext structure under
a uniformly random permutation, accounting for sampling without replacement
rather than assuming independent output values.

4.2 Certified Residue Bounds

Direct evaluation of Equation 18 can be expensive for large plaintext structures.
The following bound approximates this probability by 2=/~ with an explicit
error.

Proposition 3 (Certified residue approximation). Fiz 8 # 0, suppose M
is even, and let t; > 1 be an integer. Set ¢ = 21~ and

(%2)°
(@)

Here pety = Pr[Ny = M/2] is the probability of exact balance. Then

pd;r(Qa M) =

[Prlva(I5(X; 1)) > t1] — ¢ | < pete(Q, M). (19)

Proof. The event is Ny = M/2 (mod ¢q). The centered variable X = Ny — M /2
has a unimodal distribution with mode zero and probability p.t, at that mode.
For such a law, the mass of the residue containing the mode differs from the
mean residue mass 1/¢g by at most the modal probability. Subsection C.1 proves
this last assertion by telescoping the two monotone tails.

Intersect the resulting interval with [0, 1]. Exact balance always satisfies the
divisibility condition, so pt; also gives a lower bound on its probability. When
2tr > M, exact balance is the entire event. The probability therefore need not
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keep halving as the threshold increases. The approximation is informative when
its error is small relative to the probability being estimated. Figure 5 compares
the bound with the exact law. Subsection C.4 gives rigorous numerical evalua-
tions.

For fixed nonzero input and output masks, the random-permutation distri-
bution follows from a halfspace integral. The identity Lo g(II) = 2Ig({z : -z =
0}; IT) converts a linear-sum threshold to a halfspace signed-sum threshold one
unit lower. This gives the random-permutation baseline for a fixed linear coefli-
cient without assuming independent signs over the full codebook.

4.3 Families of Output Masks

The masks in B are evaluated on the same ciphertext set, so their conditions
must be assessed jointly. Let by,...,b; be a basis of their span. The map y —
(bi-y, ...,bn-y) partitions V into 2" classes of size Q/2". For z € F4, let N, count
ciphertexts in IT(X) belonging to class z. These counts follow the multivariate
hypergeometric distribution: for nonnegative integers n.,

pr[m)z:(nz)z]:(ﬁ)_lﬂ(th), Yoo

z€F}

For class counts (n.). and 8 =3, A;bj, the signed sum is > (=) *n,. Sum-
ming Equation 20 over count vectors satisfying all prescribed divisibility condi-
tions gives the exact joint probability.

The product counts output subsets realizing the specified class counts, not
independent probabilities for individual masks. For linearly independent S, 52,
the masks (1, B2, 81 + B2 have rank 2 and share the same four class counts. The
ToySPN examples in Subsection D.4 show that joint evaluation can give a much
smaller probability than the elementary upper bound

Pr[all conditions] < %ﬁ{% Pr[condition for 3.
€

The rank h, rather than the number of masks alone, controls the number of
classes. Exact joint enumeration can still be combinatorially large even at mod-
est rank. Probabilities for different cosets of one permutation cannot in general
be multiplied either: their output sets are disjoint and therefore dependent (Re-
mark 2). We use the joint law when feasible and the one-mask upper bounds
otherwise.

4.4 Differential and DL Statistics

For § # 0, the images of the plaintext pairs {z,x 4+ d} under IT form a uniformly
random pairing of all output values, a perfect matching. Each pair with difference
v # 0 contributes twice to DDT7(4,+). Thus DDTz(d,7)/2 counts the pairs
shared with the fixed matching {{y,y + v} : y € V}. Proposition 8 gives the
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exact distribution and proof. Divisibility tests include zero counts; requiring a
nonzero count changes the probability.

For DL, fix X = a4+ A, M = |X|, and 6,8 # 0. Let Hx count the distinct
unordered pairs used and s the number of times each is counted:

M,1), 6¢A,
(Hoe, 1) = (M, 1) ¢
(M/2,2), 6¢€ A.
Let J count the distinct pairs {z,z + 0} with z € X for which 8- II(z) #
B-II(x +6). Then NPY = kJ and

IE(X;IT) = M — 2k.J. (21)

Proposition 9 derives the distribution of J by assigning distinct outputs to the
pairs. Together with x, it accounts for sampling without replacement and for
counting each pair twice when ¢ € A.

These results cover full-codebook DDT entries and one-mask DL sums on
affine cosets. They do not give every joint distribution with restrictions on both
inputs and output differences. Subsection C.5 evaluates our DL and DDT count
tests.

5 Automated Search for Divisibility Distinguishers

To use the conversions, we must either prove divisibility bounds for the required
mask families or compute the relevant sums exactly for selected cipher instances.
We first develop linear models and their refinements, then combine linear and
integral representations to strengthen the bounds. We also explain how to model
DL sums correctly. Finally, we present a black-box algorithm that computes
exact sums and counts for all linear output masks under a chosen input condition.

5.1 Linear and Round-Condensed Models

For a decomposition £ = Fj. o --- o Fj, matrix multiplication gives

LogE)=2" > [[Wk., .. Wi, =2"Liu(F), (22)

a1, Qp_1 j=1

Here o = o, o, = 3, and W is the normalized correlation matrix of F. Each
product is a linear-trail contribution. Minimizing the sum of transition valuations
over all supported trails, then adding n, gives a lower bound on va(La g(E)). A
support-only SAT model checks whether any such trail exists: UNSAT proves
ZC, whereas SAT does not prove nonzero correlation because trail contributions
may cancel. Table 11 gives the local linear valuation table for the PRESENT
S-box.
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One Model for an Input Space. For a basis uq,...,uq of U, introduce binary
variables A\; and impose

d d
a():Z)\iui over FFo, ZA%'ZL o = .

i=1 i=1
The inequality is over the integers. The model minimizes over every nonzero
input mask in U, giving a common divisibility bound in one optimization rather
than a separate run for each mask. A certified objective lower bound therefore
supplies the linear-sum bound required by Theorem 1. The zero input mask needs
no constraint because Ly g(E) = 0 for a permutation and 3 # 0. Subsection E.2
uses this model to search for input structures.

Why Contract a Round? A gate-level model can miss zeros or higher valuations
caused by adding internal trail contributions. For each pair of input and out-
put masks of a round, we instead sum these contributions before taking their
valuation. We use the resulting exact round coefficient as one transition in the
same linear MILP, giving the round-condensed (RC) model. Thus contributions
within each round are combined exactly, but across rounds we still bound the
complete sum using the minimum trail valuation.

Ezample 1 (A three-bit contraction). Let G(zo, 21, x2) = (20, T1, T2 +2o21) and
consider the two-gate block F = G o G. Exactly four intermediate masks give
nonzero trails from es to es through F: v = es + apgeg + aieq, with ag,a; € Fs.
The corresponding coefficients of G have magnitude 1/2. Since G is an involu-
tion, its normalized correlation matrix is symmetric, so each trail contributes

(£1/2)? = 1/4. Tts valuation is va(1/4) = —2, giving only va(Le, e, (F)) >
3 —2 = 1. Summing first gives WY = 4.(1/4) = 1, hence Le,.,(F) = 8

and vo(Le, e, (F)) = 3. Indeed, F' is the identity. Thus contraction raises the
bound by 2 valuation units even though all contributions are positive: addition
alone can increase the valuation. SIMON permits the same principle for an actual
complete round without enumerating its gate-level trails.

Proposition 4 (Soundness of the linear model). Suppose the model repre-
sents every supported trail for the covered input masks, with each transition cost
at most its normalized coefficient’s valuation. Let £ be a certified lower bound on
its minimum total cost. Then va(Lq g(E)) > n+L for every covered input mask.
An infeasible model proves that every covered linear sum is zero. With exact
transition valuations and fized external masks, contracting consecutive transi-
tions cannot decrease the minimum-trail valuation bound.

Proof. Every supported trail has an assignment whose cost is at least £ and at
most the valuation of its normalized contribution. Equation 22 and the ultra-
metric inequality give the bound; infeasibility excludes every supported trail.
Contraction sums internal contributions before taking valuations, which can-
not decrease their minimum; zero coeflicients are removed. This comparison
assumes otherwise identical constraints and concerns exact bounds, not time-
limited solver outputs.
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A feasible solution gives an upper bound on the minimum, not the lower
bound /¢ required by Proposition 4. We use the certified objective lower bound,
or the optimum after optimality is established. XOR round-key additions mul-
tiply Walsh coefficients by signs, preserving valuations and allowing bounds for
arbitrary round keys.

SIMON’s Complete-Round Relation. For SIMON, quadratic forms give complete-
round support and valuations directly. Let w = n/2 and

Fr(z,y) = (y+ f(z) + k,2), flz)=((z 1) A (z < 8)) + (z < 2).

Here x,y are the left and right words, with global bit indices w41, 7, respectively.
Superscripts L, R denote their mask subvectors locally. For input mask (a", a®)
and output mask (b¥,b?), summing over y forces a® = b*. Set v = a + b® +

(b >> 2) and

opu(x) = Z(bL)ifi—lfi—Sa

g

with indices modulo w. Let Py be the polar matrix of ¢,r, defined over Fs by
2T Pz = gy (x4 2) + ppe (2) + pe (2).

For the SIMON word sizes w € {16,24,32,48,64}, the support and nonzero-
coefficient valuation are:

Wik #£0 <= o =b" yeimPr,  va(W)5)=—irankPr.  (23)
Subsection E.3 explains the support condition and the importance of the even-
cycle structure. We use known quadratic Walsh theory; the contribution is its
integration into the whole-subspace valuation model and conversion.

For each round j, we impose the support conditions in Equation 23 and
assign cost —p;, where p; is half the polar rank. The objective is n — Zj pj, asin
the linear model. The conversion then supplies the integral and count bounds.
The MILP uses input and output mask bits for each round, an auxiliary vector
z satisfying Pyr.z = -y, binary products, and rank-counting variables. Products
h=wuvuse h<wu, h<wv,h>u+v—1. A binary XOR y = lel is encoded
as y_,x; —y = 2c with a bounded integer c. The graph with edges (i — 1,7 — 8)
for (b%); = 1 consists of paths or an even cycle, allowing a finite-state recurrence
to compute half the polar rank. The resulting formulation has O(rw) variables
and constraints. Thus, its size grows linearly with the number of rounds and the
word size. For other ciphers, computing exact complete-round coefficients can
be substantially harder.

An optional parity refinement considers all minimum-valuation trail contri-
butions. After division by their common power of 2, these contributions are odd,
so an even number of them proves one additional divisibility bit. We distinguish
these refined bounds from those of the base RC model.
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5.2 Joint Walsh—Ultrametric Models

RC strengthens valuation bounds within the Walsh representation. Joint com-
bines Walsh signed sums with counts of states whose selected bits are all 1, as
used in ultrametric integral cryptanalysis. It directly bounds output one-count
divisibility for the chosen plaintext structure. Fixing the representations at com-
ponent inputs and outputs gives one MILP with shared intermediate variables,
rather than separately obtained bounds.

For a function h : V — Q, we define Walsh coordinates H, and moment
coordinates Z, by

H, = Z h(z)(=1)**, Zy = Z h(z)x", ¥ = H X

Tu;=1

These sums and monomial products use ordinary arithmetic, while a - x is
computed in Fy. The moments Z, form the ultrametric integral representa-
tion [BV24]. For the indicator h = 1y, the moments give the counts described
above, and the Walsh input is

Hy=2"(-1)""1,.(y), X=a+A. (24)

Thus the initial masks lie in A+, and every nonzero input coefficient has valuation
m.

Under a permutation F, the function becomes h o F~1, with Walsh coordi-
nates H' = WFH. To apply F and switch to moment coordinates in one step,
we use Z' = MFH, where

M, =27" ) ()" F(x)". (25)
eV

We then propagate moments by Z’ = AP Z, with integer coefficients defined by
F(z)" = Z Afux“

This is the unique multilinear expansion over Z on Boolean inputs, not the
algebraic normal form over Fo. After the full cipher, Z., = N1(X,¢;; E).

We fix a round s at which to switch from Walsh to moment coordinates. Ex-
panding the matrix product expresses the count as a sum of trail contributions.
The MILP minimizes the valuation of a trail contribution over compatible masks
a; and exponents u;, with objective

m + ZUQ(W(IJE_"GJ,71) + UQ(MES’GS—I) =+ ZU2(A5J]:”MJ'71)’ Up = €;. (26)

Jj<s ji>s

The initial mask ag € A+ may be zero. Unlike RC, the resulting bound concerns
the count directly, without a final linear-to-integral conversion.

17



Proposition 5 (Soundness of Joint). For fized intermediate representations,
suppose the model includes every mnonzero term of the miz-basis expansion and
bounds each term’s valuation from below. Any certified lower bound on the min-
imum objective is a lower bound on vo(Ny). Allowing additional transitions or
lower transition costs preserves soundness.

Proof. We insert Equation 24 into the product of the transition matrices and
select the final moment coordinate. Each term’s valuation is at least m plus
its encoded transition costs. The bound follows by applying the ultrametric
inequality to this exact expansion. Additional allowed transitions can lower the
minimum, but cannot exclude an actual contribution.

Linear Output Combinations. A moment indexed by u selects a product of out-
put bits, not their XOR. To handle output parities, we use the exact identity

(1P = T (=250 = Y (-2, 21)

w:B;=1 v=B

For linear sums with a # 0, we instead take h(z) = (—1)**, giving H, =
2"1[a = a]. Since ) _(—1)** = 0, the constant term in Equation 27 contributes
zero. In the same mix-basis model, we fix the initial mask to «, allow a nonzero
final exponent v < B, replace the initial valuation m by n, and add wt(v) to the
objective. This bounds v (L g(E)) using the same mix-basis transitions. We use
this formulation to verify selected black-box discoveries in Subsection 6.1. An
infeasible model proves zero. A finite bound alone does not establish a nonzero
coefficient.

The Miz-Basis Transition for SIMON. We write the Walsh mask as (a,b) and
the moment exponent as (p,q), in left—right word order. For a SIMON round,
Equation 25 vanishes unless b < p. Since SIMON copies the left input word x to
the right output word, g fixes the selected coordinates of x to 1. Summing over
the right word then leaves a quadratic sum on the free left-word coordinates.
When the coefficient is nonzero, its valuation is

—wt(p) — wt(q) — ps, (28)

where p; is half the rank of the polar matrix restricted to those free coordinates.
Fixing coordinates can introduce linear terms, which we include in the support
condition (Subsection E.3). RC’s rank and binary-product constraints encode
the support and valuation with O(w) variables and constraints.

Core Construction. Our core construction uses Walsh transitions before the ex-
act mix-basis round and ultrametric transitions afterwards, starting from Equa-
tion 24. Subsection 6.1 isolates the improvement from this construction in com-
parisons with the ultrametric model. We describe optional refinements separately
in Subsection E.5.
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Local MILP Encoding. For PRESENT, we fix a Walsh or moment representation
for each intermediate bit before building the MILP. For each small component,
we compute the exact transition matrix between these representations. Binary
selector variables choose one nonzero coefficient per component and enforce its
input and output indices. Components connected by a bit share its coordinate
index, and the selected valuations add to the objective. Boolean minimization
reduces the encoding size without changing the allowed transitions or costs. For
bounded-size components and fixed representations, model size grows linearly
with circuit size, although solving can remain difficult. XOR key addition changes
only signs in Walsh coordinates. In moment coordinates, complementing a bit
replaces x by 1 — x, mixing constant and degree-one terms. For all-key bounds,
we include every transition that is nonzero for some key, with a cost no larger
than its valuation for every such key. Subsection E.5 gives the basis matrices,
selector constraints, and key treatment. For SIMON, the quadratic formulas give
exact round coefficients without constructing full-round transition tables.

5.3 Searching for ZCDL and Finite DL Divisibility

We ask whether techniques used to find IDs and impossible boomerangs can also
prove ZCDL. Miss-in-the-middle searches use deterministic truncated differen-
tial or linear propagation to find incompatible intermediate conditions [HSE23].
For impossible boomerangs, probability-one truncated differential propagation
proceeds forward from the input and backward from the output toward a mid-
dle S-box layer. If these propagations force local differences «, 8 at an S-box S
whose boomerang connectivity table (BCT) satisfies BCTg(«, ) = 0, no com-
patible quartet exists, giving an impossible-boomerang distinguisher [BCL*24].
This suggests combining forward differential propagation, backward linear-mask
propagation, and a local DLCT zero to prove ZCDL. However, the analogous
inference is unsound in general: a DLCT zero expresses cancellation, not the
absence of compatible values. Dependencies between intermediate state values
and the surrounding rounds can prevent this local cancellation from holding in
the complete cipher.

Our ToySPN counterexamples in Figure 6 have local DLCT zeros, yet exact
full-codebook sums over 1,000 keys lie in {0, 2048} for the first and equal 16384
for the second. One nonzero instance refutes the zero claim. Subsection E.9
explains the propagation and local entries. Conversely, a nonzero local entry
does not exclude cancellation in the complete sum. This limitation concerns the
composition, not the DLCT of the complete permutation.

Ezact Miz-Basis DL Models. A round’s output difference F(z) + F(y) is not
generally determined by the input difference x + y alone. We therefore use
F*2(z,y) = (F(z),F(y)) to apply the round to both values [BR22,HZC*25].
We use the quasidifferential basis [BR22, Definition 3.1]

Qus(z,y) = (—=1)"*1[z +y = 4].
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Each mask—difference pair (u, ) specifies a difference ¢ and a linear mask u on
the first state value. Discarding u can merge contributions that acquire different
signs in later rounds. At the output, we use linear characters on pairs of state
values, 7y (x,y) = (—1)**+v(@+¥) These choices recover the DL sum exactly:

L% 5(E) = > qas(@,y)ros(E(x), E(y)).
z,yeV

For input and output bases {¢;} and {v,}, the transition coefficients are

TE = 3" 0i(F(e), F(y)é} (2, y),

where ¢ is dual to ¢; under the inner product (f,g) = ny flz,y)g(z,y). For
our two orthogonal bases, g, s =27 "qy,s and r;, , = 272y .

Proposition 6 (DL expansion, [BR22,HZC™"25]). For E = Fro---oF} with
F; .V =V, choose a basis on pairs of state values at each component boundary,
with q at the input and r at the output. Let TY) be the exact transition matric
of ijz between the adjacent bases. Then, for our unnormalized DL sum,

R
hamy =20 Y J[T9. . ie=(a0), ir=(0.8).  (29)

i1,..0R—1 J=1

The sum runs over all intermediate basis labels.

Proof. The only nonzero input coordinate is 2" at («, d), and the final (0, 5) co-
ordinate is the unnormalized DL sum. Multiplying the exact transition matrices
gives the formula.

Each nonzero product in Equation 29 defines a compatible mix-basis trail. SAT
and MILP use the same nonzero transitions and require adjacent components
to agree on their shared basis indices. MILP also assigns each transition its
valuation as a cost. For S-boxes, we enumerate the exact transitions and use
Boolean minimization to obtain compact constraints. As in Proposition 4, a cer-
tified lower bound on the minimum of n+ Zle ’Ug(TEj ,)ij,l) over these trails also
bounds the valuation of the DL sum, since cancellation can only increase it. If
the support SAT model is unsatisfiable, then LB%, s = 0 by Proposition 11. A
satisfying assignment does not prove that the DL sum is nonzero, since trail con-
tributions may cancel. For a = 0, vanishing proves ordinary ZCDL. For nonzero
a, the coeflicient is a signed combination of coset sums given by Equation 8.
We certify the o = 0 coefficient and the nonzero-a family separately before
applying Theorem 2. Subsection E.10 gives the local relations and soundness
proofs. Subsection E.11 shows how our SboxAnalyzer extension generates their
constraints.
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5.4 Multipurpose Black-Box Discovery

The symbolic models exploit a cipher’s internal structure. Our black-box ap-
proach instead evaluates all plaintexts in a chosen input set. For small block
sizes, a weighted output histogram followed by an FWHT gives exact sums for
all linear output masks simultaneously. We use this standard transform to search
for finite divisibility and exact zeros, rather than only large correlations or parity
constraints. This complements surrogate-differentiation searches for statistical
properties [DDK™23] and empirical parity-kernel searches [HKK™26].

For each input specification j, we choose a finite domain S, a map gk ; :
S; — V computed from the oracle, and weights w; : S; — {£1}. We form the
weighted histogram and compute its unnormalized FWHT:

Hi ()= Y wyla),

QKze(f)j:y (30)
Hici(8) = 3 Hics () (=1 = 3 wj () (=1)7 9.
yeV TE€S;

For w; = 1, the output one-count for mask S is (|S;| — fIKJ(ﬂ))/2

Algorithm 1 in Subsection E.12 gives the generic pseudocode: construct the
histograms, transform them, convert any requested mask families to coset sums,
and retain properties that hold across the tested instances.

Three input specifications explain the scope of Algorithm 1. For §; = V,
gk,; = Ex, and wj(x) = (=1)*", the coeflicients are L, 3(Fx ). Replacing gk ;
by DsEk gives generalized DL coefficients. Taking S; = X, gk ; = Fk, and
w; = 1 gives integral signed sums directly. For S; = V, gk ; = DsFEk, and
w; = 1, the histogram is the DDT row DDTg, (4,-). A zero histogram entry
identifies an ID, whereas a zero transformed coefficient identifies ZCDL, for the
tested instance. Neither event implies the other for an individual entry.

When the input specifications cover a complete d-dimensional mask space U,
a length-2¢ FWHT over its masks, divided by 2¢, gives every associated coset
sum by Theorem 1 or Theorem 2. This includes the zero input mask, whose DL
coefficient need not vanish. Then Equation 1 gives the exact one-count. Thus the
same computation supports IDs, linear and DL zeros, finite signed-sum and count
divisibility, integral parity, and DL coset contrasts. Different input specifications
require different histograms; one arbitrary histogram does not supply all these
experiments simultaneously.

For properties found by the search, random-permutation bounds must ac-
count for candidate selection. Independent uniform-key tests separately give
confidence bounds on the fraction of keys violating a fixed property, not an
all-key proof (Subsection C.6).

Ezxcluding All-Key Integral Properties. Black-box screening can also rule out
specified families of all-key integral properties: one counterexample key suf-
fices for each candidate. For a permutation and nonzero output mask, the two
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coordinate-halfspace offsets have equal signed-sum valuations and are balanced
simultaneously (Equation 6). Thus, only n halfspace evaluations per key are
needed to screen every nonzero output mask. A common divisibility bound or
exact balance on every coset of a smaller coordinate subspace also holds on each
enclosing coordinate halfspace. If, for every coordinate halfspace and nonzero
output mask, the required condition fails for at least one tested key, no such
all-key, all-offset property exists (Subsection E.13). This conclusion does not ex-
clude probabilistic distinguishers, weak-key properties, isolated smaller cubes,
nonlinear output predicates, or other affine orientations.

Cost. A length-2" transform costs O(n2™) additions and O(2™) words, after con-
structing the histogram. One 64-bit array for n = 32 occupies 32 GiB; searching
all output masks therefore uses suitable CPU/GPU hardware and batched input
specifications. We use the GPU backend of LibFWHT [HMAV26] for our black-
box FWHT computations. For a single fixed output mask, we can accumulate
the sum without storing a histogram. We use exact arithmetic with sufficient in-
teger precision to avoid overflow. For each sampled key, we evaluate every input
in the chosen set and record the smallest valuation observed across the tested
keys.

6 Applications and Comparative Results

We apply our methods to obtain stronger divisibility bounds and exact counts,
analytically explain selected black-box discoveries, and identify properties missed
by parity-only or single-output-bit searches. In the tables, t denotes the bound
2! | N1. We label exact counts and other quantities explicitly. Analytical bounds
cover all keys and the stated offsets, whereas empirical minima concern only the
tested configurations. Bit indices follow Subsection 2.1. Each cipher subsection
in Section F begins with its specification and round conventions.

6.1 Stronger Finite Bounds on SIMON

We use the standard 1-round input extension for SIMON [WLV™14], specified
in Subsection F.1. Let Ry denote a round without key addition and choose the
plaintext set X = Ry 1(G+A). The first keyed round maps this set to a translate
of a+ A, so a bound valid for every offset extends by 1 round without increasing
the data complexity. The round counts in Table 1 already include this extension
and match those of Beyne and Verbauwhede [BV24].

The first two rows of Table 1 improve the divisibility exponents by 6 and 16
at unchanged data complexity. For the 8-round core of the 9-round SIMON32
result, RC proves va(Lg ;) > 14 for every a € AL. Since dim A+ = 3, our
conversion gives the one-count bound t = 14 — 3 — 1 = 10, whereas Joint proves
t = 11 directly. For another 9-round SIMON32 structure and output parity, RC
proves t = 7, whereas our tested Joint models prove ¢t = 6 (Table 16).
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Table 1: SIMON one-count divisibility bounds for X' = Ry (a+ (uATE)). BV is
the proved bound of [BV24]. RC and Joint use no trail enumeration. Each listed
output bit defines a separate distinguisher.

Cipher Rounds Active mask © Data Output BVt RCt Jointt Gain

SIMON32 9 1fffffff 229 ¢4 5 10 11 46
SIMON48 10 Offfffffffff 2% 0,001 6 20 22 +16
SIMON32 13 T7fffffff 21 o, ..., c15 1 0 2 41
SIMON48 15 TEEEEEFLEEEf 27 o, ..., co3 1 0 2 +1

We also evaluated both SIMON32 structures in Table 1 on 1,000 distinct
random master keys, using the real key schedule and offset a = 0. Every tested
key satisfied all listed bounds. At 9 rounds, the sampled minimum of ve(Ny)
for ¢5 was 13, and the signed integral sum was nonzero for 977 keys, confirming
finite divisibility beyond ZC. At 13 rounds, the sampled minimum was 4 for
co,C1,C7,C13,c14 and 3 for each remaining bit among cg, ..., c15. These values
were observed on the tested keys, not proved for all keys. Table 1 reports the
proved all-key bounds.

What Does Walsh Contribute? The published exponents for the first two rows of
Table 1 are 5 and 6 [BV24, Tables 7-8]. Our implementation of the ultrametric
model reproduces these bounds at ¢ and cog, respectively. Our Joint model
instead proves t = 11 and ¢t = 22, respectively, by combining Walsh propagation
in the initial rounds with ultrametric propagation in the remaining rounds. All
four models were solved to optimality in under 3 seconds each using one solver
thread. Neither trail enumeration nor special first-round cube propagation is
needed. This comparison concerns the bounds, not the runtime of the authors’
original implementation. Subsection E.6 gives the broader comparison and its
limitations.

For the 9-round SIMON32 and 10-round SIMON48 bounds in Table 1, we
also estimate how likely a random permutation is to satisfy the same divisibility
condition. For the 9-round SIMON32 row, Proposition 3 bounds the random-
permutation probability of divisibility by 2°, as proved in [BV24], by 2749, OQur
stronger guarantees of divisibility by 2'° and 2!! reduce these upper bounds to
27994 and 271989 respectively. For the 10-round SIMON48 row, divisibility by 26
from the same work gives an upper bound of 27°%?; our guarantees of divisibility
by 220 and 222 reduce it to 271972 and 272113, respectively. Thus our stronger
divisibility guarantees give stronger distinguishers at unchanged data complexity.
Each probability concerns one selected output bit, not a simultaneous test of
several bits. Subsection C.4 gives the calculations. Table 8 and Table 9 summarize
the finite-divisibility and exact-balance probabilities.

For 25 output bits of 10-round SIMON32 with active mask v = 7ff£fffff and
data complexity 23!, the published bounds give one-count divisibility by 23 or
24, depending on the bit [BV24]. Our linear MILP model proves that all linear
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sums required by the conversion are zero. The conversion therefore establishes
Ny = 230 for each of these bits: exactly half the outputs are ones (Table 14).
At 15 rounds, Joint proves divisibility by 4, rather than 2, for 24 output bits of
SIMON48 at unchanged data complexity (Table 1). Across the SIMON family,
we improve the published bounds in 674 cases: 290 stronger finite-divisibility
bounds and 384 exact-balance results (Subsection F.1).

At the longest round counts reported in [BV24], Joint also matches all posi-
tive one-count divisibility bounds, including those obtained with trail enumera-
tion (Table 15). For these results, we combine the first two rounds after the input
extension into one exact transition before assigning valuations. We additionally
use trail enumeration for SIMON32.

6.2 SPECK: Black-Box Discovery and Analytical Proofs

SPECK (Subsection F.2) demonstrates the usefulness of our linear model for
ARX ciphers. We prove finite divisibility and exact balance for multi-bit output
parities, for arbitrary round keys and every affine offset.

Our black-box search over all output masks identifies the SPECK32 parity
Co D cg B c16 D c18 D co5. Table 2 gives analytical bounds for these discoveries
and for SPECK48. Parenthesized rounds include the input extension Ry'(X),
preserving data complexity and the all-offset guarantee.

Table 2: SPECK finite one-count bounds from the linear model. Hexadecimal
inputs denote the core active mask u. Fixed values are arbitrary. Parentheses in
the bound column denote residue refinement by trail enumeration.

Cipher Rounds Core input Data Output mask 8 ¢ (refined)

SPECK32 6 (7) rs @ x10 = b 231 02050204 10
SPECK32 7 (8) fEFELFOf 230 02050204 0 (3)
SPECK48 7 (8) fEFEEEEEEELE 2%° 000809000808 7 (8)

For the 6-round SPECK32 hyperplane, the linear model proves ¢ = 10; a
unique minimum-valuation trail establishes vo(N7) = 10 for every key (Table 21).
This is genuinely finite divisibility, not ZC.

For the 7-round SPECK32 cube, a shared-residue refinement proves 23 | Ny
on all four cosets; all 1,000 validation keys satisfy this bound. The proof uses
relations between linear coefficients lost by separate valuation bounds (Subsec-
tion E.4). The same output parity appears in empirical kernel-based integral
analysis [HKK™26] and in symbolic integral analysis using the split-and-cancel
method [WHG26]. However, we establish a stronger count constraint.

For SPECK48, the linear model proves ¢ = 7, and enumeration of only 2
leading trails raises it to 8 (Table 24). We also prove N; = 224 for 7 (8) rounds
of SPECK128 with data complexity 2!25 (Table 25). This exact-balance result
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uses an output mask of Hamming weight 5, beyond searches restricted to weight
at most 3.

6.3 BEANIE: Black-Box Discovery and Analytical Proofs

BEANIE illustrates how black-box discoveries lead to all-key divisibility proofs.
We study the 32-bit U-shaped permutation U,, ,,: a forward encryption suffix
under (K,T7) followed by an inverse suffix under (K, T5). Both are suffixes of
the standard 5-round encryption and include its special final round. The key
and tweaks are fixed while evaluating each structure. Subsection F.3 defines the
forward and inverse suffixes.

Table 3: BEANIE halfspace counts on X = {z : a -z = b}, for both b € F.
Parentheses in the linear column denote exact U-turn contraction, also used
by Joint. Neither model uses trail enumeration. Each empirical row uses 1,000
key/tweak configurations.

Rounds Shape / input mask @ Data Output mask 8 Linear ¢ Joint ¢ Sample ¢

5 Uaz / 00004020 231 000440b0 0(8) 10 12
5 Usze / c0e00d00 231 00000001 2 (10) 12 12
6 Uszs / 00000001 231 20700601 - 1 2

At the central U-turn, adjacent substitutions combine into S™1(S(z) + d)
for a four-bit key-dependent shift d. Computing this complete local Walsh table
before taking valuations accounts for cancellations lost by modelling the two
substitutions separately. Taking the minimum valuation among nonzero coef-
ficients over all 16 shifts gives a bound valid for every key and tweak. With
this contraction, the linear model proves exponents 8 and 10 for Uy 3 and Us o,
respectively (Subsection E.7). Joint uses the same contraction, uses Walsh co-
ordinates throughout the first round, and switches to ultrametric coordinates
at the next nonlinear layer. It raises these bounds to 10 and 12, respectively
(Table 3), matching the sampled minimum for Us 5. Both models cover every
key/tweak configuration and both offsets, without trail enumeration.

For the 6-round case in Table 3, Joint proves evenness for every key/tweak
configuration and both offsets. The stronger divisibility by 4 remains empirical;
468 of the 1,000 tested configurations attain exponent 2. Table 27 gives full-
domain DL-count exponents 13 and 15 on the two 5-round shapes. Table 28 gives
selected exact-balance observations. We evaluate these count constraints against
a uniformly random 32-bit permutation, using the same random-permutation
laws as for the other applications (Subsection C.4).

6.4 Further Integral and DL Results

PRESENT. For PRESENT (Subsection F.4), the weighted linear model proves
finite divisibility even when its support-only counterpart admits trails. At 5
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rounds, the hyperplane xog ® x30 = b gives t = 33 for ¢; @ c39 B c55 with
data complexity 2%%; trail-enumeration refinement raises this to 34 (Table 32).
For small coordinate cubes, we improve the bounds of [BV24]: Joint raises the 4-
round exponent from 1 to 3 for three output bits. Exact 16-bit contraction raises
the 5-round exponent from 1 to 2 for four output bits (Table 29). Across the 384
published coordinate-cube/output-bit pairs, our methods give 7 stronger bounds
and 377 equal bounds (Table 30). Subsection F.4 gives the full comparison and
further integral results. Table 33 gives our 5- and 6-round DL count bounds.

Ascon and GIFT-64. For 5 rounds of the 320-bit Ascon permutation (Subsec-
tion F.5), our linear MILP proves 2 | N1 on the hyperplane z256 = b at output
256 (Table 34). The data complexity is 23!?; we obtain the bound without enu-
merating the input structure. For 5-round GIFT-64 (Subsection F.6), the linear
model with exact local input propagation proves ¢t = 53 with data complexity
200 for y = fEfffEff1ffeff£f and output cio @ cag ® a6 D 55 B co3 (Table 35).
Our exact mix-basis DL model also proves 226 | NPT for 5-round GIFT with
data complexity 253, using active mask v = fffffbffffffffff and input dif-
ference & = eg to count inputs for which cs9 # ckg (Table 38). Subsection F.5
and Subsection F.6 give further results, including GIFT’s longer-round integrals.

SKINNY-64. On 11 rounds of SKINNY-64-64 (Subsection F.7), active mask
u = OfffffffFFFEf£ff and output parity cio @ cog @ caq give Np = 2%9 at
data complexity 26°. One whole-subspace support check proves the required ZC
family. The recent neural-inspired integral analysis [ZYST26] gives a zero-sum
property for this same structure and parity. We establish a much stronger sta-
tistical constraint at the same data complexity, not merely another proof of
the zero-sum property. By Proposition 2, exact balance for this fixed test has
random-permutation probability approximately 273928, compared with approx-
imately 1/2 for the zero-sum property. For the separate 8-round structure with
data complexity 28, Joint with exact contraction of the final layers proves zero-
sum, but exact balance does not hold (Table 40). Subsection F.7 gives both
families.

6.5 Further Black-Box Results

Table 4 gives black-box observations for ciphers without our symbolic models.
For the specifications of RC5-16, ChiLow-32, KATAN32, and KeelLoq, see Sub-
section F.8, Subsection F.9, Subsection F.10, and Subsection F.11, respectively.
Subsection F.9 and Subsection F.11 give further ChiLow and Keeloq results. The
structures and masks are fixed within each experiment.

RC5’s derivative histogram gives a separate differential-count application.
For input difference 80008000, the DDT counts for 04100000 and 0c100000
have minimum valuations 11 and 10 over 1,000 sampled keys. These candidates
were selected from the sampled counts, rather than evaluated on an independent
holdout sample. Their minima exceed universal DDT evenness by 10 and 9 expo-
nent bits, respectively. These counts may be zero for some keys, so the random-
permutation probability includes zero counts (Equation 34). The same scans
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Table 4: Further black-box one-count observations. A condition describes X.
Unspecified coordinates vary. All rows cover both offsets b € Fs.

Cipher Rounds Input condition Data Output mask § Sample ¢t Tests
RC5-16 2.5 xo3=0b 231 00020000 1 1000
ChiLow-3271 4 xo=5b 231 25c72ab9 3 1000
KATAN32 84 wo=b 231 00040000 3 1000
Keeloq 64  31200000-z=b 23 00000003 14 1000

find 2.5-round RC5 ID candidates with output differences of Hamming weight 3
or 4, beyond the single-bit output differences reported by Hu et al. [HLJ"20].
Subsection F.8 gives the differential-count divisibility observations and the ID
and integral candidates.

For the 84-round KATAN32 result in Table 4, the one-count is divisible by
8, but not 16, on every one of the 1,000 holdout keys. The signed sums are
nonzero and vary across keys. For the same fixed structure and output mask, the
probability that 1,000 independent uniformly random permutations all satisfy
8 | Ny is at most 27299971 (Subsection E.14). This quantifies separation from the
random-permutation model, not the probability of failure on an untested cipher
key.

Subsection F.10 also reports constant-parity observations through 101 rounds
of KATAN32, matching the round coverage of Hu and Wang [HW19]. The 101-
round integral has constant parity 1.

Our black-box method also rules out all-key constant-parity integral prop-
erties on coordinate halfspaces. For 8-round SPECK32, 15-round SIMON32, 3-
round RC5-16, and 6-round ChiLow-32 decryption, we evaluated all 32 coordinate
halfspaces on 50 keys or key/tweak configurations. For each halfspace, the dif-
ferences between its output-XOR vectors span F32. These evaluations give coun-
terexamples to every constant-parity claim with a fixed nonzero output mask.
By Proposition 13, they also exclude all-key one-count divisibility by 2¢, ¢ > 1,
on every offset of a smaller coordinate cube. These exclusions concern coordinate
cubes at the plaintext input, not the input-extended structures Ry 1(a—I—A) used
in our positive SIMON and SPECK results. They do not exclude probabilistic
distinguishers, special keys, isolated smaller cubes, nonlinear output functions,
or other affine orientations. Subsection F.12 records the exact scope.

Probabilistic Observations. Our search for deterministic divisibility also reveals
conditions that hold for only some keys or input offsets, but more often than
for a random permutation. Subsection F.13 reports selected observations on
PRESENT, GIFT, SPECK, Ascon, and SIMON, including their variation across
keys and input offsets. Their analytical explanation is left for future work.
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7 Conclusion and Future Works

We connected linear, integral, DL, and restricted differential sums through ex-
plicit conversions that enable stronger divisibility guarantees at unchanged data
complexity. Our applications established finite divisibility beyond zero-sum prop-
erties and, in some cases, exact counts. We exploited these connections through
automated models and black-box searches, and quantified the distinguishing
strength of the resulting properties using random-permutation bounds.

Different representations of the same sum can yield different automated
bounds. Accounting for more cancellations between trail contributions while
keeping the search efficient remains an open problem. Our searches also led us to
introduce probabilistic divisibility (Subsection F.13). This raises two open ques-
tions: how can we compute its probabilities over keys and input offsets analyti-
cally, and how can we develop tools to search for strong probabilistic divisibility
distinguishers?
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A Supplementary Conversion Details

A.1 Higher-Order Derivatives

We extend Theorem 2 by replacing the first derivative with a higher-order deriva-
tive. Fix linearly independent directions dy,...,ds € V, with 1 < s < n, and let
H = (01,...,0s). Define

DpE(x) = Z E(x+h)= Z E<$+Zﬁi5i> )

heH €l

where the additions are over Fy. For a nonzero output mask 3, define the full-
codebook and affine-coset signed sums by

Lahis(B) = D (-1)> =0 Pube),
zeV

I a+ A E) = Y (—1)7 PP,
rz€a+A

Proposition 7 (Higher-order DL affine-coset conversion). Let A = Ut
with dimU = d, and let R 4 contain one representative of each coset of A. Then

I a+ A E) =270 (-1)**Li%rs(E), (31)
acU
Li%rs(E) = > (-)* 1% (a+ A E) (acl). (32)
a€ER A

Ifvo(Lghrs(E)) > T for all a € U, including o = 0, then v (I3 (a+ A; E)) >
T —d on every coset. If H C A, every evaluation E(x + h) needed for x € a+ A
remains within the same input set a + A.

Proof. Multiply the coset-indicator identity in Equation 3 by (—1)?P#F() and
sum over x to obtain Equation 31. Partitioning V' into cosets gives Equation 32,
since - = a-a on a+ A for a € U. The ultrametric inequality and the factor
274 give the valuation bound. Finally, z + h € a + A whenever x € a + A and
he HCA.

The independence assumption makes the iterated derivative equal to the
sum over distinct elements of H. For dependent directions, the iterated sum
over Fj repeats each element of H an even number of times and is identically
zero. That cancellation is universal, not a cipher distinguisher. The conversion is
algebraic; an efficient higher-order search model and the corresponding random-
permutation laws remain separate questions.
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B Prime-Field Extension and Illustration

Proof (of Proposition 1). For U < ]Ff,7 orthogonality gives

Lo (@) =p~ S dla- (@ —a)).

acU

Multiplying by ¢ (8 - E(x)) proves Equation 15. Partitioning the domain into
cosets proves Equation 16. The minus sign in the forward phase matters when
p> 2.

In Z[(p)], the unique prime ideal above p is generated by 1 — (,. Normalize
its valuation by ord,(p) = 1, so ord,(1 — (,) = 1/(p — 1). The valuation group
is contained in (p — 1)7!Z and every root of unity is a unit. The ultrametric
inequality applied to the forward transform gives T7 > T — d; applied to the
inverse, it gives Ty, > T7.

The two transforms also give the exact-zero equivalence
LYNE)=0 YaeU <= I (a+AE)=0 YaeV,

Applying the forward bound to each output mask and key extends the result to
mask families: a common bound ¢(3) for all « € U and all keys gives t(8) — d
on every coset for every key. For a permutation and £ # 0, the coefficient with
input mask zero vanishes.

Remark 1 (Prime-field derivative sums). The coset expansion applies to any
function g : V;, = Q(Gp). Define La(9) = >, v, ¥(a - 2)g(z) and Iy(a+ A) =

ZIE‘HA g(x). Then

Ija+A)=p~" ) d(~a-a)Laly),

aelU

La(9)= Y dla-a)la+4)  (acl).

a€ER A

In particular, take g(x) = (8- (E(x+ ) — E(x))). A common valuation bound
t on all L,(g), including o« = 0, gives t — d on every coset sum. This identity
extends the conversion to prime-field derivatives; search models and random-
permutation laws for these sums require separate analysis.

Prime-Field Linear Model. We use the same minimum-trail-valuation principle
as in Subsection 5.1, with exact local additive-character valuation tables. For
an S-box S : F, — F, define Wg(a,b) = Y"1 (ax + bS(x)). We compute local
valuations exactly from integer coefficients modulo the cyclotomic polynomial
é,, not from approximate complex absolute values. To compose rounds, the
normalized character matrix uses p~'Wg(—a,b); the minus sign accounts for
character orthogonality in odd characteristic. Its input and output indices for

Lgp’ }3 are —a and 8. A local model retains exactly the pairs for which Wg(—a, b) #
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0, with cost ord, Wg(—a, b). General finite tables can be encoded by selecting one
supported pair and its cost, clearing a common denominator to obtain integer
weights. BEach S-box layer on /¢ cells contributes a normalization factor p—*;
recovering the unnormalized sum contributes p¢. For r layers, the full-codebook
bound is therefore the minimum total local cost minus (r — 1)¢. Round-key
translations contribute only roots of unity, so this bound holds for arbitrary
round keys.

The local additive-character valuation table in Table 5 illustrates why general
local models must distinguish more than S-box activity. For the permutation

S Flg — Flg given by
(S(0),...,5(12)) = (5,9,4,6,8,3,7,2,1,0,12, 11, 10),

nonzero input and output masks give either a zero coefficient or one of two finite
valuations. This is a local modelling example, distinct from the power S-box used
in the ToySPN below. The table classifies all 169 pairs for Wg(a,b). The model
uses the same entries with input mask —a.

Table 5: Local additive-character valuation table for Wg(a,b) over Fi3, with
ord;3(13) = 1. An entry oo means that the coefficient is zero and the transition
is excluded.

Mask condition Number of pairs ordizs Ws(a,b)
a=b=0 1 1
Exactly one of a, b is zero 24 o)
a,b#0,ab"t =1 12 1/2
a,b#0,ab™' =10 12 00
a,b#0,ab™* ¢ {1,10} 120 1/3

For AES-prime’s S-box S(x) = 2° + 2 over Fia7, the local valuation is 1 at
(0,0) and 13/63 whenever both masks are nonzero; pairs with exactly one zero
mask are unsupported. We encode this local support and valuation with one
activity bit n per S-box:

n < a,b<126n, a,be{0,...,126}, ne€{0,1}, w = 63 — 507.

Here w is the local valuation multiplied by 63; changing a to —a does not change
this support or cost. For a linear layer with matrix B, vector input and output
masks a, b satisfy a = BTb over Fy57. The MILP minimizes Ej,i wj; —63(r—1)¢;
dividing a certified objective lower bound by 63 gives the full-codebook valuation
bound. For U = (u1,...,uq), coefficients A\; € Fip7 impose a = ), \ju; # 0,
so one model covers the entire nonzero input-mask family. If the support model
is infeasible, every covered linear sum vanishes. Otherwise, the conversion gives
the certified full-codebook bound minus d on every coset.

34



B.1 Prime-Field ToySPN

The prime-field examples use a one-column AES-prime analogue over Fi,. Its
state is (29, ¥1, T2, 73), and its permutation S-box is S(z) = x°+2 over Fy3. Since
ged(5,12) = 1, this substitution is bijective. Reducing the AES-prime column
matrix modulo 13 gives

1111

1243

1432

1324

M3 =

Let T} denote coordinatewise translation by k € F{;. The 2-round permutation
used in the examples is

Eiyy = S** 0Ty, 0 Myz0S8** 0 Ty, .

Outputs are taken immediately after the second S-box layer. The two round keys
are independent uniform elements of F{; in the sampled experiments.

Ezample 2 (Prime-field integral sums). We apply the conversion to this prime-
field ToySPN. For U = (eg) and 8 = (1,9,0,2), the support model proves van-
ishing on the full mask family and hence on all thirteen cosets. For the control
U= (eg+es), B=1(0,1,8,6), exact checks instead exhibit nonzero coset sums.
The linear model gives a valuation bound of 2/3, which converts to —1/3 and
is weaker than ordis I > 0, since [ is an algebraic integer. Figure 1 compares
the exact coset-sum valuations for sampled keys with those for sampled random
permutations.

The AES-prime application and its comparison with characteristic-p integral
cryptanalysis [BV25] follow in Subsection B.2.

B.2 AES-prime: Additive-Character Bounds and Exact Uniformity

Specification. AES-prime [MMMS23] acts on F1$,. We pack the coordinates
xg,...,T15 row-wise into a 4 x 4 array; they are field elements, not bits. The
S-box is S(x) = 2° + 2 over Fyo7. It is a permutation because ged(5,126) = 1.
The round architecture follows AES: coordinatewise key addition, parallel sub-
stitution, row shifts, and column mixing. Row j is rotated left by j cells. The
column matrix is

11
4 16
6 2
62 4

—_

Mio7 =

1
2
4 over F127.

—_

1
1
1
1

—_

The final round omits column mixing. Our reported output masks are at the last
S-box output, before the final row shift and key addition. The additive-character
masks are vectors over Fi57. The analytical bounds allow arbitrary round-key
translations and therefore cover the specified AES-prime key schedule.
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I Random (1,024 permutations) @ ToySPN (1,000 key pairs)

(a) Finite and zero sums (b) Identically zero sums

100.0%
1.0 92.5% 2.1%
85.2%
0.8 1

0.6
0.4- I
0.2 I
0.0 -J'—IIO%O'M.%'O?%

71%  7.7% I73/ 9
" m | 0055/‘%)040/

N NN NN NN NN N

Observed proportion of cosets

A8
1/12 1/6 1/4 1/3 1/2 2/3  I=0 1/12 1/6 1/4 1/3 1/2 2/3 I=0
Integral-sum valuation ord;; (1) Integral-sum valuation ord;; (1)

13 fixed cosets per instance; cosets within an instance are dependent.

Fig.1: Prime-field ToySPN versus random permutations. Both panels use the
same independently sampled round-key pairs and random permutations. The
separation in (a) is empirical. The vanishing in (b) also has a symbolic proof.

Results. AES-prime illustrates how our conversion applies to additive-character
sums beyond binary fields. Let F , denote its r-round map for round-key tuple
K, ending at the last S-box layer. All results hold for arbitrary round keys and
every fixed value A € Fyy7, with data complexity 127'%. For output mask £,
define

126
N.=#{zeX: 8 Fr,(e)=2}, I{*7(X;Fx,) = ZN iy

We report ordjar 12127)7 normalized by ordj27(127) = 1. These fractional val-
uations are not binary one-count exponents. Let u = ey + e5 + e19 + €15 and
b =e3+ er+e11 + er5. Table 6 compares converted linear bounds with struc-
tural bounds from repeated contributions to the character sum.

Table 6: AES-prime character-sum valuation bounds from linear conversion and
input multiplicities.

Converted
Rounds Affine input structure Data g linear Structural
1 xo=2A 1271 e 895/63 15 (exact)
1 mo+x5 + 210 + 215 = A 127 745/63 12
2 13=2M\ 1274 b 695/63 12
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For the rows of Table 6, the full-codebook bounds are respectively 958/63,
808/63, and 758/63; conversion subtracts 1 since dim U = 1. We obtain the first
two by exact local character arithmetic and the third by the prime-field linear
valuation MILP. For the structural bounds, let D contain the input coordinates
on which the selected output depends. If the projection of A onto D has rank g,
each assignment in the projected structure has 127'°~9 preimages in X'. Factoring
out this multiplicity leaves an algebraic integer, giving ordjoy I 2127) > 15 —gq.
The three rows have ¢ = 0, 3, 3. For the first row of Table 6, the selected output
is constant, giving valuation exactly 15. For the 2- and 3-round cases in Table 7,
whole-subspace support proofs establish vanishing character sums, which imply
uniform output counts.

Table 7: AES-prime exact output uniformity from whole-subspace support proofs
and conversion. The count holds for each z € 197, every round-key tuple, and
every scalar \.

Rounds Affine input structure Data [ Exact N,

2 zo=\ 1271 e 12714
3 zo=\ 12715 ¢ 12714

For both rows of Table 7, our support model proves that the linear character
sums vanish for U = (eg) and output mask ey. By Proposition 1, the integral
character sum is therefore zero on every coset. The minimal polynomial 1+ 7 +
-+ -4T126 then implies equality of all 127 output counts. This is exact uniformity,
not merely an output sum equal to zero in Fi57. The 2-round vanishing result
also holds for every input-mask space U = (e;) and output mask § = e;.

Beyne and Verbauwhede study AES-prime using characteristic-p integral
cryptanalysis [BV25]. Their integer-count divisibility results concern a differ-
ent quantity from our additive-character sums. Our examples illustrate the
prime-field conversion rather than improve AES-prime round coverage.

B.3 Prime-Field Random-Permutation Law

We now evaluate how often a uniformly random permutation satisfies the prime-
field conditions established above. Let @ = p*, M = p’~?, and IT be a uniform
random permutation on Ff;. For fixed X of size M and B # 0, let [ = I/(f) (X; I0).
Let N; count images in output class j, defined by -y = j; each class has size
@/p. Summing over nonnegative integer counts gives

Priord, I > 5| = (E) - 3 pﬁ <Ci/j p). (33)

no+--4np_1=M j=0
ordy(, ny¢h) s
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The proof is the random-subset argument of Proposition 2, now with p output
classes. Exact uniformity is equivalent to I = 0; the same counting argument
gives

()"
Pr[N; = M/p for all j] = g ,
(x7)
, : i (1270 12T o710
when p | M. For the AES-prime rows in Table 7, this is (15014) /(15915)-

To avoid summing over all count vectors, we use a necessary congruence on
a single output count. Assume £ > 2, d = 1, s > 1, and let k = [s]. Write
T =(p — 1 and

|
N

P

~
I

p—2
(N; —Np—1)<£ Zz@tﬂt7 ag =M — pNp_;.
t=0

Il
o

J
The valuations v, (a;)+t/(p—1) of the nonzero summands have distinct fractional
parts. When I # 0, their minimum is attained uniquely and equals ord, I; when
I =0, all a; vanish. Thus ord, I > s requires v,(ag) > k, hence N,_1 = M/p
(mod pF~1). The count N,_; is hypergeometric with a mode at M /p. Lemma 2
gives

(2 (=)

(37)

This bounds the valuation event, not exact uniformity. For output masks of
rank h, the exact joint law uses p output classes of size Q/p" and imposes the
conditions on their character sums using the same count vector. This retains
dependencies between masks rather than assuming independence.

Prord, I > s] < p~ =1 4

C Probability Proofs and Pair Laws

C.1 The Residue Deviation Bound

Lemma 2 (Residue probability for a unimodal distribution). Let X be
integer-valued, with probabilities p; = Pr[X = j] nondecreasing for j < 0 and
nonincreasing for j > 0. For every integer ¢ > 1,

1
Pr[X =0 (mod q)] — q’ < po.

Proof. The case ¢ = 1 is immediate. Assume ¢ > 1 and let 7, = >, ;) Prikg-
For 0 < r < q,

T — T = Z(pkq _pkq—i-r) - Z(p—kq+r - p—kq)-

k>0 k>1

Both sums are nonnegative and at most pg: for the first, sum

0 < Pkq — Pkq+r < Pkq — p(kJrl)q
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over k£ > 0 and telescope; the negative tail follows similarly. Their difference
therefore has absolute value at most pg. Since ¢! is the average of the residue
masses,

q—
Z |mo = 72| < po.

The centered balanced hypergeometric law has mode zero and modal mass pct,.
Taking X = Ny — M/2 and g = 2!7~! proves Proposition 3. The lemma does not
require symmetry and also gives the prime-field estimate in Subsection B.3.

’ 1
mo——| < =
qr7

C.2 Distribution of a DDT Entry

Proposition 8 (Exact one-entry DDT law). Let IT be a uniform random
permutation on V, with Q = |V| = 2" and H = Q/2, and fix §,v # 0. Let a;
count perfect matchings (partitions into disjoint unordered pairs) on 2j vertices
that avoid every edge of a fixed perfect matching:

a; = Z(-1)7¢(Z>(2(j —h-n, (—r=1

=0

For each integer 0 < j < H,

(F)an—

Pr[DDT 7 (4,7) = 24] = eH-I"

(34)

Odd counts have probability zero.

Proof. The images of the input pairs {x, x + 0} under I form a uniform random
perfect matching. The pairs {y,y + v} form a fixed matching with H edges, and
DDT;(d,v)/2 counts the common edges. There are (2H — 1)!! perfect matchings
in total. To intersect the fixed matching in exactly j edges, first choose these
edges in (IJ{) ways. On the remaining 2(H — j) vertices, forbid the remaining H — j
fixed edges. Inclusion—exclusion over these forbidden edges gives ap—_; allowed
matchings. Thus (] )a —; matchings have exactly j common edges; dividing by
(2H — 1)!! gives the probability. Each common edge contributes the two inputs
x and x + §, so every DDT entry is even.

C.3 Exact One-Mask DL Law
Let (a)p =ala—1)---(a — b+ 1), with (a)g =1 and (a)p =0 for b > a > 0.
Proposition 9 (Exact one-mask DL law). Let I be a uniform random per-

mutation on V, X = a+ A, and §,8 # 0. Let Q = |V| and M = |X|. As in
Subsection 4.4, let Hy count distinct plaintext pairs and k their multiplicity.
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The number J of distinct unordered pairs with different output parities has, for
integer 0 < j < Hy, probability

(Fx)27 T (Hy —
(Q)2mx kz—o( k >(Q/2)j+2k(Q/2)2HX—j_2k. (35)

Consequently NPY = kJ and I°* = M — 2k.J.

PrlJ = j] =

Proof. The Hy pairs use 2H y distinct plaintexts; the output classes 5 -y = 0
and 1 each have size ()/2. Choose the j mixed pairs (those with different output
parities) and orient each in two ways. Among the remaining pairs, whose outputs
have equal parity, choose k for class 0. The pattern uses j + 2k outputs from
class 0 and 2Hy — j — 2k from class 1. The falling factorials count injective
assignments of actual outputs. The restriction of IT to the involved inputs is
uniform among (Q)2p, injections.

We evaluate the DL signed-sum event by summing Equation 35 over j sat-
isfying 27 | M — 2kj. The one-count event uses 2!~ | kj. When 6§ € A, each
unordered pair is counted twice, explaining k = 2. When X is a halfspace and
0 ¢ A, the pairs cover the full input space, although each pair is counted only
once.

Proposition 10 (Cross-coset half-codebook DL bound). Let Q = 2™ with
n>3, M=Q/2, and 6 ¢ A. For a nonzero output mask and 2 <ty < n — 2,
define
Q/2\ (Q/4
(D@2
hoL(Q) = ——5~—
(@72)
Q/2

Then
P2t | NPY — 27| <hpp (@), Pr2 | NPY 2 hor(@).  (36)

For every integer t; > 3, the same statements hold for the event vg(IDL) > tr,
with reference probability 211 =2) . Within the count-threshold range above, t; =
ty + 1 gives the equivalent event.

Proof. Let Z = @Q/2 — J count pairs whose outputs have equal parity. Each
output class contains exactly (/2 elements, so both Z and J are even, with

(OL) ()2

(72)

Indeed, choose the z pairs with equal output parities, assign half to each class,
and orient the mixed pairs. The ratio of successive nonzero masses is (Q/2 —
2)(Q/2 —z—1)/(z + 2)?, giving a mode at z = Q/4. For X = (Z — Q/4)/2, we
have NP = J = Q/4 — 2X and IPT = 4X. Since 2'¥ | /4 in the stated range,
the count event is X = 0 (mod 2!¥~1); the reference probability thus accounts
for the evenness of .J. The signed-sum event uses modulus 2t/ =2 for any t; > 3.
Apply Lemma 2 to obtain the deviation bounds. The mode X = 0 satisfies both
divisibility conditions and has probability hpr,(Q), giving the lower bounds.

Pr[Z =z] =

(z even).
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C.4 Concrete Random-Permutation Bounds

We apply the random-permutation laws to the count conditions reported in our
application tables. Each probability concerns one fixed input structure and one
fixed output mask under a uniform random permutation, with the structure
and mask chosen independently of that permutation. For a proved all-key prop-
erty, the cipher passes with probability one; the corresponding distinguishing
advantage of this test is 1 — pg. For an empirical property, pg is the random-
permutation probability, not a guarantee over untested cipher keys. The formulas
apply equally to a fixed non-coordinate affine structure or a fixed inverse-round
extension of the same size.

Certified Numerical Evaluation. For even 0 < M < @, the central hypergeomet-
ric mass satisfies

2Q 2Q+1)
\/ AT 0@ - M) P @M <Gy T M@ M) (8T)

To verify this without evaluating enormous factorials, set by = 4”“(2,5). Then

Petr = barjabo—n)/2/bg 2. The integral recurrence for J, = foﬁ/Q sin” z dz, to-

gether with Jop11 < Jop < Jop—1, gives 1/y/7(k +1/2) < by < 1/v/7k. Substi-
tution proves Equation 37. Consequently, for M = 2™ and 0 <t <m — 1,

po = Pr[2" | Ny} < min{1,27" + h(Q, M)}. (38)

For exact balance, use pg = pet,(Q, M) < h(Q, M) instead. These are rigorous
inequalities, not the approximation pg ~ 27*. The numerical exponents below
are rounded down: an entry a certifies pyg < 27%. We use rational bounds and
directed rounding to certify the displayed exponents. For M = 16, we sum the
exact hypergeometric probabilities instead.

Table 8 covers selected finite-count applications. The referenced result tables
specify the masks and distinguish proof from observation. Table 9 treats exact
balance separately. Each bound applies to one output mask. It is not a joint
bound for several masks.

Table 8: Certified one-permutation bounds py < 2% for 2¢ | Ny. Here n is the
block size and the data complexity is 2. BV denotes the bounds of [BV24]. The
result tables specify the refinements and empirical evidence.

Cipher Rounds n m t a Method / evidence Results
SIMON32 9 32 29 5 499 BV Table 1
SIMON32 9 32 29 10 994 RC Table 1
SIMON32 9 32 29 11 10.89 Joint Table 1
SIMON438 10 48 44 6 599 BV Table 1
SIMON48 10 48 44 20 19.72 RC Table 1
SIMON48 10 48 44 22 21.13 Joint Table 1
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Table 8 (continued)

Cipher Rounds n m ¢ a Method / evidence Results

SIMON32 13 32 31 2 1.99 Joint Table 1

SPECK32 7 (8 32 30 3 299 RC + residues Table 21
SPECK48 7 (8) 48 45 8 7.99 RC + residues Table 24
BEANIE Uz3 5 32 31 10 9.96 Joint Table 3

BEANIE Us> 5 32 31 12 11.86 Joint Table 3

BEANIE Us3 6 32 31 1 0.99 Joint Table 3

BEANIE Us3 6 32 31 2 1.99 Empirical Table 3

PRESENT 4 64 4 1 099 BV Table 29
PRESENT 4 64 4 3 234 Joint Table 29
PRESENT 5 64 12 3 2.86 Exact contraction Table 29
PRESENT 5 64 62 26 25.95 Linear Table 32
PRESENT 5 64 63 34 31.11 Linear + parity Table 32
PRESENT 6 64 62 7 6.99 Linear Table 32
PRESENT 6 64 63 18 17.99 Linear + parity Table 32
Ascon 5 320 319 60 59.99 Linear Table 34
Ascon 5 320 318 52 51.99 Linear Table 34
Ascon 5 320 317 50 49.99 Linear Table 34
Ascon 5 320 316 47 46.99 Linear Table 34
GIFT-64 5 64 60 53 30.27 Linear / Joint Table 35
GIFT-64 6 64 63 7 6.99 Linear Table 35
GIFT-64 7 64 60 4 3.99 Joint Table 36
GIFT-64 8 64 60 2 1.99 Spatial Joint Table 36
GIFT-64 9 64 61 1 0.99 Spatial Joint Table 36
RC5-16 2.5 32 31 1 0.99 Empirical Table 44
ChiLow-3271 4 32 31 3 299 Empirical Table 45
KATAN32 84 32 31 3 299 Empirical Table 47
KeelLoq 64 32 31 14 13.51 Empirical Table 49
Keeloq 64 32 31 10 9.96 Empirical Table 49

Table 9: Certified one-permutation bounds py < 27 for exact Ny = M/2. The

exact probability is peer (27, 2™), not 2~ (M1,

Cipher Rounds n m a Results

SIMON32 10 32 31 15.32 Table 14
SPECKG64 7(8) 64 61 30.72 Table 25
SPECK96 7 (8) 96 93 46.72 Table 25
SPECK128 7(8) 128 125 62.72 Table 25
SKINNY-64 8 64 12 6.32 Table 39
SKINNY-64 10 64 48 24.32 Table 39
SKINNY-64 11 64 60 30.27 Table 39
KeelLoq 64 32 31 15.32 Table 50
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The GIFT-64 exponent 53 illustrates why the central mass matters: exact
balance already belongs to this divisibility event and has probability approxi-
mately 273028, Thus 27°3 would be an invalid upper bound. Conversely, Ascon’s
central mass is far smaller than 2790, making the residue estimate informative at
the claimed exponent. For Keeloq, the two-point count sets in Subsection F.11
permit sharper tests than divisibility alone: for d € {2 210} their exact null

probability is
31 31
2(y30q) (3304a)

(31)

The prime-field exact-uniformity probability for AES-prime is given separately in
Subsection B.3. For BEANIE, we compare each analyzed U-shaped permutation
with a uniformly random 32-bit permutation. In particular, for distinct tweaks,
replacing the two branches by independent uniform permutations Iy, II, makes
H{l o IT; uniform as well: conditional on I15, composition is a bijection on the
permutation space. For the halfspace count events in Table 26 and Table 3,
Proposition 3 therefore gives pg < 27¢ + petr (232, 231). This is a one-permutation
probability; repeated-instance bounds additionally require independent ideal in-
stances.

C.5 Numerical DL and DDT Bounds

For cross-coset half-codebook DL, the central-binomial inequalities give

hDL(Q) < 16(7?&1)

We substitute this bound into Proposition 10. When the pairs use fewer than
@ plaintexts, we bound the DL pass probability without evaluating the full
distribution. Write H = Hy, with 0 < 2H < @ and 2'¥ > k. As an auxiliary
construction, assign independent fair bits to the @ plaintexts. Conditioning on
exactly /2 ones gives the distribution of the output parities (8 - IT(x))zcv.
Before conditioning, J ~ Bin(H,1/2) and 2~ | kJ means J = 0 (mod 2'~ /k).
For even H with 2!~ | xH /2, this residue contains the mode; Lemma 2 bounds its
probability by x/2~ + /2/(wH). For any assignment on the paired plaintexts,
the remaining (Q — 2H bits complete the balance with probability at most their
central binomial mass. Dividing by the central binomial mass on all ) bits gives

t DL : Q+1 K 2 t
Pr[2'~ | N} ]Smm{l, Q—2H<2tN+ 7TH>}’ 2N > g (39)

The conditioning accounts for sampling without replacement, without assuming
independent permutation outputs. Table 10 applies Equation 36 and Equation 39
to the PRESENT and GIFT-64 results in Table 33 and Table 38.
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Table 10: Certified random-permutation probabilities for DL count divisibility on
64-bit permutations. The exponent a certifies Pr[2¢ | NPY] < 27¢ not equality.
The base structure has size 2™. Queries count distinct plaintexts.

Cipher Rounds Pair setting m ¢t Queries a
PRESENT 5 Cross-coset 60 41 261 30.22
PRESENT 5 Cross-coset 62 43 202 30.82
PRESENT 5 Cross-coset 63 44 264 30.82
PRESENT 6 Cross-coset 63 9 264 7.99
GIFT-64 5 Same-coset 60 15 260 13.95
GIFT-64 5 Same-coset 62 21 252 19.79
GIFT-64 5 Same-coset 63 26 263 24.48

DDT Counts and Zero Entries. The DDT law has substantial mass at zero,
so count divisibility must not be assigned probability 27¢. We evaluate Propo-
sition 8 using binomial moments with a certified truncation error. Let J =
DDT;(d,v)/2 and H = /2. Its binomial moments are

u(!) - o) )
,uk—E(k)_(Q1)(@3)%..(Q2k+1)7 o =1,

because fixing k edges leaves a uniform matching on the remaining vertices.
Binomial inversion gives Pr[J = j] = ZkHZj(fl)k’j (’;) tx. For a truncation at
L < H, the error for j < L is at most (le)pL+1, and Pr[J > L] < pir+1. Indeed,
for a fixed value J = 2z > L, the truncated alternating sum has magnitude
(j) (227_;1) < (L;,H) (Lil); averaging proves the first bound. Thus any event on
J can be evaluated with total error at most 251y | 1, by summing its truncated
masses with 7 < L. For J = 0, an even truncation is already an upper bound by
inclusion—exclusion.
With Q = 232 and L = 32, rational evaluation gives

Pr[DDT = 0] < 0.606531,
Pr[4 | DDT] < 0.683940,
Pr[2t | DDT] < 0.606531, t € {10,11}.

Zero counts dominate the high-divisibility events in the last line, which evaluates
the RC5 predicates in Table 42 without requiring positive counts. These are
fixed-cell probabilities, not search-adjusted bounds for the selected candidates.
As an illustrative scan bound, the probability that at least one of the 32(232 —1)
cells with Hamming-weight-1 input differences is zero for all 100 independent
ideal permutations is at most 273513, by Equation 40. This illustrative sample
size differs from the 1,000-key RC5 experiment. The union bound requires no
independence between cells and gives no all-key cipher guarantee.

Cost of Ezxact Evaluation. For M = 2™ < Q/2 and 0 < t < m—1, the one-count
event has M /2! 41 admissible hypergeometric terms; exact balance has one. For
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h
an output family of rank h, the joint model has at most (M;,Q_f 1) nonnegative

class-count vectors before population and event constraints. These are summand
counts, not unit-cost arithmetic estimates: the binomial integers can themselves
be very large. This explains the use of certified bounds for large instances and
exact joint evaluation for the toy examples.

C.6 Repeated Tests and Dependent Structures

For the black-box search in Subsection 5.4 (Algorithm 1), we assess how often
random permutations could satisfy the discovered properties and what successful
tests imply about untested cipher keys.

Accounting for the Search. Testing more candidates can increase the chance of
finding one that passes. For a fixed searched family H, let ¢, be candidate h’s
pass probability for one uniform random permutation. For r independent such
permutations, the union bound gives

Pr[3h € H passing all r] < min {1, Z qg} . (40)
heH

The candidate events may be dependent, but the r permutations must be inde-
pendent.

Here H includes every searched candidate, not only those reported. If can-
didates are selected using separate data, we condition on that selection: H may
contain only those selected, and r counts only fresh independent tests under the
random-permutation model.

Evidence across Cipher Keys. A small random-permutation probability does not
prove validity for every cipher key. Fix a candidate before testing r independent
uniform cipher keys. If it fails on a fraction 6 of keys, all tests pass with prob-
ability (1 — @)". With no observed failures, the one-sided confidence bound at
level 1 —n, for 0 <n < 1,is

0<1—n'" (41)

This confidence level applies to one candidate, not simultaneously to all reported
candidates. It concerns the failure fraction, not the probability of an all-key
property. Correlated keys and constrained key/tweak samples require separate
models.

Remark 2 (Dependent cosets). Different cosets of one permutation are not inde-
pendent trials: their images are disjoint subsets of one output population. For
complementary halfspaces and 8 # 0, the two one-counts sum to /2. When-
ever 2! | /2, divisibility by 2¢ on one halfspace is equivalent to divisibility
on the other; exact balance is likewise equivalent. Their joint pass probability
is the one-halfspace probability, not its square. For larger coset families, use
an established joint law or the minimum of the marginal upper bounds, never
an unsupported product. The same caution applies to different output masks,
equivalent linear /integral tests, and shift-related cipher configurations.
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Validation Budget. For a fixed nonempty family H, suppose each candidate has
pass probability at most ¢, where 0 < ¢ < 1. Then Equation 40 gives the upper
bound |H|g" after r independent ideal instances. For 0 < & < 1,

> [t )

—logq

is sufficient for a family-wise probability at most €. For one preselected candi-
date, set |H| = 1; after discovery, apply the fresh-sample convention above. If
a candidate must pass all rq discovery and r, validation instances, we may in-
stead use |H|g"¢t™, provided H is the entire predetermined search family and
all instances are independent. Repeated evaluations on the same keys and tests
on dependent offsets do not increase the number of independent instances.

For the 84-round KATAN32 event in Table 47, Equation 38 gives a 1,000-
instance bound below 27299971 for one fixed candidate. A hypothetical prede-
termined sweep over all 32 coordinate halfspaces and all 232 — 1 nonzero output
masks at that round and threshold would instead have bound

32(232 —1) (273 + h(232, 231))1000 ~ 9—2962.71

This example states the search family explicitly; it does not assume the reported
rows comprise the entire discovery search or that the two offsets are independent.
The corresponding real-key zero-failure statement remains Equation 41: at 95%
confidence, 1,000 independent uniform-key tests of a fixed candidate bound its
failure fraction by about 0.299%, not by 27299971,

D Illustrative Examples and Validation

The binary examples use the ToySPN specified in Subsection D.1. They illustrate
the conversions of Section 3 and the probability analysis of Section 4. Each 4,096-
key sample used for the binary distribution figures contains the fixed keys 0 and
1 and 4,094 pseudorandom distinct 80-bit keys.

D.1 ToySPN Specification

ToySPN is the adjustable small-state SPN used for exact validation. An instance
with m parallel four-bit S-boxes and r rounds has a 4m-bit state. Each round
applies a round-key XOR, the parallel S-box layer, and

P, (i) =mimod (4m —1) (0<4i<4m —1), P,(4m—1) =4m — 1.

A final whitening-key XOR follows the last permutation. All masks are full-
state hexadecimal words with global least-significant-bit indexing. Unless stated
otherwise, outputs are taken after the last permutation and whitening. The
PRESENT-S-box instantiation reduces to the usual PRESENT round structure
when m = 16 [BKL107]. The DL counterexamples also use the KNOT S-
box [ZDY*19]. Both substitutions appear in Table 12. A keyless example omits
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every key addition. Any independently sampled round keys in an exact-validation
example are part of its stated toy model, not a claim about a real cipher key
schedule.

D.2 A Finite Single-Mask Property

We consider the 3-round, 16-bit ToySPN with four parallel PRESENT S-boxes.
For input mask o« = 7000 and ciphertext output mask 5 = 000e, we use the
halfspaces X, = {z : a-x = b}, b € Fy, each with data complexity 2!5. The
fixed-mask linear MILP proves v2(Lq,g) > 10 for every key. By Equation 6,
both signed integral sums have valuation at least 9, equivalently 28 | N; by
Equation 1. Exact input enumeration on each of 4,096 tested keys gave linear
sums +2'9 and coset sums £2°, so none of these sampled sums was zero. These
exact values are observed. The model certifies the all-key lower bound. For a
random permutation, the probability of 2° | I on either fixed halfspace is ap-
proximately 27732 by Equation 18. Figure 2 compares the sampled signed-sum
valuations with this exact law. Each key contributes one valuation because its
two halfspace sums are opposite.

B Random (exact law) B ToySPN (4,096 keys)

(a) Distribution (b) Divisibility test
20 4 20 -
»n -3 >
%] I
[} 2-3 i 0/4,096 passes
g 2761 o for ¢t > 10
> ~ o :
2 | S
E 279 - ™ -6 i
3 1] | <
& 12 2
: (11 |
Ay 2—15 i
11 | ()= 27
2718 —— T T 2712 T — T T
123456789 >10 I=0 1 4 89 12 16
Signed-sum valuation v, (1) Divisibility threshold ¢

Fig. 2: Signed integral sums for the 3-round ToySPN. The bound holds for every
key. The cipher distribution is empirical. Zero sums satisfy every divisibility
threshold and are excluded from the pooled finite bin.

D.3 DL Equalization and Contrasts

For a 16-bit, 3-round ToySPN, set § = 0001, 5 = 0002 at the last S-box output,
and U = (0002). The support model proves LODO%Q,&/? = 0. The two coset sums
are therefore equal to half the zero-mask DL sum by Theorem 2. All 1,000 exact
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sampled-key evaluations give full sum —2'* and coset sums —2'3. The equality
is proved; these particular values are observed.

For 6 = 0001, 8 = 0020, and U = (0020}, the contrast identity instead links
a generally nonzero coefficient to the difference of the two coset sums. At the
zero key the exact coset sums are 4704 and 1440. Their difference 3264 equals
the generalized DL sum. This example makes the distinction between a coset
value and a relation among cosets explicit.

D.4 Joint Probabilities for Multiple Output Masks
For the same 3-round ToySPN, take
U = (0060), B = {000Db, 0005, 000e}.

The three output masks have rank two. The respective linear bounds (10,9, 8)
give signed-coset bounds (9, 8, 7). The exact joint probability from Equation 20 is
approximately 271930 whereas the minimum of the one-mask probabilities gives
only the upper bound approximately 2732, The gain comes from evaluating the
divisibility conditions jointly, not multiplying individual probabilities.

For a five-S-box, 4-round instance, we use

U = (00b00), B = {10000, 00800, 10800}

and prove signed-coset thresholds (12,12,12). Its exact joint probability is ap-
proximately 272698 compared with the one-mask value approximately 27933,
These rounded exponents describe exact-law evaluations, not asserted upper
bounds after rounding. The event is too rare to validate its probability directly
with the stated sample sizes. For the representative mask S = 10000, exact
enumeration on 4096 tested keys and both cosets gives signed-sum valuation
12 throughout. Figure 3 compares these observations with the exact one-mask
random-permutation law. It does not plot the joint three-mask event.

D.5 Variable Valuations and the Baseline Approximation

A four-S-box, 4-round example with U = (000f) and last-S-box mask 2000 has
a refined linear bound 3 and hence signed integral bound 2. The base linear
bound is 2; complete trail-parity enumeration gives the extra factor of 2 (Sub-
section E.4). On 4096 tested keys, the coset valuations vary and their minimum
is 3. The model bound is therefore not the exact empirical minimum. Figure 4
contrasts this distribution with the single-point pattern in Figure 2.

Both examples share the baseline in Figure 5: the approximation of Propo-
sition 3 is accurate at t = 2, whereas the exact-balance probability dominates
at £ = 9. Agreement with Monte Carlo does not establish a rare tail below the
resolution of the sample size; the formula and its proof do.
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Fig. 3: 4-round, five-S-box ToySPN comparison for U = (00b00) and 5 = 10000.
The data complexity is 2' per coset. Each key contributes one observation
because the two cosets have equal signed-sum valuations.
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Fig.4: Signed integral sums for the 4-round, four-S-box ToySPN. The cipher
plateau includes the 38 sampled zero sums, which satisfy every divisibility thresh-
old.

E Search Models and Supporting Proofs

We give the local encodings and refinements for the linear and Joint models, fol-
lowed by the DL counterexamples and exact mix-basis models. We then present
the black-box algorithm and the scope of its complete coordinate-cube searches.
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Fig.5: Shared random-permutation baseline for the 3- and 4-round four-S-box
examples: n = 16 and data complexity 2'°. Samples are independent draws from
the one-coset hypergeometric law. Error bars are pointwise 95% Wilson intervals,
not simultaneous confidence bands.

E.1 Local Linear Valuation Tables

A local linear valuation table records va(Lq,g(S)) for each mask pair, whereas
its support table records only whether the sum is nonzero. Table 11 gives the
valuation table for the PRESENT S-box (Subsection F.4), used by the linear
models of Subsection 5.1. Its entries are valuations of unnormalized sums. Since
the S-box has 4 input bits, subtracting 4 gives the normalized transition cost
in Equation 22: finite entries 2, 3,4 give costs —2, —1,0. Entries co denote zero
coefficients; both the support SAT model and the weighted MILP exclude these
transitions. The SAT model uses only the remaining mask pairs, whereas the
MILP also uses their costs. Listing 1 shows how to generate constraints encoding
the allowed transitions and their costs.
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Table 11: Local linear valuation table v (Lq,g(S)) for the PRESENT S-box. Row
and column labels are complete 4-bit masks in hexadecimal. co denotes a zero
coefficient.

o\ 0 1 2 3 4 5 6 7 8 9 a b c d e f
0 4 o0 00 00 0 00 00 00 00 00 00 00 00 OO OO 00
1 o0 00 oo oo 3 co 3 cooo oo o oo 3 oo 3
2 cooo 2 2 2 2 o000 2 2 00 3 o 3 2 2
3 coo0 2 2 2 2 3 0 2 2 3 o0 oo 2 2
4 oo o0 2 2 2 2 00 3 2 2 o0 3 0o 2 2
5 ocoo0 2 2 2 2 oo 2 2 3 o0 3 o0 2 2
6 00 00 o0 3 oo oo 3 oo oo 3 oo oo 3 oo oo 0O
7 o0 0000 3 3 0000 o000 3 0000 00 00 3 00
8 o0 2 2 0o 2 2 2 2 00 2 2 3 3
9 o0 3 2 2 oo 2 2 2 2 3 o0 2 2 oo
a ocooo 3 0 2 2 2 2 0o 3 2 2 2 2
b o0 3 oo 2 2 2 2 3 oo 2 2 2 2
c coowoo o 2 2 2 2 3 oo 3 2 2 2 2
d o0 3 3 o 2 2 2 2 coo0woo o 2 2 2 2
e oo 2 2 3 3 2 2 2 2 o0 o0 2 2 o0
f o0 3 2 2 coo 2 2 2 2 3 0 2 2 o0

E.2 Searching for Input Structures

We search for affine plaintext structures whose one-count divisibility reaches a
prescribed bound within a given data budget. We fix the cipher family {Ex},
consisting of permutations, its round count, an output mask 8 # 0, and an ini-
tial mask space Uy. Sparse masks and coordinate spaces provide possible starting
points. We certify every retained space with the whole-subspace model of Sub-
section 5.1, not by checking only its basis vectors.

For U < Uy of dimension 1 < d < n, let T(U) be a proved common lower
bound on the unnormalized linear-sum valuation for all nonzero masks in U and
all allowed keys. The structures X = a + U~ give data complexity 2"~¢, and
Theorem 1 gives the one-count bound

t(U) = max{0,min{n —d - 1,T(U) —d — 1}}.

Here ¢(U) = 0 means that no nontrivial divisibility is certified. The zero input
mask requires no check because Fk is a permutation and 8 # 0. An infeasible
support model instead proves exact balance on every coset. We use a minimiza-
tion solver’s objective lower bound, with the normalization in Proposition 4, to
obtain T'(U). A feasible solution gives an upper bound on the model optimum
and cannot replace that lower bound.

Ezcluding a Limiting Mask. Suppose solving the model to optimality returns
a minimizing input mask, o* = Z‘Ll Au; # 0 in a basis ug,...,uq of U.
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This mask limits the model bound. It need not attain the true valuation after
cancellations. For each ¢ € F¢ satisfying ¢ - \* = 1, form

d
UC:{Z)\iui:c~)\:0}. (43)

i=1

There are exactly 29=1 such vectors ¢, each defining a distinct codimension-1
subspace. Each subspace in Equation 43 excludes a* while preserving linearity,
which deleting one mask would not do. We solve the whole-subspace model for
each candidate and select the one with the largest proved ¢(U.), breaking ties
by T(U.). The bound for U remains valid on each U, and is retained if the new
optimization gives a weaker lower bound.

We repeat this step until the requested count bound is reached or the pre-
scribed data budget would be exceeded. We also stop if optimality is not estab-
lished or d = 1; a zero-dimensional mask space would give the full codebook.
Shrinking U by one dimension enlarges U+ by one dimension and doubles the
data, while decreasing the conversion loss by one. Thus the search uses higher
data complexity to seek stronger divisibility bounds. This greedy search need
not find the best subspace; its 2¢~1 optimizations per step make it suitable for
modest mask-space dimensions. It changes the input structure, unlike the residue
refinement for fixed masks in Subsection E.4.

E.3 Quadratic Sums and SIMON Rank Encoding

We use the quadratic-sum argument underlying exact SIMON linear analy-
sis [KLT15, Section 4]. Let ¢ : FY — Fy be quadratic with ¢(0) = 0 and polar
matrix P, defined by op(z + z) + ¢(z) + ¢(2) = 2T Pz. All ranks are over Fy;
the radical is ker P. For G(v) = 3, (—1)?®)*7® squaring and substituting the
difference variable gives

G(y)> =2v Z (_1)80(2)4-’*/'2.

z€ker P

Since ¢ is linear on ker P, the sum is nonzero exactly when -z = ¢(z) for every
z € ker P, and then |G(v)| = 2@~ "2k(P)/2 Tts support is an affine translate of
im P, equal to im P precisely when ¢ vanishes on ker P.

For SIMON, the rotation offsets differ by 7, coprime to every word size w €
{16,24,32,48,64}. Thus the edges (¢ — 1,7 — 8) form one even cycle, and every
selected-edge graph is bipartite. Partitioning coordinates by index parity writes
its quadratic form as xzvenBa:Odd. On ker P, we have Bxyqq = 0, so the form
vanishes, giving the image condition in Equation 23.

Write p = rank(P)/2 for the half-rank. A path of j selected edges contributes
[7/2] to p; the complete even cycle gives p = w/2 — 1. After reordering edge
bits b; along the cycle, binary markers satisfying z; = b;(1 — z;—1), with cyclic
indices, count alternating edges in each run. If all b; = 1, both alternating marker
assignments give » . z; = w/2. Thus p = )", z; — h, where h is a binary variable
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indicating whether every edge is selected. Binary-product constraints and the
constraints defining h use O(w) variables and constraints.

For the mix-basis round, we use Walsh mask (a,b) and moment exponent
(p, q) in left-right word order. We substitute z = y + f(z) + k in Equation 25
and sum over z. The coefficient vanishes unless b < p; otherwise it equals

2—w—wt(p)(_1)wt(b)+b»k Z (_1)a-z+b~f(w).

zeFy
z;=1 whenever ¢q;=1

Fixing these coordinates to 1 leaves w — wt(q) free variables and a quadratic
phase plus an affine term. The induced quadratic graph remains bipartite; the
affine term’s linear part shifts the image condition, while its constant part
changes only the sign. With p, half the restricted polar rank, every nonzero
residual sum has magnitude 2*~"%@=rs  The coefficient therefore has magni-
tude 2~ WHP)=wHd)=r:  proving Equation 28. The factor (—1)** shows that the
key changes only the sign.

E.4 Residue Refinement by Trail Enumeration

We refine the valuation bound by summing the lowest-valuation trail contribu-
tions exactly. For XOR round-key additions, we write an unnormalized linear
sum as

LK) =2") 2% (-1)"%,  d, >0, o,€2Z+]1.

Here K concatenates the round-key bits, 7" is the base lower bound on trail
valuations, and d, is a nonnegative integer valuation gap. The odd signed factor
is o, and k. selects the key bits determining the trail’s sign. For h > 1, we
compute 2~ L(K) modulo 2" using only trails with d, < h. We enumerate
every distinct sequence of round-boundary masks in these layers exactly once.
For h = 1, an even number of odd terms proves one additional divisibility bit,
independently of signs. For SPECK, the odd factors are +1; general local tables
may have larger odd factors, whose residues must be retained. For larger h, we
expand each character as

~D*f =TI @ -2k

Jir;=1

and sum the resulting multilinear polynomials modulo 2. A degree-j term from
trail 7 contains the factor 2% %7, so terms with j > h — d, vanish. Boolean
evaluation and its inverse, subset Mdobius inversion, are invertible over Z/2"Z.
Consequently the normalized residue vanishes for all round-key tuples if and only
if every multilinear coefficient is zero modulo 2", proving v (L(K)) > T+h. Since
the round-key bits are unrestricted, this guarantee holds for every key schedule.

For 7-round SPECK32, let 8, = 02050204. Complete enumeration of the
three lowest valuation layers for input masks 00000040 and 00000060 gives 63
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and 51 trails, respectively. Writing k. ; for bit ¢ of round key r, with both indices
starting at 0 and bits numbered from the LSB, we obtain

Loo0000so,5. = Looooooso,s, = 32(k2,8 © k33 @ k310) (mod 64). (44)

Together with the support proof Logoooo20,3, = 0, the exact conversion for the
cube with x5 = bs, 26 = bg and data complexity 230 yields

(—=1) Looooooao, 5. + (—1)%57° Looooooso. 5.

N1:229_ 8

Both the sum and difference of the two coefficients in Equation 44 are multiples
of 64. Thus 8 | N; for every key and all four offsets, whereas separate coefficient
bounds give only divisibility by 4. For the zg = b halfspaces in Table 21, two
valuation layers containing 34 trails raise the one-count exponent from 1 to 3 at
7 rounds; four layers containing 24 trails raise it from 6 to 10 at 6 rounds. These
refinements are distinct from the base linear-model bounds.

E.5 Local Encodings for the Joint Model

The per-bit choice of representation in Subsection 5.2, called Spatial Joint in
the result tables, uses the same local construction across ciphers. We solve a
separate MILP for each choice of representations; the MILP does not optimize
that choice itself. On one bit, the two coordinate systems are related by

()= ) ()= (hp) () w

For a local s-bit component, we assign either coordinate system to each input
and output bit. The evaluation matrices have basis functions (1, (—1)*) or (1,x)
as rows and bit values 0,1 as columns. Equation 45 gives the change between
these bases. We form P, and P, as tensor products of the selected evaluation
matrices. With state-transition matrix (Qr)y. = 1ly = F(z)], the exact local
coefficient matrix is

TF = othFin;1~ (46)

An S-box has a fixed small s, so this matrix can be computed exactly even when
the complete cipher state is large. For PRESENT, s = 4; no table on the full 64-
bit state is required. A bit permutation simply relabels coordinates when their
representations move with the bits; otherwise we include the change-of-basis
coefficients.

For each input—output index pair 7 with TE # 0, we introduce a binary selec-
tor z.. We impose ) _z; = 1, set the component’s input and output indices to
the selected pair, and assign cost Y vo(TE)2,. Components joined by a bit share
its coordinate index, and their costs add to the objective. Truth-table minimiza-
tion can compact this encoding while preserving the same allowed transitions
and costs. For bounded-size components and fixed choices of representation, the
number of local relations grows linearly with the circuit size.
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We represent XOR key additions explicitly because their action depends on
the chosen coordinates. In Walsh coordinates an XOR key bit only changes a
character’s sign. In moment coordinates, complementing a bit uses 1 — x and
therefore mixes its constant and degree-one coordinates. For arbitrary-round-
key bounds, we include every transition that is nonzero for some key, assigning
a cost no larger than its valuation for every such key. Allowing all these tran-
sitions may lose cancellations or dependencies between keys used in different
components, but never excludes a genuine contribution. For SIMON, the exact
quadratic formulas avoid constructing a full-word version of Equation 46. The
global product argument remains the one in Proposition 5.

Additional Local Bounds. For fixed input and output indices, two valid valuation
bounds g and h on the same suffix coefficient give the stronger bound max{g, h}.
We encode this maximum by imposing A > ¢g and A > h and minimizing an
objective containing A with positive weight; the coefficient’s cost is counted only
once. Dependency reduction can additionally factor out input coordinates that
do not affect the selected output. We distinguish these enhancements from the
core results. Changing the representation alone does not guarantee a stronger
bound.

E.6 Contribution of the Walsh Representation

We examine whether the SIMON gains come from the core Joint construction or
require additional refinements. For the 9-round SIMON32 output ¢5 and 10-round
SIMON48 output ¢y in Table 1, our implementation reproduces the published
one-count exponents 5 and 6 [BV24, Tables 7-8]. The core Joint construction
of Subsection 5.2 proves exponents 11 and 22, respectively, without additional
refinements or trail enumeration.

Preserving cancellations in the input representation is essential to these
bounds. If we convert the initial moment contributions to Walsh coordinates
separately and take valuations before summing, we lose the cancellations that
eliminate coefficients outside A+ in Equation 24. Keeping the rest of the model
unchanged then gives only the trivial one-count bound ¢ = 0 in both cases.

Special first-round cube propagation is unnecessary for all 674 SIMON im-
provements in Subsection F.1. For 481 targets, including all 290 finite-bound im-
provements, this follows from the fully active right input word. The first Walsh
round then has zero quadratic rank on the allowed input masks and gives the
same relation as exact first-round cube propagation. For the remaining 193 tar-
gets, optimizations with and without special first-round propagation give the
same optimum, with all other representation choices and local bounds fixed. This
broader comparison retains the additional ultrametric bounds of Subsection E.5
and tests only the need for special first-round propagation in SIMON; it does
not establish that other refinements are unnecessary or address the PRESENT
applications.
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E.7 Exact Local Contraction beyond SIMON

Exact contraction also applies to small keyed components. At BEANIE’s for-
ward/inverse junction, the bit permutations cancel after applying the inverse
permutation to the intervening key difference. Each S-box pair then becomes

Fy(z) = S7H(S(z) + d), d € T3,

where d is the resulting 4-bit shift. For each local mask pair, we retain the min-
imum valuation among its nonzero coefficients over all 16 shifts, excluding pairs
unsupported for every shift. The eight contracted components leave the remain-
ing linear MILP and its endpoint conversion unchanged. For U, 3 and Us o, this
gives one-count exponents 8 and 10, respectively (Table 26). For Joint, we com-
pute the coefficients in the chosen bases before taking this minimum, obtaining
one-count exponents 10 and 12, respectively. Neither construction enumerates
complete cipher trails.

For SKINNY’s 8-round, two-active-cell example, the selected three-bit par-
ity reduces to a terminal function involving only two S-boxes. We contract this
function, including all relevant local key classes, before assigning its mix-basis co-
efficient. A prefix with 5 rounds in ultrametric coordinates followed by 1 in Walsh
coordinates then gives one-count exponent 1 in Table 40. An all-ultrametric pre-
fix gives the same bound, so the improvement comes from the exact terminal
contraction.

For SPECK’s w-bit addition, we use an exact two-state relation for input
masks a,b and output mask g, with carries summed out before valuation. Its
auxiliary state starts at s,, = 0, and we read (a;,b;,g;) from most to least
significant bit. When s;11 = 0, support requires a; = b; = g;; otherwise all
triples are allowed. The next state is s; = s;4.1 @© a; ® b; B ¢;, and the nonzero
normalized coefficient has valuation — ZZ Si+1- This is the established addition-
correlation relation [FWG™16], used here with a valuation objective rather than
a maximum-correlation objective. The residue-refined gains in our SPECK com-
parisons come from the calculation in Subsection E.4, not from a new addition
automaton.

E.8 The 5-Round PRESENT Exact Contraction

We obtain the refined 5-round bounds in Table 29 by reducing the counts to an
exact 16-bit convolution. For the least-significant unit vector ey, the PRESENT
S-box satisfies

S(x)o+ S(x +ep)o=1 over Fy.

Equivalently, its least-significant output bit is ¢ plus a function of the other
three input bits. This identity is checked on the sixteen S-box inputs.

The active nibbles of the cube 000000000000fff0 are 1, 2, and 3. After
their first S-boxes, each ranges over all sixteen values exactly once. The bit
permutation distributes the twelve independent bits into positions 1, 2, and 3 of
second-round S-boxes 0, 4, 8, and 12. Their remaining input bits are constants
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bo, - - ., bg after key addition. Thus the four varying second-round S-box outputs
yr range independently, for each fixed key, over V3, = {S(x) : g = by }. There
are 8* = 4096 tuples, each appearing once.

We consider ciphertext bits ¢ = 16g + 4v, where ¢,v € {0,1,2,3}. Only bit
zero of each third-round S-box output contributes to these ciphertext bits, and
only input bit zero varies. The S-box identity carries that varying bit through,
up to a complement. We absorb these complements and the next key addition
into a translation T' € F16. We write b = (b, ...,b3) € F3 and arrange o, . .., y3
as the rows of a four-by-four bit matrix. The indicator Hy selects their allowed
values; z; and F), 4 describe the relevant fourth- and fifth-round computations:

3
Hy(y) = [ 1S~ (wr))o = b,

q

Here h € 3 is the remaining key translation; final whitening can complement
the selected output. Before that possible complement, the count is exactly

Nyt =" Hy(y)Foqn(y+T). (47)

yEFL6

Every key and inactive-input assignment induces some (b, T', h). Proving a bound
for all parameter tuples is sound even when the real key schedule makes them
dependent.

The XOR-convolution theorem computes the counts in Equation 47 for all T
simultaneously, with ® denoting entrywise multiplication:

Ny, = 27 FWHT (FWHT(Hp) © FWHT(F, 4 1))

We evaluate this identity in exact integer arithmetic; the normalization is exact
and every count lies between 0 and 4096. For ¢ = 0,4,...,60, the minimum
one-count valuations over all (b, T, h) are

(5,3,3,3, 4,2,2,2, 4,2,2,2, 4,2,2,2).

A final complement changes N to 4096 — N and preserves these divisibility
bounds. The bounds need not be tight for the actual key schedule, which may
not realize every parameter tuple. This exhaustive evaluation proves the stated
bounds for all keys and inactive-input assignments at these 16 output positions,
without enumerating cipher trails.
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E.9 Why a Local DLCT Zero Does Not Imply ZCDL

We use a 16-bit, 3-round ToySPN (Subsection D.1) with the KNOT S-box S from
Table 12. In Figure 6, we propagate truncated differences forward and linear
masks backward. At each step, we fix only those bits whose values agree across
all nonzero DDT or LAT transitions compatible with the current conditions.
Both examples force a zero DLCT entry at the second S-box of the second
round, yet the full-codebook DL sum Lg% 5(Ex) need not vanish.

For (4,8) = (1901,4000), the local difference and mask are 9 and 2, with
DLCTs(9,2) = 0. Exact full-codebook evaluation gives DL sums in {0, +2048}
on 1,000 sampled keys. For (4, 8) = (1000, c000), the local difference and mask
are 1 and 3, with DLCTg(1,3) = 0. All 1,000 sampled keys give the DL sum
16384. A single nonzero value refutes the universal zero claim; these samples do
not establish an all-key nonzero result. A local DLCT zero expresses cancella-
tion when summing over all S-box inputs. In the complete cipher, dependencies
involving the surrounding rounds can change the weights of these contributions,
so the local cancellation need not survive.

|\\z/ _ \_///'

NSy, |\\//|\_///'
<~">:, 4 | N,

*\><\ '5\/ v’ !
1 1

s - 2 3> ~ON 3%
1y ’X!!! Ty larym !!!!!!X!
(a) (8, 8) = (1901, 4000). (b) (8,8) = (1000, c000).

upper difference 1 ~<— lower mask 1

undetermined upper difference < undetermined lower mask

Fig. 6: Local DLCT zeros do not imply fixed-key ZCDL in these 3-round KNOT-
S-box ToySPN examples. Local bit patterns are read least-significant bit first.
Endpoint masks use the packed convention of Subsection D.1.

The five-S-box example in Figure 7 illustrates the same issue on a 20-bit
state. The indicated S-box has local input difference pattern 1111 and truncated
output-mask pattern *0**, where each * denotes an undetermined bit. Complete-
domain checks on 1,000 keys give 999 nonzero sums, with observed sums between
—5040 and 5632. These examples invalidate the inference from a local DLCT
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— upper difference 1 <— lower mask 1
— undetermined upper difference —<— undetermined lower mask

Fig. 7: A larger PRESENT-based ToySPN counterexample: the local DLCT-zero
criterion rejects (4, ) = (08118,41108), although the exact sum need not vanish.

zero to ZCDL, not the correctly computed DLCT of the whole permutation.
Subsection E.10 gives the exact mix-basis DL model, and Subsection E.11 shows
its SboxAnalyzer constraint generation.

E.10 Exact Mix-Basis DL Relations and Constraint Generation

For an s-bit S-box, we enumerate all 22¢ input pairs and compute the exact tran-
sitions between the bases defined in Subsection 5.3. For a nonzero coefficient R/D
with integer numerator R, the cost is vo(R) — v2(D). The input-basis normaliza-
tion is D = 2° for quasidifferential coordinates and D = 22* for linear coordinates
on pairs of state values. The support relation contains precisely the transition la-
bels with R # 0. Among these transitions, a valuation subtable selects vo(R) = t,
while a threshold subtable selects va(R) > t. A signed-numerator subtable fixes
R itself and may omit other entries of the same valuation. Such restricted subta-
bles cannot replace the full support relation in a zero proof unless every nonzero
contribution is still represented. Boolean minimization gives smaller constraints
for the same finite relation. We check these constraints against every entry of
the exact local table.

Proposition 11 (Mix-basis DL support-SAT soundness). If the support
SAT model includes every nonzero term of Proposition 6, UNSAT for its end-
points proves that the corresponding DL sum is zero.
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Proof. Every nonzero term would induce a satisfying assignment of local support
constraints and shared intermediate indices. UNSAT excludes all such terms,
so the exact expansion vanishes. The implication holds for any fixed choice of
intermediate bases that includes every nonzero contribution.

Difference-only models also give sound UNSAT conclusions, but SAT may
leave incompatible intermediate values unresolved.

Proposition 12 (Difference-only trail models). Fiz a permutation and its
component decomposition. A difference-only model retaining all nonzero local
DDT transitions and ezxact difference-wiring constraints gives necessary condi-
tions for a right pair: a plaintext pair realizing the prescribed endpoint differences.
UNSAT for fized endpoint differences proves an ID; SAT alone does not prove
the existence of a right pair for that permutation.

Proof. Every right pair induces a supported transition at each component and
consistent differences on every connecting wire. It therefore gives a satisfying
assignment. Conversely, the local transitions may require incompatible interme-
diate values, which a difference-only model does not retain. Thus satisfiability
of these necessary conditions alone does not establish a right pair.

An exact SAT model of both encryptions retains their intermediate values and
avoids this loss of information. With independently chosen full-state XOR keys
between rounds, supported round transitions can be aligned by choosing those
keys. This establishes existence for some round-key tuple, not for a fixed key or
a prescribed key schedule.

E.11 S-box Constraint Generation with S-box Analyzer

The global MILP and SAT models use only the local relations of the kind defined
in Section 5. We extended S-box Analyzer [HNE22] to generate these relations
automatically from the S-box lookup table. It rewrites each target local relation
as a Boolean function, minimizes it, and exports equivalent CNF/SAT, MILP,
and CP constraints. The original tool already covered ordinary binary character-
sum tables. Our extension adds exact transition tables for mix-basis DL models,
including quasidifferential-to-quasidifferential, quasidifferential-to-linear, and
linear-to-linear transitions on pairs of state values. The interface names these
bases quasidifferential and linear, and provides signed-numerator and
valuation-weighted relations. Listing 1 illustrates the existing linear interface.
Listing 2 generates the nonzero mix-basis transitions, while Listing 3 selects a
signed-numerator subtable. Each call returns three equivalent encodings of its
local relation.
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from sage.all import QQ
from sboxanalyzer import SboxAnalyzer
from sage.crypto.sboxes import PRESENT

sa = SboxAnalyzer (PRESENT)

cnf_support, milp_support, cp_support = sa.minimized_linear_constraints(
subtable="star", mode=6

)

cnf_sqcorr, milp_sqcorr, cp_sqcorr = sa.minimized_linear_constraints(
subtable=QQ("1/16"), mode=6

)

Listing 1: Generating the CNF/SAT, MILP, and CP encodings of the character-
sum support relation and one squared-correlation subtable for the PRESENT
S-box.

from sboxanalyzer import SboxAnalyzer
from sage.crypto.sboxes import PRESENT

sa = SboxAnalyzer (PRESENT)

cnf_pair_support, milp_pair_support, cp_pair_support = sa.minimized_exact_pair_constraints(
input_basis="quasidifferential", output_basis="linear",
subtable="star", mode=6

)

Listing 2: Generating CNF/SAT, MILP, and CP constraints for nonzero
quasidifferential-to-linear transitions on pairs of state values.

from sboxanalyzer import SboxAnalyzer
from sage.crypto.sboxes import PRESENT

sa = SboxAnalyzer (PRESENT)

cnf_pair_weight, milp_pair_weight, cp_pair_weight = sa.minimized_exact_pair_constraints(
input_basis="quasidifferential", output_basis="linear",
subtable=8, mode=6

)

Listing 3: Generating the quasidifferential-to-linear subtable with signed raw
numerator +8.

In Listing 3, subtable=8 selects numerator +8, not valuation 8 and not en-
tries with numerator —8. For the quasidifferential input basis of a four-bit S-box,
normalization divides by 16, giving transition cost 3 —4 = —1. To generate the
full valuation-weighted relation, use subtable=None with weight model="v2".
Changing the basis arguments gives the analogous transitions within either ba-
sis. In the DL model, we use quasidifferential coordinates before the mix-basis
round and linear coordinates on pairs of state values afterwards.

E.12 Generic Black-Box Search

Algorithm 1 gives the common procedure underlying Subsection 5.4, indepen-
dently of the cipher and implementation. An input specification j € J consists of
the domain S}, the oracle-derived map gg ;, and weights wj;, as in Equation 30.
Each index A € A specifies an input condition, an output mask or difference,
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and a statistic z): a histogram entry, signed sum, associated one-count, or coset
contrast. The set P lists requested properties (A, P), such as zy = 0, 2! | 2y, or
zx mod 2 = b for a fixed b. The input specifications must supply every requested
statistic, including a complete input-mask family whenever mask-to-coset con-
version is requested. Both FWHTs are unnormalized, and all arithmetic is exact.

For a complete d-dimensional input-mask family U, let j(«) denote the speci-
fication with domain V', weight (—1)**, and a common oracle map. Within each
key iteration, this map is ¢ = Ex, or ¢ = DsEg, for a fixed 6. Let A = Ut
and choose a basis uy,...,uq of U. Index masks o = >, &u; by € € ]Fg and
cosets a + A by (uy - a,...,uq - a), using the same binary coordinate order.
Applying 274 FWHT,, to the coefficients gives Ig(a + A;g) by Theorem 1 or
Theorem 2. The family includes o = 0, whose DL coefficient need not vanish.
For X = a+ A of size M, the one-count is N1 (X, 8;g9) = (M — Ig(X;g))/2, also
written NPY(X, 8, 8; Ex,) in the DL case. Direct unit-weight structure sums use
the same count conversion without the mask-to-coset step.

For linear sums, choose S; =V, gk ; = Ex, and w;(z) = (—1)*”. For DL
sums, replace Ex by DsFE; for direct integral sums, choose S; = &, gk ; = Ek,
and w; = 1. For gx ; = DsEx and w; = 1, Hk ;() counts output differences:
it equals DDTg, (9,y) when S; = V and a restricted count otherwise. We retain
these entries separately from the transformed coefficients. Thus a zero histogram
entry and a zero transformed entry are tested as different properties.

The returned properties and minimum valuations concern only the s tested
instances; they are not all-key guarantees. The exact values are available dur-
ing each property test and may also be recorded. Independent validation and
selection-aware interpretation follow Subsection C.6. No independence between
output masks or cosets is assumed by the algorithm. Specifications can be pro-
cessed in batches subject to the complete-family requirement; this changes stor-
age, not the mathematical computation.

E.13 Complete Coordinate-Family Screening

Here we consider properties required to hold on every coset of a coordinate
subspace, as in the complete screening of Subsection 5.4.

Proposition 13 (Reduction to coordinate-halfspace screening). Fiz a
permutation E, an output mask B # 0, and an integer signed-sum threshold
t > 0. Let Ay = (e; : j € J) for a proper subset J of the coordinates. If
va(Ig(a+ Ay, E)) >t for every coset, then the same bound holds on both coordi-
nate halfspaces x; = b for every i ¢ J. The assertion also holds for exact balance
and for a common one-count divisibility bound. For fized 8 and threshold, such
a property therefore holds on every coset of some proper coordinate subspace if
and only if it holds on both halves of some coordinate halfspace partition.

Proof. Each halfspace z; = b is a disjoint union of cosets of A;. Add their
signed sums and apply the ultrametric inequality. One-counts also add over
these disjoint cosets, preserving any common divisibility bound. Conversely, a
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Algorithm 1 Black-box discovery of sum and count properties

Input: Oracle instances Fk,,..., Fk,; input specifications J; statistics (zx)aea and
requested properties P
Output: Properties R holding on every tested instance; minimum observed valuations
(tx)rea; sample size s
1: R+ P;tr+ oo foral A€ A
2: for{=1,...,sdo
> Histograms and output-mask sums

3: for each j € J do
4: Hk, ij(y) < Oforally e V
5: for each x € S; do
6: Y < gxp,5()
7 Hrk,,;(y) < Hr,,;(y) +w;(z)
8: end for
9: HKZJ < FWHT(HKE’J')
10: end for
> Optional mask-to-coset conversion
11: for each complete family U with common map g requiring coset sums do
12: d+ dimU; A« U+
13: for each requested nonzero output mask 8 do
14: - (sla+A59))aery 27" FWHTG((Hk,,j(a)(8))acy)
15: end for
16: end for

> Property tests across instances
17: for each A € A do

18: Obtain zx(Fk,) from the histograms or signed sums, forming a one-count
or coset contrast if requested

19: tx <—min{t)\,v2(Z>\(EK@))}

20: R+ R\ {(\, P): P(2x(Ek,)) = false}

21: end for

22: end for

23: return R, (tx)area, S

coordinate-halfspace family is itself a complete proper coordinate family. For
exact balance, all summands are zero.

The threshold is absolute: it is not a threshold normalized by the size of the
structure. For a permutation, the two complementary halfspace sums add to zero,
so their signed valuations coincide. Their one-counts add to 21, so divisibility
by 2!~ is equivalent on the two halves for 0 < ty < n — 1. Testing coordinate
halfspaces does not cover arbitrary affine orientations, isolated smaller cubes, or
nonlinear output functions. For a keyed family, a common all-key claim keeps
the selected family and output mask fixed across keys.

E.14 Interpreting the Key Samples

We apply the random-permutation bounds to the specific events tested in our
applications. For the 84-round KATAN32 row with xg = b in Table 47, let pg
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be the probability that 8 | V7 for its fixed structure and output mask under a
uniform random permutation. Then Proposition 3 gives

Po S 2_3 +pctr(2327 231)'

For 1,000 independent ideal permutations, the probability that this condition
holds for all of them is at most the 1,000th power of that expression, hence
at most 27299971 by Equation 37. For several candidates, Equation 40 sums
their individual bounds; multiplication by || requires a common upper bound.
Subsection C.6 specifies the candidate family to use after search or indepen-
dent validation and gives the required sample size. Dependent tests on the same
instance do not provide additional independent permutations (Remark 2).

The real-key statement is different. For a candidate fixed before validation,
zero failures in s independent uniformly sampled real keys give the confidence
bound in Equation 41 on its failure fraction, not a probability that it holds
for every key. For BEANIE, the real-sample bound concerns the failure fraction
under the sampled key/tweak distribution; the uniform-permutation baseline is
separate (Subsection C.4). Zero DDT entries satisfy every divisibility thresh-
old, so their probability must be included when evaluating a DDT-count test
(Equation 34).

F Detailed Cipher Results

Each cipher subsection begins with its specification, followed by its results. For
an n-bit state, :cgr) is bit ¢ at the input of round r, with bit 0 least significant
and bit n — 1 most significant. The output bits ¢; use the same global indexing.
Word and cell names in the round descriptions abbreviate slices of this state;
they do not restart the bit numbering in our results. Unless stated otherwise,
a reported round includes its complete linear layer and affine additions. The

four-bit substitutions used below are collected in Table 12.

Table 12: Four-bit substitutions, with inputs and outputs in hexadecimal.

Input 0123456789 abcdef
PRESENT ¢ 56 b9 0ad3e f84712
GIFT ladc6 f392d>b7508ce
SKINNY-64 ¢ 6 9 01 a 2b385d4eT7f
BEANIE 042bac985 fd3T716e
KNOT 40a7beld9 f6852c3

MILP bounds use Gurobi, SAT checks use CaDiCalL or Kissat, and black-box
sums use exact FWHT arithmetic with LibFWHT [HMAV26], including its GPU
backend. All binary integral tables use the one-count N and the conventions

64



of Section 6. A numerical lower bound ¢ means 2! | N7. A separate exact-count
table is used when balance is proved. In a cell ¢ (¢'), the parenthesized number is
obtained by the refinement named in that table, not by the base model. A dash
denotes no reported result, not a zero count. Hexadecimal masks and differences
retain all leading zeros to show the full block width. Long masks may wrap
between digit groups without omitting any digits. Comma-separated output bits
are separate tests, whereas @ denotes one parity. Numerical observations over
sampled keys are explicitly separated from all-key bounds.

F.1 SIMON

Specification. SIMON is a family of Feistel block ciphers [BSST15] with block
size n = 2w. We consider w € {16,24,32,48,64}. Write the left word as s =
S 427 and the right word as t = Y7 ' 2,27, so the packed state is 25+t
For a w-bit round key k.., a round is

(s,t) — (D ((s K1) A (s K 8)) D (s K 2) D ky, 5).

All rotations are within a word. Figure 8 shows this round structure for w =
16. Our analytical bounds allow arbitrary round keys and therefore cover the
standard key schedules of the corresponding block-size variants. The SIMON32
black-box evaluations use the standard SIMON32/64 key schedule, with a fixed
64-bit master key throughout each evaluation. Their reduced-round windows
start at round 0. The comparison input structures involving the inverse of a
keyless first round are specified with their result tables; they are not ordinary
plaintext coordinate cubes.

(I 8 ¢ [(TTTITTITITITTIT]
< SITTIIIITIT (OII- 6
'@HHHHHHHW?IHHHHHHHH
S T -

Fig.8: The SIMON round function, drawn for w = 16. s is the left word and ¢
the right word.

Results. The published-structure comparisons in Table 13 and Table 14 use
Ry 1(a + A) and already include the input round. They cover the 290 finite-
bound targets and 384 exact-balance targets for which our methods improve the
published one-count bound. BV denotes the bound reported in [BV24] for the
same input structure and output bit. Parenthesized RC bounds use complete
enumeration of the minimum-valuation trails; the base RC and Joint bounds
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use no trail enumeration. A finite lower bound need not be the exact valuation
and does not by itself establish a nonzero correlation.

Table 13: All improved finite SIMON targets, grouped only when the compared
bounds coincide. Input Ry (a4 (u AFY)); RC parentheses denote parity refine-
ment. Gain is the larger of the base RC and Joint bounds minus BV. Parenthe-
sized refinements are not counted.

norou Data Output BV RC  Joint Gain
32 8 OIffffff 275 ¢1 o 6 5(6) 7 41
32 9 Lfffffff 229 5 5 10 (11) 11 +6
32 9 Ifffffff 229 (17, ¢18, €30 3 2 5 42
32 9 1fffffff 229 19, 20 3 4(5) 5 42
32 9 Lfffffff 229 oy, cos 3 2(3) 5 42
32 9 Lfffffff 229 g 3 3(4) 6 +3
32 10 Tfffffff 231 cir 3 4(5) 8 +5
32 10 TEffffff 231 c1s 3 6(7) 7T+
32 10 7Lffffff 231 ¢y, a7, €29, 31 3 4(5) 7 44
32 10 Tfffffff 231 cog 3 6(7) 8 45
32 11 TEffffff 231 ¢ 3 4(5) 8 45
32 11 Tfffffff 231 ¢y 3 6(7) 7T +4
32 11 T7Lffffff 231 3, c11, C13, C15 3 4(5) 7T 44
32 11 Tfffffff 231 ¢y 3 6(7) 8 +5
32 11 T7Lffffff 251 ci6,. .., C1, Co3, Cas, 2 0 4 42
«..5C31
32 12 TEffffff 231 ¢o,...,c5,¢7,C0,...,¢c15 2 0 4 42
32 12 T7Effffff 231 ci6,..., 0 1 0 2 +1
32 13 T7Lffffff 21 o, ..., c15 1 0 2 41
48 8 00001fffffff  2%° c9,cio 8 7(8) 9 +1
48 9 O00TEfffffffff 2% cpy 7 9(10) 9 42
48 9 O00Tfffffffff 2% 5 7 11(12) 11 +4
48 9 O00TEffffffff 2% ¢y 6 8(9) 9 43
48 9 OQO07TEffffffff 2% ¢ 7 9(10) 10 +3
48 9 O0O07Tfffffffff 2% cy7 7 8(9) 10 +3
48 9 OOTLffffffff 2% ¢y 7 8(9) 11 +4
48 9 OQO7TEffffffff 2% ¢y 4 0 5  +1
48 10 Offfffffffff 2™ ca0,cm 6 20(21) 22 +16
48 10 Offfffffffff 2% ca 6 13 (14) 15 49
48 10 Offfffffffff 2% co3 6 11 14 48
48 10 Offfffffffff 2% co6,..., Cos, Ca0, Car 4 0 6 42
48 10 Offfffffffff 2% o 4 1 6 42
48 10 Offfffffffff 2% ¢g 4 3 6 42
48 10 Offfffffffff 2% ¢33 4 0 5 41
48 10 Offfffffffff 2% cay, cs5 4 1 5  +1
48 10 Offfffffffff 2% ¢y 3 0 6 43
48 10 Offfffffffff 2* cu 4 13 (14) 14 +10
48 10 Offfffffffff 2% cy5 4 7 9 45
48 10 Offfffffffff 2% ¢y 4 2 8 +4
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Table 13 (continued)
norou Data Output BV  RC  Joint Gain
48 11 Bfffffffffff 2% ¢y 5 9 11 46
48 11 3fffffffffff 2% ¢py 5 10 (11) 11 46
48 11 Bfffffffffff 2% ¢y 5 15 (16) 16 +11
48 11 BEffffffffff 246 o3 5 9 13 +8
48 11 BfFFffffffff 246 co6,. .., c33, ca7, Cat, 3 0 6 +3
.5 C43
48 11 BEffffffffff 2% c34,..., 36 3 0 5 42
48 11 3fFFfffFEFff 240 csg,e30 3 5 8 45
48 11 Bfffffffffff 246 ¢y 3 5 9 46
48 11 BEffffffffff 2% ¢y 3 4 10 47
48 11 3fffffffffff 246 ¢y 3 0 7T 44
48 12 TEEFEEEELEEE 27 3, e 4 6 9 45
48 12 TEEfEffffLEE 247 ¢y, cis 4 9 10 46
48 12 TEEFEEEEEEEE 27 ¢s,cr, 00, C13, a7, Clo 4 6 10 46
48 12 TEEEEEEEFEEE 247 g, ci0 4 7 9 45
48 12 TEfffffffEff 247 ¢y 4 8 9 45
48 12 TEELEEEffEff 2% co3 4 5 11 +7
48 12 TEELEEEELEEE 247 o5, cao, Cas, Car 2 0 6 +4
48 12 TEELEEEELEEE 247 cos,...,C30,C33,. .., 3 0 5 42
C35, C40
48 12 TEELEEEFLEEE 247 ey 3 0 6 43
48 12 TEELEEEELEEE 247 30, c36,. .., C30, Can, 2 0 5 43
C43, Ca4
48 13 TEELEEEELEEE 2% ¢y, cis, co1, Co3 2 0 6 +4
48 13 TEfffffffEff 247 o, ..., c6,c0,...,cC11, 3 0 5 42
Ci16
48 13 TEELEEEELEEE 247 3 0 6 +3
48 13 TEEffffffEEf 2% cg,c10,...,C15,C17, Clo, 2 0 5 43
C20
48 13 TEELEEFELEEE 2% cou,. .., cur 2 0 3 41
48 14 TEELEEEELEEE 2% o, ... co3 2 0 3 +1
48 14 TEEEEEEELEEE 2% cos,.. ., car 1 0 2 +1
48 15 TEELEEEEELEE 247 ¢, ..., con 1 0 2 41

Table 14: SIMON exact-balance improvements from support proofs and conver-
sion. The input convention is the same as in Table 13. BV ranges describe the
individual listed bits, not a joint event.

nor ou Data Output BV ¢t Exact N1

32 7 0001ffff 217 ¢y, ..., c15,Cou 3-7 16

32 8 OIffffff 225 ¢y, ¢4y .., C15,Co3,Co4 3-7 924

32 9 1fffffff 229 COy...,C4,C6y...,C16,C21, 3-5 228
..,C26,C31

32 10 T7Lffffff 281 ¢o,...,¢16,C20,- -, C26,C30 34 230
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Table 14 (continued)

norou Data Output BV t Exact N
32 11 7fffffff 231 C0,C4,...,C10,C14,C22,C24 2-3 230
32 12 TEffffff 231 g, 08 2 230
48 7 00000001ffff 217 ¢co,..., c16 7-10 216
48 8 O00001fffffff 229 ¢, ..., c8, C16,Ci8 8-10 228
48 9 OOTfffffffff 2% ¢o,...,c10,C12,Cl4,Cl18, - - -, 7-8 238
C20, C22, C23
48 10 Offfffffffff 2% ¢o, ..., c19,Coa, C25, C30, C31, 4-6 2148
C36, .. .,C39,C42,C43
48 11 Bfffffffffff 240 ¢, ..., co,C12,...,Co1,Con, 3-5 240
C25, C44, C45
48 12 TEEFffffffff 217 ¢, ..., c2, 6, C8, C14, Ci6, 34 216
C20, . .., C22,C24, C46
48 13 TEffffffffff 247 co, ca2 3 016
64 7 000000000001ffff 217 s, ..., o4 6-13 216
64 8 00000001ffffffff 233 g 13 232
96 7 0000000000000000 217 co, ..., C24,C50, .., Co6 6-15 16
0001ffff
96 8 0000000000000001 233 o, 3 13-25 232
FEFEELEE
128 7 0000000000000000 217 o, ..., Coa,Cr2,. .., C82 6-15 216
000000000001 f££f
128 8 0000000000000000 2% g, ..., C34,Co4,. .. ,Co6 9-31 232
00000001fffFFEEF

Longest-Round Coverage. Table 15 compares all nontrivial output bounds at the
longest round counts reported in [BV24, Tables 7-11]. We use Joint with exact
contraction of the first 2 core rounds before assigning valuations. The resulting
bounds cover every key and offset; the final Feistel copy transfers a left-word
output bound to the corresponding right-word bit one round later. All round
counts already include the input extension.

Table 15: SIMON bounds at the longest published round counts, for X = Ry ! (a+
(u ATF2)). Joint includes exact 2-round prefix contraction. Parentheses give the
additional complete parity refinement.

n Rounds Active mask u Data Output BV t Joint ¢

32 15 TEEf££ff 231 ¢o,c7,c14 10(1)

48 16 TEEfffffEEEE 247 ¢, ..., co3 11

64 18 TEEfffffffffff s 203 ¢q,...,co,C15,C21,...,Ca1 11

96 22 TEEEFEEEEFEEfees 295 ¢, ¢6, €40, Cas, Ca7 11
FEEEEEES

128 25 TEEffFFEFELEEEEf 2127 ¢1, ce1, Co3 11
FEFEEFFFEEfffoes
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For the SIMON32 row, we refine the count expansion modulo 2, following
the complete-layer principle of Subsection E.4. After exact prefix contraction,
all transition coefficients are integers, so only odd trail contributions can affect
the parity of Nj. For each selected output bit, complete enumeration gives 16
such trails, each contributing 1 modulo 2 for every key and offset. Their sum is
even, proving 2 | Ni. The same calculation proves ¢t = 1 for 14-round SIMON32
at ¢y, €23, c30, before the final Feistel copy. These are matches to the published
enumeration-enhanced bounds, separate from the strict improvements above.

We also evaluated the 15-round SIMON32 counts on 1,000 distinct random
master keys with the real key schedule and offset a = 0. Every count was even,
and each component attained vo(N7) = 1; divisibility by 4 failed for 510, 492,
and 520 keys at cg, c7, c14, respectively. Thus the experiments confirm the proved
bound on the tested keys and rule out an all-key improvement to ¢t = 2 for these
structures and components.

The black-box discoveries in Table 16 use ordinary coordinate cubes and
1,000 distinct validation master keys. Both complementary offsets are covered.
Parenthesized round counts include the input extension. The analytical bounds
cover arbitrary round keys and therefore extend; the empirical minima concern
only the directly tested rounds.

Table 16: SIMON32 discovery-to-proof comparison, with data complexity 23! per
distinguisher. The sample column gives the minimum observed v2(N7) over 1,000
keys. RC and Joint are all-key lower bounds.

Rounds Active mask v Output parity Sample RC Joint

9 (10) fffdffff c1 D cis P ey 12 7 6
10 (11) fffeffff C14 10 4 7
11 (12) ffefffff Ccy4 8 0 4
12 (13) fffeffff cs 4 0 2
14 (15) fffeffff c1 P cis 1 0 0

The separate 11-round pair («, ) = (00010000,00000080) is proved ZC by
the support model, consistent with all 1,000 tested keys. For either halfspace
offset its count is therefore exactly 23°. The candidates in Table 17, Table 18,
and Table 19 illustrate multi-bit output differences, multi-bit linear masks, and
nontrivial DL-count divisibility, respectively. Their domains are evaluated ex-
haustively, but the positive claims remain empirical over keys. The 11-round ID
and ZC rows match the round coverage of [CHNE24, Section 5.1, Tables 8-9].
An integral input extension does not automatically produce a fixed-mask ZC or
fixed-difference ID extension.
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Table 17: Selected 11-round SIMON32 ID candidates. Each ordered DDT entry
is zero on 1,000 tested keys. All 232 base inputs are evaluated per key.

Input difference § Output differences ~y

00000001 00810000 02050000 40800000
00000002 01020000 040a0000 81000000
00000080 02810000 40800000 40a00000
00008000 01400000 81020000 a0400000

Table 18: Additional SIMON32 ZC candidates, with full-codebook sums zero on
1,000 tested keys.

Rounds « 154

10 00810000 0281cle2
10 00810000 4081£160
11 00050000 00000205
11 000a0000 0000040a

Table 19: 10-round SIMON32 DL one-count divisibility over V. Each row uses
1,000 keys and 232 base inputs per key.

6 B Sample minimum va (NP¥)
00000001 00000400 5
00000040 00000001 5
00002000 00000080 5

F.2 SPECK

Specification. SPECK [BSST15] is a family of ARX block ciphers with the same
block sizes n = 2w. We use the packing 2"s + ¢, where s contains global bits
w,...,2w — 1 and ¢ contains bits 0,...,w — 1. Its round function is

' = ((s > 0) + t mod 2°) @ k,, ' =(t<r)®s.

The rotation amounts are (o, 7) = (7,2) for w = 16 and (8, 3) for the larger word
sizes. Figure 9 shows the data path. Our black-box SPECK32/64 experiments use
the first encryption rounds, with round keys derived from a 64-bit key using the
standard key schedule. The analytical results for larger variants allow arbitrary
round keys. The parenthesized input-side extensions in the result tables change
the queried input set as explained there; the masks in those tables describe the
directly analyzed core.

Results. Table 20 gives our SPECK32 black-box discoveries, and Table 21 gives
the corresponding analytical bounds. Let 8, = 02050204, selecting co @ cg P
c16 D c18 D co5. All affine offsets are covered in these finite-count rows. For the
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Fig.9: The SPECK round function.

dimension-30 structure, the 1,000-key experiment checks all four cosets. Those
4,000 counts are not 4,000 independent instances. Earlier 6-round SPECK32 in-
tegrals have data complexity 23° [WHG'20]. The established 7-round parity
in [HKK™"26] is strengthened to divisibility by 8 through the residue relation in
Equation 44.

Table 20: SPECK32 finite-count observations. Parenthesized rounds denote can-
didate integral extensions. Samples concern the unparenthesized rounds. A hex-
adecimal input denotes the active mask u.

Rounds Input structure Data Sample ¢ Keys
7(8) fEfFL£Of 230 B, 3 1000
7 (8) fEEEFEDE 231 B, 3 1000
7(8) fEEEEETE 231 B, 3 1000
7(8) fffffeff 231 B, 1 1000
6 (7) fEfEEEbE 231 00300030 10 1000
6 (7) s D xr19 = b7 be T, 231 B 10 1000

For the 6-round hyperplane xg & x19 = b in Table 21, a unique minimum-
valuation trail proves vy (NN1) = 10 for every key, and hence a nonzero linear sum.
By contrast, Table 22 records exact balance. The 7-round row has an all-round-
key support proof; the remaining displayed rows are sampled observations. These
are the same events as their halfspace linear zeros under Equation 6, not two
independent discoveries.

Both rows of Table 23 use an output difference of Hamming weight 3, which
a search restricted to single-bit output differences would miss. IDs covering 7
rounds were reported in [LGCX19]; our black-box search finds the displayed
multi-bit output difference at the same round count.
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Table 21: All-round-key linear-model bounds for the SPECK32 observations.
Parentheses in the bound column denote complete residue refinement of RC.
The local linear and RC models give the same base values.

Rounds Input structure Data S Base t (refined) Sample t
6 (7) Tg ®x10=b 2% 3, 10 10
6 (7) fEfEEEbE 231 00300030 6 (10) 10
7 (8) FEEFEEbE 231 B, 1(3) 3
7(8) fEFELETE 231 B, 0(1) 3
7(8) fffffeff 23t 3, 0 1
7 (8) FEEFEFOF 230 B, 0 (3) 3

Table 22: SPECK32 halfspace counts for X = {z : a- & = b}, either b, with data
complexity 23!. The 7-round row is proved for all round keys. The remaining
rows are empirical.

Rounds « B8 Exact N1 Keys
7 (8) 00000020 f. 2391000
6 (7) 00000001 f3, 23%° 1000
6 (7) 00000021 B, 23°° 1000
6 (7) 00000041 f. 2391000
6 (7) 00000081 3, 23%° 1000

Table 23: 7-round SPECK32 ID candidates. All entries are zero on 1,000 keys
after evaluating the complete 232-input domain.

9 ol
00200000 80008002
00400000 80008002

For the integral configurations of [WHG26], Table 24 and Table 25 give au-
tomated proofs covering arbitrary round keys and all affine offsets. Define

Bn-c=c3Dc11® cpio®Cniaps @ Cpjayir-

Parenthesized round counts include the input extension without changing the
data complexity. Exponent 1 reproduces the earlier zero-sum property; higher
exponents and exact counts strengthen it.

For SPECK48 in Table 24, the refined exponents 7 and 8 require enumeration
of only 13 and 2 trails, respectively. The exact counts in Table 25 follow from
ordinary linear support proofs and conversion, without residue refinement.
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Table 24: Proved SPECK count-divisibility bounds. n is the block size. Paren-
theses in the bound column denote residue refinement by trail enumeration.

n Rounds Active mask u Data Output ¢ (refined)

48 6 (7)  fEffffffffif 2% c3@car 6(7)

48 7(8)  fEffffffffif 2% Bus-c T (8)

64 6 (7) FEFEFEFELFELEELE 20 s @ess 1

128 6 (7) FEFEFEFFEFELEEEeE 2% s @eer 1
TEEEEFFEFEEEEe1s

Table 25: Exact SPECK counts from linear support proofs and conversion. These
rows require no trail enumeration.

n Rounds Active mask u Data Output Exact N;
32 6(7)  fEEfffif 229 o @ 228
32 6(7) fEEFE£OF 239 e s 229
64 7(8)  fEffffffffffffif 200 Bes-c 200
96 6 (7)  fEEffEEffEfffffffffffedf 2% c6 @ coa 292
96 7(8)  fEfEFFEffFfffffffffffedr 2% fos-c 292
128 7 (8)  fEfffffffffffffff 2125 Biag - c o124
TEEEFEEFEFELEELs
F.3 BEANIE

Specification. BEANIE is a 32-bit tweakable block cipher with a 128-bit key and
a 128-bit tweak [GHM™25]. The state consists of eight nibbles. A regular round
applies a round-key XOR, eight parallel BEANIE S-boxes, a nibble permutation,
and a column-wise linear map. If nibble j contains bits 47,...,45 + 3, the per-
mutation exchanges nibbles 0 and 4, and nibbles 2 and 6. The linear map acts
separately on each 16-bit column, whose nibbles are ordered from most to least
significant, by

2119
14£f1
Mg = 4941 over Fig = Fy[2]/(z* 4+ 2 + 1).

1d12

The entries are hexadecimal polynomial representations. The final round omits
this column map and ends with whitening.

Our applications use suffixes of the standard 5-round cipher, retaining its
tweakey schedule. For fixed K, T1,Ts, let Ex r[i : 5] denote the encryption suffix
beginning at round ¢ and including the special final round and whitening. The
analyzed 32-bit permutation is

—1
Uvrlm2 = (EK7T2 [5 —T9: 5]) o EK,T1 [5 — T 5}
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Both suffixes end at the ciphertext of the 5-round cipher. The master key is
shared, while the tweaks may differ; all three remain fixed within each integral,
linear, or DL evaluation. The total number of traversed rounds is r1 + 75.

Results. For each mask «, we use X = {z : a -z = b}, with arbitrary b and
data complexity 23'. Each sampled configuration consists of one master key and
two distinct tweaks, fixed throughout the evaluation. Table 26 compares the
linear model before and after exact contraction at the forward/inverse junction
with Joint using the same contraction. Joint uses a whole-round Walsh prefix,
then ultrametric propagation. All analytical bounds cover every key, tweak, and
offset, without trail enumeration. Joint matches the sampled minimum 12 for
Us o; for Uy 3, the sampled minimum remains 2 exponent bits higher. Table 27
gives the separate full-domain DL-count minima, and Table 28 records halfspace
exact-balance observations.

Table 26: BEANIE 5-round count bounds and empirical minima. Linear parenthe-
ses and all Joint bounds use exact contraction at the forward/inverse junction.
Each sample uses 1,000 key/tweak configurations.

U-shape « Data £ Linear t (refined) Joint ¢ Sample ¢
Us,s 00004020  23% 000440b0 0 (8) 10 12
Us,2 c0e00d00 23! 00000001 2 (10) 12 12

Table 27: BEANIE full-domain DL-count observations. The domain and distinct-
query count are both 232, Each row uses 1,000 configurations.

U-shape § 8 Sample minimum wve(NP")
Us 3 00800400 e070000c 13
Us 2 00000080 20000700 15

Table 28: 5-round BEANIE Uy,; exact-balance observations on 1,000 configura-
tions. Each mask defines either halfspace, with data complexity 23.

« B Exact N;
ei, 0<i<5 00000001 230
00000001 0000cafe 230
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For 6-round Us 3, take o = b and 8 = a0700601. Joint proves 2 | Ny for every
key/tweak configuration and both offsets, using Walsh propagation through the
first S-box layer, ultrametric propagation thereafter, and exact contraction at
the forward /inverse junction, without trail enumeration. The stronger condition
4 | Ny holds on all 1,000 tested configurations but remains empirical. Exactly
468 attain valuation 2. These configurations use distinct tweaks 17 # T5. The de-
sign [GHM25] includes longer or lower-data ID/ZC and integral constructions;
our results add count-divisibility information for the stated U-shaped permuta-
tions.

F.4 PRESENT

Specification. PRESENT [BKL107] is a 64-bit SPN with 80- or 128-bit master
keys. A round applies a round-key XOR, sixteen parallel PRESENT S-boxes, and
the bit permutation

P(i)=16imod 63 (0<i<63),  P(63)=63.

A final whitening-key XOR follows the last round. Figure 10 shows the bit per-
mutation. Our result tables use global output bits after the final permutation.
Where a local model ends at the last S-box, we transport its output mask through
this permutation before reporting it. The analytical bounds allow every round-
key value and hence apply to both standard key schedules.

Jyyyyyy 198988
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Fig.10: A round of PRESENT.

Results. The coordinate-cube comparisons match the rounds, input sets, and
ciphertext outputs of [BV24]. Their bit index i corresponds to our global index
1 — 1. Table 29 gives the selected small-data comparisons.

The 4-round improvements in Table 29 use Walsh propagation through the
initial rounds. At 5 rounds, exact contraction to a 16-bit convolution supplies
an extra factor of 2 beyond the Joint bounds (Subsection E.8). This proves the
stronger bounds for cag, cas, €52, ¢go previously observed experimentally in [BV24,
Table 5]; the bounds for ¢4, ¢c12 match that work’s enumeration-enhanced values.
For ¢4, a real PRESENT-80 key gives N7 = 1944, attaining ¢t = 3 with a nonzero
signed sum. The tested Joint models, covering 30 round-wide basis choices and
15 choices near the output for each listed bit, are optimal at their unrefined
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Table 29: PRESENT count bounds on X = a + (u AF$*). BV gives the published
bounds of [BV24]. Parentheses denote trail enumeration for BV and exact 16-bit
contraction for our bounds. Each listed bit defines a separate output component.

Rounds Active mask u Data Output bits BVt Joint t
4 000000000000000f  2* ¢ 2(3) 3
4 000000000000000f 2% ci6, ca2, Cas 1 3
5 000000000000£££0 2% ¢4, cio 2(3) 2(3)
5 000000000000£££0 22 a9, Cos, C52,co0 1 1(2)

bounds. Spatial Joint also reproduces 55 published bounds at 5 and 6 rounds
without enumeration.

Table 30 summarizes the complete coordinate-cube comparison, and Table 31
gives all six additional low-data targets.

Table 30: Coverage of all 384 published PRESENT coordinate-cube/output tar-
gets. Equal bounds include exponent zero. The choice of model varies by output.

Rounds Active mask u Data Stronger / equal Methods

4 000000000000000£ 24 3 / 61 Round-wide Joint

5 000000000000££f0  2'2 4 / 60 Round-wide/Spatial Joint,
exact contraction

6 00000000ffffffff  2°2 0 / 64 Round-wide and Spatial
Joint

7 fEfEEFEEEEFEF000  2°2 0 / 64 Round-wide Joint

8 fffffffffffffffe 2% 0 / 64 Round-wide Joint

9 fEffffffffffffffe 2°° 0 / 64 Round-wide Joint

Table 31: All six low-data PRESENT targets from Section 7.4 of [BV24]. Each
listed bit is a separate test. The two-bit row covers two targets.

Rounds Active mask u Data Output BV ¢t Joint ¢
6 0000000000000££0 28 ¢ 1 1
6 000000000000eff0 21 ¢ 2 2
6 000000000000fff0 212 ¢ 4 4
6 000000000000££ff0  2'2 ¢1, ¢3 1 1
6 000000000000£££0 212 ¢y 2 2

The longest reported coordinate-cube example has 9 rounds and data com-
plexity 263: ¢t = 2 for cg, ¢4, s, c12, and t = 1 for 24 further individual bits. These
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match the published strengthening of the known integral, rather than extend its
round count.

The separate affine structures in Table 32 demonstrate finite divisibility even
when linear trails exist. Their masks are specified at the ciphertext, after the last
permutation. These large-data affine structures differ from the small coordinate
cubes of Table 29.

Table 32: PRESENT linear-to-integral bounds for arbitrary equation values.
Parentheses denote trail-parity enumeration as in Subsection E.4.

Rounds Affine input structure Data Output parity Linear t
5 wog @ x31 = bo, T29 D w30 = b1 292 ¢7 B c39 D C35 26
5 29 P x30 = bo 2635 1 © c39 D cs5 33 (34)
6 x20 @ x23 = bo, T21 B T22 = b1 252 ¢11 @ cor @ ca3 D c59 7
6 21 ® x22 = bo 2% 11 @ cor B cas D cs0 17 (18)

A 7ZC mask family illustrates a different use of the conversion. Fix input mask
eop and let the output mask range over

B € {veFS!: v < ceccecceccececceceece} \ {0}.

One support-SAT query, with the 48 permitted mask bits free, is UNSAT for
5-round PRESENT. Thus L., 5 = 0 for all 2*® — 1 such masks simultaneously.
Under decryption, fixing those 48 ciphertext bits and varying the other sixteen
gives N = 2'° for plaintext bit zy. This gives an exact-balance distinguisher with
216 chosen-ciphertext queries. Families of this size were also studied in [BV24,
Section 7.3].

For Table 33, fix § = eg, write ¢ = Fx(x) and ¢ = Ex(x + 4), and count
the inputs in X for which ¢g # ¢f. The exact mix-basis DL MILP bounds every
required coefficient, including the one with input mask zero, before conversion.
Because 6 ¢ A, these are cross-coset tests and the number of distinct queries is
twice the cube size. In particular, a half-codebook base structure requires a full
codebook of queries. Table 10 bounds the corresponding random-permutation
probabilities.

F.5 Ascon

Specification. We use the 320-bit Ascon permutation [DEMS21]. The results
concern neither the authenticated-encryption mode nor a later serialization con-
vention. Let §j = 329° #64;142" for 0 < j < 5. The packed state is Z?:o 52647
A round first adds its constant to the low byte of S, then applies the Ascon
five-bit S-box independently to the 64 columns, and finally applies

Sj— S; @ (Sj S>> a;) @ (Sj >> bj),
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Table 33: PRESENT DL one-count bounds for § = ey and compared bits ¢, .
All keys and affine offsets are covered.

Rounds Active mask u Base inputs Distinct queries DL ¢t
5 fffffffffffffffo 260 261 11
5 fffffffffffffffc 262 263 43
5 fffffffffffffffe 203 264 44
6 fffffffffffffffe 263 264 9

where
(aj,b;)5—0 = ((19,28),(61,39),(1,6), (10,17),(7,41)).

Ina Column, the S-box input is ordered as (Ii, L64+iy L128415 L192+14 5 $256+i)7 with
the first component the most significant bit of the conventional five-bit S-box
encoding. The 5-round applications use constants 87,78, 69, 5a, 4b in this order.
All reported output bits are after the final diffusion layer. These statements con-
cern a fixed public permutation, so no secret-key quantifier is needed. Figure 11
illustrates the three round operations using this state convention.

So
S
SDEDDDDD SQ
Ss
Sy

(a) Round-constant addition pc.

So
S1
S2
S3
Sa

(b) Bit-sliced S-box layer ps.

So
S
Sa
Ss3
Sy

(c) Word-wise linear diffusion layer pr.

Fig. 11: Ascon round operations. Row .S; consists of global bits xg4;, . . ., Te4j+63,
drawn from most to least significant (left to right). The constant affects
T1928,---,%135, the rightmost eight cells of S5. Vertical columns are S-box in-
puts.
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Results. We analyze 5 rounds of this permutation. In Table 34, the linear MILP
bounds all nonzero masks in the space orthogonal to each input structure. The
first row reaches the model optimum; the other entries are certified lower bounds.
All unmentioned input coordinates are free and every stated offset is covered.

Table 34: 5-round Ascon linear-to-integral one-count bounds. Fixing more input
bits reduces the data complexity and the proved bound for the same output bit.

Rounds Affine input structure Data Output Linear ¢

5 256 = bo 2319 o6 60
5 Toses; =bj, 0<j <2 28'% 56 52
5 Zoserj =b;, 0<5 <3 237 casg 50
5 T25645 = bj, 0 S] <4 2316 C256 47

We also apply the shifted conversion to an affine family of input masks. Set

q= b1d0d73df0153225, g = e1 + €193 + eas7,

U= (eeajrr:0<7 <5, qr=1).
Writing the output mask as five 64-bit words in increasing bit-index or-
der (bits 0-63 first), we have § = (25b76d24c9125b69, 3dd4b48f9974dc44,

0000000000000000, 0000000000000000, 79b8971£d852£98c). Omne whole-

family support query proves L, g = 0 for every a € ag + U, a family of size
9155

For A = U+, the conclusion is

Z (_1)(¥0‘T£+5'P(Tf) =0.

rca+A

The input-dependent sign gives a weighted integral with data complexity 2'6°,
rather than ordinary balance of the output parity. This illustrates the conversion
for affine ZC families, whose size and round coverage were already reported

in [HGSE24].
F.6 GIFT-64

Specification. GIFT-64 [BPP*17] is a 64-bit SPN with a 128-bit key. Each round
applies sixteen parallel GIFT S-boxes, PERMBITS, and ADDROUNDKEY. The
permutation sends input bit ¢ to

P(i)y=4 HGJ +16 ((3 szde + (i mod 4)> mod 4) + (i mod 4).

The key is added at positions 4i and 4i + 1, for 0 < ¢ < 16. The affine round
constant is injected at positions 3,7,11,15,19,23,63. The round is shown in
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Figure 12. Our output masks are at ciphertext, after all three operations. A
mask specified immediately after the last S-box layer is transported through
PERMBITS before it appears in a result table. The input-side extension uses the
inverse of the public SubCells—PermBits map; there is no input whitening to in-
vert. For constant-sensitive models, the stated extension uses the corresponding
shifted sequence of round constants.

Y Yvy Yvy Yvy Yvy Yvy Yvy Yvy Yvy Yvy Yvy Yvy Yvy
s s e s s
JIV_JJI__J,"II

Fig.12: A round of GIFT-64.

Results. Define q(c) = c¢12 @ a9 B ca6 D 55 D 3. The 5-round linear result in
Table 35 uses this multi-bit output, not individual output bits. By summing the
local input contributions before taking valuations, the linear model improves the
exponent from 52 to 53; Joint gives the same bound. The 6-round affine row is
a separate linear-subspace result.

Table 35: GIFT-64 linear one-count bounds. Parenthesized rounds include the
input extension at unchanged data complexity. The refined linear model incor-
porates exact local input propagation.

Refined
Rounds Input structure Data Output Linear t linear ¢t Joint ¢
5 (6) u=ffffEfff1ffeffff 250 4(c) 52 53 53

6 (7) T10 @ T11 D Ta0 D Ta2 = bo 2% cys 7 - -

Table 36 gives one-count divisibility bounds for 7-9 rounds. Its 9-round row
proves zero-sum separately for each of the 8 listed bits. The designers also give
9-round integrals with a 1-round input extension [BPPT17]; our parenthesized
10 rounds use the same extension principle. At 8 and 9 rounds, Spatial Joint uses
a single Walsh coordinate near the output and matches the purely ultrametric
bound; at 7 rounds, the ultrametric bound is 1 bit higher. Thus these examples
demonstrate Joint’s applicability, while the benefit of mixing representations is
established by the SIMON and PRESENT comparisons. Table 37 records exact
balance from support proofs on the stated structures.

For Table 38, we set § = ¢y and count inputs for which the indicated bits of
¢ = Ex(z) and ¢/ = Ex(x + 0) differ. Here 6 € A, so both encryptions remain
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Table 36: Longer GIFT-64 coordinate-cube count bounds. Joint and Spatial Joint
combine both representations. Ultrametric uses no Walsh transitions. These are
our implementations, not published GIFT bounds from [BV24].

Spatial  Ultra-

Rounds wu Data Output Joint ¢ Joint ¢ metric ¢

7(8) FEFEFOFELEELEEEE 200 g 4 - 5

8 (9) TEFEFOFELEELEEEE 290 cuy 1 2 2

9 (10)  fEEEEFELFEEELFES 200 ¢y, oo, Co4, Cos, C32, - 1 1
€36, C48, C56

Table 37: GIFT-64 exact counts from support proofs and conversion. The input
extension preserves these all-round-key statements.

Rounds wu Data Output Exact Np
5 (6) fEEEFEEEbEfeffff 250 g(c) 260
6 (7) TEFELOLEEEEELEEEE 200 cyp 259

inside the same structure and the base-input count equals the distinct-query
count. Table 10 gives random-permutation bounds for the 5-round rows.

Table 38: GIFT-64 DL one-count bounds from exact mix-basis DL models and
conversion, with § = eg.

Rounds wu Inputs / queries Compared bit DL ¢
4 ffffbfffffffffff 203 g3, chs 43
5 fEfffOffffffffff 200 o, cho 15
5 fEFff3ffffffffff 202 ¢59, chg 21
5 fffffbffffffffff 203 ¢50, chg 26

F.7 SKINNY-64

Specification. We use the single-tweakey cipher SKINNY-64-64 [BJK*16]. Its 4x 4
state of nibbles is serialized row-wise from the most significant hexadecimal digit.
Thus cell X, for 0 < j < 16, contains global bits 60 —4j,...,63—4;. Each round
consists of SUBCELLS, ADDCONSTANTS, ADDROUNDTWEAKEY, SHIFTROWS,
and M1XCOLUMNS. Only the first two tweakey rows are added to the state. The
tweakey remains fixed across queries and follows the standard single-tweakey
schedule. SHIFTROWS rotates row j right by j cells, and MixCOLUMNS multiplies
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each column by
1011
1000
Mg = 0110 over Fy.

1010

Figure 13 shows this round structure. Every reported output parity is evalu-
ated after the complete final round, including SHIFTROWS and MiXCOLUMNS.
In particular, the cell ordering does not change the global least-significant-bit
convention used for ¢;.
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Fig.13: A round of SKINNY-64. Cell j contains global bits 60 — 47, ...,63 — 4j.

Results. The support proofs establish exact counts in Table 39, not just zero-sum
properties. For the 11-round row, the input structure and output parity coincide
with the specified relation in [ZYS'26]; its bit numbering is reversed relative to
ours. Exact balance is a stronger constraint at the same data complexity, with
its random-permutation probability given in Table 9. Table 40 gives the separate
low-data zero-sum result, while Table 41 lists all four 11-round cube placements
with exact balance.

Table 39: SKINNY-64 exact one-counts from linear support and conversion. ZYS
denotes the published zero-sum bound of [ZYS™26] for the same 11-round struc-
ture and output parity.

Rounds wu Data Output parity ZYSt Exact NV;
8 000000f00£00£000  2'2 ¢o @ ci6 D c32 - 211

10 fOfffffffffO0ff0 2% 12 ® coo - 2%

11 Offfffffffffffff 20 10 ® cos @ cuu 1 259

On different input structures, Derbez and Fouque [DF20] report integral
data complexities 2'°, 247, and 293 at 8, 10, and 11 rounds. The exact-balance
structures in Table 39 use 2'2, 248 and 290, respectively: less data at 8 and 11
rounds, but more at 10 rounds. For the separate 8-round 2% structure in Table 40,
the contraction in Subsection E.7 proves zero-sum. Zero tweakey and zero offset
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Table 40: The 8-round SKINNY case with data complexity 28. The parenthesized
exponent uses Joint with exact contraction of the final layers.

Rounds wu Data Output parity ZYS ¢ Joint ¢

8 00000000000000f £ 2% 3P cio @ cas 1 0(1)

Table 41: All four 11-round SKINNY-64 cube placements with exact balance for
C12 D cag B cqq. All offsets and tweakeys are covered.

Rounds wu Data Exact N
11 offffffffffeeees 200 259
11 fofffffffffffees 260 259
11 ffofffffffffffff 260 259
11 fffofffffffeeees 260 259

give N1 = 124, so exact balance does not hold here. Tweakey becccfc892529f2f
and inactive offset 0063bb62d4ca9100 give N7 = 126. Thus the proved exponent
1 is also the strongest possible uniform bound on this configuration.

F.8 RC5-16

Specification. RC5 [Riv95] uses modular addition, XOR, and data-dependent
rotations. Our 32-bit applications use RC5 with 16-bit words and a 128-bit master
key. Let s = Zio ;2" and t = Eio T16442%. Initial whitening adds the first
two expanded subkeys to s and ¢ modulo 2!6. A full round r > 1 then performs

(s @t) <« (t mod 16)) + ko, (mod 2'°),
(t®s') <« (' mod 16)) + kppq1  (mod 2%°).

S/
t/

The rotations depend on intermediate data, and consequently also on the key;
they are not fixed key-selected rotations. Our 2.5-round experiments use the
expanded-key table of a 3-round parent cipher, retain initial whitening, execute
2 full rounds, and then execute only the first update of round 3. After this update,
we pack the output as s’ + 216¢. Full-round screening experiments use the stated
number of complete rounds and its corresponding standard key expansion.

Results. The observations in Table 42 use 1,000 distinct keys in five disjoint
batches of 200 keys. Each differential count evaluates all 232 base inputs. Zero
counts are included when taking valuations. Each row attains its displayed min-
imum on one key, and each is zero on at least 800 keys. These finite-divisibility
candidates were selected from the same sample, without independent holdout
validation. Table 43 lists selected ID candidates from the same sample.

The five batches share at least 89 zero cells and 63 finite-divisibility candi-
dates with sampled minimum exponents 5-11. These are lower bounds on the
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Table 42: RC5-16, 2.5-round ordered DDT-count divisibility. The candidates were
selected from 1,000 sampled keys.

] v Sample minimum v2(DDT) Keys
80008000 04100000 11 1000
80008000 0c100000 10 1000

Table 43: Selected RC5-16, 2.5-round ID candidates. These cells are zero on all
1,000 sampled keys.

0 Output differences ~
80008000 10300000, 11300000, 11500000, 11900000, 12300000, 13100000

number of candidates because each batch retains only a limited number of re-
sults. Hu et al. [HLJ'20] already give 2.5-round IDs for the same block size.
Their reported search fixes paired input bits and one output bit, whereas the
displayed output differences have Hamming weight 3 or 4. Our search therefore
broadens the tested output differences at the same round count.

An exact SAT model of two encryptions with a shared symbolic master key
could certify these ID candidates, including the data-dependent rotations. The
results reported here remain empirical. A pair-existence test alone does not es-
tablish integral or finite count divisibility, which concern aggregate counts. The
integral parity observations in Table 44 illustrate this additional aggregate in-
formation.

Table 44: RC5-16, 2.5-round integral parity observations. The data complexity
is 231, Both affine offsets are covered on 1,000 holdout keys.

Input condition S Sample ¢ Keys
To3 =b 00020000 1 1000
Toa=0b 00030000 1 1000

Toggling the most significant bit of both words preserves the rotation controls
through whitening and cancels in the first word XOR, explaining the role of input
difference 80008000. Completing the third round removes surviving zero cells
and extra divisibility in the scanned family in a separate 200-key experiment.
No claim is made about all differentials.

F.9 ChiLow-32

Specification. Our ChiLow-32 applications concern its 32-bit data-only decryption
permutation with a 128-bit key and a 64-bit tweak [BDGT25]. They do not
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include the parallel tag-generation path. Each analyzed round consists of the
nonlinear ChiChi-32 layer, the fixed linear map

Yi = T(11i+5) mod 32 D T(11i+9) mod 32 B T(11i412) mod 325 0<i<32,

and the round injection derived from the key, tweak, and constant. The decryp-
tion input also has the specified initial key XOR.

For completeness, write xs(v); = v; ® (1 ® v11)v;42, with indices modulo s.
ChiChi-32 first applies x15 to bits 0,...,14 and x17 to bits 15,...,31. It then
XORs a linear function of the layer input into output positions 13,...,16:

U3 = 213 © T16, b1y = x14 D 15,
lis = 213 D 15 ® Z16, L16 = T14 D T16-

The key and tweak are fixed during every evaluation. Our reduced-round permu-
tation includes the last diffusion layer and round injection; it is not the variant
that omits final diffusion. Thus = and c¢ in these tables denote the input and
output of this decryption permutation, respectively.

Results. Global input and output indices refer to this permutation. All halfspaces
in Table 45 cover both offsets through the exact linear conversion. Table 46 gives
a separate smaller-data parity observation on a zero-base cube.

Table 45: ChiLow-32 decryption count observations. The last row has constant
parity 1 on every tested key/tweak pair, despite having ¢ = 0.

Rounds Input structure Data g Sample ¢ Key/tweak pairs
4 zo=b 231 25c72ab9 3 1000
4 29=0 231 1b97a34d 3 1000
5 xz0=0 231 15265ab9 1 1000
5 xz0=2» 231 269142a8 1 1000
5 zo=5 23! 50da630c 1 1000
5 x1=10 231 4dafb20f 0 1000

Table 46: A smaller-data ChiLow-32 decryption parity observation. The coordi-
nate cube has base zero.

Rounds Active mask v Data [ Sample ¢ Key/tweak pairs

4 0000aaaa 28 372f469a 1 1000

The designers [BDG125] gave a 5-round integral under a fixed key and
tweak. Peng et al. [PKA126] give low-data single-tweak integrals and a 6-round
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multiple-tweak integral, which changes the input model. Our results add count-
divisibility information for combinations of output bits, together with a constant-
one parity; the round and data complexities differ from those earlier integrals.

F.10 KATAN32

Specification. KATAN32 [DDKO09] has a 32-bit block, an 80-bit key, and 254
rounds. The two feedback registers occupy global bits 0,...,18 and 19,...,31.
With z; denoting a round-input bit, define

fr = 231 ® 26 © T27224 © IR 222 D Koy,

gr = 218 © T7 © T12T10 D T3x3 © Kory1,

where IR, is the specified public irregular sequence. Each round sets z( = f;,
xlg = gr, and z; = x;_1 for the remaining positions. The key sequence begins
with the master-key bits and satisfies

ki = ki—go ® ki—61 © ki—50 D ki—13 (¢ > 80).

All experiments start at round 0 and use this key schedule. The output follows
the same register packing as the input.

Results. The finite-count rows in Table 47 cover both affine offsets. For the
first row of Table 47, the observed valuation is exactly 3 on every one of the
1,000 keys. The varying counts are divisible by 8 but not 16, rather than exactly
balanced. The two rows using x3 = b are related by an exact register shift and
are not independent evidence.

Table 47: KATAN32 finite one-count observations. Each row uses 1,000 validation
keys.

Rounds Input structure Data Sample t Keys
84 zo=10 231 00040000 3 1000
84 z3=10 231 00020000 3 1000
85 x3=10 231 00040000 3 1000
84 zo®aa=0 231 00020000 3 1000

The long-round parity observations in Table 48 use zero-base cubes and one
common 1,000-key sample. Sun et al. [SWLW16] report 90- and 99-round zero-
sum properties at data 230 and 23!. Hu and Wang [HW19] subsequently report
100-round zero-sum and 101-round constant parity. Our 100- and 101-round
observations reproduce that round coverage. At 101 rounds the surviving parity
is one, not zero.
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Table 48: KATAN32 constant-parity observations on zero-base cubes. All direct
rows use the same 1,000 keys. Only the 91-round row is shift-derived.

Rounds wu Data Output N; mod 2 Evaluation

90 fffffffc 239 ci7,cis 0 Direct
91 fffffffc 230 ¢ 0 Shift-derived
99 fffffffe 231 17,018 0 Direct
99 fffffffe 231 ¢ 1 Direct
100 fffffffe 231 ¢ig 0 Direct
100 fffffffe 231 c¢y7 1 Direct
101 fffffffe 231 c¢ig 1 Direct

The dimensions of the sampled constant-parity spaces at rounds 99, 100, and
101 are respectively 3, 2, and 1 on these 1,000 keys. At 102 rounds, a separate 100-
key sample gives dimension 0: the output-XOR. differences span F32, excluding
constant parity for every fixed nonzero output mask on this cube. This exclusion
concerns that cube only; the other 31 coordinate halfspaces were not tested.

F.11 Keeloq

Specification. KeelLoq is a 32-bit feedback-shift-register block cipher with a 64-
bit key and 528 rounds [IKDT08]. Let g(z) be bit z of the 32-bit truth table
3abc742e. A round r computes

z =1 + 2x9 + 4w + 826 + 16731, Jr=20® 216 ® q(2) D kr mod 64,

and updates x} = ;11 for 0 <4 < 31 and z%; = f,.. Our positive results concern
the first 64 rounds under the cipher’s cyclic key schedule. They are properties
of this reduced permutation, not of full 528-round Keeloq.

Results. For the 64-round reduced permutation, each input mask in Table 49

and Table 50 defines X = {x : o - = b}, with data complexity 23! and either
offset. The master key is fixed during each full-domain evaluation.

Table 49: Keeloq finite count valuations, exact on each of 1,000 tested keys.

Rounds « Data 8 Exact v2(N1) Keys
64 31200000 23! 00000003 14 1000
64 06000000 23! 00000009 10 1000

For the two rows of Table 49, the observed count sets are respectively {230 —
214 230 4 2141 and {230 — 210 230 4 2101 These two-value restrictions give more
information than divisibility alone.
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Table 50: KeelLoq exact halfspace-count observations for selected ZC pairs. Each
row gives the corresponding halfspace count on 1,000 validation keys.

Rounds « Data S Exact N1 Keys
64 00040000 23! 00000001 231000
64 40000000 23! 000013el 2391000
64 80000000 23! 0000266¢ 230 1000
64 24000000 23! 00000064 2301000
64 60000000 23! 00000a33 2391000
64 c0000000 23! 00001£97 2301000

Together, Table 49 and Table 50 illustrate how all-output screening distin-
guishes finite count restrictions from exact balance, including for multi-bit masks.

F.12 Excluding Universal Coordinate-Cube Properties

For a coordinate halfspace X; = {z : x; = 0}, let Q;; = @, cx, Fx, () be its
output-XOR vector. A mask 3 has constant parity across the sampled keys if
and only if 8- (Qi; + Qi) = 0 for every j. If their binary span has rank n,
only 5 = 0 remains. This is an exact all-output exclusion from finitely many
counterexamples, not a probabilistic inference that no property is likely to exist.
The counterexample key may differ between masks.

Table 51 covers all 32 coordinate halfspaces for each listed permutation. For
each halfspace, the output-XOR differences from 50 keys or key/tweak pairs
have rank 32. This excludes an all-key constant parity for every fixed nonzero
output mask on these halfspaces. For one-count divisibility by 2¢, ¢ > 1, Subsec-
tion E.13 also excludes smaller coordinate cubes satisfying the bound at every
offset. These exclusions concern coordinate cubes at the plaintext input, not
the input-extended structures Ry '(a 4+ A) used for our 15-round SIMON32 and
8-round SPECK32 results. The conclusion does not extend to probabilistic dis-
tinguishers, isolated smaller cubes, weak-key classes, nonlinear outputs, or other
affine orientations. For ChiLow it is an exclusion over the allowed key/tweak
configurations, not every restricted fixed-tweak family.

Table 51: Exclusion of universal constant-parity properties on coordinate halfs-
paces. All cubes have size 23!, and every difference matrix has rank 32.

Permutation Rounds Coordinate cubes Keys/configurations per cube
SIMON32 15 32 50
SPECK32 8 32 50
RC5-16 3 32 50
ChiLow-32 decryption 6 32 50
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The 102-round KATAN32 observation in Subsection F.10 gives the same rank
conclusion for one cube only. We do not claim complete coordinate-halfspace
exclusions for BEANIE, KeelLoq, or ToySPN.

F.13 Probabilistic Divisibility

Our search for deterministic divisibility also revealed conditions that hold for
only some keys and input offsets, but more often than for a random permuta-
tion. We report selected observations to motivate the analytical study of prob-
abilistic integral and divisibility properties as future work. These are empirical
observations, not additional all-key claims.

Probabilities over Input Offsets and Keys. Fix an active mask u, nonzero output
mask g, and threshold ¢, and let A = u A Fy. For GIFT and SPECK, we use
Xo =Ry 1(a + A), where Ry is the public first-round map without key addition
or round constants. Their reported round counts include this extension, with
unchanged data complexity, but the structures need not be affine. For the other
ciphers, X, = a+ A. For each key K, we consider the probability over uniformly
chosen offsets
q:(K) = GGP%A (2 | Ni(Xa, B; Ex)] -

We estimated ¢;(K) by drawing independent uniform offsets for each sampled
key. For 7-round SPECK32/64, we instead enumerated all 1,024 distinct offsets,
obtaining exact ¢;(K) for each tested key. We then compared the per-key results
across uniformly sampled keys. Table 52 reports their mean, which estimates
Prg o[2" | Ni]. For Ascon, which is unkeyed, only the offset is sampled. We
enumerated every plaintext in each structure, so the one-counts themselves are
exact. We fixed the active masks and output masks before validation on fresh
samples. The table thresholds for GIFT, SPECK, and 7-round PRESENT were
also fixed before validation. We evaluated the random-permutation percentages
using Proposition 2, summing over counts j with 2¢ | j. This law depends only on
the block size and M = |X,], so it also applies to the input-extended structures.
These are probabilities for fixed events, not for the entire search. We do not treat
different structures under one permutation as independent ideal instances.

PRESENT. For 6-round PRESENT-80, we tested co@®c16Pcag on X, = a+ A with
active mask u = 0000000£00000£00. The event 32 | N; with Ny ¢ {0,27,2%}
occurs in 1.623% of all samples, compared with 0.003169% for a random per-
mutation. The exclusion removes constant and balanced outputs, so this excess
concerns finite divisibility.

Larger structures give two 7-round examples without an input-side extension
(Table 52). With data complexity 2!%, we use u = 0000111100005 £f and output
c16 P cq8 to observe an excess probability of evenness. With data complexity
220 we use u = 000011110000f££f and output co @ c16 @ cag for the stronger
condition 16 | Ny. Each example uses a separate fresh sample of 2,000 keys and
2,048 offsets per key. For the latter structure, all sampled one-counts are divisible
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Table 52: Selected observations over keys and input offsets. The event is 2 | Ny,
and data complexity is per structure. GIFT and SPECK round counts include the
input-side extension. The last column gives keys x offsets per key. Ascon uses
offsets only.

Probability (%)

Cipher Rounds Data t Observed Random Samples

PRESENT-80 6 28 5 19.850 4.985 10,000 x 2,048
PRESENT-80 72181 67.067  50.000 2,000 x 2,048
PRESENT-80 7 220 4 40.362 6.250 2,000 x 2,048
GIFT-64 728 2 33.218  25.000 10,000 x 2,048
GIFT-128 7 2% 6 31.024 4.982 10,000 x 2,048
GIFT-128 8 28 2 37.902  25.000 10,000 x 2,048
GIFT-128 9 26 2 46.522  25.000 10,000 x 2,048
SPECK32/64 6 2° 6 17.233 3.524 10,000 x 2,048
SPECK32/64 7 2% 2 60.110  25.000 10,000 x 1,024
Ascon 5 213 2 34.020  25.000 100,000 offsets

by 4. The event 16 | Ny with Ny ¢ {0,219, 220} occurs in 40.201% of all samples,
compared with 6.172% for a random permutation, so the excess is not due to
exact balance.

GIFT. For GIFT, the following masks specify A in the extended structure X, =
Ry*(a + A). The 7-round GIFT-64 example uses u = 000000000000207f and
output ¢13. For GIFT-128 at 7 and 8 rounds, A = (ey,...,e7), with outputs
co1 @ c116 and cgp, respectively. At 9 rounds, A = (eg, ..., e15) and the output
is czg. The PRESENT and GIFT experiments use the standard key schedules
and the first r encryption rounds, including the final bit permutation and key
addition (Subsection F.4, Subsection F.6). GIFT-128 uses the 128-bit variant
specified in [BPPT17]. For 7-round GIFT-128, the event 64 | N; with Ny ¢
{0,27,28} occurs in 6.098% of all samples, compared with approximately 3.29 x
10714% for a random permutation. With cy; alone and the same input mask, the
corresponding event occurs in 1.496% of a separate sample of 10,000 keys and
2,048 offsets per key. For 9-round GIFT-128, divisibility by 16 occurs in 11.625%
of samples, compared with 6.25% for a random permutation. At this round
count, the excess at higher divisibility thresholds largely reflects the increased
probability that Nj is even.

SPECK. For SPECK32/64, we used 8 = 02050204 on X, = Ry '(a + A) (Sub-
section F.2). The active masks defining A are u = e07b0000 at 6 rounds and
u = ££7£039e at 7 rounds. The 6-round example needs only 512 plaintexts per
structure. The event 64 | Ny with Ny ¢ {0,28,2°} occurs in 9.508% of all sam-
ples, compared with approximately 6.90 x 10~7% for a random permutation. At
7 rounds, each structure contains 222 plaintexts, and every sampled one-count
is even. Divisibility by 4 occurs in 60.110% of samples, exceeding the approxi-

90



mately 50% random-permutation probability conditioned on evenness. Thus the
excess is not explained by evenness alone.

Ascon. We evaluated the last 5 rounds of the Ascon permutation’s 12-round
sequence, using the bit numbering in Subsection F.5. In X, = a + A, only bits
0,...,5,7,...,13 of the first word Sy vary. The other input bits specify the offset.
The output is c129, bit 1 of word Sz, after the final diffusion layer. Over 100,000
fresh offsets, divisibility by 16 occurs in 8.341% of samples, compared with 6.25%
for a random permutation. Requiring also Ny ¢ {0,2'2 213} excludes constant
and balanced outputs and leaves 7.143% of all samples, compared with 5.368%
for the same random-permutation event.

Figure 14, Figure 15, and Figure 16 show how the observed probabilities
decrease as the required divisor increases, using the samples of Table 52. Ta-
ble 53 gives the observed and random-permutation percentages for each divi-
sor. The divisibility events include exact balance. The PRESENT, GIFT-128 and
SPECK32/64 examples above show that the excess persists when constant and
balanced outputs are excluded.

Table 53: Divisibility frequencies for the samples in Table 52. Each cell gives the
observed percentage above the random-permutation percentage, both rounded
to two decimal places. Column subheadings give the number of rounds and data
complexity M.

.. PRESENT-80 GIFT-64 GIFT-128 SPECK32/64 Ascon
Divisor

of Ny 6 7 7 7 7 8 9 6 7 5

98 918 920 98 98 98 916 99 922 913

9 96.96 67.07 100.00 66.32 100.00 74.42 93.07 93.72 100.00 68.42

50.00 50.00 50.00 50.00 50.00 50.00 50.00 50.00 50.00 50.00
74.57 33.71 100.00 33.22  98.79 37.90 46.52 75.36 60.11 34.02

4 25.00 25.00 25.00 25.00 25.00 25.00 25.00 25.00 25.00 25.00

8 45.71 16.86  78.57 16.61 88.47 19.05 23.26 57.63 30.05 16.79

12.50 12.50 12.50 12,50 12.50 12.50 12.50 12.50 12.50 12.50

16 2741 8.43 40.36 8.52 67.77 9.79 11.62 38.51 15.02 8.34
6.34 6.25 6.25 6.34 6.34 634 6.25 6.25 6.25 6.25

39 19.85 4.21 20.24 6.55 45.71 7.01 5.81 27.23 7.53 4.10
499 3.13 3.13 4.99 499 499 313 3.65 3.13 3.13

64 18.32 2.10 10.12 6.52 31.02 6.89 2.91 17.23 3.76 2.11
4.98 1.56 1.56 4.98 498 498 1.56 3.52 1.56 1.56

128 18.23 1.05 5.06 6.52 2493 6.89 1.45 10.68 1.88 1.24

4.98 0.78 0.78 4.98 498 498 0.78 3.52 0.78 0.91
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(a) PRESENT-80, 6 rounds (b) PRESENT-80, 7 rounds
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Divisibility probability (%)
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Required divisor of N, Required divisor of N,
-0~ M=2% —- Random permutation -0- M=2"® —- Random, M=2'8,2%
= M=2%

Fig. 14: PRESENT-80 divisibility probabilities at 6 and 7 rounds from Table 53,
with logarithmic vertical axes. Solid marked curves show observations. Gray
curves show random-permutation probabilities at the same data complexity M.

(a) GIFT-64 (b) GIFT-128
100

Divisibility probability (%)
_ N U,
=N [©) N ] o O

N A

4 8 16 32 64 128 2 4 8 16 32 64 128
Required divisor of N, Required divisor of N,
-o- 7 rounds, M=2% -- Random permutation -o- 7 rounds, M=2% -- Random, M=2%
-~ 8 rounds, M=2% .... Random, M=2'°

&~ 9 rounds, M=2'°

Fig. 15: GIFT-64 and GIFT-128 divisibility probabilities, following the conventions
of Figure 14. Round counts include the input-side extension.

Variation across Keys. Figure 17 compares the per-key estimates of ¢;(K). The
bars extend from the 1st to the 99th percentile of these estimates across sampled
keys. For PRESENT-80 and the GIFT examples, the observed variation is close to
that expected from sampling offsets alone. For example, the 1st-99th percentile
range of the 7-round PRESENT-80 estimates for 16 | Ny is 37.99%-42.72%. Their
standard deviation is 1.06 percentage points, compared with 1.08 points expected
from offset sampling if all keys had the same probability. The samples therefore
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(a) SPECK32/64 (b) Ascon
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-~ 7 rounds, M=2% -..- Random, M=2%

Fig. 16: SPECK32/64 and Ascon divisibility probabilities, following the conven-
tions of Figure 14. SPECK round counts include the input-side extension.

suggest similar probabilities across keys, but do not establish key independence.
In contrast, the 1st—99th percentile range of the 6-round SPECK32/64 estimates
is 8.40%—33.84%. Their standard deviation is 7.25 percentage points, compared
with about 0.83 points expected from offset sampling if all keys had the same
probability. At 7 rounds, the exact offset probabilities take five values between
53.125% and 65.625% across the 10,000 tested keys. This variation cannot be
attributed to offset sampling, since all offsets were evaluated. Figure 18 contrasts
the distributions for 7-round GIFT-128 and 6-round SPECK32/64 at the same
threshold 64 | N;. Each key contributes one estimate gs(K) over the sampled
offsets. The vertical lines mark the corresponding random-permutation means,
not distributions across permutations.

SIMON: Probabilities at Fized Offsets. We used SIMON32/64 with its standard
key schedule and the first r encryption rounds (Subsection F.1). We first fixed the
offset and measured the frequency across keys, rather than across offsets for each
key. For fixed active mask u, output mask 3 and threshold ¢, let X, = a+(uAF3?)
and consider

pt(a) = 1?(1‘[2t | Nl(Xaaﬁ;EK)] )

where K is uniform over the 64-bit master-key space. We enumerated each cube
completely, so only the keys were sampled. We fixed the masks and input struc-
tures before validation on fresh keys, independently of the discovery samples.
For the main illustration, u = 55555555: every even-indexed input bit varies,
giving data complexity 2'¢. The offset a specifies the fixed odd-indexed bits.

Comparison with Random Permutations. For the same fixed cube and nonzero
output mask, we evaluate the random-permutation probability numerically using
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Fig. 17: Means and 1st-99th percentile ranges of per-key estimates of ¢;(K) for
the events in Table 52. The ranges include offset-sampling variation except for
7-round SPECK32/64. They are not confidence intervals.
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Fig. 18: Key dependence of divisibility by 64 on input-extended structures, using
10,000 keys and 2,048 offsets per key in each panel. Both distributions include
offset-sampling variation.

Proposition 2. For data complexity 2'¢, the probabilities of divisibility by 4, 8 and
16 are approximately 25%, 12.5% and 6.25%. Figure 19 compares this baseline
with the observed frequencies and shows the effect of changing the offset. At zero
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offset, we tested c; at 8 rounds and c¢g at 9 and 10 rounds, using 10,000 fresh
keys per curve. The offset comparison uses the same separate sample of 4,000
keys at each offset, not 16,000 independent trials.

=o— 8 rounds, ¢; == 9rounds, ¢ =A~ 10 rounds, ¢s == Random permutation
(a) Zero input offset 100 (b) Varying the input offset
~ 100 A 1
X —_
> g m
£ = 751
= 251 =
< oy o
© <
£ 3
a IS 50 A
B 5 =
: 2
:.§ Q 25 fmmmmemmmmmm e o —————- r--
8 g
2 1A =}
A
T T T T T T 0 T T T T
2 4 8 16 32 64 @%@ Q@gz, %%%%% aaaaa
Required divisor of N, o® R P 202

Input offset a (hexadecimal)

Fig.19: Probabilistic one-count divisibility on SIMON32/64 with active mask
55555555 and data complexity 216. Panel (a): zero offset, 10,000 keys per curve,
logarithmic vertical axis. Panel (b): 9 rounds, output cg, the same 4,000 keys at
each offset. Error bars in (b) are pointwise 95% Wilson intervals, not simulta-
neous bands. In (a), each interval extends less than one percentage point from
its estimate and is omitted for clarity. Gray dashed lines give the numerically
evaluated random-permutation probabilities.

At 8 rounds, 8 | Ny holds for 97.07% of the fresh keys, and at 9 rounds it holds
for 52.81%. Exact balance N7 = 2% occurs for 16.28%, 16.59% and 1.46% of the
zero-offset samples at 8, 9 and 10 rounds, respectively, and is included in the
plotted events. These effects are not explained solely by exact balance. Among
samples without exact balance, 8 | Ny holds for 96.50% and 43.42% at 8 and 9
rounds, respectively. Changing the fixed input bits can substantially weaken the
effect: at 9 rounds, 4 | N7 holds for 81.225% of the separate zero-offset sample,
but for 24.45% and 24.20% at offsets 88888888 and aaaaaaaa. These fixed-offset
frequencies therefore do not describe every offset.

Table 54 also gives examples with lower data complexity and parities of two
output bits. At 7 rounds, we use u = 000000ff and output cg. At 10 rounds,
we use u = 55155555 with ¢p, and u = 55555555 with ¢y & c7 or cg B cy4.
All these examples use zero offset. The 10-round effects are weaker but remain
above the corresponding baseline on fresh keys. Much of their excess comes from

the increased probability of evenness, rather than an independent gain at every
threshold.
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Table 54: Selected SIMON32/64 frequencies at zero offset on s fresh keys. The
three 10-round rows with u = 55555555 share the same keys and are not inde-
pendent replications.

Observed frequency (%)

Rounds Active mask © Data Output s 4|N1 8| M 16 | N,
7 000000ff 2% ¢ 100,000 100.00 72.59 48.58
8 55555555 216 ¢ 10,000 100.00 97.07 82.35
9 55555555 216 ¢ 10,000 80.30 52.81 34.57
10 55555555 216 ¢4 10,000 36.90 19.64 10.71
10 55155555 2 ¢ 10,000 35.32 17.89 9.70
10 55555555 216 co®ec; 10,000 33.03 16.28 8.17
10 55555555 216 o @cs 10,000 31.92 15.62 7.41

SIMON: Probabilities over All Offsets. To see whether the probability over off-
sets varies with the key, we also enumerated all offsets for 64 fresh keys. For the
7-round row of Table 54, the per-key probability of 8 | N ranges from 69.043% to
75.439%, with mean 72.652%, compared with approximately 12.5% for a random
permutation. For the 9-round row, the corresponding range is 18.207%-19.394%,
with mean 18.818%. These per-key probabilities are exact over all 224 and 216
offsets, respectively. Only the keys are sampled. In particular, 52.81% is the fre-
quency across keys at zero offset, whereas 18.818% also averages over all offsets.
Thus a property can depend strongly on the fixed input bits while its probability
over offsets changes little across keys.

Open Question. Can we compute the probabilities of integral and divisibility
properties over keys and input offsets analytically, without exhaustive evalua-
tion? Can these methods guide tools that search for strong probabilistic divisi-
bility distinguishers? A fuller description would give the distribution of integral
one-counts modulo 2! and explain when probabilities over offsets remain stable
across keys. A useful explanation should distinguish information beyond parity
from effects caused by exact balance, and identify which input structures pre-
serve the excess probability. Our experiments provide concrete examples for this
question, not an all-key property or a general law over offsets. The paper’s main
results concern deterministic constraints.

96



	Connecting Cryptanalytic Distinguishers through Divisibility

