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Abstract. Blind signatures let a user obtain a signature by interact-
ing with an issuer that controls the signing key, while the issuer never
sees the message. They form the basis of anonymous credentials, which
are the centerpiece of privacy-preserving digital identification to be de-
ployed widely in the coming years. Existing plausibly quantum-secure
blind signatures rely on bespoke cryptographic constructions, instead of
standardized ones. This is dissatisfying from a cryptographic perspective,
and also leads to practical issues: secret signing keys are often stored in
secure elements, in which case only signature algorithms supported by
certified secure elements can be the basis for deployed protocols.

We give the first blind signature whose issuer runs a NIST-standardized
post-quantum signature scheme unmodified. Issuance is just an ML-DSA
signature on a commitment, and the blind signature is a zero-knowledge
proof of knowledge, using the VOLE-in-the-head zero-knowledge proof
system, of the ML-DSA signature. Security reduces to the EUF-CMA
security of ML-DSA and to the proof system, with no new assumptions.
A blind signature is about 1 MB and takes under a second to produce
and half a second to verify. Issuer-hiding and selective disclosure of signed
attributes can easily be added on top for a few tens of kilobytes, at a
proof size essentially independent of how many issuers the list names.
Underlying the construction is edaBitE, a novel batch consistency check
between binary and prime-field commitments. In a non-interactive proof,
the existing edaBits checks it replaces would be the single largest item in
the blind signature. We believe that edaBitE is of independent interest.
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1 Introduction

A digital signature lets a signer authenticate a message using a signing key,
verifiable under the matching verification key, and in doing so, the signer learns
the message. A blind signature [19] adds a third party so that it need not: a user
holds a message, an issuer signs a blinded form of it, allowing the user afterwards
to present a signature to a verifier. Blindness says that a collaborating issuer and
verifier cannot tell which among multiple issuance protocol runs produced which
signature, and one-more unforgeability says that ) issuances yield no more than
@ valid signatures.

Blind signatures are of practical interest in the design of privacy-preserving
identification schemes such as the EU Digital Identity Wallet (EUDIW), which
every EU Member State must soon offer its citizens. While not present in the
current draft (which is not unlinkable), future versions might support enhanced
privacy notions using blind signature techniques such as longfellow-zk [23]. How-
ever, while blind signature-based credentials are the leading approach to privacy,
vanilla blind signatures do not suffice. Credentials are issued by many authori-
ties (in the EUDIW example one or more per Member State), so a showing that
names its issuer narrows the holder down to that issuer’s population; issuer-
hiding asks that the verifier learn only that some authority on a list vouched
for the credential. Additionally, a credential often carries attributes the issuer
knows, so a holder asked to e.g. prove they are over 18 should be able to do
exactly that, and not surrender e.g. a birth date; this is selective disclosure. A
deployment at the scale and lifetime of a nation-state also needs a plan to move to
quantum-secure cryptography in the foreseeable future. The classical construc-
tions, from Chaum’s original blind signature scheme [19] to blind Schnorr [45],
do not survive a quantum attacker, and while the post-quantum proposals that
replace them achieve compact showings, some bound how many issuances may
run concurrently, and none builds on a standardized cryptographic primitive
(Section 1.3).

Fischlin’s paradigm. A popular approach to constructing blind signatures is to
follow Fischlin’s paradigm [17,18,22]: the user commits to its message and sends
the commitment; the issuer signs that commitment with an ordinary signature
scheme and returns the signature; the user then proves non-interactively in zero
knowledge that it knows a signature, valid under the issuer’s key, on a commit-
ment, to the message it is presenting. That zero-knowledge proof is the blind
signature, and the verifier checks it against the issuer’s public verification key
and the message. The protocol is round-optimal and the issuer sends a single
signature, so issuance is cheap, and almost all work falls on the user. Both matter
for an issuer that has to serve, say, a population of a whole country.

The signature scheme chosen decides how efficient the blind signature can
be, as it defines the relation to prove in zero knowledge, but there is a second
restricting factor. An issuer’s key has to be stored somewhere it cannot leak,
which in practice means a certified secure element, and a secure element runs the
algorithms it was certified for and for which standards exist. A blind signature



that needs a modified signing routine, or a scheme that is not standardized,
therefore needs new certified code before an issuer can use it at all. The post-
quantum signature standard such a device will hold for general-purpose signing is
very likely! Module-Lattice-Based Digital Signature Algorithm (ML-DSA) [37].
Interestingly, no blind signature has so far been built on the standard directly.

This is mainly because ML-DSA is not an easy scheme to prove in zero
knowledge. Its hashing is SHAKE256, whose Keccak permutation is expensive
in circuits; its X-protocol challenge is expanded by a Fisher—Yates shuffle whose
memory accesses and stopping point both depend on the witness; and its arith-
metic is split between Fy and a prime field, so a proof has to move values between
the two and certify every crossing. Efficient constructions usually build around
obstacles like these: they substitute a hash function that is easier to prove, or a
friendlier variant of the challenge generation SamplelnBall, or simplify the circuit
elsewhere. When treating the scheme as fixed by the standard, so no workarounds
are available, we then ask the following question:

Can we prove knowledge of a ML-DSA signature
at a cost consumer hardware can carry?

1.1 Owur Contributions

We give the first blind signature whose issuer runs a standardized post-quantum
signature scheme unmodified. Issuance is a ML-DSA signature on a commitment
(which can be implemented using SHAKE256), so the issuer needs no new code
and no new key material. A signature takes 0.82s to produce, 0.50s to verify,
and is 1.01 MB, on consumer-grade hardware.

Given our construction, both issuer-hiding and selective disclosure are basi-
cally free on top. Issuer-hiding costs an additional 47 KB, and the proof size then
barely grows with the number of issuers: 192 bytes separate a list of 27 issuers
from one of 512. Selective disclosure over signed attributes, enough for a wallet
to prove an age bound without revealing a birth date, costs another 27.4 KB.
Neither extension uses anything specific to ML-DSA.

Underneath sits a contribution of independent interest. Proving ML-DSA ver-
ification means that a proof system either has to simulate Fo-arithmetic inside
F, (or vice versa) or has to pass values between Fy and F,. In a non-interactive
proof, certifying those crossings the standard way using edaBits [21,46] is the sin-
gle largest item in the whole proof. We replace it with edaBit in the Exponent
(edaBitE), an algebraic batch check that needs no cut-and-choose (i.e. combi-
natorial techniques) and applies to any VOLE-based proof crossing between a
binary and a prime field. The check is independent of the VOLEitH proof sys-
tem that we use, and might be applied for other use cases of VOLE-based zero
knowledge or general secure computation protocols.

! The only other standardized post-quantum candidate is SLH-DSA [38], whose veri-
fication recomputes long chains of hashes and is a worse fit for a blind signature; see
https://blog.cloudflare.com/ml-dsa-will-have-to-do/ for an overview.
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1.2 Technical Overview

Crossing between [y and F,. Our circuit for ML-DSA verification works in
two fields at once, Fy for the hashing and F, for the field arithmetic. A VOLEitH
proof over each is sound on its own, but nothing ties the two proof instances
together: whenever the same value is used in both proof instances, one must
therefore prove that an [F; commitment and an F, commitment hold the same
value. This is usually done with extended doubly authenticated bits (edaBits),
and the state of the art is the cut-and-choose approach of Mystique [46] sacrific-
ing a pool of n(By — 1) + Cy random pairs of commitments to show consistency
of n commitment pairs, where By is a tunable parameter called bucket size that
depends on the required soundness error.

However, [21,46] are calibrated for interactive proofs, where 2740 interactive
soundness error is customary and buckets have size three or four. Ours is non-
interactive and has to reach 27, which for a few hundred conversions forces
By = 14, with every element of the generated pool carrying a committed F,
element on top of its bits. Our circuit passes only 366 values between the fields,
and certifying just those costs about half a megabyte in proof size.

Consistency in the exponent. A conversion is a statement that an F; commitment
[x:]4 and the bits ([z; ;]2); the circuit already holds denote the same value, that
isxz; = z; for z; := Zj 2j_1mi,j. Our edaBitE check establishes this algebraically
for a whole batch at once. The idea is to take a random linear combination of the
candidates on each side and compare the two. On the [, side this is immediate
and linear. On the I, side the bits have to be recombined into the same integer,
which is not an [Fy-linear operation. Rather than simulate F, addition and mul-
tiplication inside an F circuit, we lift the statement into the exponent of a fixed
base X € Fyx, where the check becomes a weighted product of commitments.

More concretely, an Fo-VOLE commitment holds a bit, but its algebra is over
Fyx, so the bit can be lifted into the exponent by computing

X=14(X+1)-aq,

since the right-hand side is 1 when ¢ = 0 and X when a = 1; being affine in
a, it can be evaluated on a commitment. The product over j with bases X 2
rebuilds Z; in the exponent, and raising those bases to a challenge x; makes the
product over ¢ the random linear combination:

HH(l + (XXi2j71 + 1) . [xi,j]2) — le Xifi.
g

The prover opens that exponent E and the verifier checks it against the same
combination of the F, commitments. The opening must hide E and, since X
pins E only modulo ord(X), bound it: a uniform k-bit mask, wide enough to
cover F, and one carry bit do the hiding, and the opening’s fixed length x + 1 is
the range check. As the mask is committed in Fy and F, alike, the difference of
the two checks is free of it and reads ), xi(z; — ;) = 0 mod ¢: one inconsistent
pair survives with probability 2/q, and six repetitions bring that to 27*. The
masks need no verification: their difference is fixed before the x; are sampled.



What it trades. Beyond the n pairs the circuit was going to commit anyway,
edaBitE adds only the masks of each repetition — 2¢ elements in F, and t(x + 1)
bits in F2 — none of which need checking. What it costs is multiplicative degree:
the product has ZZ k; + r factors. For a fixed degree bound d,,x the prover
needs to re-commit and prove consistency every dp,.x — 1 factors, each reduction
one Fyy commitment. The commitment cost falls off as 1/dp.x while the other
savings remain fixed, so Mystique stays cheaper for a small d;,,x and edaBitE
wins once dyp.x is large enough. The price it pays lands in Fox, where the Chinese
remainder theorem (CRT) full-field VOLEs of the latest FAEST specification [5]
make commitments cheap.

A verification circuit for ML-DSA. Our blind signature follows the blueprint
of [4], so all that is left to build is a circuit that proves ML-DSA Verify accepts.
Because the issuer runs an unmodified implementation, we cannot substitute
a friendlier but equivalent statement: the circuit has to follow that algorithm
step for step. Algorithm 1 depicts a simplified version of the algorithm that we
implement, allowing us to show how we solve the individual bottlenecks in the
rest of this subsection. The ring arithmetic, as done in line 3 of the algorithm,
is computed over R, = Z,[X]/(X"N + 1) for N = 256.

Algorithm 1 Simplified ML-DSA Verify(pk, M’, o) [37, Algorithm 8]

Require: Public key (A, tr,t1), message M’ € {0,1}*, signature (¢, z, h)

: p <+ SHAKE256(tr || M") > message representative
¢ < SamplelnBall(¢)

Wappr — A -z —c-t, -2

w; < UseHint(h, wapp:)

¢ + SHAKE256(u || wlEncode(w:))

return 1 iff ||z|| <7:and e=¢

Everything the verifier of the blind signature holds is public: the matrix A,
the public-key digest ¢r and the rounded key #; all come out of pk, and M’ is
the commitment the issuer signed. The user proves it knows a signature: the
challenge seed €, the response z and the hint h (and also the randomness used
in the commitment). The circuit of Algorithm 1 recomputes the rest from those,
and the statement to be proven is simply that line 6 returns 1.

Line 2 expands the seed ¢ into the challenge ¢, lines 35 run forward from ¢
to a fresh seed &, and line 6 compares it against the é contained in the signature.
The algorithm requires two range checks: [|z|, < 7. on line 6, and the bound
on the low part of wappr to check consistency of UseHint returning w in line 4.

The work done in the proof splits along the two fields as follows. Over Fo
sit the two SHAKE256 calls of lines 1 and 5 and the SamplelnBall of line 2. For
SHAKE256 we reuse the circuit of [4] and only re-tune its parameters. Over F,
sit line 3’s matrix-vector product and line 4’s hint, where every product pairs



a committed value with a public one, so the arithmetic itself is free and only
the two range checks cost. The circuit crosses between the two sides at exactly
two points, 366 values in all, for which we use edaBitE. That leaves constructing
efficient checks for SamplelnBall and the two range checks, which we now describe.

SamplelnBall and oblivious access. SamplelnBall expands € into a sparse challenge
of length N = 256 by a Fisher—Yates shuffle whose swap positions come from the
hash stream, so it is a data-dependent transformation of committed values: both
the variables it accesses and the round it stops in depend on the secret input.
A circuit used in a zero-knowledge proof cannot branch cheaply, so it must do
the same work every round and hide which variables were read or changed.
This suggests the use of an oblivious random access memory (ORAM) — over
an array whose elements are committed as well. We benchmark and compare
two designs. A linear ORAM reads and writes every one of the N positions
each round, multiplexed by an equality indicator on the secret index; with only
N = 256 entries this is viable, but it commits 2N values per round. A general
ORAM [48] used in a zero-knowledge proof reads and writes what the round
really needs, and performs a single consistency check after all ORAM accesses.
We cast SamplelnBall with a general ORAM access pattern. The design via a
general ORAM commits 40 values each round, against the linear ORAM’s 528.

Range checks and digit decomposition. ML-DSA accepts only if ||z|, is small,
and recovering w, from the hint means decomposing wapp, into a high and a low
part with the low part bounded. Both can be expressed as membership checks
in [0, C] for a public constant C, and both are 18 bits wide. Committing those
18 bits over Fy makes the bound almost free, but the value is then committed
for the wrong modulus, and getting it back into F, requires costly conversions.
Committing base-B digits in [F; needs no conversion, but requires a circuit that
asserts the vanishing product [],_pz(x — k) = 0 for each committed digit, in
the style of [1]. Raising B then reduces the number of required commitments
by increasing degree: fewer digits per coordinate, but a comparison of degree
£(B — 1), which runs from 18 at B = 2 to 189 at B = 64. These two checks and
the hint they carry are three fifths of the proof size, so optimizing this matters;
Section 4 benchmarks different choices.

Going beyond blind signatures. The verification circuit consumes the is-
suer’s public key as constants (A, ¢; and tr). We hand it a public table containing
the keys of n issuers instead, and let it select one obliviously. The signer’s index
can be expressed in [logn] committed bits, a doubling gadget turns those into a
one-hot vector f in both fields, and the row the rest of the circuit then reads is
> Flil- (try, Aj,t, ;). An OR-proof over the n candidate statements [20] would
prove the same statement, but runs the circuit n times instead of once.

What it costs is that A and # stop being constants, which increases the
proof size by around 47 KB over its N - K coordinates (independent of n), plus
the commitment to the index. However, the latter commitment barely impacts



proof size: 192 bytes separate n = 27 from n = 512. Prover and verifier time do
grow, however, since both evaluate the n products before evaluating the signature
verification circuit.

Attribute disclosure. We additionally let the issuer sign com|laux for a block
of attributes, which needs nothing new in our construction because the mes-
sage representative p is already a SHAKE256 evaluation the circuit proves. The
attributes stay committed and are never opened; what the circuit proves over
them are low-degree functions such as an age check, or that the credential has
not expired — each a bitwise comparison against a public constant. The whole
extension costs 27.4 KB: one more Keccak permutation, because including aux
in the signature requires the use of an additional SHAKE256 absorption round.
Further attributes cost further absorbs, which are however small compared to
the size of the blind signature as a whole.

1.3 Related Work

Closest to our idea is zkDilithium [41], which also proves a Dilithium veri-
fier in zero knowledge, but modifies the scheme to suit the proof system: it
swaps SHAKE256 for an arithmetization-friendly hash and adapts SamplelnBall,
so what it proves is a variant of Dilithium rather than ML-DSA as standard-
ized. Those two substitutions remove exactly what is expensive for us: the Kec-
cak permutations, the shuffle, and arithmetic across different moduli. Closest in
construction is POMFRIT [4], a Fischlin-style VOLEitH blind signature whose
conservative variant also leaves the signer running an ordinary signing algo-
rithm. However, their work is built on the MAYO signature scheme [11], a NIST
additional-signatures candidate that is currently in submission but not an ap-
proved standard. A similar approach was investigated in parallel by Bouillaguet
et al. [16], who however only provide estimates of the respective signing and
verification time. BRaccoon [27] is another related construction which builds
on Raccoon [40], a previous NIST additional signature candidate. Similar to
zkDilithium, they modify the existing signature towards better efficiency. For
pre-quantum signatures, the most prominent work is longfellow-zk [23] which
uses a succinct proof system instead.

Other post-quantum blind signature comnstructions. There exist a substantial
number of lattice-based blind signature constructions [2, 3,12, 13,15, 28,29, 32,
35,39], most with much smaller communication than ours. None of them is built
on a standardized algorithm, though, so none works for a signature a deployed
device already produces. Additionally, some works such as [15,35] rely on novel
lattice-based assumptions that are not as well-established.

Interesting alternatives are code-based and isogeny-based blind signatures,
such as [25, 26, 30, 33, 34]. As with the lattice constructions they show better
performance than ours, but none builds upon standardized schemes.



Issuer-hiding. Issuer-hiding was introduced for attribute-based credentials in
[14] and further studied in this setting in [31, 36, 44]. We cheaply obtain it as
obliviously selecting an item from a public list is very efficient in our chosen
proof system.

Concurrent work. Concurrently with our work, Cloudflare? published a VOLEitH-
based proof of knowledge of an ML-DSA signature. Instead of committing to

values in Fg, they reformulate the verification circuit to work over Fy only, with-

out fully simulating arithmetic modulo ¢q. Their main variant derives the witness

from a short seed via a quadratic local PRG and publishes only its difference

to the witness, which reduces the proof to 64 KB at the cost of an additional

assumption. Committing to the full Fo witness instead, their proof has a size of

913 KB, comparable to ours (about 1 MB), with substantially faster proving and

verification times (123 ms / 58 ms), which we largely attribute to the optimized

FAEST code base.

2 Preliminaries

Notation. We use A to denote the statistical security parameter. Let [z] for 2 € N
be short-hand for the set {1,...,z}.

2.1 Blind Signatures

A blind signature [19] lets a user obtain a signature on a message that the issuer
never sees, and the issuer cannot later link to the interaction that produced it.
We use the round-optimal, three-message form, and state it over a list of issuer
keys Z = (pky,...,pk,). |Z| =1 recovers the standard single-issuer notions.

Section C.1 gives the syntax: KeyGen, a signing protocol (Sign;);c[s and
Verify, each taking A, sometimes implicitly. Correctness says honestly generated
signatures verify. Blindness says an issuer running the protocol twice cannot tell
which signature came from which interaction. One-more unforgeability says Q
completed runs yield valid signatures on at most @) distinct messages.

Correctness and blindness are standard, and Section C.1 gives them formally.
A blind signature is correct if, for any message and any honestly generated
(sk, pk) with pk € Z, an honest run of the Sign, yields a sig that Verify(Z, msg, sig)
accepts with overwhelming probability. It has blindness if no adversary that picks
Z, runs the issuer’s side of two sessions on msg,, msg; in an unknown order and
is then shown both signatures can tell which session produced which.

For unforgeability the list of issuer keys has to be honestly generated. Queries
and forgeries are counted per sub-list 7 C Z, so that J = Z is the usual global
bound and J = (pk;) bounds what is attributable to issuer j alone.

2 https://github.com/cloudflareresearch/vole-mole/pull/49, published on
12.10.2026.
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Definition 1 (One-more unforgeability). A (multi-issuer) blind signature
(KeyGen, (Sign;)ic[3), Verify) is one-more unforgeable if for every polynomial-time
adversary A there exists a negligible function negl such that

V1 <i<j</{:(msg; #msg;), Vj € [n] : (pk;,sk;) < KeyGen(1%)
Pr V1 <i<{: (Verify(Z;, msg;,sig;) = 1), Z < (pky, ..., pk,),
Vi<i<{: (IZ cJc I)a (ja {(Ii’ msgivsigi)}ie[f]) —
> Qo A(Signa(sk;;))jen) (I)

is bounded by negl(\), where J is the sub-list of issuer keys A names, and Qg
is the number of queries A made to the oracles Signy(sk;,-) with pk; € J; we
write Q; for Q(pkj). Both ¢ and the total number of queries are polynomial in ).

For |Z| > 1 the natural question is whether a signature reveals which issuer
of Z produced it. Issuer-hiding ensures that the verifier only learns that some
issuer of the list vouched for the message, and nothing beyond that. The notion
was introduced for attribute-based credentials by Bobolz et al. [14]. It applies to
blind signatures directly, and we state it in the form used for the anonymity of
ring signatures, where the adversary is handed every signing key. In the game
(Definition 7, Section C.1) the adversary picks a list Z and two indices ig, 1
whose keys it contains, one of them signs, and it must guess which. The remaining
entries of 7 are unconstrained; together with holding every sk;, this is the analog
of anonymity under full-key-exposure from ring signatures [10].

2.2 ML-DSA

A blind signature in this work is a proof that ML-DSA.Verify accepts, so verifica-
tion, and not signing, is what our circuit has to evaluate. We therefore introduce
ML-DSA [37] through its verification alone, in the simplified form of Algorithm 1,
together with the three of its subroutines that a circuit cannot get for free; Sec-
tion C.2 states the algorithm in full and we refer to [37] for the rest. Every
concrete number we quote is that of ML-DSA-44, the parameter set we use.

Table 1: The ML-DSA-44 parameters used in this paper. We write v for the
challenge weight that [37] calls 7.

symbol meaning value
q modulus of Ry = Z,[X]/(X™ +1) 225 9 11
N ring degree 256
(K,L) dimensions of A (4,4)
v non-zero coefficients of the challenge ¢ 39
Yz bound on ||z||_, 1 — 8 —1 130993
Y2 half-width of the low part wq 95232
M number of values of w1, (¢ —1)/(272) 44
w maximum Hamming weight of the hint h 80
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What the Circuit Pays For. What Algorithm 1 leaves out of the standard’s own
algorithm (Section C.2) is free in zero knowledge. pkDecode and ExpandA read
public data only, so A and t; are computed outside the circuit, and sigDecode
and wlEncode are bit reorderings. The NTT is F4-linear and every product of the
matrix-vector step pairs a committed value with a public one, leading to no extra
cost. What remains are the four steps that are non-linear: the two SHAKE256
evaluations, SamplelnBall, UseHint, and the norm bound on z.

SHAKE256. Every hash in ML-DSA is SHAKE256, an extendable-output function
(XOF) built from the Keccak permutation in a sponge that absorbs and squeezes
at a rate of » = 1088 bits (136 bytes). Verification calls it twice: once to derive
the message representative p from tr and the message, which for an empty
context string is M’ = 0]|0||msg, and once to rehash p against the recovered w;
and compare the result with the seed ¢ that produced the X-protocol challenge.

SamplelnBall. SamplelnBall (Algorithm 2) expands the seed é € {0,1}2%% into
the challenge ¢ € R, a polynomial with exactly v non-zero coeflicients, all
+1. It squeezes 8 bytes for the signs and then runs a Fisher—Yates shuffle whose
positions come from rejection sampling over the remaining byte stream, one byte
per attempt. The number of attempts is not fixed in advance. [37, Table 3] asks
implementations not to bound it at all, and any that do to allow at least 221
bytes of SHAKE256 output per call — a limit a correct execution reaches with
probability about 272°6. Past the 8 sign bytes that is 221 — 8 = 213 iterations.

Algorithm 2 SamplelnBall(¢) [37, Algorithm 29|

Require: Seed é € {0,1}?*°
Ensure: ¢ € R, with v non-zero coefficients, all +1
c+ 0oV
ctz + SHAKE256.1nit(),  ctz < SHAKE256.Absorb(ctz, ¢)
(ctz, s) < SHAKE256.Squeeze(ctz, 8)
b < BytesToBits(s) > v sign bits, v < 64
fori=N—-vtoN—1do
repeat > at most Omax iterations in total
(ctz,j) <+ SHAKE256.Squeeze(ctz, 1)
until j <1
¢ ¢, ¢ (—1)bliFr=N] > swap, then place the sign

—
[e=]

. return c

Decompose and UseHint. The signer commits to the high part of w and sends
a hint that lets the verifier recover it from the approximation wapp, alone.
Decompose splits r € Z, into r1 € [0, M) and a low part 7o with r = 2971 + 79,
and UseHint moves 1 by £1 modulo M when the hint bit is set (Section C.2).
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2.3 VOLE-in-the-Head NIZKs

We use standard definitions of for Non-interactive Zero-Knowledge Proofs of
Knowledge (NIZKs) and recall their definition in Section C.3. All the NIZKs
in our construction are VOLE-in-the-Head (VOLEitH) proofs [7]. We introduce
these as Commit-and-Prove NIZKs on an abstract level. We follow the presenta-
tion of [4], which is compatible with the optimizations of [1,6]. A more thorough
introduction can be found in [9].

Commitments from VOLEs. We begin by defining the notion of a subfield VOLE.

Definition 2 (Subfield VOLE). LetF be a finite field with a finite extension
Fexe of size at least 2. Moreover, let P and V denote two parties usually con-
sidered as prover and verifier. A subfield VOLE correlation between both parties
has P holding vectors uw € F* and v € F.,, while V has a global key A € Fey
together with € = uA — v.

Each triple (u;,v;,2;) is an information-theoretic message authentication code
(MAC) on u;, opened when P sends u;,v;: P cannot change u; without knowing
A, and v; hides it from V. We write [u;], for such a correlation where F = F,
and call it a commitment: in a designated-verifier setting, a MAC is one.

Evaluating F-circuits in NIZKs using VOLE Commitments. We assume that the
NIZK can generate random subfield VOLE correlations between P and V over
F, and that w € F* is a witness for a statement x describing a circuit with F
consisting of addition and multiplication gates with a single output wire. We say
that (z,w) € R iff the circuit described by x on input w evaluates to 0.

Linear operations: Because the VOLE relation is linear in A, linear opera-
tions can be performed on the commitments without interaction between P
and V. The linear coefficients can come from Fe; which lead to committed
secrets being from Fe,. instead of the base field F. This fact has no impact
on the soundness of the NIZK but is crucial to this work.

Inputs: Linear operations allow P to derandomize random VOLE correlations
to w by sending the difference to the random VOLE secret to V.

Output: To verify the output of a circuit evaluation on commitments, P opens
the output commitment (in our work: assert its value) towards the verifier.

Multiplications: Multiplication in VOLEitH is handled as in QuickSilver [47]
by letting commitments carry a degree. A degree-d commitment [a] means
that P holds a polynomial p, of degree d whose leading coefficient is a, while
V holds the value p,(A). A VOLE relation is the case d = 1 with p,(t) =
at —v. Parties multiply commitments locally, where P sets p,, = p, - pp While
V computes p,(A) - pp(A). Multiplication is free of communication, but the
degree of the resulting commitment equals the sum of the degrees of p,, pp.
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Asserts and degree reduction. The presented multiplication method leads to in-
creases in computation and memory use by P as degrees of commitments grow.
Moreover, it increases the communication cost of asserting a value of a commit-
ment. Namely, to assert a = 0 for a degree-d commitment [a], P sends p, masked
by d—1 fresh random VOLESs correlations, where all masking VOLE correlations
must have secrets over Fe, rather than F for this to be zero-knowledge. V checks
both that the result evaluates at A to its local value p,(A) and that the degree
is d — 1 (as @ = 0). A non-zero a fails this check except with probability d/2*.
Since prover runtime and proof size scale with the largest degree of an assert, a
circuit has a degree budget rather than a multiplication budget, and we let dy,ax
denote that bound. A commitment that would exceed it must be degree-reduced:
the prover commits to its secret again using an independent random degree-1
VOLE and asserts the difference of both commitments to be 0.

Bits are committed with F = Fy inside Fyx, and ML-DSA elements with
F = F, for the prime ¢ = 223 — 213 + 1, inside F,- for the smallest r carrying A
bits, » = 6. We write [z], and [z], for the instance a commitment belongs to.

2.4 From VOLE to VOLEitH

The aforementioned proof system describes a designated-verifier construction,
since the binding of the commitments relies on P not learning A. In [7], the
authors described the VOLEitH technique that allows public verifiability and
thus the construction of Commit-and-Prove VOLE NIZKs (in the random-oracle
model). Their main two observations are that the aforementioned proof system
still works even if the verifier learns its share of the VOLE correlation and in fact
also A after the prover finished its proof. In addition, such VOLE correlations can
be generated via [42] from 7 vector commitments, which in turn can be cheaply
generated and opened using GGM and Merkle trees. Here, 7 is a parameter of
the proof system that trades off communication and computation.

A VOLEItH proof can be split into two phases: We write m; for the prover’s
first message, which carries the vector commitments together with additional
values necessary to generate consistent subfield VOLEs. All remaining mes-
sages generated as part of the NIZK are then denoted as m2. One committed
Fy value communicates 7 bits in VOLEitH, while one committed F, value re-
quires 7[log, q] bits when packed tightly. At A = 128 and 7 = 16 that results
in 2B and 46 B per commitment respectively. However, these are subfield VOLE
commitments: to perform an assert statement for a commitment of degree d,
P requires d — 1 random Fe-VOLE correlations. While those can be generated
from Iy or I -correlations, this substantially increases the proof size as d grows.

Full-Field random VOLEs via CRT. The original VOLEitH approach from [7]
only generates random VOLE correlations where the secret lies in a subfield. The
latest FAEST specification [5] replaces this with an efficient algorithm where
U € Fext- To do so, they represent @ and the challenge A as polynomials over
Fy of degree less than A. uA is then determined by its residues modulo any
set of pairwise coprime moduli whose degrees sum to (roughly) 2X. We refer
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to [5] for the full construction and its security proof. Our implementation makes
use of the [5] VOLE correlation generation algorithm. Running their reference
table generator on our parameter set (7 = 16, no grinding) yields the same
Nmule & 2.5 as the FAEST sets [5, Appendix B|: 39 B per Fyx correlation.

Conversions between Fy and F,. To prove the ML-DSA verification circuit,
we run two instances of the aforementioned NIZK proof in parallel. However,
additional care must be taken to prove equality of values committed in Fy and
F,. Towards this, we recapitulate the notion of an edaBit.

Definition 3 (edaBit). An edaBit of width m := [log, q| is a pair of commit-
ments

(lalo: ([l law]2))

such that a = 271,

je[m] %

edaBits were introduced for secure multi-party computation (MPC) by Es-
cudero et al. [21] and brought to VOLE-based zero knowledge proofs by Mys-
tique [46] (and independently [8]). Applying their techniques to commitments
in a Boolean circuit, the prover can commit the F, element of an edaBit di-
rectly, and symmetrically an F, element’s bit decomposition can be committed
directly in Fy. The resulting pairs are then checked using the consistency pro-
tocol of [21]. We write ConvertB2A and ConvertA2B for the two directions, and
what a conversion costs equals the costs to verify well-formedness of the pair.

Mystique establishes well-formedness by cut-and-choose with bucketing [46,
Section 4.1]. Tts protocol uses a set of n(By — 1) + Cy random committed candi-
date edaBits and a random selection of Cy of these edaBits is opened in full to
check that the relation between the Fy and F, commitments is consistent. The
remaining n(By — 1) random edaBits are randomly partitioned into n buck-
ets, with each of the circuit’s n conversion pairs assigned to one of the buckets
for checking via sacrificing the By — 1 random edaBits in the bucket using a
combine-and-open check.

Lemma 1 (Soundness of Cut-and-Choose with Bucketing, [46, Lemma
1]). Let Cy > Bm — 1. If at least one of the n edaBit pairs is inconsistent, the

n(BM—1)+CM)*1
BM—l :

check accepts with probability at most (
The only other edaBits algorithm we know of is due to Agarwal et al. [1]. They
extend a small cut-and-choose-verified seed with a low-degree pseudorandom
generator (PRG) simultaneously in Fy and F, rather than bucketing each in-
stance. However, this introduces an additional assumption lacking substantial
cryptanalysis. Additionally, we later only need a small number of conversions —
on the order of the seed length or below.
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3 edaBits in the Exponent (edaBitE)

We now describe the edaBitE approach in more detail and prove its security.
The main idea enabling the approach is the following lemma, which shows how
to lift a binary commitment into the exponent. This lets us compute a linear
combination of Fy secrets without Fo addition or multiplication circuits.

Lemma 2 (Bit Commitment as Exponent). For bitsby,..., b, € {0,1},b=
Eje[k] b;2971 and any X € Fyx,

[T eliftx(2-1,6;) = X202 = X?,
JElK]

where elifty (exp,a) =1+ (Y + 1) - a for a base Y.
Proof. For a single bit a and any exponent exp,
1+ (X% +1)-0 = eliftx(ezp,0) =1 = X°

if a =0 and
1+ (X% +1) = eliftx(ezp,1) = X P

if a =1 (using 1 +1 = 0 in characteristic two). The j-th factor is therefore
X%2 7 50 the product over j € [k] is X°. 0

Applied to committed bits [b;]2, the left-hand side of Lemma 2 reconstructs
a value in the exponent, and only the product across the k factors accumulates
degree. The total degree is thereby k, assuming all commitments at the beginning
of the computation are of degree 1.

We first describe the idea of edaBitE (Algorithm 3) without hiding. Fix the
public base X to be a generator of IE‘;A, so that ord(X) = 2* — 1, and take n
candidate pairs, ([z]q, ([xs,1]2; - - -, [mi’k‘i]z))ie[n]’ and recall Z; = >,y 5 z;, 2071

i

After fixing the commitments, draw x1, ..., xn ¢ Fq. The prover computes
e:= Z Xi x; mod g,
i€[n]
and reveals the integer E := Zie[n] x:Z; for which
P .= H H elift xx; (2j_1, [.’L‘i)j]g) =XF.
i€[n] j€[ki]

The latter relation is over Fyx and uses Lemma 2. The verifier accepts if 0 <
E <ord(X), P=XP and E=e mod q.

Lemma 3 (Soundness without Hiding). Let every commitment be fized
before x1,...,xn are drawn from Fg, and let quG[n] 2k < ord(X). If & # =
as vectors in Iy, then 0 < E < ord(X), P = XE and E = e (mod q) hold
simultaneously with probability at most 1/q over x1,. .., Xn, independent of X.
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Proof. Once the commitments are fixed, Lemma 2 gives P = X P for the integer
D = Zie[n] XiZ; determined by the committed bits. Since X¥ = P determines
E only modulo ord(X), the range check leaves the single candidate E = D mod
ord(X), and D < ¢, 2% < ord(X) ensures E = D. Acceptance therefore
requires D = e (mod g), that is 37, Xi(Zi — 2;) = 0 (mod g). Pick ip with
T, 7 x4, in Fq. After fixing all other x;, i # iy there is a unique y;, that must be
sampled such that the equation holds. The probability for this event is 1/¢q. O

Remark 1. Repeating the check with independent samples of y means that the
soundness error of the check multiplies. Thus, by repeating it [A/log, q] times
it can be reduced to 27*. For A = 128 and ¢ = 223 — 23 4 1, this is 6 repetitions.

Size of the Exponent. The range check on E is necessary as X% fixes E only
modulo ord(X), whereas F = e (mod ¢) is a statement about the integer E. A
prover with  # x could otherwise set D := . x;Z;, compute e as before, and
send E:= D +a-ord(X) for a = (e — D) - ord(X)~! mod ¢q. Without the range
check, this F would be accepted for arbitrary commitments. Since x; < ¢ and
z; < 2%, the honest exponent satisfies E < ¢, 2% < 2% for

K= {logz Z Qkiw + [log, q1,

i€[n]

and we assume from here that 257! < ord(X).

Making the check Zero Knowledge. So far, revealing e, F leaks information
about the secrets x; ;. To make the check simulatable, we add two masks, each
committed in both Fy and F,: a x-bit mask s, for the lower bits, and a single
bit spigh for the carry of sjow + E£. Then, write the masked sum as

E+ Siow = C'2H+E|0W7

where the carry ¢ € {0,1} is a bit because E, s < 2%. The prover opens
Eiow||8 € {0,1}"T1 where B := ¢ & shign is the masked carry. The fixed length
of this opening enforces Fj,, < 2". Both sides now recompute the carry as
[c]2 = [Shigh]2 + B and [c]; = B + (1 — 2/3)[Shign]q- The verifier accepts if

P ] eliftx (27" [siow,el2) = X7 - eliftx (27, [c];)  and
te[x]

:XC'2N+E|OW

=X E+siow

Z Xil®ilq + [siow]q = 2°[c]q + Eiow (mod q)
i€[n]

hold. The left-hand side of the first check has degree Zie[n] k; + K over Fox;
all others degree 1. Both underbraces use the trick from Lemma 2: on the left
applied to the candidates and to sjiow’s bits, and on the right to the single bit
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¢ at position k. Since Ejow < 2" and ¢ € {0,1}, both exponents stay below
251 < ord(X), so the first check is equivalent to the integer identity

Z XiZi + Slow = Elow +c2".
i€[n]
The second check asserts the relation modulo q. We summarize this analysis:
Lemma 4 (Perfect Hiding). Fiz any E < 2% and let siow < {0,...,2% — 1},
Shigh <— {0, 1} be uniformly random and independent. Write
Eiow == (E + slow) mod 2", = L(E + Slow)/2nJ7 Bi=c® Shigh-
Then (Eiow, B) are uniformly random in {0,...,2% — 1} x {0,1}.

Proof. Adding a uniform value modulo 27 is a bijection of Zsyx, S0 Ejoy is uniform
for every fixed F. Conditioned on Ej,, the carry is a fixed value ¢, which the
uniform spigh then masks perfectly. O

In Algorithm 3 below we describe the full check, putting together the tech-
nique from Lemma 3 with Lemma 4.

Algorithm 3 edaBitE
Require: Candidate pairs ([zi]q, ([zi,j]g)je[;@i])ie[n]
Public base X € F\; r:= [logy 32,1, 2% + [log, ¢], with 257 < ord(X)

o o — T i ; oo o o 9j—1
Ensure: z; = Z; in F, for every i € [n], where Zi :=3_ ;1 @i ;2

where k; < [log, ¢]

At k; = [log, q], assert a bitwise length check over the Fo commitments: Z; < g.
1: for r =1to t do
2: sfc;z « {0,1}", committed as ([sl(orva )2 )ﬁe[n] and [5|ov3] > low-part mask
3: s}(fg)h + {0,1}, committed as [Shlgh]z and [shlgh]q > carry mask
4: (x Y),...,X(r)) — F for r € [t]
5: for r =1to t do
6: EO e ooxNzez, B« (BT 4 s() mod 2"
7: " (B T> + sl(gvz)/ZﬁJ, BN =M g S(Tg)h
8: Publish Elgv) | BT e {0,1}~+? > masked low part and carry

Algebraic consistency check in the circuit:

9 [ [sigle + 87, [y B+ (1= 28)lsiigle

10: PO Hie [n] HjE[qu] eliftxxi (2777, [24,5)2)
1 Qe Tlaeg eifx (2™ [ )

12: assert P(" . Q" = X eliftx (27, [¢("]2) > over Fyx
13: assert 3, Er)[ ilg + [slova]q =2%[cM], + E(OT) > over Fy
Q ) gets d( sgree-reduced every dmax — 1 factors over Fyx.

To see why it should be immediate to combine both Lemmas, note that
subtracting one proven equation from the other cancels the masks and the carry,
leaving precisely Z n) Xi (z; — ;) =0 mod ¢ from the proof of Lemma 5.
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Consistency of the Masks. Both sj,, and spigh used in the I, check are committed
before the challenges y; are drawn. They need not be checked for consistency
with their Fy commitments: any difference is fixed before the challenges are
drawn, so it only shifts the target of the check by a constant and leaves the
argument of Lemma 3 intact.

Lemma 5 (Soundness with Hiding). Assume T; < q for all i € [n]. Write
0i := Xy — Zy, Olow = [Stow]q — (Stlow MOd q) and Shigh := [Shighlq — Shigh, let every
commitment be fized before x is drawn, and let Ei, < 2%. If §; # 0 for some i
then the checks in Algorithm 3 pass with probability at most 2/q, for arbitrary
(5|0W and 5high-

Proof. The assumption Z; < ¢ restricts ¢; to (—gq, ¢), so 6; = 0 mod ¢ iff §; = 0.
Substituting errors in the check and cancelling the integer identity above leaves

Z X251 = *(slow + 2H(1 - Qﬂ) 5high mod q,

i€[n]

whose right-hand side is fixed by the commitments except for the opened bit
B. Pick ig with §;, # 0 and condition on (x;)ixi,- As ¢ is prime and J;, # 0
in Fy, it is invertible, so for either value of 3 exactly one x;, € F, satisfies the
congruence. The failure event is the union of those two and therefore happens
with probability at most 2/q. O

Note that for applying Lemma 4 in practice we can let Siow and shigh simply
be the values of random VOLE correlations. The factor 2 in Lemma 5 does
not impact the total number of repetitions in our application, because (2/¢)% ~
27132 We now summarize all proven statements about Algorithm 3:

Theorem 1 (edaBitE). Let q be prime, let X generate IE‘;M and let the candi-
date pairs, their widths, and the parameters k and t be as in Algorithm 3. Then
Algorithm 3 satisfies the following.

— Completeness. If z; = &; in Fy for every i € [n], every assert of every
repetition holds.

— Soundness. If z; # Z; in Fy for some i € [n], then all 2t asserts hold with
probability at most (2/q)! < 27 over the challenges.

— Zero knowledge. The protocol transcript can be perfectly simulated without
knowledge of x;.

Proof. Completeness follows as Lemma 2 makes the Fyx assert the integer iden-
tity B + sl(g\z = c(Mor 4 El((;)/, which is how P obtains El(o?/ and ¢() to begin
with, and the I, assert is that identity modulo ¢ with x; = Z;.

Soundness follows from applying Lemma 5 once per repetition. Its require-
ments are met: the published x+1 bits have a fixed length, so Eﬁﬁ < 2" whatever
P sends, and Algorithm 3 guarantees Z; < ¢, by the width bound. Since the com-
mitments of every repetition are fixed before x(") is sampled, the bad event of
repetition r is determined by x(") alone and happens with probability at most
2/q; the x(") are independent across repetitions.

Zero knowledge follows from Lemma 4, being applied once per repetition. 0O
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Remark 2. edaBitE requires only few extra commitments in F,, a small mask
in Fy, and commitments for degree reduction in Fyx. Moreover, it is a batch
consistency check: it takes n candidate edaBit pairs ([zi]q, ([%i]2)jer,]) and
accepts only if z; = 2; in Iy for all of them, where z; := Zje[ki] gci,ij_l.

A further advantage is that widths may be mixed: each candidate edaBit pair
1 may use a different width k;, and only Zie[n] k; determines the cost. What
the check does assume of a candidate is T; < ¢ (Lemma 5). For candidates with
k; < log, q this is guaranteed regardless. For full width (k; = [log, q]) candidates
a bitwise length check over the Fy commitments can enforce the bound on Zz;,
requiring an assert of a degree [log ¢] commitment determined by a range check.

Comparison with Mystique. Mystique’s cut-and-choose sacrifices (By —1)n+Cwu
edaBits in both fields (Lemma 1); edaBitE adds nothing to the n pairs beyond
the masks per repetition: 2t elements in Fy and ¢(x+ 1) bits in Fy, none of which
need checking. These are for the whole batch rather than per width, since one
check covers all. In comparison, [46] must fix the maximal edaBit width ahead
of time, leading to wasteful generation of edaBits that are too large.

However, in our check the product has Eie[n] k; + r factors per repetition
and accumulates one degree per factor, so with d,.x the degree bound in Fyx we
reduce every dp,x — 1 factors. Each reduction commits to the running product
by taking a random Fyx correlation (39 B, Section 2.4) and publishing the A\-bit
difference between the product and that correlation’s random value (16 B), so
55B in total. This cost falls off as 1/dax , while the F -side saving is fixed once
n, By and Cy are chosen. For a small d,,., the reduction cost dominates and
Mystique remains cheaper overall, while for a large enough d,,.« it is outweighed
by the unconditional savings of edaBitE.

An exact comparison between the approaches depends on the candidate pairs,
the proof system’s degree bound d,.x and, if VOLEitH is used. Table 2 compares
the two consistency checks for n = 512 candidates at full width.

Table 2: Certifying n = 512 pairs of the full width m = 23, at By = 14, Cy = 13,
t =6, dnax = 197 and k = 55. Sizes are at A = 128 and 7 = 16, with the Fyx rate
from Section 2.4, and include the openings. The second number 256 B generates
each Fy, commitment naively, as A subfield commitments of 7 bits each.

| [F, (46 B)[F2 (2B)[Fyx (55/256 B)[Openings (bits)][ Size (KB)]

Mystique [46]

The n candidate pairs 512| 11776 — — 47.1
Sacrificed edaBits 6669| 153 387 — 153 387 632.7
Total 7181| 165163 — 153387 679.8
edaBitE

The n candidate pairs 512 11776 — — 47.1
Mask pairs Slow; Shigh 12 336 — 336 1.3
Degree reductions — — 360 — 19.8/92.2
Total 524 12112 360 336(68.2/140.5
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4 Implementing the Blind Signature from MLDSA

Conceptually, we follow the standard Fischlin-style approach for single-issuer
blind signatures [22]. The user sends the issuer a commitment com = H(msg, 7r1)®
r to its message, the issuer signs com with an unmodified ML-DSA implementa-
tion, and the blind signature is a proof that ML-DSA.Verify accepts that signature
on that commitment. Both » and m; come from the proof itself — r is VOLE
randomness reserved for the purpose and 7 is the proof’s first message. This is
the construction of [4] (details recalled in Section D with the resulting scheme
Algorithm 11). Only the circuit Cpkmsg that the proof is about changes, and
that is the subject of this section. We can alternatively let the commitment be
H(msg, r), at the expense of an additional SHAKE evaluation inside the proof.

The circuit has several components, and we sketch the whole of it in Algo-
rithm 4 mirroring ML-DSA verification (Algorithm 1). We treat each component
in turn, before we present benchmarks and explain the final cost estimates. We
analyze the components via standalone circuits to explain our design decisions.

Algorithm 4 Full Circuit Layout for BMLDSA Cpk msg

1: Obtain public inputs: (A, t1,tr) < pk, H(msg, 71)

2: Obtain private inputs: [r]2, [€]2, [c]q, [Z]q = [Decomp(z)]q, [Wolq, [P]q

3: Implicit private inputs: [ste2, [Stu]2, [ste]2 > States for all shake evaluations
4: SamplelnBallC([€]z2, [ste2, [c]q)

5: [2z]q = RecomputeSignatureC([2],) > Length check and combining
6: [Wappr]q < WAPpproxC(A, (2], [c]q, t1)

7: [wi]2 < UsingHintC([h]y, [Wo]q, [Wappr]q)

8: [com]z < H(msg, m1) & [7]2

9: [p]2 « ShakeC(tr]|0]|0]|[com]2) > One absorb
10: assert [€]z = ShakeC([p]2]|[w1]2) > Seven absorbs

WApproxC recomputes wapp: = NTT ' (AoNTT(2) = NTT(c)oNTT(¢;-2'3))
from [z],, [c], and the public A and t1, and every step of it is linear in the
commitments. Since A is fixed, we load it already in number theoretic transform
(NTT) form, so only z, ¢ and ¢, pass through a forward transform and only the
combined result through an inverse one. The NTT is linear and can directly
be applied to the commitments without any degree increase. The remaining
products A, j o [2,], and [¢], o £1; are each a pair of a committed value with a
public one, so the degree is preserved.?

4.1 Proving SHAKE256

A circuit for proving SHAKE256 was already designed in [4], and we use it
unchanged, re-tuning only its two parameters (F,B): how many of Keccak’s 24

3 Section 5.1 modifies this part, where A and t; are no longer public constants.
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rounds are run forward and backward between committed state boundaries. We
re-tune because [4] optimized for size and compared only (F,B) € {(1,0), (4,2)}
for inputs short enough to fit a single absorb. Our longest SHAKE256 call in our
circuit absorbs 7 blocks (Algorithm 4) and the size is dominated by the F, side,
so runtime savings are important here. Benchmarking that 7-absorb call on its
own across every plan dividing 24 (Table 6), the extremes are (1,0) at 210ms to
prove and 556 KB, and (4, 2) at 454 ms and 109 KB. We fix (3,0), at 172ms and
198 KB, as it is the best balance; more details and the full circuit in Section E.

4.2 The circuit for SamplelnBall

Proving SamplelnBall (Algorithm 2) is hard, because the algorithm is data-
dependent in two ways: each iteration swaps two coefficients at positions derived
from the secret stream, and the loop stops after a secret number of iterations.
Both the positions and the stopping point have to stay hidden, so the circuit
must do the same work in every round independent of the witness.

We first express Algorithm 2 as a Fisher—Yates shuffle, which sets the last v
coefficients to —1 or 1 from the first 64 stream bits and lets the rest of the stream
perform the shuffle. We run the circuit in Fy to spend as few F, commitments
as possible, so we never carry c itself. Instead, we keep two indicator vectors ci
recording whether a position holds +1 or —1, and convert them to [F, at the end.
SamplelnBallC (Algorithm 5) has three steps: one SHAKE256 call producing the
stream, one shuffle over F5, and one batch of conversions. The conversion packs
each challenge coefficient into 2 bits, so one conversion covers 11 coefficients.
Packing this way costs [N/11] = 24 conversions of 22 bits.

The circuit also needs a fixed round budget 6., since it has to simulate
work in every iteration and can never terminate early. Choosing a small round
budget does not cost soundness, but it might leave an honest user unable to
prove its signature. At 6, = 128 the 8 + 0.« = 136 byte stream is exactly
one SHAKE256 rate block, the largest budget a single squeeze affords. An honest
signature exceeds that budget only if at least 90 of its first 128 byte draws
are rejected, which happens with probability at most (19208)(38/256)90 < 27139,
Accounting for the per-position rejection probabilities rather than the worst case
tightens this. At 0, = 213 the stream is the 221 bytes that [37, Table 3] names
as the smallest limit an implementation may impose, so an honest signature
outruns the budget only with probability about 272°6, and the extra 85 bytes
cost a second squeeze (so one more SHAKE256 permutation).

The stream that is input into the Fisher—Yates shuffle is the output of the
SHAKE256 circuit, so it arrives as degree-1 commitments over Fy. Each round
swaps two entries at secret positions, which is an ORAM access. A general
ORAM pays only for the entries a round actually touches, at the price of a
small statistical loss. The obvious alternative is a linear ORAM, which scans
the whole array on every access and so needs nothing beyond VOLEitH and the
QuickSilver framework, but commits ©(N) values per round whatever the round
does. Section F.1 gives that construction, together with the plain shuffle (Algo-
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Algorithm 5 SamplelnBallC([é]s, [stc]2, [c]q)

Require: Conversions pack 11 coefficients, i.e. 22 bits each

1: h < ShakeC([¢]2, [ste]2) > One absorb, one squeeze
2: ([e4]2, [e~]2) < SamplelnBallShuffleGORAM(h, Omax, V)

3: forzr=0to N —1do

4 assert [cz|q - ([cz)g — 1) - ([ca]lq +1) =0 >ce € {—1,0,1}
5: for block =0 to N — 1 step 11 do

6: end < min(block + 11, N)

T B (lexlz + [c— )2+ 1] [c+vz]2)z€[bloek, end) > Two bits encoding c,+1
8: [v]q « ConvertB2A(3, 2(end — block))

9: assert [v], = Z;Zdbfjck([cw]q + 1) . 4o block

10: return [c],

rithm 13) whose swap it realizes directly, and Table 3 prices the two against each
other. The per-round control below is common to both ORAM approaches.

The Round Condition and the Counter. A round is active iff j < i Ad #£ 0;
otherwise no swap happens. The comparison j < i is done bit-wise: for each
position x € {0,...,7} we form a check for j[z] < i[z], of degree 2, and a linear
check for i[z] = j[z]. They are combined as

Jlo] <o} v (i[0] = j[0] A (G[1] <i[1] v (...)))
reaching degree at most 9. The 7 # 0 is an equality indicator against a constant.

Lemma 6 (Equality Indicator). Fiz a public constant y € {0,...,255} with

bit decomposition y1,...,ys, and an index [x]s = ([x1]2,. .., [x5]2). Then,
8
eqay = [T (1 + 2 +u)
k=1

evaluates to 1 if x =y and to 0 otherwise.

Proof. Over Fo, 1 + zp, + yr, = 1 iff 2, = yx and 0 otherwise. A product of bits
is 1 exactly when every factor is 1, i.e., when x) = y;, for every k. ad

Multiplying the comparison by 1 @ eq;o brings the result to degree 17, and
it defines the per-round bit do (degree-reduced), which is 1 exactly when the
round is active. The counter advances only on an active round, so rather than
branching we always add do. Each carry is one more multiplication, which would
leave the bits of 7 at degrees 1,2, ..., 8, so we reduce each carry as it is produced:
logy N —1 =7 commitment degree reductions per round. In the first v — 1 = 38
rounds ¢ cannot yet have wrapped from 255 to 0, so the carry chain is shorter and
do is the bare comparison; only afterwards does it also need the factor 1 & eg,p.
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The General ORAM. A general ORAM defers correctness to a single check
at the end, which is what lets a round pay only for the variables it reads
and writes. Whenever the circuit reads an array entry, it appends the triple
(address, value, timestamp of last write to address) to a list reads, the prover sup-
plying value and timestamp as witness; whenever it writes, it appends (address,
new value, current timestamp) to a list writes. At the beginning writes holds all
N entries at timestamp 0, and after the loop every entry is read once more in a
teardown read. Each round accesses the two positions ¢ and j, so the lists have

Nacc = |reads| = |writes| = N + 20,5

entries, 512 at O = 128 and 682 at 0,2 = 213. A permutation check on the
two lists guarantees soundness (Lemmas 7 and 8). Algorithm 6 gives the circuit.

Algorithm 6 SamplelnBallShuffleGORAM(h, 6ax, V)

1: ey < 0% c_[N —v.] < h[0..1], c4[N —v.]+ 1”@ h[0..1]

2: append (z,c+[z],0) to writes > every position z, written at time 0
3: i < BytesToBits(N —v)

4: for rnd = 0 to Opmax — 1 do

5: j hl64+rnd-8..64+ (rnd+ 1) - §] > sign bits always the first 64 bits
6: do+—i#O0ANj<i

T: (ex[i], ti), (ex[j],t;) < prover’s claimed last write to ¢ and j

8: assert t; < 2rnd+1 A t; <2rnd+ 2

9: append (i, c+[i], t;) and (j, c+[j],t;) to reads

10: cifi] = exli] + do- (cx[i] + ex[j])
11 chlj] « exlj) + do- (exlj] + ex[i])
12: append (7, ¢4 [i],2rnd+1) and (j, ¢4 [j], 2 rnd+2) to writes
13: i< i+ do > bit-addition with carry-over and overflow
14: assert i =0 > enough shuffles were performed
15: for x =0to N — 1 do
16: (c+[z], tz) < final write to x
17: append (z, c+z],t,) to reads
18: permutation-check: reads ~ writes
19: return ¢4 — c— > c+ embedded as F356 vectors

The computation of do and the conditional increment of ¢ are as before. An
address is logy IV = 8 bits and a value is the two bits c1. Timestamps run up to
20max and need [logy(20max + 1)] bits, which is 9 for both budgets we report. A
tuple is therefore at most 10 4 [logy(20max + 1)] < 19 bits.

Permutation Check. We use the check from [48]. We pack a tuple v = (v1,...,vm)
into a single field element by reading its bits as coordinates in the polynomial
basis 1, q, ..., a'?” of Foues,

m
|ift(’U) = ka okt e Fou2s,
k=1
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which is Fy-linear and therefore applies to the underlying VOLEitH commit-
ments, so lift can be computed on committed tuples directly. Since m < 128, lift
is injective on the tuples that occur. Given a challenge y < Fji2s, drawn after
every entry of reads and writes has been committed, the prover asserts

H (x — lift(reads[j])) = H (x — lift(writes[j])).

J€[nacc] J€[nacc]

Lemma 7 (Soundness of the Permutation Check). If reads and writes
are not permutations of each other (as tuples), the permutation check passes for
a uniform x € Foi2s with probability at most nacc /228,

More details can be found in Section F.2. One challenge gives a loss of n,c. /2128 <
27118 for either budget. Repeating for ¢ independent challenges x1,. .., x; yields
(Nace/2128)t, costing one more product run and its degree reductions.

From Permutation to Consistency. Lemma 7 only states that every claimed read
matches some recorded write to the same address, not that it returns the most
recent one. Our construction can be identified as an instance of the read/write
RAM formalism of [48, Game 4], proving the consistency (see Section F.2).

Lemma 8 (Consistency, via [48, Game 4, Lemma 6]). For every address
a, the lists of reads and writes to it equals entry for entry and in order: the m-th
write to a is read exactly once, by the read accompanying the (m+1)-th write to
a or by the teardown read.

Our timestamp bound is an exact Fy identity rather than the separate set-
membership gadget [48]’s protocol uses, so it contributes no probabilistic error.

Degree Reductions. The products of the permutation check are values in Fai2s,
so each degree reduction costs a whole field element rather than a bit. We let
each product run accumulate to degree dp.x before reducing and use |(nacc —
2)/(dmax —1)| commitments per product. Inside the loop we still reduce do and
the two selectors do - (c4[i] + c+[j]), so the ORAM only ever records degree-1.

Cost. Each round carries do, a carry chain, 8 bits defining the next j, the
two selectors above and two read tuples, each 2 value bits and a timestamp
of [10g5(20max + 1)] = 9 bits. That is 40 Fy-commitments per round in place of
the linear ORAM’s 528, and N - 11 for the final teardown pass. edaBitE fixed
dmax = 197, so we need 12 degree reductions. Table 3 compares the ORAMs.

4.3 Range Checks and Digit Decomposition

The ML-DSA verification algorithm enforces two bounds, so our circuit has to
on committed values. Verification accepts only if ||z|| < v, for v, := v -5 -1,
which RecomputeSignatureC (Algorithm 7) enforces while handing [z], to the rest
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Table 3: Standalone cost of SamplelnBallShuffle under both ORAM construc-
tions. The linear ORAM (Section F.1) scans the whole array every round; Short
and Fast differ in whether they reduce the 2V equality indicators. The general
ORAM runs t = 2 repetitions of the permutation check at dy.. = 197.

[ORAM [6max [Prove Time (ms)[Verify Time (ms)[Size (KB)]
. 128 353.08 54.84 139.379
Linear (Short)| 5, 4 610.47 85.91 229.139
Lincar (Fast) | 120 127.91 79.61 270.396
213 213.36 126.61 447.196
Conoral 128 81.06 56.28 29.347
213 85.97 61.74 36.367

of the circuit. Recovering w; from the hint means splitting wapp, into a high and
a low part with the low part bounded, which UsingHintC (Algorithm 14) does
coordinate-wise. We shift each check such that each is a membership test for
[0, C] with a public constant C, and both are 18 bits wide. The two checks are
the same but with different constants, so we describe them together. They are
responsible for more than half the total cost, so we evaluate different trade-offs.

Algorithm 7 RecomputeSignatureC(([Z;]4)jen-1))
1: for j=1to N-L do

2: ([z1lgs - - -5 [melq) < [Z4q > base-B digits of z; + 7
3: acc +1

4 for k = ¢ down to 1 do

5: assert Hf:_ol([;z:k]q —t)=0 > xy is a valid base-B digit
6: acc < eqe,, ([zr]q) - ace + less([xk]q, ck) > ck: k-th digit of C = 2.
7 assert acc =1 >zj+v. <C,ie |z, <=
8 [2i]q < Zizl[zk]q “BfF — > Recombine and then reverse shift
9: return ([2;]q) en.1]

Bits or Digits. Committed as 18 Fy bits, a range check is almost free: a wire is
a bit by construction, so the domain needs no enforcing, and the < comparison
against bits of C' is schoolbook, walking from the most significant bit down and
multiplying in one linear factor per step. Obtaining the F, value then costs one
conversion per coordinate, and the whole cost moves to the edaBitE check.
Committed instead as ¢ base-B digits in F, with B® > 2% no conversion
is needed, but: (1) a committed F, wire is not confined to {0,...,B — 1}, so
the circuit checks a vanishing product, and (2) the equality indicators are La-
grange basis polynomials on that domain (Section G.1). Each digit then multi-
plies in a degree-(B — 1) factor, so the comparison reaches degree ¢(B — 1). A
< check against digits of C' is then a summation of those equality indicators.
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Raising B trades the number of commitments with degree: an F, element costs
T[log, q]/8 = 46 bytes to generate against 2 bytes for a bit commitment, so
fewer digits per coordinate, but each degree costs an Fje mask and coeflicient.
Section G compares all eight variants (6 different digits and pure conversions
Mystique and edaBitE). We consider B = 8 the best trade-off.

Computing wo. Bounding w, needs slightly more care, but still a decomposition
and works essentially the same way. The application of the hint based on the
length-bounded selectors is added, but the technical details are neither interest-
ing nor impactful enough, so we defer the details to Section G.2.

Packing the Conversion. Each w, ; is only 6 bits wide, so rather than convert
them one at a time we pack three consecutive coordinates into one [ element,
V=) a Wi 267 and run a single 18-bit conversion on v, 342 in total.

4.4 Benchmarks and Sizes

The preceding subsections benchmarked the computation and communication
cost of each component on its own. We now combine them for the whole verifi-
cation (Table 4) fixing general ORAM with 6., = 213, B = 8 for both range
checks, and the (3,0) SHAKE256 verification circuit.

The digits the two range checks commit amount to 600 KB together, the 10
Keccak permutations account for a little over 250 KB, and the conversions under
edaBitE for a little under 100 KB, and finally the SamplelnBall shuffle for around
20KB. The rest are degree masks and fixed VOLEitH setup costs.

The circuit crosses between the two fields exactly twice, to turn ¢4 into ¢
and w; back into bits (Algorithm 4). These are 366 conversions in total, 24 for
the challenge and 342 for w;. Using the-state-of-the-art conversion check from
Mystique they are the single largest item in the whole proof, ahead of both the
range check and SHAKE256, thus benefiting strongly from edaBitE.

Table 4: Comparison of the full construction under general ORAM with 0, =
213, B = 8, and the (3,0) SHAKE256 plan, across both edaBit variants.

Conversion technique|  Runtime in ms  |Proof Size (KB)
Sign, Sign, Verify
Mystique 150.84 1422.70 347.89 1486.979
edaBitE 197.41 815.29 504.04 1011.909

4.5 Security

Our construction follows [22], instantiated with ML-DSA as the signature scheme,
the VOLEitH NIZK, and using the commitment com = H(msg, 1) & r as in [4].
Therefore, security follows directly as in [4].
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Theorem 2. Let ML-DSA be EUF-CMA secure, let H be modeled as a random
oracle, and let VOLFEitH be zero-knowledge and straightline-extractable knowledge-
sound with extraction error €. Then Algorithm 11 satisfies Definitions 1, 5 and 6
for T = (pk): blindness reduces to zero-knowledge, and one-more unforgeability
reduces to the EUF-CMA security of ML-DSA under Q signing queries, with an
additive loss of (Q + 1)e against an adversary returning Q + 1 forgeries.

Correctness and blindness follow from the argument system’s completeness
and zero knowledge, with r acting as a one-time pad on com, and unforgeability
forwards every Sign, query to the EUF-CMA oracle and extracts a signature
from each of the ¢ proofs, one of which was never queried. The one place a
random oracle is used is in showing that the com; values are pairwise distinct.
More detail can be found in Section H and [4].

The oracle is H, which the verifier evaluates in the clear and the circuit takes
as a public input (Algorithm 4), so it is free to be any hash and constrains none
of the SHAKE256 calls the circuit does prove. Our implementation instantiates
it with SHAKE256 as well, but outside the circuit and at no cost.

The concrete soundness has to be considered, and by a union bound it is

(2/q)6 ~ 2—132 + (nacc/2128)2 ~ 2—238 4 197/2128
—

———
edaBitE (Theorem 1) ORAM permutation check (Lemma 7) soundness of NIZK

We added additional grinding step to boost the soundness, and retrieve the 8
bits lost due to dp.x = 197 when choosing parameters for our implementation.

5 Issuer-Hiding & Attribute Disclosure

We modify Algorithm 4 to achieve issuer-hiding and the selective disclosure of
attributes. Neither extension relies on anything specific to ML-DSA, and all the
techniques we discuss here can be applied one-to-one to e.g. POMFRIT [4]. The
circuit below replaces a single public key by a public table, and the correct row
for the execution of the remaining circuit is then chosen via a one-hot-vector.
The attribute assignment itself is done via the issuer signing the commitment
together with auxiliary data aux corresponding to the credentials of the user.

5.1 Obtaining Issuer-Hiding

The circuit of Section 4 consumes the issuer’s key as public constants: WApproxC
reads A and ¢, and the p is the output of a SHAKE256 call absorbing tr.
IssuerHidingC (Algorithm 15) derives those from a public table of n issuer keys,
leaving the remaining arithmetic unchanged. The prover commits to the issuer’s
index as [logn] bits over F, and, through one conversion, over Fo; a doubling
gadget expands them into the one-hot vector f in each field, and the selected row
is Zj flg)- (try, Aj, t1 ;). When n is not a power of two the padding entries are
dropped and Zj fqlj] = 11is asserted, confining the index to [0, n). An OR-proof
over the n candidate statements [20] would also achieve issuer-hiding, but runs
the circuit n times and proves that one execution was correct. We run it once,
and only pay in that the public parameters are no longer constants.
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The Circuit. Write C7 msg for the result. It differs from Cpy msg in three places:
the key material becomes a public table, and the one-hot-vector selection as
described above is prepended to select one row of it, and wapp: is degree-reduced
before UsingHintC, which the non-hiding path avoids only because its A and t;
are constants. That reduction re-commits a value and asserts the two agree, so
it constrains nothing new: C'z msg accepts exactly those (8, r,0) for which o is
a valid ML-DSA signature on com under the row 3 selects. The fully spelled-out
selection gadget IssuerHidingC can be found in Section I.1.

Security. Neither the commitment nor the message flow changes, so only the
two multi-issuer properties need an argument of their own.

Theorem 3 (Security with Issuer-Hiding). Let ML-DSA be EUF-CMA se-
cure, let H be modeled as a random oracle, and let VOLFEitH be zero-knowledge
and straightline-extractable knowledge-sound with extraction error €. Then Algo-
rithm 11, instantiated with the circuit Cz msg, satisfies Definitions 1 and 5 to 7
for a list of n issuers. One-more unforgeability loses a factor n against Theorem 2
and reduces to EUF-CMA under max; Q); signing queries. The issuer-hiding ad-
vantage is at most twice the zero-knowledge advantage of VOLFEitH.

The full argument is deferred to Section I.2. Correctness and blindness are
inherited unchanged. For unforgeability, extraction recovers the committed index
bits along with the signature, so each forgery names one honest row of the table.
A reduction plants its EUF-CMA challenge key in a guessed row of the sub-list
J the forgeries name, and generates the other n — 1 key pairs itself, which is
where the factor n comes from. Only one issuer’s queries require the signing
oracle: max; (); bounds the number of queries. For issuer-hiding, C7 ms is fixed
by Z and msg alone, with the index entering only as a witness, so both values of b
prove the same statement and the zero-knowledge property ensures issuer-hiding.

Cost. Cz,msg adds one reduction over the N - K coordinates of wapp, in Fy,
~ 47KB. What is left of the dependence is the [logn]| committed index bits.
The indicator entries themselves keep whatever degree the doubling gave them,
and w,ppr is reduced regardless. Prover and verifier time grow with n, since both
evaluate the n products for each selected value, but the rest of the circuit keeps
the cost it had. For better runtime, one could reduce the n one-hot vectors in
both fields and get a linear size scaling in the number of issuers. We report exact
measurements in Table 5 together with those of the next subsection.

5.2 Attribute Disclosure

A credential is rarely just a signature on a message: the issuer knows who the user
is, and the verifier wants to learn a predicate over the user’s identity, e.g., their
age. We therefore let the issuer sign a block of attributes aux alongside com, so
that the message representative becomes p = SHAKE256(¢r||0]|0]|[com]z]|[aux]2).

The attributes enter as Fo commitments and are never opened, and neither
are the values derived from them, so the verifier only learns which predicates
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hold and not aux. Low-degree predicates, do not add anything to the proof
size beyond the attribute bits themselves. We provide a concrete example in
Section 1.3 of which we report the measurements in Table 5. The only change
in costs are: the attribute block pushes the p absorb past one SHAKE256 block,
and that second permutation costs 25.6 KB using the (3, 0)-configuration for the
SHAKE256 circuit, while the attribute bits require an additional 1.8 KB.

Table 5: Prove/verify time and proof size across the number of candidate issuers

n, under general ORAM with 0,,,, = 213, B = 8, edaBitE for the conversions,

and the (3,0) SHAKE256 circuit. Each cell reads issuer-hiding / credential, the

latter adding attribute disclosure under the “at least 18” policy.

total issuers Runtime in ms Proof Size (KB)
N Sign, Signg Verify
27 202.28/209.99 873.74/874.76 522.96/519.41|1059.253/1086.629
128 198.93/202.56 942.56/964.68 561.52/569.10]{1059.350/1086.726
512 201.72/204.74 1306.00/1311.30 760.25/766.39]1059.445/1086.821
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A Al Usage

We used Claude (Opus 4.8 and 5.0), through the Claude Code interface, in
preparing this work. We list here the notable help. All technical content and
proofs are the authors’ own, and the authors take responsibility for parts written
with Claude’s assistance.

Writing. Claude helped with condensing passages where length was constrained,
removing redundancy, and proofreading for spelling, grammar and punctuation.
Individual passages were originally drafted with its help and then revised by
us. It was also used for consistency checks across the manuscript — notation
and terminology, acronyms, cross-references, and agreement between numbers
quoted in different sections — and for cross-checking numerical claims against
the standard, the cited specifications and our implementation.

Modifications to swanky. The proof system is our fork of swanky [24], and es-
sentially all the fork-specific work lives in its schmivitz crate. The README of
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https://anonymous.4open.science/r/swanky-0321 lists all changes we made,
and records there, as here, which parts were written with Claude’s assistance.

The largest of those were the CRT full-field multiplication and its VOLEHash
check, both translated into code from the FAEST v3 specification [5]. Otherwise,
it was used in a supporting capacity for implementing the edaBitE check; and
carrying the existing F; VOLE generation over to F,.

Debugging. It also helped with debugging and identifying errors within the code
base, that were then reviewed by us.

B Benchmarking Setup

All numbers in this paper come from the reference implementation, measured on
one machine with a single fixed build configuration. Both repositories are avail-
able anonymously: the proof system at https://anonymous.4open.science/
r/swanky-0321 and the circuits and protocol at https://anonymous.4open.
science/r/blind_mldsa-800C.

Machine and toolchain. An Apple M3 Pro (12 cores, 18 GiB) running macOS
26.5, with rustc 1.95, which both repositories pin. The proof system is our fork
of swanky’s schmivitz crate [24]; the circuits and the blind-signature protocol
are a separate crate that depends on it.

Build configuration. Both of the following are required to reproduce our timings,
and neither is a default:

— -C target-cpu=native -cfg aes_armv8.

— lto = true, codegen-units = 1, opt-level = 3. Cargo takes profile set-
tings from the top-level package, so the proof system does not inherit them
from its own manifest when it is built as a dependency.

Measurement. Reported times are means using criterion? for repeated sam-
ples: 20 for the protocol-level benchmarks of Tables 4 and 5, 10 for the standalone
circuits of Tables 6 to 8, and criterion’s default 100 for SamplelnBall. The full
criterion report is included with the artifact as benchmarks.zip. The README
gives the dictionary between the benchmark identifiers and the names used here.
The proof sizes are deterministic and function of the witness and the statement,
so each reported size is exact. Sig; is the user’s commitment, Sigs the proof, and
Ver verification; the signer’s own work is an unmodified ML-DSA signature and
is not reported as it solely depends on the implementation used for ML-DSA. The
signatures we prove about are produced by the ml-dsa crate [43] at ML-DSA-44.

4 https://github.com/bheisler/criterion.rs
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Fized choices. The proof system runs at a degree bound of dy,.x = 197 through-
out, which is what Sections 3 and 4.2 refer to. Throughout, the commitment, is
the masked com = H(msg,71) @ r of Section 4 rather than the hashed variant
of [4] (which is also implemented as blind signature, but not benchmarked fully),
and the full-field masks are CRT-based.

Reproducing. Check both repositories out side by side, since the circuits depend
on the proof system by relative path, and run cargo bench from the latter.
Each benchmark writes its own table of this paper into target/ as it finishes, so
the numbers reported here are regenerated rather than transcribed. The proofs
need a larger stack than the default when running test. The criterion reports
can be regenerated using cargo bench. Both build flags above are committed
in the repositories and need no action. The report for the runtime numbers is
criterion’s default report.

C Additional Preliminaries

C.1 Blind Signatures

We briefly introduce the syntax we use for blind signatures, and then recall
standard security properties for blind signatures. We formulate the notion as a
multi-issuer blind signature, but by restricting the issuer set to 1 public key, we
recover the standard formalism.

Definition 4 ((Multi-Issuer) Blind Signature). A multi-issuer blind sig-
nature is a tuple of five algorithms defined as follows.

— KeyGen(1*) — (sk, pk) : Takes the security parameter as input and outputs
a secret key sk and a public key pk.

— Sign,(Z, msg) — (p1, Suser) : This is the first part of a signing protocol be-
tween a user User and a signer Signer, where User uses the issuer list T and
a message msg € {0,1}* to compute a state Syser and a first message p;.

— Signy(sk, p1) — p2 : Signer uses their signing key sk and a first message p;
to output a second message p2.

— Signs(p2, Suser) — sig : Lastly, User uses pa and Suser to derive a signature
sig or L if the signing protocol failed.

— Verify(Z, msg, sig) — {0,1}: A verification algorithm that takes as input an
issuer list T, a message msg and a signature sig and outputs a bit to indicate
whether the signature is deemed valid (1) or invalid (0).

Definition 5 (Correctness). A blind signature (KeyGen, (Sign;);c(3), Verify)
is correct if there exists a negligible function negl such that for any message msg,
any list T and any (sk, pk) in the support of KeyGen with pk € Z,

(p1> SUser) — Signl(I, msg),

Pr | Verify(Z, msg,sig) = 1 p2 < Signy(sk, p1), >1—negl(}).
sig < Signs(p2, Suser)
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Definition 6 (Blindness). A blind signature (KeyGen, (Sign;);cs), Verify) has
blindness if for every polynomial-time three-part stateful adversary Adv = (Advy,
Adva, Advs) there exists a negligible function negl such that for any two messages
msg,, Msg;

T + Advy(11),b < {0,1}, T
(p(l)v Sl(_)lser) — Signl(Iv mSgO)’
(p; Sileel;) — Slgn(l (l:)Z-7 TS%;)a

P2, Py Adva(pi,pr ), 1

sig” « Signy (o, Slee), | 2| = "B
Sigl «— Sign3(p%7 Slleer)v

If L € {sig’, sig'}
then (sigo,sigl) — (L4,1) |

Pr | Advs(sig?, sig!) = b

Definition 7 (Issuer-hiding). A blind signature is issuer-hiding if for every
polynomial-time two-part stateful adversary Adv = (Advy,Adva) there exists a
negligible function negl such that

(pk;,sk;) = KeyGen(1*) for j € [n],
(I, msg, io, Zl) — Ad\{/l (1;, (pkj, Skj)je[n])v
. b+ {0,1
Pr |Ad =b oo —
g va(sig) (p1, Suser) = Sign (Z, msg),
pa < Signy(ski,, p1),
Slg — Sign3(p27 SUser)

< negl(A),

where Advy must output indices ig, i1 € [n] and a list T containing both pk; and
pkil ‘

C.2 ML-DSA Verification

Algorithm 8 is ML-DSA verification as [37] states it, and Algorithms 9 and 10 are
the two subroutines the circuit has to redo on committed values (Section 4.3).
The pkDecode, ExpandA, sigDecode and wlEncode steps and the NTT are what
Algorithm 1 drops, for the reasons given in Section 2.2.

One detail of Decompose is easy to miss, and Section G.2 depends on it. Its
centered remainder on line 2 alone would put 7o in (—72,72], but the special
case on lines 3-5 — taken exactly when that remainder would give r; = M —
decrements it once more. The true range is therefore the closed [—v2,72], and
the endpoint 9 = —~ is reached for a single r, namely r = g — 5.

C.3 Non-Interactive Zero-Knowledge Proofs of Knowledge

We now define NIZKs. In our work, these are defined with respect to a random
oracle RO.

Definition 8 (NIZKs in the random-oracle model). Let R C X x W
be a relation. A transparent non-interactive zero-knowledge argument of knowl-

edge for R in the random-oracle model, with oracle RO, is a pair of algorithms
(Prove®©, VerifyR):
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Algorithm 8 ML-DSA.Verify(pk, M’ o) [37, Algorithm §]

Require: Public key pk, message M’ € {0,1}*, signature o

1: (p,t1) < pkDecode(pk)

2: (€,z,h) < sigDecode(o) > challenge seed, response, hint
3: if h = | then return 0 > hint was not properly encoded
4: A + ExpandA(p)

5: tr < SHAKE256(pk, 64)

6: p < SHAKE256(tr || M, 64) > message representative
7: ¢ < SamplelnBall(¢) > verifier’s challenge, Algorithm 2
8: Wappr + NTTH(AoNTT(2) — NTT(c) o NTT (1 - 2'%))

9: w; < UseHint(h, Wappr) > recover the signer’s commitment, Algorithm 10
10: & + SHAKE256(u || wlEncode(w:), 32)

11: return 1 iff ||z]|_ <7 and é=¢

> A in NTT form
> public-key digest

Algorithm 9 Decompose(r) [37, Algorithm 36]

Require: r € Z,
Ensure: Integers (r1,70)
1: rT < rmod ¢
2: ro + r mod T (2v2)
3 if rt — g =g — 1 then
4 r1 < 0
5: ro 10— 1
6: else
7o e (1 = 10)/(272)
8

: return (r1,70)

Algorithm 10 UseHint(h,r) [37, Algorithm 40]

Require: Boolean h, r € Z,

Ensure: m € Zwith0<r; <M

: M <+ (¢—1)/(272)

(r1,70) < Decompose(r)

if h=1and ro > 0 then
return (r1 + 1) mod M

if h=1and ro <0 then
return (r; — 1) mod M

return
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— 7« ProveRO(w | R, z) is probabilistic: on a statement-witness pair (x,w) €
R it outputs a proof .

— b+ VerifyRO (x| R, z) is deterministic: it outputs a bit b € {0,1} accepting
or rejecting .

When it is of no importance for the context, we will drop the RO superscript.
Completeness. For every (z,w) € R,
Pr [VerifyRo(ﬂ | R,z)=1 ‘ 7 + Prove®®(w | R, x)} =1.

Straightline-extractable knowledge soundness. There exists a PPT extractor Ext
such that for every PPT adversary A

Q,7) + AX(x)

Pr [VerifyRo(W [Roz) =1 A (z,0) ¢ R’ o Ext(Q, )

| < e,
where @ is the set of random-oracle query/answer pairs made by A.

Zero knowledge. There exists a PPT simulator Sim, which may program the
random oracle, such that for every (z,w) € R and every PPT distinguisher A,

‘Pr [ARC () = 1| 7 + Prove®®(w | R, )]

—Pr[ARO(m) = 1|7+ SimRo(x)]‘ < negl(\).

D Fischlin’s Blueprint for Blind Signatures with
VOLEitH Masking for Commitments

Fischlin’s template [22] turns any signature scheme and any argument system
into a blind signature: the user commits to its message, the issuer signs the com-
mitment, and the signature the user publishes is an argument of knowledge of
a signature on a commitment to that message. Blindness comes from the com-
mitment and from the zero knowledge of the argument, unforgeability from the
signature scheme, and the issuer runs nothing but its own signing algorithm —
which is what lets ours be an unmodified ML-DSA. What the template leaves
open is the commitment, this could for instance be a SHAKE256-based commit-
ment (provable with Section E) or the masking as it was done in [4].

The Commitment. A VOLEitH proof begins with a first message 71, carrying the
vector commitments and the correction values that align them (Section 2.3), and
it fixes every committed Fsy value before any challenge exists. The construction
exploits this twice. First, the circuit is run once on no inputs to count the VOLE
relations it needs, and 256 of them are reserved as a string r that nothing else
consumes. Being raw VOLE randomness, 7 is uniform and hidden from the issuer,
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yet it is already committed, so it costs nothing beyond the proof the user has
to produce anyway. Second, the message is masked not against a fresh random
string but against m itself,

com = H(msg, 1) ® 7,

which is a one-time pad under r and hence perfectly hiding. Masking against m;
is what binds the user to the 5 relations it has already fixed: were the target
independent of 7y, a user could choose those relations after seeing the issuer’s
signature and then prove a different statement about the same com. Since r is
fixed by 7 too, the extractor of Section H recovers it from 7; at the moment
the user queries H(msg, 1), which is the one place the random oracle is used
and all that is needed to make distinct messages give distinct commitments.
The commitment is therefore free: no separate commitment scheme, no extra
assumption, and no cost beyond randomness for the mask.

Algorithm 11 is the template instantiated this way, with ML-DSA as the
signature scheme and the VOLEitH argument of Section 2.3 as the proof. We also
implemented the construction with SHAKE256-based commitments, but do not
provide the concrete numbers here, as it is just one more iteration of SHAKE256,
which is cheap compared to the rest. We inherit all of it unchanged from [4], and
the only thing we replace is the circuit Cpi,msg the argument proves, which is
where all of our work goes and which Algorithm 4 lays out.

Algorithm 11 Fischlin-Based ML-DSA Blind Signature, for one issuer Z = (pk)

1: KeyGen(1%):

2:  Output (sk, pk) < ML-DSA.KeyGen(1*)

3: Sign, (pk, msg):

4: (’/T1, TaSt) — Pl(Cpk,msg) >re {O, 1}256
5:  com < H(msg,m) & r

6:  Output p; = (com) and Sy = (pk, 71, msg, , com, st)

7: Signy(sk, p1 = (com)):

8: o < ML-DSA.Sign(sk,com) > Sign com.
9:  Output p2 = (o)

10: Sign(p2 = (o), Su = (pk, 71, msg, 7, com, st)):

11:  If ML-DSA Verify(pk,com, o) # 1 then output L.
12:  Compute 7 < P(Cpk,msg, (7, 0))

13:  Output sig = (7).

14: Verify(pk, msg, sig = (7)):
15:  Output 1 iff V(Cpk,msg, ™) = 1, otherwise output 0.
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E Proving SHAKE256

The circuit recalled here is that of [4]. The input is provided as bit commitments
of degree 1 or as constants. It is first padded to a multiple of the input rate
r = 1088, after which the state absorbs and permutes one block at a time. Inside
a permutation, the constants F and B fix how many of Keccak-f’s 24 rounds
are evaluated without an intervening degree reduction: the prover commits to
the state only at every (F + B)-th round boundary, which is why F + B has
to divide 24. Each such segment is closed by running F rounds forward from
one committed boundary and B rounds backward from the next, and asserting
that the two meet in the middle. Degrees grow at different rates in the two
directions: each forward step doubles the degree and each backward step triples
it. Committing less often therefore trades prover work, which grows with the
accumulated degree, against proof size, which is one commitment per entry.

Algorithm 12 ShakeC([z']2, [st']2)

Require: Fixed (F,B) with F + B | 24; committed boundary states [st']2 of ngps -
24/(F + B) blocks of 1600 bits each.

1: [z]2 < Pad [z']2 according to the SHAKE256 specification

2: ngps < |x|/7 > Total number of absorb steps, » = 1088

3: [st]a < [0%6%]2; ctr - 0

4: for i =0,...,n4s — 1 do

5: [st[0..7]]2 < [st[O..7]]2 + [®[r-i..7 - (i + 1)]]2

6: for j=0,...,24/(F+B)—1do

7 [Streat]2 < [st[ctr - 1600 .. (ctr + 1) - 1600]]2

8: assert ShakeFwdr ([st]2,j) = ShakeBwdr B([stneat]2, ) > F/B steps
fwd/bwd

9: [st]2 < [Stneat]2; ctr <— ctr + 1

10: return [st[0..7]]2

Where the numbers in Table 6 come from. The proof sizes are almost entirely
accounted for by the boundary states alone. At (F,B), each absorb commits
to 24/(F 4+ B) full Keccak states, and one state is 1600 committed Fy values.
At A = 128 and 7 = 16 a committed Fy value costs 2 bytes, so a full state is
1600 - 2 = 3.2KB and a single absorb costs

24

—— - 3.2KB
F+B ’

ranging from 76.8 KB at (1,0) to 12.8 KB at (4, 2), not counting the commitments
to the 7 input blocks of r bits each (15.2KB). Over 7 absorbs this becomes
537.6 KB and 89.6 KB respectively. The remaining KB are VOLEitH overhead.

41



Table 6: Proving SHAKE256 with a total of 7 absorbs, the longest single hash
call in our circuit, for all reasonable choices of (F,B).
Scheme|Runtime in ms|Proof Size
(F,B) | Prove Verify (KB)

(1,0) [210.02 157.32 | 556.227
) |141.62 107.47 | 287.537
) 210,91 211.09 | 197.937
) [171.84 91.07 | 198.157
)
)
)

I
I

)

229.36 185.10 | 153.357
340.23 90.66 | 153.797
454.34 198.16 | 108.997

I

I

A~ S S~
R W W NNk
N O = O = O

)

F Proof Strategy Details for SamplelnBall

F.1 The Linear ORAM

A linear ORAM accesses a secret index z by scanning the entire array and
applying a conditional update at every position, so the access pattern reveals
nothing about z. This is affordable here because the array holds only N = 256
entries and an index is 8 bits, which keeps the indicator polynomials at a low
degree. The round condition do and the counter increment are as in Section 4.2.
Because every access is a scan, the construction realizes the swap of the plain
Fisher—Yates shuffle (Algorithm 13) line for line, where the general ORAM has
to record it as a read and a write.

Algorithm 13 SamplelnBallShuffle(h, Omax, V)

1: cp + 0%%; ¢ « 0% > Over Fy
2: ¢_[N —v..] + h[0..V]

3: ¢4 [N —v.] + 1” @ h[0..1]

4: i < BytesToBits(N — v)

5: for rnd = 0 to Omax — 1 do

6: if i =0 then > can be achieved by adding 1 to ¢ with overflow
7 break

8: j < h[64+rnd-8..644 (rnd+1) - 8] > sign bits always occupy the first 64 bits
9: if j < i then
10: cxli] <> ex[j]
11: i+—i+1 > Bit-addition with carry-over and overflow
12: assert i =0 > enough shuffles were performed
13: return ¢4 — c— > ¢+ embedded as F§56 vectors

Reading an Entry. Each equality indicator of Lemma 6 is a product of 8 linear
terms and so has degree 8, which makes the entry itself, recovered as ci[z] =

255 0€zy - Ci[ ]7 degree 9.
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Writing to an Entry. Each round reads ¢4 [i], ¢4 [j] and writes them back swapped.
Since the positions are secret, the swap has to touch every position y:

/

e[yl = cxlyl + eqyj(exli] — cxly]) + eqyicxls] — ex[y])-

Multiplying a read value (degree 9) by an indicator (degree 8) puts the update
at degree 17. The bit do then acts as a multiplexer on the write-back,

cely] + cxly] +do- (cx[yl + cx[y]),

so that an inactive round leaves the array untouched. This multiplication is what
makes the write-back, and with it the whole circuit, degree 18.

Degree Reductions and the Two Variants. Every degree reduction buys prover
time at the cost of one commitment, and there are many reduction patterns. We
fix what we consider the necessary set — the write-backs, each round’s do, and 14
after the increment — and call it the Short variant. The Fast variant additionally
reduces all 2N equality indicators eg;s, eq;, before they are used. That drops the
read from degree 9 to 2 and the circuit’s top degree from 18 to 17. This improves
runtime, but it also doubles the number of commitments per round.

Cost. Every degree reduction and every committed stream bit is one Fy commit-
ment, costing 2 bytes. In the Short variant, each round has 2V = 512 write-backs
(each position of ¢y and ¢_), 7 carries for i, one degree-reduction for do, and
the 8 stream bits forming j. That is 528 commitments, or 1.06 KB per round.
Fast adds the 2N = 512 indicator reductions for a total of 1040 commitments,
2.08 KB per round. The budget 0,,.x therefore sets the proof size almost by itself,
at 1.06 KB or 2.08 KB per round of headroom. Table 3 prices both variants.

F.2 The General ORAM

This appendix collects the parts of Section 4.2 deferred there: the soundness proof
of the permutation check, the identification of our construction as an instance
of [48]’s RAM formalism, and the accounting behind Table 3.

Lemma 7 (Soundness of the Permutation Check). If reads and writes
are not permutations of each other (as tuples), the permutation check passes for
a uniform x € Foi2s with probability at most nac/2%8.

Proof. Since lift is injective, reads and writes differing implies the polynomials
[T;(X —lift(reads[;])) and [ [;(X —lift(writes[j])) are not identical. Their difference
is then a non-zero polynomial of degree at most n,e, which by the Schwartz—
Zippel lemma has at most n,ec roots in Foi2s. O
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From Permutation to Consistency. Lemma 7 only says that every claimed read
matches some recorded write to the same address; on its own it does not say the
read returns the most recent write to that address. Rather than re-derive this,
we identify our construction as an instance of the read/write RAM formalism
of [48], which gives the following.

Lemma 8 (Consistency, via [48, Game 4, Lemma 6]). For every address
a, the lists of reads and writes to it equals entry for entry and in order: the m-th
write to a is read exactly once, by the read accompanying the (m+1)-th write to
a or by the teardown read.

[48, Game 4| models exactly this situation: an address set {a1,...,a,} with
one initial write (ag, ck pegin, 0) per address, followed by 7" rounds in which an ad-
versary picks an address u; € [n], appends an arbitrary claimed read (a,,,d;, ;)
to reads and a fresh write (ay,,c;,4) to writes. The final teardown then adds
a final read for each position. The adversary wins iff reads ~ writes and every
claimed timestamp satisfies (i —t;) € {1,...,T}. We instantiate the game with
n = N addresses and T = 20,,,,x rounds (splitting each of our rounds into its ac-
cess to ¢ and its access to j), each a single-address read /write exactly as in Game
4. Our write times 2rnd + 1 and 2rnd + 2 already coincide with the running
round index, so the strict-inequality asserts t; < 2rnd+1 and t; < 2rnd+2 give
precisely their lower bound ¢; < i; the upper bound ¢ — ¢t; < T holds automati-
cally, since all our timestamps lie in {0,...,20h.x} = {0,...,T}. Our teardown
pass is their post-loop step.

Unlike [48]’s generic protocol, which enforces the timestamp bound with a
second, separate permutation-based set-membership gadget (their Section 4.2)
carrying its own Schwartz—Zippel loss, our bound is an ezact Fo arithmetic
identity: it is a bitwise less-than comparison of committed timestamp bits against
a public constant, (like the equality indicator of Lemma 6). The soundness loss
is therefore exactly the (nac/2'?%)" of Lemma 7.

Cost Comparison. Taking the 229.1 KB of Short at 0.« = 213 as the baseline,
the difference to the general ORAM can be read off as a few corrections. Each
round saves 528 — 40 = 488 commitments, 103 944 over the 213 rounds, while
the teardown pass adds N - 11 = 2816, for a net saving of ~ 202.3 KB. Two
things are then added back: the ¢ -2 - [ (Racc — 2)/(dmax — 1)| = 12 reductions
of the permutation check over Foi2s, and the VOLEitH overhead of raising dy,ax
from 18 to 197, which means dpyax — 1 = 196 full-field Fy» masks plus one
per ORAM degree reduction, 208 in all. The CRT construction of Section 2.4
supplies those for ~ 8.3 KB, at 39 B correction per mask plus the 16 B difference
each of the 12 reductions publishes; bit-by-bit they would take A\ subfield rows
each, 208 - A - 7/8 &~ 53 KB. Even that stays well inside the 202.3 KB the switch
saves, so the comparison does not rest on the CRT construction.
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G Range Checks in Detail

G.1 Digit Domains and Indicators

A committed F, wire is not confined to {0,..., B —1}, so the circuit asserts the

vanishing product H,?;ol(x — k) = 0 to pin it to the domain, and the indicators
become Lagrange basis polynomials on that domain.

Lemma 9. Fizt € {0,...,B —1} and z € F, with Hsz_Ol (x —k)=0. Then

. Hk;ét(x — k)
O

evaluates to 1 if x =1t and to 0 for every other x € {0,...,B — 1}.

Proof. Up to the public, precomputed normalizer, eg; is the degree-(B — 1) La-

grange basis polynomial for node ¢ on the domain {0, ..., B — 1}: it vanishes at
every other node k # t by construction and is normalized to 1 at t. The hypoth-
esis restricts x to the domain nodes, so this is exhaustive. a

Summing eq;(z) over t < ¢, or over its complement where that is smaller,
gives less(x, ¢), and the comparison then proceeds exactly as in the bit case, one
degree-(B — 1) factor per digit.
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G.2 The Hint, and Recovering w;

Algorithm 14 UsingHintC(([hi]q)ie[NiK]7 ([’lZJoﬂ‘]q)ie[NAK]7 ([’wappr,i]q)ie[]\].]{])

1: sum «+ Zf\’:f[hl]q
2: assert [[2_ (sum —z) =0 > Hamming weight of h is at most w

3: fori=1to N-K do

4 assert [hi]q - ([hi]q—1) =0 > h; is a bit
5 ([wl]q, e [l‘e]q) — [wo’i]q > base-B digits of u := wo,; + Y2
6: leqi < 1; leqa < 15 legz + 1

7 for k = ¢ down to 1 do
8.
9
0

assert Hf;ol([xk]q —t)=0 > xy is a valid base-B digit

: leqi < eqe, ([zr]q) - leqr + less([zk]q, ck) D ck: k-th digit of 2-2; Lemma 9
10: legz < eqe ([klq) - lega + less([zklq, ck) > )i k-th digit of y2
11: legs < eqo([zk]q) - legs
12: assert leq; =1 >u < 292
13: b« lege Pb=1 <= u<y < wy,; <0
14: wo,4 $— Zizl[xk]q . Bz_k — Y2
15:  wi ¢ ([Wappr,ilg — wo,i) - (272) 7"
16: assert legs - w1 =0 >pu=0=w =0
17: core Hiv[:_lz(wl —k)
18: tq + core - wi; ty < core - (w1 — (M — 1))
19: assert t, - (w1 — (M —1)) =0 > w; € [0, M)

20:  eqo+ tp- ()M N (M = 1)) eqaro1 o - (M — 1)) > Lemma 9
21:  adj+ (1—2b)+ M- (b-eqo— (1 —b)-eqrn—1)

22: [wi,i]q < w1 + [hilq - adj

23: fori=0to [N-K/3]—1do
24: V< Zfzo[w1,3i+t]q . 2&

25: (51, ey ﬂls) — a2b(v)

26: append (81, ..., B1s) to [wi]2

27: return [w:]2

Computing wy. The bound on wy carries one subtlety the bound on z does not.
Decompose attains wg; = —y2 (Section C.2), so the shifted u := wg ; + 2 ranges
over [0,2v2] — one value more than a step of w; covers, and (w;,u=27,) and
(w141, u=0) then denote the same w,pp, ;- Taking the narrower window (0, 275]
instead is unique but leaves Wappr,i = ¢ — 72 With no witness at all, which an
honest signature produces with probability ~ N - K/q ~ 273, We therefore keep
the wider window and assert u = 0 = w; = 0, which removes the second of each
colliding pair (Decompose returns wg; = —v2 only with w; = 0). The circuit
therefore runs three comparisons on the same digits rather than one: u < 279
(asserted), u < o (kept as the direction indicator b := [wg; < 0] for the hint
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application), and u < 0 (equality test for the tie-break). Undoing the shift and
scaling then gives wy = (Wappr — wo) - (272) L.

Bounding the Hint. Every h; must be a bit, and the hint’s Hamming weight
must not exceed w = 80. Since N - K < ¢ we sum all hint bits directly in
F, without wraparound and enforce the bound with a single vanishing product
[To_o(>, hi — ) = 0, which pins the sum to {0, ...,w}. That product reaches
degree w + 1 = 81, so for the smaller bases the digit comparison adds no degree
of its own.

Range-Checking wy and Applying the Hint. w; must lie in [0, M) for M :=
(¢ —1)/(2v2) = 44. Rather than decompose it as well, we vanish the length-
M product directly, and get the two indicators the hint correction needs. Let
core := [[2"5% (w1 — k), which is M — 2 linear factors, and obtain the boundaries

M-2 M-1
o :=core - wy = H (w1 — k), ty :=core- (wy — (M — 1)) = H (w1 — k).
k=0 k=1

Multiplied by the one remaining factor, t, - (w1 — (M — 1)) is the degree-M
vanishing check. Taken on their own the two are the indicators we need: ¢,
vanishes everywhere except at w3 = M — 1, so scaled by 1/(M — 1)! it is eqps—1,
and t;, scaled by 1/(=1)M=1(M — 1)! is eqp (Lemma 9).

UseHint adds or subtracts 1 from w; depending on h and b, wrapping at 0
and M. We fold this into one correction

adj :=(1—2b)+ M - (b ~eqo— (1 =) 'eqM_l), W1 out = w1 + h - adj,

where (1 — 2b) takes the direction from the sign bit and the second term only
applies at the two boundaries. We also tried carrying h and this correction as
native Fy bits, which turned out worse than keeping the whole step in F,.

G.3 Pricing the Variants

Per coordinate a digit variant spends ¢ - 46 bytes, 828 at B = 2 down to 138 at
B = 64, against 18 - 2 = 36 bytes on the Fy side. For z, going from B = 8 to
B = 64 drops 3-1024 committed F, elements, 141.3 KB, and adds 189 —42 = 147
degrees at 6-46 bytes apiece, so 40.6 KB, for a net saving of 100.7 KB. Committing
bits instead removes the F; commitments altogether and leaves 1024 conversions
as the dominant cost: cheap enough under edaBitE that the trade pays off, and
not under Mystique, where certifying them needs about twelve sacrificed edaBits
apiece (Lemma 1), 1132 KB on its own.

For w; the same accounting holds, but every variant additionally commits
h; and its coordinate of wappr, and runs the 342 packed conversions. At B = 8
those eight F, elements per coordinate account for some 375 KB. Committing
wy as bits trades the £ digits for 18 far cheaper ones, but needs three conversions
per coordinate where the digits need none — one for wp ; and one each for b and
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the equality bit — which is what makes the bit variant less attractive here than
it is for z. We provide standalone benchmarks for all variants of Algorithm 7
(Table 7) and UsingHintC (Table 8).

Table 7: Standalone cost of the range check on z, for each base-B digit de-
composition and for committing z directly as Fo bits under both Mystique and
edaBitE.

]Variant [ (B, ?) [Prove Time (ms)[Verify Time (ms)[Size (KB)[
BitWise |[(2,18) 61.00 50.55 858.657
TwoBits | (4,9) 51.70 30.07 437.205
ThreeBits| (8, 6) 78.15 25.54 300.033
FourBits |(16,5) 198.35 27.02 262.037
FiveBits |(32,4) 481.93 31.91 228.457
SixBits |(64,3) 1865.60 39.70 199.293
edaBitE |(2,18) 1416.20 754.99 133.472
Mystique |(2,18) 2508.70 287.23 1268.237

Table 8: Standalone cost of UsingHintC for each base-B digit decomposition of
wy, and for committing wy directly as 5 bits under both Mystique and edaBitE.
The digit decompositions also use edaBitE for the final conversions; the entry
in the list refers to how the range is checked. The Mystique row uses cut-and-
bucketing for all conversions.

[Variant [ (B, £) [Prove Time (ms)]Verify Time (ms)[Size (KB)|

BitWise (2, 18) 132.43 61.54 1017.357
TwoBits | (4,9) 139.17 42.88 593.421
ThreeBits| (8, 6) 207.80 36.78 452.109
FourBits [(16,5) 476.47 39.00 405.005
FiveBits [(32,4) 1029.50 44.30 370.597
SixBits  |(64,3) 4104.80 62.35 341.433
edaBitE |(2,18) 1685.50 858.84 398.221
Mystique | (2, 18) 6898.20 703.38 3569.771

H Proof of Theorem 2

Theorem 2. Let ML-DSA be EUF-CMA secure, let H be modeled as a random
oracle, and let VOLFEitH be zero-knowledge and straightline-extractable knowledge-
sound with extraction error €. Then Algorithm 11 satisfies Definitions 1, 5 and 6
for T = (pk): blindness reduces to zero-knowledge, and one-more unforgeability
reduces to the EUF-CMA security of ML-DSA under Q signing queries, with an
additive loss of (Q + 1)e against an adversary returning Q + 1 forgeries.
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Proof. The theorem follows directly from [4, Theorem 1 and 2] instantiated as
above.

Correctness. An honest sig is P(Cpk,msg, (r,0)) for a o that Sign; has al-
ready checked against ML-DSA Verify, and Cpkmsg accepts exactly those (7, o)
for which that check passes (Section 4). Completeness of the argument system
gives Verify(pk, msg,sig) = 1.

Blindness. r is VOLE randomness used nowhere else, so com = H(msg, 7 ) dr
is a one-time pad and each p; the issuer sees is uniform and independent of the
message it hides. What Advs then sees is the two proofs, each of which is fully
simulatable, and the commitment was padded with the non-revealed uniform
mask.

One-more unforgeability. For T = (pk) the sub-list 7 of Definition 1 contains
one key, and @7 is the number @ of signing queries and Adv returns ¢ > @
forgeries. Because the issuer runs an ordinary ML-DSA.Sign on com, a reduction
B playing EUF-CMA answers every Sign, query by relaying com to its own
signing oracle, and so makes the same @ signing queries Adv does. It then runs
the knowledge extractor on each of the ¢ proofs, at a cost of /e, obtaining r; and
a o; that ML-DSA.Verify accepts on com; under pk. Only @ < ¢ commitments
were ever queried, so some com;« was not, and B returns (com;s, o;x).

The one thing this needs of the commitment is that the com; be pairwise
distinct, and it is the only place the random oracle is used. r is reserved VOLE
randomness and hence fixed by 71, so the extractor recovers r; from 7; ; already
when Adv queries H(msg;, 71 ;), and the masked value is a fresh uniform string
for each distinct query. The msg, are distinct by assumption, hence so are the
queries, and the com; collide with probability at most (5)2’256. This is the same
extractor [4] uses. O

I Issuer-Hiding and Attributes

I.1 Issuer-Hiding Selection Gadget

The one-hot vector expansion, and the public key selection from a publicly known
table are spelled out in IssuerHidingC (Algorithm 15).
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Algorithm 15 IssuerHidingC(([ﬁz] )i€[[log n]]s (trj,flj,tlyj)je[n])

1: s« 0

2: for i =1 to [logn] do

3: assert [3i]y - ([Bilq —1) =0 > f3; is a bit
4: s 254 [Bilq

5: ([bi]2, ..., [briogn1]2) < a2b(s)

6: f2 < (1); < (1) > each starts as a vector, doubling in length every iteration
7: for i =1 to flog n| do

8: f2 — (folk] + f2lk] - [bi)2, Falk]- [bi]2)k€[‘f2u > double the prefix, over Fa
90 fq = (falk] = falk] - [Bilas falk]- [ﬁi]q)ke[lfqu > same, over [,

10: if n < 2M°¢"1 then

11: Sf2 < degree_reduce(f2[1..n]) > drop the padding entries and degree reduce
12: fq < degree_reduce(fy[1..n])

13: assert y _, folk] =1 > forces the secret index into [0, n)

W tr 30 folj] tr; A0 flil- A e X0 foli] -ty
15: return tr, A t;

1.2 Proof of Theorem 3

Theorem 3 (Security with Issuer-Hiding). Let ML-DSA be EUF-CMA se-
cure, let H be modeled as a random oracle, and let VOLEitH be zero-knowledge
and straightline-extractable knowledge-sound with extraction error €. Then Algo-
rithm 11, instantiated with the circuit Cr msg, satisfies Definitions 1 and 5 to 7
for a list of n issuers. One-more unforgeability loses a factor n against Theorem 2
and reduces to EUF-CMA under max; Q; signing queries. The issuer-hiding ad-
vantage is at most twice the zero-knowledge advantage of VOLEitH.

Proof. Correctness and blindness are those of Theorem 2, neither of which in-
spects the circuit being proved.

For one-more unforgeability, let Adv name a sub-list J and return £ > Q7
forgeries (Z;, msg;,sig;) with every Z; C J. Extraction yields r;, a signature o;
and the index bits, hence one row j;: the one-hot vector admits a single entry,
and for n not a power of two the assert ), f,[k] = 1 rules out an index outside
Z;. So o; verifies under the honest pkji on com;, and pkji € J because Z; C J: a
signature the adversary obtained from an issuer outside J verifies under a key
no forgery names, and is of no use to it. The com; are pairwise distinct by the
binding argument of Theorem 2, and only @) 7 commitments were ever queried
to issuers of 7, so some com;~ was queried to none of them. A reduction that
guesses pk; . € J, plants its EUF-CMA challenge key in that row and generates
the other n — 1 pairs itself answers every query, to issuers inside J and outside
alike, and returns (com;«, o+ ), whence the factor n. Only the queries to row j;
are relayed to the EUF-CMA signing oracle, every other issuer being one the
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reduction can sign for itself, so it makes Q;,, < max; Q; signing queries however
the adversary spreads its total.

For issuer-hiding, C7 msg is fixed by Z and msg alone, the index entering
only as a witness, so both values of b prove the same statement and both, by
correctness, yield an accepting proof. Replacing Signs; by the zero-knowledge
simulator on it costs one distinguishing advantage and leaves sig a function of
(Z,msg), so Advy answers correctly with probability exactly 1/2; undoing the
hop on the other side gives the bound. O

1.3 Attributes

Our implementation offers five independently togglable checks over aux — in our
example first and last name, place of birth, birth date and expiration date: exact
matches on name and on place of birth, not-yet-expired, age within a range,
and today being the holder’s birthday. The holder picks a Policy among them.
All five are computed whatever the policy says, and only the enabled ones are
asserted (Algorithm 16), so the shape of the circuit, and with it the proof size,
is independent of the policy. Computing the unused ones costs nothing worth
saving in our example.

Algorithm 16 ComputeAllChecks ( [x]2, Pol icy)

1: parse [x]» into (first, last, place, birth = (day, month, year), exp
(day, month, year))

2: In our example: names and places 35 Bytes; days 5 bits; months 4 bits; years 12
bits

3: Thame (ﬁrsti + Policy.ﬁrsti)i I (lasti + Policy.lasti)
4: Tpigee (placei + Policy.placei)i
5: Today < (birth.day; + Policy.today.dayi)i || (birth.month; + Policy.today.month,)

i

2

6: Tep < [exp < Policy.today]
T: Tage < [birth > Policy.today — Policy.min] V [birth < Policy.today — Policy.max — 1]

8: for each check ¢ € {name, place, exp, age, bday} enabled by Policy do
9: assert r. =0 > Depending on policy: all elements, or just single value

Two primitives cover all five checks, and neither commits anything beyond
the attribute bits themselves. Exact matches compare committed bits against a
public constant and stay at degree 1, while not-expired and the two age bounds
reuse the bitwise comparison against a public constant that already bounds the
ORAM timestamps in Section 4.2, peaking at the 21 bits of a packed date.
An expiration date also gives revocation for free. A credential identifier checked
against a public revocation list would extend this at essentially only a runtime
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cost, and such a list could drop each entry once the credential behind it expires
on its own.
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