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Abstract. Lattice-based post-quantum cryptography (PQC) and fully homomorphic
encryption (FHE) rely heavily on the number theoretic transform (NTT) for efficient
polynomial multiplication. While GPUs and FPGAs have been widely explored for
NTT acceleration, neural processing units (NPUs), a rapidly growing class of Al
accelerators, remain largely unexplored for cryptographic workloads. In this work, we
develop a methodology for accelerating the NTT on NPUs, using AMD’s Al Engine
(AIE) architecture as a representative NPU to develop and benchmark it. At its
core is manual loop fission, in which large and complex loops are split into smaller
primitives, enabling highly efficient software pipelining and avoiding memory stalls
or register spilling. Applying it, we develop efficient Barrett reduction primitives
and use these to construct three high-throughput, low-latency NTT implementations
(radix-2, radix-4, and radix-8), achieving significant performance gains over the AIE
compiler and prior literature. On AMD’s first-generation AIE specifically, we achieve
speedups of 8.27x to 13.2x in throughput and 2.44x to 10.3x in latency per AIE
tile in comparison with prior work. Our implementations support arbitrary NTT-
friendly moduli and polynomial sizes up to degree 4096 for 14-bit moduli and 2048
for 30-bit moduli. Finally, we discuss the portability of our techniques to other NPU
architectures, and identify which architectural features are most beneficial for NTT
acceleration.

Keywords: Number Theoretic Transform - Neural Processing Unit - Al Engine -
Barrett reduction - Post-Quantum Cryptography - Fully Homomorphic Encryption

1 Introduction

A wide range of lattice-based cryptographic schemes rely on polynomial arithmetic over the
rings Zq[x]/(«™ £ 1). Examples include the recently standardized ML-KEM (CRYSTALS-
Kyber [Kyb24]) and ML-DSA (CRYSTALS-Dilithium [Dil24]) for post-quantum cryptog-
raphy (PQC), as well as fully homomorphic encryption (FHE) [CGGI18, CKKS16] and
lattice-based zero-knowledge proofs (ZKP) [LNP22]. The computations in lattice-based
schemes mostly involve modular reductions, element-wise operations, matrix multiplica-
tions, and number theoretic transforms (NTT). Among these, NTTs and their modular
reductions generally form the dominant bottleneck and are critical for performance. More-
over, although element-wise operations and matrix multiplications suit platforms such
as GPUs or NPUs well, NTTs are hard to parallelize due to their sequential nature and
intricate indexing.

GPUs [JZGT25, 0JS25, FZZ25] and FPGAs [LBRS25, DBBS25, ZKA 125, KHF25]
have received significant attention for NTT acceleration. A less explored, yet increasingly
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relevant, alternative is neural processing units (NPUs) [RL24]. These Al-specialized
accelerators combine SIMD data paths, explicit scratchpad memories, and deterministic
execution at low power. Compared with GPUs, they offer a superior compute-to-power
ratio and reduced latency, attractive for compute-intensive workloads such as FHE and
lattice-based ZKPs, where power is an increasingly important deployment constraint. NPUs
are deployed at scale in datacenters and edge devices. Examples include Google’s TPUs
[JYP*17], NVIDIA /Groq LPUs [ARST20], AMD’s AI Engines (AIE) in Versal [Xil18] and
XDNA/XDNAZ2 chips [SKP24], and others [BDL25, SIF*25].

In this work, we develop a methodology for accelerating the NTT on NPUs, and we
use AMD’s first-generation AIE as a representative datacenter NPU on which to develop
and evaluate it. The AIE array in the Versal Adaptive SoC is a tiled array of Very Long
Instruction Word (VLIW) SIMD processors with high-bandwidth, bank-partitioned local
memories and deterministic, cycle-accurate execution. All of these features are shared
by many NPU designs. The AIE Array ships in datacenter-class Versal cards [Xill§],
and newer ATE-derived NPUs are integrated into CPU-class chips [SKP24], making them
immediately deployable.

Related Work. To our knowledge, only three prior works have studied NTT acceleration
on AIE [BZLZ25, AA24, NKNT24], of which two report clear throughput results [BZLZ25,
AA24]. However, through suboptimal communication paths and algorithmic choices,
these works fail to fully exploit the NPU architecture and features to achieve maximal
performance gain, limiting their conclusions about the platform’s potential.

Our Contributions. In this work, we first evaluate whether NPUs can serve as competitive
platforms for accelerating lattice-based cryptography. Second, we identify which NPU
architectural features are most beneficial, thereby providing feedback to architecture
designers. Our approach is a general methodology, which we develop and evaluate on the
first-generation AIE architecture as a representative case study. More specifically, with
the source code available!:

e We describe and motivate a promising implementation workflow to implement highly
efficient kernels on this architecture. It is largely based on manual loop fission [AKO01],
the splitting of complex loop bodies into simpler loops which can be pipelined more
efficiently. Our workflow combines this with manual design of loops that can be fully
software pipelined by the compiler, manual loop unrolling, careful memory bank
placement, and integration of permutations in the compute data path. This workflow
is not specific to the NTT and applies to other compute-intensive algorithms on
similar architectures (Section 3).

e We develop high-throughput Barrett reduction primitives that utilize approximately
75% of available multipliers per cycle for int16 and nearly 100% for int32. Our
parameter and rounding function choices ensure all computations use single-word
arithmetic and maximize the headroom for lazy reduction (Section 4).

o We develop three NTT implementations (radix-2, radix-4, and radix-8) that improve
over the state of the art by factors of 8.27x to 13.2x in throughput and 2.44x to
10.3x in latency per tile (Section 5). This is achieved through constant-geometry
transforms, in-data path permutations, and partial and lazy modular reduction. We
provide results for polynomial sizes relevant to both PQC (n & 256) and some FHE
schemes such as TFHE (n & 2048) [CGGI18]. We observe that the use of constant-
geometry transforms on platforms supporting the corresponding permutations is a
key factor in achieving high performance (Section 5).

1https ://github. com/KULeuven-COSIC/NTTs_on_AMD_AI_Engines_AIE1l


https://github.com/KULeuven-COSIC/NTTs_on_AMD_AI_Engines_AIE1

Henri Vermeersch et al. 3

o We present an efficient bit-reversal unit using vector shuffles that enables inverse
NTT computation via the forward implementations (Section 6).

e We show that the methodology is not tied to the first-generation AIE: we discuss the
portability of our techniques to other NPU platforms, identify which architectural
features benefit NTT acceleration, and briefly discuss how our algorithms port to
the second-generation AIE (Section 7).

We provide implementations based on both int16 and int32 datatypes, where the
former is more efficient but the latter supports larger parameters.

2 Preliminaries

2.1 Number Theoretic Transform (NTT)

The Number Theoretic Transform (NTT) is a finite field analogue of the Discrete Fourier
Transform (DFT), operating in Z, (with ¢ a prime number) instead of C. The definitions
of the NTT and inverse NTT (iNTT) are given in Equation 1 and Equation 2, respectively,
where wy, is a primitive n-th root of unity in Z,.

n—1 n—1
a; = Z arwt mod ¢ (1) ap=n"" Z aw® mod g (2)
k=0 1=0

Equation 1 and Equation 2 imply a complexity of O(n?), but the Fast Fourier Transform
(FFT) algorithm can be applied to reduce this to O(n log(n)), as in the case of the DFT. For
a detailed coverage of FFT algorithms, we refer to the literature [LZ22, DCH*24, CYY 22].
Here, we provide a short summary of the Cooley-Tukey or Decimation-in-time (DIT) FFT
[LZ22] for a general radix r. Let n be divisible by 7 and substitute [ = %1, + 3 and k =
rk1+ke in Equation 1, where I,k = 0,1,...,r—1land lo, k1 =0,1,...,n/r—1. A binomial
product then appears in the exponent of w,,, which expands to nkil; + %kzll +7rkils + kals,

where the first term can be dropped since w?®!t = (w?)*li = 1. Also, note that
m

Wy = Wy /m- After some rearrangements we have
r—1 21
a § : E : k1l kala, kol
angy 41, = ark1+kzwnl/r2 an 2wr2 1 mod q (3)
k'2=0 k‘1=0

The inner sum may be interpreted as r» NTTs of size n/r. The results of these NTTs
are first multiplied element-wise with the set of twiddle factors wF22 and then used in
n/r NTTs of size r (the outer sum) which can be interpreted as r-by-r matrix-vector
multiplications, which we call the radix-r butterflies. The inner sum may now be subdivided
further such that the full transform of size n will eventually be divided into log,.(n) layers,
each performing an element-wise multiplication with twiddle factors followed by n/r matrix
multiplications of size r-by-r. This means that a larger radix incurs a higher computational
cost. However, larger radix transforms may be more efficiently mapped to the hardware
architecture.

2.2 Barrett reduction

Barrett reduction [Bar87]? approximates modular reduction by replacing division by ¢
with a precomputed multiplication and shift. We define the relevant primitives and their

2With precomputation of the constant twiddle factor, Montgomery reduction requires the same number
of instructions and memory as Barrett reduction, and most of this work’s ideas carry over to Montgomery
reduction.



4 Software-Pipelining the NTT on NPUs

output ranges. Let [] : R — Z denote an integer rounding function, such as the nearest
integer (| 1), floor (| |), or ceiling (] ]) functions. We follow the notation of Becker et al.
[BHK*21].

Definition 1 (Barrett multiplication and reduction). Let a and w be integers with w
known beforehand (the twiddle factor in the context of NTT), [] : R — Z an integer
rounding function and K a parameter. The Barrett multiplication of a¢ and w is then

/

barg]](a,w) =aw — |[a}(; ]] q with R=2K and o' = [[MRH (4)

q

where w’ is called the Barrett multiplier and is computed beforehand. A Barrett reduction
is defined as the specific case where w = 1. From [BHK™*21], we have the following output
range bound for the Barrett primitives using the nearest integer rounding function:

Theorem 1. Let a and w be integers. We have the following bound for Barrett multiplica-
tion and Barrett reduction using the nearest integer function:

q |a|
‘bary(a,w)‘ < 3 (1 + R)

Similarly in the case of the floor and ceiling functions, we have an output range for
a positive integer a of 0 < baréj(a,w) <q (1 + %) and 0 > bargw(a,w) > —q (1 + %),
respectively. Since the output of the nearest integer Barrett primitives may be negative,
we call this partial reduction. A reduction to [0,q) is called a full reduction and can be
obtained from a nearest integer partial reduction using a conditional addition of gq.

2.3 Al Engine architecture

The first-generation AIE array is part of AMD’s Versal Adaptive SoC family [Xill§],
designed for datacenter applications. The chip also integrates dual-core Arm processors,
FPGA fabric, and Digital Signal Processing (DSP) engines. The AIE array is a two-
dimensional matrix of tiles, where each tile consists of an identical compute element (an AT
Engine) and a memory element, running at a fixed frequency of 1.25 GHz (see Figure 1). For
a detailed description, we refer to the AMD documentation [AMDd, AMDc, AMDa, AMDb];
here we summarize the aspects most relevant to this work.

Programming model. Kernels are written in C++ using two APIs: the Al Engine
API [AMDa], which is platform-independent and provides coarse-grained vector operations,
and the ATE Intrinsics [AMDD], which map nearly one-to-one to machine instructions for
fine-grained control. Since the AIE toolchain does not support hand-written assembly, we
steer the compiler toward efficient schedules by choosing the right intrinsics and APT calls,
structuring loops carefully, and controlling register usage at the assembly level.

Communication between tiles. The communication options are illustrated in Figure 1.
Each memory element has a capacity of 32 KB divided into four banks of 8 KB. Each bank
can serve one 256-bit load or store per cycle. However, if multiple requests (from the
same tile or from different tiles) target the same bank in the same cycle, a memory stall
delays one of the requests by one cycle, stalling the corresponding AIE. Tiles communicate
through: (i) 256-bit/cycle direct memory access to their own and three neighboring memory
elements (blue lines), (ii) a streaming interconnect connecting all tiles at 32 bits/cycle per
connection (black lines), or (iii) a 384-bit/cycle cascade path snaking through the array
(green lines).
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Figure 1: Left: diagram of the two-dimensional array of AIE tiles, taken from [AMDd].
Right: the MAC, UPS, and SRS data paths. The load/store pipelines for the VLDA/VLDB
and VST instructions are not shown. The blue boxes are the vector register file and the
red boxes are the accumulator register file. The “+” component denotes the accumulation
in the MAC data path and the MUX component is a selector. The pipeline stages indicate
how long each instruction takes and in which cycle (after instruction issue) the operands
are read and the results are stored. The dotted lines mark the pipeline registers that
separate successive stages.

| wemony |

SIMD vectors and VLIW data paths. Each AIE operates on 256-bit SIMD vectors,
consisting of 16 lanes of int16 or 8 lanes of int32. Next to vectors, there are also
accumulators which have the same number of lanes but wider bit widths for storing
intermediate results. There are 8 vector registers and 8 accumulator registers. Every
ATE contains multiple independent data paths (see below), each with fixed latency and
single-cycle throughput, that can each start a different operation concurrently. This makes
it a VLIW architecture. From the programmer’s perspective, the task is to structure
computations so that the main compute data paths are utilized in every cycle, which is
the central challenge addressed in this paper.

We now describe the key data paths and their instructions, illustrated in Figure 1. See
Figure 2 for an example of an algorithm in assembly.

e Memory: Two load units (VLDA, VLDB) and one store unit (VST), each concurrently
transferring one 256-bit vector per cycle with a 7-cycle latency. These can access the
local memory element and the memory elements of three neighboring tiles.

o Shift-round-saturate (SRS): Performs an arithmetic right shift (division by a
power of two) on each lane of an accumulator register, rounds the result according
to a configurable rounding mode, and writes to a vector register (VMOV. SRS, 3-cycle
latency). This path also supports a perfect shuffle permutation. Converting an
accumulator to a vector and storing that vector can be done in one instruction
(VST. SRS, 8-cycle latency), bypassing the vector register file.

o Upshift (UPS): Multiplies each lane of a vector by a power of two and writes the
result to an accumulator (VMOV.UPS, 6-cycle latency but the source register is read in
the second stage, so we can issue the instruction one cycle before the source vector
is available).

e Multiply-accumulate (MAC): This is the main compute path. Starting from two
vector registers, it applies a configurable permutation across them, performs element-
wise multiplication between them and then stores the result as an accumulator
or potentially adds the result to an existing accumulator. Instructions include
VMUL (store result to an accumulator register), VMAC (accumulate with an existing
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accumulator register), and VMAC.UPS (simultaneously upshift a vector register into
an accumulator in the UPS data path and add it to the multiplication result), all
with 6-cycle latency. The MAC can perform 8192/(3; - 82) multiplications per cycle
for operands of §; and B bits. The VSEL instruction (2-cycle latency) uses the
permutation units in the MAC data path without multiplication. The permutation
flexibility of the MAC data path is greater for int32 than for int16. For int16,
achieving certain permutations requires combining instructions across the MAC and
SRS data paths.

2.4 Software pipelining and Il approximation

The AIE compiler applies software pipelining to loops with independent iterations, over-
lapping the execution of successive iterations in time across the VLIW data paths [AMDe,
p.67]. The compiler uses modulo scheduling [Rau95, KN11] to find the schedule. The key
metric is the Initiation Interval (II): the number of cycles between starting successive
iterations. Hence, the II represents the throughput of the loop in cycles per iteration. For
one loop with N iterations, the total cycle count is PREAMBLE +11- N + POSTAMBLE,
where the preamble and postamble are the cycles required to fill and drain the pipelines of
the data paths. For simplicity, we approximate this with only the term II - NV assuming
N is large and call this the IT approximation. For a full kernel consisting of multiple
loops executed in sequence, we can approximate the full kernel duration by summing
the IT - N terms of each loop. This is because preambles and postambles are typically
small compared to II - N and the postamble of one loop overlaps with the preamble of the
next. It is important to note that we will report loop duration almost exclusively in the II
approximation for the rest of the text.

Figure 2 illustrates software pipelining for the computation r; = |(a; + b;q)/2'¢],
for 0 < j < n, with 32-bit operands. Processing 8 lanes per iteration in int32, the
naive loop requires 14 cycles per iteration (due to the instruction latencies), while the
software-pipelined version achieves IT = 1 cycle per iteration (with four instructions issued
in every cycle, each instruction belonging to a different iteration of the loop and using a
different data path). The memory buffers a, b, and r must reside in different memory banks
to avoid memory stalls as they are all accessed in the same cycle (see Subsection 2.3).

Resource constraints impose a lower bound on the II. For instance, two stores per
iteration force II > 2 since there is only one store unit. The minimum II (Minll) is the
maximum lower bound across all data paths. Note that the MinlI is not always achievable,
nor is the compiler guaranteed to find it [KN11].

For (i=0; i< g; i i+1): PREAMBLE. . .
1: VLDA wrO < bjg;.gi+s] For (i=0; i< g; i i+1):
2: VLDB wdO < A[87:8i+8] 1: VLDA wrO < b[Si:8i+8]
000 |VLDB wdO < QA[8(i—1):8(i—1)+8]
8: VMAC.UPS bmO ¢ wdO 4 wr0O ©® wcO | VMUL .UPS bmO < wd0 + wrO ® wcO
. | VST.SRS(s=16) om0 — 7[5(;—13):8(i—13)+8]
14:VST.SRS(s=16) bm0 — 7[g;.8i+g] LOOP BODY END: GOTO For
LOOP BODY END: GOTO For POSTAMBLE. ..

Figure 2: An example of a naive loop schedule (left) and a software pipelined schedule

(right) for the same loop with N = ¢ iterations. The VST.SRS(s=16) indicates that the

accumulator undergoes a right shift by 16 bits with rounding in the SRS data path.
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3 Manual Loop Fission for Efficient Software Pipelining

Loop fission (also known as loop distribution) [AKO01] is a well-known compiler optimization
that splits a loop containing multiple independent computations into separate, simpler loops.
Modern compilers for general-purpose CPUs often apply this transformation automatically,
but we find that the AIE compiler does not do so effectively for our workloads.

In this section, we explore how manually applying loop fission can enable the modulo
scheduler to achieve near-optimal initiation intervals for each smaller loop, resulting in
substantial performance gains. We propose a concrete workflow for implementing high-
performance kernels on these architectures in Subsection 3.3. We remark that the content
of this section generalizes beyond the NTT and beyond AIE: any compute-intensive kernel
on a VLIW/SIMD architecture with limited registers and bank-partitioned memory stands
to benefit from the same approach. We start by identifying a few reasons why the compiler
achieves better schedules for smaller loops and how loop fission can be used to exploit this:

¢ Scheduling complexity. A complex loop body increases the probability that the
compiler fails to find a schedule at the MinlI, either because no valid schedule exists
for the MinlI or because the search space is too large. For the smaller loops, we
can reason about achievability and assist the compiler through intrinsics [AMDb],
register pinning, and manual unrolling.

e Register pressure. A complex loop often requires values to remain live for many
cycles (due to long data path latencies), driving up register pressure and forcing
register spilling to memory since there are only 8 vector and 8 accumulator registers.
Moreover, a loop with multiple operations may require vector moves between vector
registers or accumulator registers but the move unit can only move one vector or
one half of an accumulator per cycle, so the moves can easily become a bottleneck.
Loop fission acts as controlled spilling: intermediate results are stored in dedicated
memory buffers between loops, avoiding uncontrolled spills and the vector-move
bottleneck.

o Configuration registers. Different operations may require different data path
configurations. In a single loop, reconfiguring these registers for different operations
adds dependencies and latencies; separate loops avoid this overhead.

3.1 Methodology

Given a mathematical formula to implement with our kernel, we can directly map the
mathematical operations to instructions in the MAC or SRS data paths, of which the
MAC data path is usually the main bottleneck, posing a fundamental mathematical lower
bound on the achievable II. Ideally, we should find an implementation of the formula where
the MAC or SRS data path is fully utilized in every cycle, so that the achieved I matches
this mathematical lower bound. However, for complex formulas such as those in an NTT
layer, the compiler often fails to obtain a schedule that achieves this lower bound based
on the MAC and SRS data paths only, due to the problems identified above. Specifically,
complex loops may add overhead such that the MinlI is not determined by the instructions
directly mapped from the formula. In such cases, splitting the kernel into smaller loops
that are executed sequentially on the same AIE can be highly beneficial.

Note that the controlled spilling by splitting loops increases the number of memory
instructions. Hence, we must pay attention that the memory instructions do not become
the new bottleneck for the smaller loops.
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3.2 Trade-offs and constraints

Loop fission increases the total pipeline preamble/postamble overhead. We mitigate the
overhead by only splitting when it yields a measurable II improvement, and by overlapping
loop preambles and postambles where the stores of one loop use a different bank than
the loads of the next. Loop fission also increases memory consumption, since we now
require intermediate buffers to store partial results, which in turn increases the likelihood of
memory stalls. To avoid memory stalls entirely, we make sure that all memory buffers used
by the same loop reside in different memory banks as they might be accessed simultaneously
due to the VLIW architecture. We call this the bank-disjointness invariant. Note that, for
a fair reporting of the hardware resource usage, we constrain ourselves not to use memory
banks from tiles that are not in use by our algorithm. Hence we have four memory banks
per AIE to work with, although multiple buffers belonging to different loops may share
the same bank or different logical buffers may share the same physical memory section.

3.3 General implementation workflow

Combining all the above insights, we now describe our general workflow for designing
kernels on the AIE architecture. This workflow is not specific to the NTT and can be
applied to other compute-intensive algorithms on similar architectures:

1. Directly implement the mathematical formula in one large loop by mapping the math-
ematical operations to instructions in the MAC or SRS data paths, and determine a
lower bound on the II based on the number of compute operations.

2. Simplify the original loop by applying loop fission, splitting the computation into
simpler loops with their own input and output buffers. For each loop, make sure
to preserve the bank-disjointness invariant and ensure that the MAC data path is
effectively utilized in every cycle and hence remains the Minll bottleneck.

3. Determine which permutations are required and how to realize them inside the MAC
and SRS data paths during instruction execution without increasing the II.

4. For each loop, reason about how to achieve the Minll with an efficient assembly
schedule through register pinning and manual loop unrolling.

5. Implement the loop in C++ using the ATE API and intrinsics, structuring the source
code so that the compiler is guided toward the intended schedule.

If one of the above steps cannot be achieved, then fission the original loop differently.

It is important to note that all code is written in C++ using the ATE API [AMDa] and
intrinsics [AMDb]. Since the AIE compiler does not support hand-written assembly but
does report the generated assembly code, the developer must manually design an efficient
assembly schedule and then guide the compiler towards that efficient machine code by
carefully choosing intrinsics, controlling loop structure, and managing register allocation
at the C4++ level.

4 Barrett Reduction Primitives

In this section, we implement the Barrett reduction primitives, based on the proposed
methodology, ensuring the compiler can schedule them efficiently on the AIE architecture.
We start by describing and motivating our choices of the Barrett primitive parameters and
then present the kernel implementations of partial and full reduction for both int16 and
int32 datatypes. Following the workflow of the previous section, each implementation
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will consist of one or more software pipelined loops executed in sequence. The compiler-
generated assembly code is presented® in Figure 3.

4.1 Barrett primitive parameters

Value of parameter K. Becker et al. [BHK™21] argue that, in a single-word implementa-
tion, R = 2% should be as large as possible to increase the precision of the approximation.
In this work, we use the same principle to maximize the headroom for lazy reduction,
i.e. to accumulate several Barrett-reduced values before reducing the sum. However, the
Barrett multiplier grows with K and we must ensure it still fits in the available word
size. Let § € {16,32} denote the machine word size. From Definition 1, the Barrett
multiplier satisfies w’' € [—%, g — 1] when w is reduced to [—%1, q%l] We therefore
maximize K subject to o’ fitting in a 8-bit signed two’s complement integer (with range
[—20-1 26=1 _1]), which yields K = f3.

Nearest integer rounding. Our SRS unit supports all three integer rounding functions.
We choose the nearest integer function because it gives the most headroom for lazy
reduction. The floor and ceiling functions have output ranges of the same size as the
nearest integer rounding function, but their ranges are entirely positive or entirely negative.
This halves the number of outputs that can be accumulated before overflow occurs.

We now quantify this headroom for lazy reduction. For K = 3, using |a| < 2°71 = R/2
in Theorem 1, we obtain a more specific output bound for the Barrett primitive:

L1 ‘<g M <4 E <§
’barq (a,w) 2<1+R <35 1+2R <1 (5)

To fit the output in a §-bit signed integer, the prime modulus must satisfy ¢ < %2/3 —1. For
even smaller ¢, k partially reduced values (each bounded by %q) can be summed as long

as k < %%. The superscript | | will usually be omitted for brevity.
4

4.2 Kernel implementations

For a partial reduction of a modular multiplication (Equation 4), the computation per
element is bary(a;,w;) = m; — mjg, with m; = aw; and m} := |aw;/R]. These
are vectorized in batches of 16 (int16) or 8 (int32) lanes, with a;, w;, and w] stored
consecutively. For reduction without multiplication (w; = 1), the twiddle loads and the
a;w; multiplication are omitted.

The Barrett reduction maps well to the AIE hardware: the multiplications a;w; and
a;w, use VMUL instructions, and m; — m/}q uses a VMAC instruction, while the division by
R = 2% and rounding use the SRS data path. All values except m; = a;w; fit in the B-bit
word size. For m;, only the lower § bits are needed because bar,(a;,w;) fits in 3 bits
(lying in [—%q, %q])7 so the upper bits of m; and m/q cancel* and so we don’t have to store
those upper bits.

We now present the kernel implementations for both datatypes, each consisting of one
or more loops following the loop fission strategy of Subsection 3.3.

3We present the resulting compiler-generated assembly of the Barrett reduction primitives for two
reasons. First, to illustrate the loop schedules and corresponding performance. Second, to show how
similar optimizations can be achieved on other VLIW /SIMD platforms and how future platforms may be
designed for efficient cryptographic primitives.

4Formally: barg(a;,w;) = m; — m/q = modys (m; — m/q) = mod,s (mod,s (m;) — m'q).
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Partial reduction primitives for int16. With 16 lanes per operation, the computation
proceeds as follows. A first VMUL instruction computes a;wj, which is then passed through
the SRS data path (VMOV.SRS) to perform the division by R and rounding, producing
m}. A second VMUL instruction then computes the final result a;w; — mjq in one step,
exploiting the fact that 32 multiplications of 16-bit values can be performed per cycle®.
The two VMUL instructions are separated by nine cycles (due to the SRS latency), but both
consume the input vector a;. Since more iterations are in flight than there are registers
available, a; cannot remain in a register for those nine cycles and must be loaded a second
time. This yields a total of four vector loads (a; twice, w;, and w}), one store, and two
passes each through the MAC and SRS data paths. The MinlI of 2 is achievable and the
compiler-generated schedule is shown in Figure 3d.

For reduction without multiplication (w; = 1), the loads of w; and w] (both constant
for all 7) are unnecessary and the first multiplication a;w; is omitted. However, the two
remaining MAC passes (for a;w; and a; — m}q) still dominate, so the II remains 2.

Partial reduction primitives for int32. With 8 lanes and the MAC data path being able
to perform 8 multiplications of 32-bit values per cycle, the theoretical MinlI is 3: one
cycle each for the two products m; = a;w; and m} = a;w}, and one cycle for m; —mjq
(computed as a VMAC instruction). Attempting to implement this in a single loop, the
register file and configuration register constraints from Section 3 prevent the compiler
from achieving IT = 3. We therefore apply loop fission, splitting the computation into two
loops. The first loop (Figure 3a) computes m/} through a load, multiplication, SRS pass,
and store, achieving IT = 1. The second loop (Figure 3c) loads a;, w;, and m}, computes
m; = a;w; via VMUL and then m; — m/}q via VMAC, and stores the result, achieving IT = 2.
The combined II = 3 matches the theoretical minimum.

Without the a;w; multiplication, the second loop needs only one MAC instruction (for
a; —m}q) and achieves IT = 1 (Figure 3b). The combined II is then 1+ 1 = 2 and matches
the theoretical minimum of the two multiplications.

Full reduction primitives. Although we will not use full reductions in our NTT implemen-
tations, we also implement full reduction primitives as they are useful in other contexts
and the ideas can generalize to other NPU platforms.

As a shorthand, let’s denote r; := bar,(a;,w;) € [—%q, %q] the result of the partial
Barrett reduction. Converting a partial reduction result r; € [—%q, %q] to a full reduction
ri € [0, q) requires adding ¢ whenever r; is negative. We implement this branchlessly by
extracting a sign mask s; € {—1,0}. Specifically, we arithmetic right-shift the 8-bit value
r; by [ positions in the SRS data path using the floor rounding mode. Because the shift
is arithmetic, the sign bit is replicated across all bit positions: the result is s; = —1 (all
ones) if r; was strictly negative and s; = 0 if r; was non-negative. The full reduction is
then 7} = r; — s;q, computed with a single VMAC.

A single-loop implementation with IT = 2 (the minimum, set by the two SRS passes) is
not achievable in practice. Applying loop fission, we split into two loops: the first extracts
the sign mask s; via a load, UPS upshift to convert to an accumulator, SRS right-shift,
and store (IT = 1), and the second computes r; = r; — s;q via two loads for r; and s;, a
VMAC, and a VST.SRS (II = 1). The combined cost is 1+1=2 additional II for all primitives.

For a int32 Barrett multiplication, however, we can do better since the sign extraction
can be implemented in the second loop for the partial reduction (Figure 3c). That loop
has IT = 2 but uses the SRS and store data paths only once, leaving one idle SRS slot and

5To make the compiler emit a;w; — m’iq as a single instruction, we use an intrinsic from the multiply-
and-subtract suite [AMDD].



Henri Vermeersch et al. 11

PREAMBLE. .. PREAMBLE. . .
For (i=0; i< §; i4i+1): For (i=0; i< §; i i+41):
1: VLDA wdO « a[8i18i+g] 1: VLDA wdO « a[gi;8i+8]
IVLDB wcO <~ wig;.gi18] IVLDB wr0 < ms;.5:+5)
| VMUL bmO < wd0 ® wcO | VMAC.UPS bmO < wd0 — wr0O ® wcO
|VST SRS(S=32) bm0 — mf8(1_13):8(i_13)+8] |VSTSRS(S=O) bm0 — T[g(iflg):g(i,13)+g]
LOOP BODY END: GOTO For LOOP BODY END: GOTO For
POSTAMBLE. . . POSTAMBLE. . .

(a) int32 Barrett multiplication and reduction (b) int32 Barrett reduction (loop 2/2). Assume
(loop 1/2). For Barrett reduction, the load of w; that wcO holds eight copies of g.
disappears as it is a constant for all 4.

PREAMBLE. . . PREAMBLE. . .
For (i=0; i< §; i+ i+1): For (i=0; i< {%; i+ i+1):
1: VLDA wdO < Q[84:8i+8] 1: VLDA wrO < A[164:16i+16]
|VLDB wcl ¢— wisi:si+s] IVLDB wrl ¢+ Wii4;.16i+16]
| VMAC bm0 < bm0 — wr0 ® wcO |VMUL bml < wd0 ® wr2 + wdl ® wr3
|VST.SRS(s=0) bm0 — T[8(i—7):8(i—7)+8] |VST.SRS(s=0) bml — T[16(i—11):16(i—11)+16]
2: VLDA wr0 ¢ Mig;.gi g 2: VLDA wdO ¢ a[i6(i—4):16(i—4)+16]
|VMUL bm0 < wd0 ©® wcl |VLDB wr2 w[lG(i—4):16(i—4)+16]
LOOP BODY END: GOTO For |VMUL bm0 < wr0 ® wrl + wr0 ® wrl
POSTAMBLE. . . | VMOV. SRS (s=17) bm0 — wdl
LOOP BODY END: GOTO For
POSTAMBLE. . .
(c) int32 Barrett multiplication (loop 2/2). As-

sume that wcO holds eight copies of ¢.
(d) int16 Barrett multiplication and reduction.
Assume that wr3 holds 16 copies of —q. For Bar-
rett reduction, the loads of w; and w] and the
multiplication a;w; disappear.

Figure 3: Implementation of partial Barrett reduction and multiplication primitives

one idle store slot per iteration, where we can insert the sign extraction®. A separate loop
then computes r; = r; — s;q at II = 1, reducing the total overhead to one additional II.

4.3 Results

Table 1 summarizes the cycle counts of all proposed Barrett primitives. We report the
number of cycles per batch (16 or 8 lanes) as the sum of II over all the loops since one
additional batch requires one additional iteration of each loop, adding II to the total cycle
count. For partial Barrett multiplication, the effective multiplier utilization is 75% for
int16 and nearly 100% for int32. Recall that the prime modulus is limited to ¢ < 26+1/3.

5 NTT Implementations

We present three NTT schemes based on radices r = 2,4, 8, all starting from Equation 3
and sharing six design principles: (i) our loop-fission workflow with free permutations in

6However, simply adding a VST.SRS(s=32) bm0 — S[(8(i—7):8(i—7)+8)] Would not work as bmo0 is over-
written in that second cycle by the VMUL instruction of the subsequent iteration, issued six cycles earlier.
This is fixed by manually unrolling the loop and alternating accumulators between odd and even iterations.
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Table 1: Number of cycles per batch for the reduction primitives (sum of IT). The batch
size is 16 lanes for int16 and 8 lanes for int32. Note that we ignore the loop preamble
and postamble overhead, which is amortized across iterations.

Primitive int16 int32

Barrett multiplication (partial) 2 cycles (1 loop) 3 cycles (2 loops)

Barrett reduction (partial) 2 cycles (1 loop) 2 cycles (2 loops)
Barrett multiplication (full) 4 cycles (3 loops) 4 cycles (3 loops)
Barrett reduction (full) 4 cycles (3 loops) 4 cycles (4 loops)

the compute data paths, (ii) all reductions use Barrett primitives, (iii) all twiddle factors
and Barrett multipliers are precomputed and stored in the memory tiles, (iv) only partial
Barrett reductions (no full reductions), (v) lazy reduction of accumulations to minimize
Barrett calls, and (vi) constant-geometry transforms [Pea68] to reuse the same kernel(s).

We always describe the int16 case, with int32 analogous. The radix-2 and radix-4
implementations use the Barrett primitives of Section 4, while radix-8 uses a new specialized
reduction block. Each scheme also has a custom unit for its butterfly and data mapping.

Radix trade-offs. Recall from Subsection 2.1 that for radix r, each of the log,.(n) layers
consists of a stage of elementwise twiddle-factor multiplications followed by a stage of
n/r modular r-by-r matrix multiplications (the radix-r butterflies). Different radices offer
different trade-offs. Radix-2 (Subsection 5.1) minimizes Z, operations and has butterflies
without reductions, but requires the most layers and hence the most twiddle-multiplication
stages, giving the largest number of reductions as no lazy reduction is possible. Larger
radices have fewer layers, and thus fewer elementwise multiplication stages, at the cost of
more complex butterflies with more modular multiplications. We explore two strategies
for higher radices. The first reduces all non-trivial butterfly multiplications with Barrett
operations, beneficial only for radix-4, whose butterfly matrix needs only two modular
multiplications (Subsection 5.2). The second strategy leaves butterfly multiplications
unreduced, producing double-width outputs, and then uses wider Barrett multiplications
between layers, favoring radix-8 (Subsection 5.3).

Pipeline architecture. Since the precomputed twiddle factors and Barrett multipliers
do not all fit in one tile’s memory, we distribute the log,(n) layers across a pipeline of
ATE tiles (e.g. onme tile per layer), each storing only its own layer’s factors. Thanks to
constant-geometry transforms,; all tiles run the same kernel(s), improving load balancing.
Tiles communicate via shared memory banks (the last loop of a tile writes to a bank read
by the next tile), avoiding the slow streaming interconnect.

Normalized metric. To compare radices fairly, we combine throughput and tile usage
into the area-throughput product (the area multiplied by the time per sample).

5.1 Radix-2 scheme (R2)

High-level overview. Our first implementation uses the radix-2 FFT. The full transform
is performed in a pipeline of log,(n) AIE tiles, each performing one layer in one kernel
consisting of the following three blocks:

1. the partial Barrett reduction primitive on the top half of the coefficients (2 cycles
per 16 lanes for int16, 2 cycles per 8 lanes for int32, purple box in Figure 4b);

2. the partial Barrett multiplication primitive on the bottom half of the coefficients (2
cycles per 16 lanes for int16, 3 cycles per 8 lanes for int32, green box in Figure 4b);
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3. the radix-2 butterflies fused with a perfect-shuffle permutation in one loop without
reduction (2 cycles per 32 lanes for int16, 4 cycles per 32 lanes for int32, orange box
in Figure 4b). The data mapping below explains why we perform this permutation.

Summing the three blocks gives %% + 1%% + 3—2211 = 0.1875n cycles per layer for int16
and %% + %% + %n = 0.4375n for int32, in the II approximation. Blocks 1 and 2 use the

primitives of Section 4 directly. Block 3 is explained below.

Data mapping (blocks 1 and 2). The forward NTT is shown in Figure 4a. The first
layer is highly efficient because the coefficients to be Barrett reduced lie in the top half
of the buffer and those to be Barrett multiplied lie in the bottom half. This lets us use
the optimized SIMD Barrett primitives of Section 4, and this structure will also enable an
efficient implementation of the radix-2 butterflies and permutation.

Since the structure of the first layer is so beneficial, we may force each layer to have
this same structure by applying a perfect shuffle permutation on the coefficients after each
layer, as illustrated in Figure 4b. In this case, each layer has the same structure and each
AIE tile in the pipeline implements the exact same kernel. This type of implementation is
called a constant-geometry FFT [Pea68].

+
ﬁ
+
o

ap

ay

(a) Naive Cooley-Tukey NTT (b) Cooley-Tukey NTT with perfect shuffles.

Figure 4: Illustration of the efficient data mapping for the radix-2 scheme. The purple,
green, and orange boxes correspond to the three blocks of the kernel.

Butterfly and permutation loop (block 3). Finally, one loop performs the butterfly
additions and subtractions together with the perfect-shuffle permutation. The result is left
unreduced (lazy reduction), so only additions and subtractions are needed, which means
the butterfly can be implemented in the MAC data path as a matrix-vector multiply with
a matrix of +1 entries. Since 2n multiplications are needed per layer and the MAC data
path performs 32 multiplications per cycle, the theoretical minimum is %—g Each iteration
of the loop computes 16 consecutive butterflies with two vector loads (one from each half
of the buffer), two VMUL instructions for the permutation and matrix multiplication, and
two VST instructions to store the 32 consecutive outputs. For int32, the +1 matrix entries
fit in 16 bits, so the butterfly uses 32-bit-by-16-bit multiplications, of which 16 can be
performed per cycle. This achieves the theoretical minimum of two cycles per 32 buffer
elements for int16 and four for int32, in the II approximation.

Constraints and inverse transform. The memory constraint (fitting input, output, twiddle
factors, Barrett multipliers, and one n/2-element temporary buffer in four 8 KB banks)

limits the transform to n < 21162 for int16 and n < 21131for 11%312:32. The modulus is
constrained to ¢ < % : 27 = 27 for int16 and ¢ < % . 27 = % for int32 to ensure

butterfly outputs fit in 16/32-bit signed integers without reduction (lazy reduction) due



14 Software-Pipelining the NTT on NPUs

to Equation 5. The inverse transform uses the Gentleman-Sande configuration with an
unshuffle permutation after each layer. The structure mirrors the forward transform, with
a different permutation, achieving the same performance in the II approximation.

5.2 Radix-4 scheme (R4)

High-level overview. Unlike the radix-2 scheme, whose butterflies contain no multi-
plications, the radix-4 scheme uses the partial Barrett multiplication primitive for all
multiplications, both the between-layer twiddle multiplications and the two non-trivial
modular multiplications with w, inside the butterfly. Only additions and subtractions are
left unreduced. In exchange, it needs only half as many layers. Starting from the canonical
radix-4 formulation in Equation 6, we convert it to the actual butterfly computation in
Equation 7. The full transform thus runs in a pipeline of log,(n) AIE tiles, each computing
one radix-4 layer in a kernel of three blocks:

1. the partial Barrett multiplication primitive applied to the four inputs and their
twiddle factors, producing AL up to A? in Equation 7 (1275 4% = 0.125n cycles per
layer for int16, 3 cycles per 8 lanes for int32);

2. a second partial Barrett multiplication primitive for the two multiplications with wy
inside the butterfly, producing A? and AS in Equation 7 (& - 2% ~ 0.0625n cycles
per layer for int16);

3. performing and summing two matrix multiplications of Equation 7, computed without
reduction (8 cycles per 64 outputs for int16, 16 for int32, explained below).

Summing the three blocks gives 12—64% + 1%2% + 6%71 ~ 0.3125n cycles per layer for int16

and %4% + %2% + é—in ~ 0.8125n for int32. For int16 the throughput is thus about 1.67x
worse than radix-2, but the design uses only half the AIE tiles, making it more efficient
in the area-throughput product: fewer reductions are needed overall, and the Barrett
reductions traded for Barrett multiplications are equally costly in int16. For int32 the

gains diminish, as Barrett multiplications are slower than reductions.

Blocks 1 and 2 reuse the partial Barrett multiplication primitive of Section 4 directly.
Block 3 is the new radix-4 butterfly loop. We derive the butterfly structure (blocks 1 and
2) first, then the matrix-multiplication loop (block 3).

Butterfly structure (blocks 1 and 2). For layer L, with 0 < ¢ < n/4, both the twiddle

multiplication and butterfly stages are given by Equation 6, where nj, = rZ+1, ‘(%’ denotes
element-wise partial Barrett multiplication, ls(c) = bitrev(mod%gi1 (¢)), and A and B are
the input and output buffers. As in radix-2, this is a constant-geometry structure: each
butterfly takes inputs from four quarters of the buffer and outputs are placed consecutively.

We note that the inner two rows of the radix-4 butterfly must be swapped for this to work.
We reduce the two modular multiplications with w4 in the butterfly, so only two partial

Barrett multiplications are needed: A2 := wy " A% and AS = wy B A% We then rewrite the
matrix-vector multiplication with all entries in {—1,0,1} and A3, AS as additional inputs
(bringing us closer to Equation 7), which produces little further growth. When ¢ < 21°/3,
a sum of four partially reduced values (each bounded by %q) still fits in the int16 range,
so no intermediate reductions are needed (lazy reduction).
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Bieto 11 1 1 Acro 1
Byct1 1 -1 1 -1 A | o wi2(©
Bicya| |1 wi —1 —wy Acyon © wzlf(c) (6)
Bycys 1 —ws -1 wy Acyzn leLz(c)
[AL; A2 4% Al
Bicto 1 1 0 0 A? 11
Biycy -1 -1 0 0] A 11| [ AL
Biwa| |0 0 1 -1 |a| T 1| a3 (7)
Bycts 0 0 -1 1 AS 1 -1

Butterfly matrix multiplication (block 3). For radix-2, we kept two vectors per iteration
in registers. Radix-4 would require 6 vectors (AL up to A%, each for 16 values of c¢), which
is infeasible. We therefore split the matrix multiplication into two terms (Equation 7),
computed with a VMUL and a VMAC instruction respectively. Each instruction computes
32 multiplications and both terms require 8 multiplications with +1, so processing 16
values of ¢ per iteration takes four VMUL and four VMAC. Concretely, we load the 16-lane
vectors of A%, A% A5 and AS and compute the first term, each VMUL writing a different
accumulator. Then we load Al and A2 and apply four VMAC. Finally, we store the four
accumulators with VST.SRS. This gives 8 cycles per 64 outputs in the II approximation for
int16, and 16 cycles per 64 outputs for int32 with 16-bit-by-32-bit arithmetic.

Constraints and inverse transform. The memory constraints limit the scheme to n < 2!
for int16 and n < 2!0 for int32. Due to the lazy reduction, we also have ¢ < 2°/3
for int16 and ¢ < 23!/3 for int32. For the inverse transform, we apply a bit-reversal
(Section 6) to the forward NTT outputs and then reuse the same implementation with
different twiddles.

5.3 Radix-8 scheme (R8)

High-level overview. Unlike the radix-4 scheme, which reduces non-trivial modular
multiplication inside the butterfly, the radix-8 scheme leaves all modular multiplications
inside the radix-r butterfly unreduced, producing 32-bit outputs. These are then multiplied
with the twiddle factors between layers and the result is reduced back to 16 bits, using a
new 32-bit-by-16-bit Barrett multiplication block. Each of the logg(n) layers is thus built
from two blocks, both explained below:

1. the radix-8 butterfly with 16-bit inputs, computed without reduction so that its
outputs are 32-bit (38 cycles per 16 butterflies, i.e. 0.297n cycles per layer);

2. the 32-to-16-bit Barrett multiplication reducing the between-layer twiddle products
to 16 bits (5 cycles per 16 lanes, i.e. 1—56n = 0.3125n cycles per layer).

Together these two blocks need more than four memory banks due to intermediate buffers,
so they are split across two AIE tiles, giving 2logg(n) tiles in total. The throughput is
determined by the slower tile, at 0.3125n cycles per radix-8 layer. This is about 1.67x

worse than radix-2 while using 21(1)%3(53) ~ 0.67x the tiles, making it less efficient in the
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area-throughput product (1.67 x 0.67 ~ 1.1). This is the least efficient scheme on the
first-generation AIE, but it has the highest arithmetic intensity and will benefit most from
the doubled compute throughput on AIE2 (Section 7). An int32 version is not feasible as
it would require 64-bit intermediates. The inverse transform follows the same approach as
radix-4. We explain the butterfly first, then the new 32-to-16-bit Barrett multiplication
block and the motivation for choosing r = 8 for this strategy.

Radix-8 butterfly (block 1). Ideally, since 32 16-bit-by-16-bit multiplications can be
performed per cycle, we would need 32 cycles per 16 butterflies. In reality, without going
into details, our implementation requires 38 cycles per 16 butterflies with a similar approach
to the radix-4 scheme. This is more than the ideal 32 cycles due to register constraints.

32-to-16-bit Barrett multiplication (block 2). Our implementation exploits the fact
that only the lower 16 bits of m; and m} are needed for the final result (the upper bits
cancel, as in the footnote of Section 4). It is implemented in three loops: (i) multiply
the 32-bit coefficient with the 32-bit Barrett multiplier to compute m/ (1 cycle per 8
lanes); (ii) truncate m/ to its lower 16 bits via a pass through the MAC data path (1 cycle
per 16 lanes); (iii) compute the 32-by-16-bit twiddle multiplication m; = a;w; and the
16-by-16-bit reduction m; — m/}q in two MAC instructions (2 cycles per 16 lanes). The
total is 5 cycles per 16 reductions. Since all elements must be reduced, this yields a total
of 15—671 cycles per layer.

Radix. We chose a radix of r = 8 for this approach by balancing the O(r?) cost of the
butterfly against the number of layers. Each layer has n/r butterflies of r? multiplications

2
each, at a cost of = '"/ ~ = % cycles for one full layer, plus n cycles for the Barrett
reductions. The total cost for all layers is (%% 4 3%) log,.(n). The minimum integer solution

is 7 =9, but we prefer the power-of-two r = 8 with a negligibly higher cost.

5.4 Results

Implementation results. Table 2 gives the throughput and latency of all implemented
schemes for the maximum n permitted by their memory constraints, as measured using the
Vitis hardware simulator. The number of AIE tiles (#AIE) equals the number of pipeline
stages. We compute the latency by multiplying the throughput in cycles per transform by
the number of pipeline stages. The reported values exclude inverse normalization and full
reduction. For a rough comparison of resource efficiency across transform sizes, we report
the normalized cost C' = #AIE - T'//(nlogy n), where T is the throughput in cycles per
transform and lower values indicate better efficiency. Among the int16 schemes, radix-8
has the highest normalized cost on AIE1, so we do not discuss it further in this section.

Table 2: Vitis hardware-simulator results for the implemented schemes at the maximum n
permitted by their memory constraints, excluding inverse normalization and full reduction.

Scheme n #AIE Throughput Latency C
Radix-2 int16 CT forward 2!2 12 (logy(n 952 cc 11,424 cc 0.2324

(n))
Radix-2 int16 GS inverse 2'2 12 (log,(n)) 918 cc 11,016 cc 0.2241
Radix-4 int16 2116 ([logy(n)]) 808 cc 4,848 cc 0.2152
8
(

Radix-8 int16 211 8 (2[logg(n)]) 770 cc 6,160 cc  0.2734
Radix-2 int32 211 11 (logy(n)) 1,028 cc 11,308 cc  0.5020
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Analysis. Table 3 reports the kernel duration, utilized AIFE tiles, and parameter constraints
of the radix-2 and radix-4 schemes, each measured at its maximum achievable n. We
report both the IT approximation (II) and cycle-accurate simulation (S). The simulation
exceeds the II approximation due to pipeline prologues/epilogues and synchronization
overhead, confirming that the II approximation is a useful but slightly optimistic predictor.
A radix-4 int32 implementation was not developed, but the same optimizations apply, so
we give its IT approximation.

To verify the simulation, we also performed physical measurements (P) on the AIE
device for the radix-2 int16 implementation, taking the slope of a linear regression on
latency measurements over increasing batch sizes. The resulting throughput of 944 cycles
per layer is close to the simulated 952, a difference we attribute to measurement noise,
from which we conclude that the simulations are accurate. A power estimation using
AMD’s Power Design Manager yields a steady-state consumption of about 2.964 W.

Comparing the radix-2 and radix-4 schemes. A fair comparison uses the same n, so take
the case of int16 with n = 2'!. From the gap between simulation and II approximation,
we estimate a fixed loop and synchronization overhead of 952 — 768 = 184 cycles for radix-2.
The radix-2 kernel thus requires 0.1875 - 2'! + 184 ~ 568 cycles and the radix-4 kernel 808
cycles. However, a radix-4 kernel performs the equivalent of two radix-2 stages, needing
only half as many AIE tiles for a full transform, so it is more efficient overall: by about
987512 ~ 1.2 in both latency and area-throughput product in the II approximation.
The gap is even larger in practice, as radix-2 has more overhead (184 cycles) than radix-4
(168) due to less overlap of loop preambles and postambles. The radix-4 scheme is therefore
preferable when its stricter parameter constraints are met, and radix-2 otherwise. For
int32, radix-4 is again more efficient, though by a smaller margin.

Table 3: Duration in cycles, utilized AIE tiles, and parameter constraints for the radix-2
and radix-4 kernels. For the radix-2, we report the numbers of the forward or inverse
implementation, whichever is slower. IT = II approximation, S = cycle-accurate simulation,
#AIE = number of AIE tiles.

Kernel duration in cycles Parameter constraints
Radix-2 Radix-4 Radix-2 Radix-4

n 212 211 n < 212 < 211

516 T 515

int1g 1 768 (0.1875n) 640 (0.3125n) q <3 <%

952 808

#AIE 12 (logy(n)) 6 ([logy(n)])

n 211 210 n <2l < 210

T 532 T 531

int3n 1L 896 (100.;137571) 832 (0.8125n) q <z < 2=

#AIE 11 (logy(n)) 5 ([log,(n)])

Comparison with prior AIE work. Table 4 compares our results with the existing AIE-

. . . prior throughput X #AIE, ;.
based NTT implementations. The speedup is computed as —_ Throughput X ZATE, ... for

throughput and analogously for latency, thus normalizing for the number of tiles used. We
use our radix-2 scheme for comparison as the parameters exceed the radix-4 constraints.

We briefly explain why prior work achieves suboptimal performance. Ahmed and
Arafin [AA24] use four parallel pipelines for large polynomial degrees but depend on the
streaming interconnect with explicit engine-to-engine communication and data mapping
stages; moreover, their use of Harvey’s butterfly algorithm [Harl4] introduces branch
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statements ill-suited to SIMD execution. Bao et al. [BZLZ25] implement a radix-2 scheme
with Montgomery reduction but similarly rely on the slow streaming interconnect, lose
cycles to explicit communication stages, and do not apply partial reduction.

Comparison with other platforms. A direct comparison with GPU and FPGA imple-
mentations is challenging because these platforms differ fundamentally in clock frequency,
power budget, and parallelism model. For context, Bao et al. [BZLZ25] report that their
AIE-based design already outperforms a Tesla V100 GPU by 1.89x and an RTX 3090 GPU
by 2.7x to 4.05x for the parameter set in Table 4. This suggests that our implementations
offer superior performance compared with GPU implementations while operating at about
80x lower power (our power estimation yields a result of about 2.964 W for the int16
implementation compared to over 250 W for a V100). FPGA-based NTT implementa-
tions [LBRS25, DBBS25, ZKA ™25, KHF25] can offer comparable latency but typically at
lower throughput and with much higher design effort. The key advantage of NPUs is the
combination of software programmability, deterministic timing, and energy efficiency.

Table 4: Comparison with prior AIE-based work for a full NTT. TP = throughput.
prior metricX#AIEprior
our metricX #AIE, .

Full NTT Speed-up
n, q #AIE Latency TP Latency TP

SANTA [AA24]F 212 2l4 47 30,175 cc 2,011 cc - -
This work (R2)? 2!2 21 12 11,424 cc 952 cc 10.3x 8.27x

Bao et al. [BZLZ25]3 21, 230 16 19,000 cc 9,332 cc - -
This work (R2)* 21,230 11 11,308 cc 1,028 cc  2.44x  13.2x

1 Best design for n = 212: 47 AIE, latency 30,175 cc, estimated 15 pipeline stages; throughput
30,175/15 =~ 2,011 cc.

2 Pipeline of log,(212) = 12 tiles; latency = 12 x 952 = 11,424 cc with 952 cc the simulation
throughput for the int16 radix-2 scheme.

3 Best design for n = 211 with 4 PU (16 AIE) from [BZLZ25, Table 3]: latency 15.2 ps = 19,000 cc
at 1.25 GHz; throughput = 1.25 GHz/133,954 = 9,332 cc.

4 Pipeline of logy(211) = 11 tiles; latency = 11 x 1,028 = 11,308 cc with 1,028 cc from Table 3 for
int32.

Speed-up is normalized per AIE tile: speed-up =

Support for smaller ring dimensions. To amortize the overhead of kernel launches and
loop preambles/postambles, we targeted the largest transform size allowed by the memory
constraints. However, due to the native structure of the NTT, the implementation for a
large n can efficiently compute smaller NTTs in parallel with no additional cost. This is
particularly relevant for PQC applications such as ML-KEM and ML-DSA (both ring size
256). Table 5 provides the throughput and latency estimates.

Counsider N independent NTTs of size n/N. This batching may be implemented in
multiple ways. Firstly, we may assume the N input sets are interleaved in the input buffer.
Using the regular n = 4096 implementation with perfect shuffles, the N output sets will be
separated in the output buffer, each in bit-reversed order. Alternatively, we may perform
a grouped shuffle on groups of N consecutive elements, which preserves the interleaving
in the output. In this case, the same kernel can be used with different configuration
parameters for the shuffle units, so the execution time does not increase. Alternative
batching approaches are also possible, such as ones using separated instead of interleaved
inputs, as long as the required permutation can be implemented efficiently.

Throughput and Latency. Our NTT designs improve over the literature in both latency
and throughput. However, to fully utilize the pipeline throughput, multiple independent
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Table 5: Estimated performance for PQC-relevant ring dimensions using the radix-2 int16
scheme. Smaller transforms are computed in parallel within the n = 4096 kernel.

Ring size 256 512 1024 2048 4096
#Parallel NTTs 16 8 4 2 1
#Stages (#AIE tiles) 8 9 10 11 12
Throughput (cc) 952 952 952 952 952
Latency (cc) 7,616 8,568 9,520 10,472 11,424

NTT invocations must be in flight simultaneously, since our designs distribute the NTT
layers across multiple AIE tiles in a pipeline. Real-world workloads easily provide this
parallelism. In FHE, a single FHEW gate bootstrapping requires on the order of 10,000
NTTs [CGGI18], and the BFV/BGV/CKKS schemes require NTTs for multiple limbs at
the same time. Furthermore, in PQC server applications, a server handling thousands of
TLS handshakes generates thousands of concurrent ML-KEM or ML-DSA operations.

As another example, TFHE canonically makes use of ring degrees 2° up to 2'2, which
align well with our supported parameters. It provides a natural use case for this throughput-
oriented execution model as TFHE usually contains many bootstraps in parallel. FPT, a
streaming TFHE accelerator [BDTV23], demonstrates this execution model by keeping 12
ciphertexts in flight, implying at least 24 NT'Ts are performed in parallel. This is more
than enough to saturate our pipelines.

Full polynomial multiplication pipeline. A complete polynomial multiplication composes
two forward NTT pipelines, an element-wise modular multiplication, and an inverse NTT
pipeline. For radix-4 and radix-8, the product passes through the bit-reversal unit before
entering the inverse-NTT pipeline, adding a tile but not reducing throughput.

Full reduction and normalization factor. All variants require a full-reduction pass when
canonical outputs in [0, ¢) are needed. This can be implemented with one or two additional
pipeline stages without worsening the throughput.

The inverse NTT also requires multiplication by n~! mod g. For all schemes except
radix-2 int32, we can fold this factor into the final-layer twiddle factors without making
that pipeline stage more expensive. For radix-2 int32, however, doing so would increase the
cost of the final pipeline stage, since 32-bit Barrett multiplications are more expensive than
32-bit Barrett reductions. We then need either to add a pipeline stage for normalization
or to merge normalization with the full reduction stages using full Barrett multiplications.

6 Bit-reversal unit

Since forward and inverse NTTs differ only in their twiddle factors (Equation 1, Equation 2),
we can implement the inverse NT'T for radix-4 and radix-8 using the forward implementation
preceded by a bit-reversal permutation (all three schemes produce bit-reversed outputs). A
naive bit-reversal moves one coefficient at a time, requiring about one cycle per coefficient.
Using vector shuffle operations, we achieve up to 4x speedup.

Notation. We may characterize permutations by describing the mapping from the index
of a coeflicient in the input buffer to the index in the output buffer. Let the string of bits
anN_1GN_2 - - . Gg be the binary representation of an index in the input buffer of size 2V,
with each bit a; € {0,1}. We introduce the notation af;<j; with i < j as a shorthand
for the increasing string of bits a;a;41 ...a;_1a;, and af;>4) with ¢ > j as a shorthand
for the decreasing string of bits aza;—1 ...aj1a;. After a perfect shuffle permutation is
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performed, the index of the coefficient is converted from any_1an_2...a0 = aN_1>0]
to ajny—2>0]@N—1, a rotation of the bits to the left. We call the inverse permutation an
unshuffle permutation, corresponding to a rotation of the bits to the right. A bit-reversal
operation reverses the order of the bits, resulting in ajo<n_1)-

6.1 Vector-based bit-reversal permutation

A bit-reversal can be decomposed into a recursive series of perfect shuffle permuta-
tions [VL92]: if both halves of the buffer are already bit-reversed, one perfect shuffle
on the full buffer completes the reversal. Applied recursively, this requires N — 1 levels.
Now consider a buffer of 2V =M vectors of size 2M each. Performing only the last M shuffle
levels converts an index ajn—1>0] t0 a[N—1—M>0]3[N—M<N—1]; the remaining N — M
high-order bits can be reversed using vector moves in one loop (Figure 5a).

Following Lokhmotov and Mycroft [LM07], we further optimize by using in-place shuffle
butterflies (Figure 5b), which implicitly unshuffle the vector ordering. For N = 2M, this
eliminates the vector-move phase entirely. As an example, in the case of M = 4 and
N =8, the four levels of in-place butterflies are illustrated in Equation 8, where left-arrows
indicate element shuffles and right-arrows indicate the implicit unshuffie of vector positions:

— — —
a706050403020100 = A706050302010004 = A706020301000405
— < <

(8)

—)
= @70102030004050¢ = A001020304050607
h)

The case of N = 2M is useful for ML-KEM with N = 8 as the int16 vector length
is 2M = 16 (M = 4) [Kyb24]. For N > 2M, we again only perform the last M levels,
then only a bit-reversal of bits N — M — 1 down to M must be performed, which only
requires “local” vector moves within groups of 2N =2M consecutive vectors. Note that if
N = 2M + 1, then a bit-reversal of N — 2M = 1 bit is required, which is the identity
permutation. When N < 2M, we may simply use vectors of size 2™, where M’ = |N/2],
and apply one of the above cases.

In conclusion, we perform a bit-reversal with a complexity of O(M2¥~M) instructions
instead of O(2V). This is a speedup of 4x for M = 4 (16-lane int16 vectors).

6.2 Implementation and results

For our implementation, we focus on the int16 datatype with vector length 2M = 16
(M = 4) and polynomial sizes 2V for N = 8,9,10, 11, 12. We require four perfect shuffle
levels, followed by local vector moves for N = 10,11, 12.

To increase arithmetic intensity, we perform two shuffie levels per loop by loading
vectors in groups of four (e.g. yellow and blue groups in Figure 5b). Each iteration uses
two VSEL instructions and stores four vectors in bit-reversed order. The critical resource is
the store unit (MinIl = 4), but 5 cycles are needed due to register constraints’.

As four levels must be performed, two of these loops are required. One last loop
implements the local vector moves in one cycle per vector. In total, 25{%21\[ =0.21875-2
cycles are required in the IT approximation. The simulation results are given in Table 6.

Table 6: The number of cycles required for the bit-reversal kernel in int16.

N 8 9 10 11 12
IT Approximation 56 112 224 448 896
Simulation 100 156 268 492 940

"With a single memory bank, loading the next iteration’s vectors takes four cycles, requiring one extra
cycle to avoid overwriting live registers.
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(a) Last four regular perfect shuffle lev- (b) Last four perfect shuffle levels with in-
els. The elements within vectors are bit- place butterfly operations. The output vec-
reversed, but additional vector moves are  tors are bit-reversed w.r.t. Figure (a) so no
required to complete the bit-reversal. extra vector moves are required.

Figure 5: Comparison between (a) regular and (b) in-place interleaving operations for
N = M + 4. The in-place operations result in a bit-reversal of the vectors. Furthermore,
(b) illustrates the partitioning into groups every two steps, as explained in Subsection 6.2,
by highlighting one group in the first two levels and in the last two levels.

7 Portability and Application to Second-Generation AIE

Many other NPUs share AIE-like features, including SIMD execution, high-bandwidth
local SRAM, and dedicated permutation hardware. We therefore discuss portability from
three perspectives: which optimizations are architecture-agnostic, which architectural
features of AIE are beneficial for NTT acceleration and how the algorithms map to AIE2.

7.1 Portable optimization techniques

Several of our key optimizations are not tied to the AIE architecture and can be applied
on any platform with sufficient SIMD width and memory bandwidth:

e Loop fission for instruction pipelining. Splitting complex loops into simpler
ones to help the compiler scheduler applies to any VLIW or deeply pipelined SIMD
processor, even if the compiler is more advanced.

e Barrett reduction with optimized parameters. Our choice of K = 3 and
nearest-integer rounding maximizes the headroom for lazy reduction, but requires
a down-shift operator supporting nearest-integer rounding. Most accelerator cards
support the down-shift but may lack a flexible rounding mode, in which case the
sub-optimal rounding functions of Section 4 can be used. For architectures with only
unsigned arithmetic support, the floor function becomes optimal.

o Constant-geometry NTT. Constant-geometry transforms [Pea68] make every
NTT layer execute the same code with the same data access pattern, eliminating
layer-dependent control flow and simplifying load balancing. The hardware must,
however, support the required permutations efficiently, ideally at no extra cost.

e Lazy and partial reduction. Computing with partially reduced values and only
reducing when overflow would otherwise occur (lazy reduction) are purely algorithmic
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optimizations that apply identically on any platform.

7.2 Architectural features beneficial for NTT acceleration

We identify three AIE features that are particularly valuable for cryptographic workloads:

e Arithmetic right shift with configurable rounding. A right shift is essential for
efficient Barrett reduction and the configurable rounding allows for optimal choice of
the rounding mode. Furthermore, since this operation is implemented in a separate
data path, we can perform right shifts and multiplications in parallel.

e In-data path permutations. This enables free data mapping for constant-geometry
transforms, avoiding separate permutation passes.

o High-bandwidth bank-partitioned memory. The direct 256-bit/cycle memory
access to neighboring tiles enables pipelined NTT layers without relying on a slow
streaming interconnect. It is essential for effective loop fission, which produces many
small loops that must be fed with data at high bandwidth.

7.3 Second-generation AIE (AIE-ML/AIE2)

As a concrete example of porting our designs to a different architecture, we provide a short
summary of how the algorithms map to the second-generation AIE (AIE2). The most
important difference between AIE2 and AIE is a doubled multiply throughput per cycle at
the same memory bandwidth, which shifts the bottleneck from compute to memory for the
int16 radix-2 and radix-4 kernels. The new architecture also has 24 vector registers instead
of 8, and it has independent data paths for permutation, addition and multiplication.

We believe all optimizations in this work should carry over to this newer architecture.
For int16, the radix-8 scheme may now become most attractive because its high arithmetic
intensity better matches the increased compute-to-memory ratio.

8 Overview of optimization contributions

This section gives an overview of the most important optimizations for the radix-2 and
radix-4 NTT schemes and their Barrett primitives, ranked in decreasing order of importance
according to their contribution compared to prior art on the Al Engines for NTTs.

1. Loop fission: manual loop fission, software pipelining, loop unrolling, register
pinning, and overlapping loop preambles and postambles.

2. Memory, data layout, and communication: conflict-free memory-bank place-
ment, shared-memory pipelines across tiles, constant-geometry transforms, and
permutations fused into compute operations.

3. Barrett arithmetic: precomputed twiddle factors and Barrett multipliers, the
choice K =  and nearest-integer rounding, and fused multiply-subtract operations.

4. Reduction strategy: partial modular reduction and lazy reduction of butterfly
additions and subtractions.

5. Radix-4 structure: fewer layers and reductions, butterfly reformulation with
{=1,0,1} coefficients, and split matrix computations to manage register pressure.
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9 Conclusion and Future work

We presented a general methodology for accelerating the NTT on NPUs, using AMD’s
first-generation AIE as a representative case study. Our main finding is that manual
loop fission, a well-known compiler optimization, is essential for achieving near-optimal
performance on VLIW/SIMD NPU architectures where current compilers fail to apply
it effectively. Combined with careful Barrett reduction parameter selection, constant-
geometry transforms, and in-data path permutations, this approach yields large speedups
over the prior state-of-the-art. More broadly, our work shows that NPUs designed for Al
workloads are competitive platforms for lattice-based cryptography.

Our work also leaves several extensions open. First, for specific moduli, Barrett
reduction may be replaced by a more specialized technique such as K-Red [BNAMK21,
LN16]. Second, when g is small enough (as for ML-KEM with ¢ = 3329 [Kyb24]), additional
lazy reduction can eliminate all intermediate Barrett reductions in the radix-2 scheme, since
the coefficients never outgrow signed 16-bit integers across the transform, reducing the
cost from 0.1875n to 0.125n per layer. Larger polynomial sizes can be supported through
multi-tile parallelism, and negative-wrapped transforms [LZ22] can be incorporated by
folding pre- and post-scaling twist factors into the existing framework. Finally, integrating
the NTT into complete PQC or FHE schemes would demonstrate end-to-end performance.
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