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Abstract. The work of (Escudero et al., CRYPTO 2020) introduces the so-called edabits,
which are defined as a secret sharing of an integer over an arithmetic domain, together
with its bit decomposition secret shared over a binary domain. In the same work, it is
shown how edabits can be used to securely evaluate advanced primitives such as comparison,
bit decomposition, and truncation, which are essential building blocks in more complex
applications such as privacy-preserving machine learning and beyond. Edabits are general
and can be defined over any secret-sharing scheme or corruption model. Such flexibility,
coupled with their wide range of applications, makes edabits a powerful target correlation.

Escudero et al. introduced a protocol to generate edabits that works in the arithmetic
black-box (ABB) model, that is, it is agnostic to the concrete secret-sharing scheme and
even works both for fields F,, and rings Z,¢, as well as both for honest majority ¢ < n/2 and
dishonest majority ¢ < n. Unfortunately, the communication complexity of their approach
grows as £2(nf) bits with £ being the bit-length of an element in the arithmetic domain. This
becomes a bottleneck in larger protocols since most MPC primitives such as multiplications
or openings can be done with linear communication of O(nf) bits.

In this work we present a novel approach for generating edabits in the ABB model that
achieves quasi-linear communication complexity of O(nflogn) bits, for the setting where
t < n(l —¢) for a constant ¢ > 0. This includes the honest majority case ¢ < n/2, but
also dishonest majority with an (arbitrarily small) constant fraction of honest parties. Our
result is achieved via novel applications of randomness extraction methods, as well as better
edabit aggregation for the binary components. Along the way and of independent inter-
est, we improve the communication complexity of dabit generation (dabits are bits shared
in both binary and arithmetic domains) from 2(n?¢) bits achieved in (Rotaru and Wood,
INDOCRYPT 2019), to linear O(n¥f) bits.

1 Introduction

Secure multiparty computation (MPC) enables a set of computing parties Py, ..., P, to securely
compute an arbitrary function on private inputs without leaking anything beyond the output of
the function itself. Different protocols exist depending on the power of the adversary, who corrupts
t parties: generally, the larger ¢, the harder it is to ensure security. Also, passive adversaries follow
the protocol while active ones may deviate arbitrarily, the latter being harder to defend against.

Often, computation is modeled as an arithmetic circuit (essentially a series of additions and
multiplications) either over a field F,, or a ring Z,:. Supporting such arithmetic operations is al-
ready very useful: in theory circuits over IF}, represent all functions, and in practice a good range of
applications is already nicely represented by additions and multiplications, including basic statis-
tics like averages or variances. However, an application often cannot be written solely in terms of
additions and multiplications over a single arithmetic domain, and more advanced primitives for
evaluating complex building blocks become a pressing need. For instance, in privacy-preserving
machine learning (PPML), where the private inputs are data and the output is a model trained
on them, one must design MPC subprotocols for non-linear layers, real-valued arithmetic, expo-
nentiations, etc. Most of these blocks reduce to a few “core primitives”, such as secure truncation,
secure comparison, or bit decomposition.

MPC subprotocols for these tasks can be tailored to specific aspects such as corruption threshold,
passive vs active security, rings vs fields, or the number of parties, among others. However, there
are sizable benefits to solutions that work for several combinations of these parameters with little-
to-no change, assuming as little as possible from the underlying MPC protocol. For instance, it



is common to assume only that the MPC protocol handles additions and multiplications over
different domains (separately), and to construct from these basic operations much more advanced
primitives.

This approach, known as the arithmetic black-box (ABB) model, is taken in [21], where the
authors introduce an object known as an edabit, which can be defined over any secret-sharing
scheme or security model. These objects can be used to efficiently evaluate these primitives in the
ABB model. They also design a protocol for generating edabit correlations, itself generic enough
to work in the ABB model and hence to adapt to any adversarial setting and corruption threshold,
over rings or fields.

Unfortunately, the edabit generation of [21] has quadratic communication complexity £2(n2/)
bits, with £ the bit-length of an element of the arithmetic domain. This is a factor n larger than
the typical cost of simpler MPC tasks, such as evaluating plain arithmetic circuits, which needs
only linear communication O(nf) bits per operation. Several works (cf. [26,6]) have since built on
edabits to enable advanced primitives, but all inherit this quadratic overhead. This motivates the
following research question:

Can we obtain edabit correlations in the ABB model, with linear communication complezity?

1.1 Owur Contribution

We make solid progress towards answering this question by presenting a protocol for edabit genera-
tion, set in the ABB model—both for fields and rings—that generates edabits with communication
complexity O(nflogn) bits. It scales well with the number of parties and adapts easily to several
corruption models, and it gets the claimed benefits when ¢ < n(l — ¢€) for an arbitrarily small
constant € > 0, which includes the honest majority case ¢t < n/2 but also dishonest majority with
an arbitrarily small constant fraction of honest parties.

Along the way, we present additional contributions of independent interest:

— We introduce a variant of super-invertible matrices, which we call block super-invertible. We
show how to construct one whose entries are all 0 or 1, and discuss applications to randomness
extraction.

— We show how to aggregate edabits (that is, sum both the arithmetic and the binary parts) more
efficiently. Our aggregator needs the binary components shared over a slightly larger domain
than Zs, and we give a protocol for generating and verifying private edabits of this form.

— We introduce a novel method to generate dabits, a correlation useful in several applications (in-
cluding edabit generation itself). We reduce the communication complexity of their generation
from 2(n?¢) bits in [33], to O(nf) bits.

— We identify a weakness in [21]: their edabits cannot produce integers random over non-power-
of-two ranges, which limits the applications. We show how to generalize edabits to this case.

1.2 Related Work

The task of designing subprotocols for advanced primitives such as secure comparison, truncation,
or bit decomposition has been widely studied in the literature. Earlier works such as [14,13] studied
this for Shamir secret-sharing, although the core ideas apply to other settings as well. The work
of [21] introduces edabits precisely to capture the generality of earlier techniques, defining a concrete
correlation flexible enough for many applications. Modern techniques such as [28] address a large
number of parties, but introduce other limitations: larger communication complexity (quadratic in
the bit-length of an arithmetic element), a dependency on structured primes (Mersenne primes), or
lack of active security. In contrast, edabits remain the most efficient and flexible way to construct
these primitives, supporting active security and other settings.

For a small number of parties, several ad-hoc protocols can be designed (cf. [30] and the ref-
erences therein for 2 parties, and [35] and the references therein for 3 parties). However, these
techniques are constrained to few parties (in most cases they are tailored to replicated secret-
sharing, which scales exponentially with n). Furthermore, active security is sometimes out of reach,
such as for constructions using function secret-sharing (cf. [24]).



1.3 Technical Overview

We give a high-level overview of our constructions. We write L for the size of the arithmetic domain
Zj, and ¢ := [log L] for the bit-length of one of its elements; L is either a prime (the field case) or
a power of 2 (the ring case). For T' > 2, [-] denotes a linear secret sharing over Zg.

An edabit of length m such that 2™ < L, first proposed in [21], is a sharing of a random integer
r € [0,2™) over an arithmetic domain [r],, together with its bit decomposition (rg,...,7m—1)
shared over a binary domain [ro],, ..., [fm-1]y, where r = 2261 7;2¢. As for random shares, a
natural idea is that each party samples a random value, shares it in both domains, and then the
parties aggregate these shared values to obtain a shared edabit. In [21], an edabit with its secret
value known to a single party is called a private edabit. Once each party has shared a private
edabit, the arithmetic parts can be aggregated locally, by linearity of the secret sharing scheme.
The binary parts cannot, since the homomorphism there is over Zs rather than Zry,.

The original aggregation method of [21] uses (n — 1) binary (integer) adder circuits to add
these bitwise-shared values. Afterwards, they use random dabits [33], random bits shared over
both domains ([b]; , [b],), to remove the overflow bits beyond the m-th from the arithmetic part.
This costs O(nm) AND gates over Zs and O(logn) dabits, that is O(n?m) bits plus the dabits,
discussed later.

Our global edabit generation builds on two techniques: (1) a new protocol, the aggregator, to
aggregate private edabits efficiently, and (2) a randomness extraction protocol that reduces the
number of private edabits needed, amortized, per shared edabit when the corruption threshold
is sub-optimal, i.e., t = (1 — €)n for a constant e (which includes optimal honest majority). The
dependencies among our constructions are summarized in Figure 1.
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Fig.1: How the correlations of this paper depend on each other, with the protocol realizing each
step. Black arrows apply to both arithmetic domains; the red one is used only over F,, and the
green one only over Zoe.

Using Aggregators Instead of Binary Adders. The original method computes carry bits in
the binary adder when adding two private edabits. Our idea is to delay that computation: we first
locally add up all the bitwise-shared values over a small ring Zr with T = 27 and n = O(logn), and
then deal with the overflow in each bit position via a secure bit-decomposition procedure. In the
end, the overflow bits beyond the m-th bit are removed via dabits following the approach in [21].

To do this, we change the sharing domain of the binary part of private edabits from Zs to Zr,
so that these bits can be summed locally with no overflow. This does not affect the final format of
edabits, since parties can locally convert shares of a bit over Zr to shares of the same bit over Z,
by reducing modulo 2. This basic implementation costs O(mn) multiplication gates over Zr, that
is O (n log®n - m) bits, together with the same O(logn) dabits as [21]. This is already a significant
improvement when the number of parties n is large. In Section 3 we further improve maggEdabit
with a carry-by-block trick, which reduces the number of multiplication gates over Zr from O(mn)
to O(m): we group the m bits into m/A blocks of size A = O(logn), add them up locally, and
bit-decompose the sum one block at a time. Furthermore, the output bits only need to be shared
over Zso, so we adjust the bit-decomposition to improve its concrete efficiency: after opening the



masked block sum, the parties share its bits directly over Zs and use a binary adder to remove the
mask, whose bit sharings are locally converted to Zs. This reduces the cost of the adder, which
now operates over Zy rather than Zr. Our final protocol requires O (nlogn - m) bits together with
O(logn) dabits.

While our approach reduces the cost of aggregating n private edabits, one per party, it only
works when their binary part is shared over the larger domain Zp. Directly using our approach
would lead to a larger communication complexity of O(n?(¢+ mlogn)) bits when all parties share
their private edabits, compared with O(n?(£+m)) bits in [21]. When ¢ = (1 — €)n for a constant e,
a constant fraction of the private edabits come from honest parties and are random and unknown
to the adversary. One may then hope to obtain 2(n) random edabits rather than one, amortizing
the cost of sharing each private edabit.

Randomness Extraction for Edabits. We start from the idea of [19], which uses an (n —t) x n
Vandermonde matrix to extract n — ¢ shared random values from n private ones over a field. In
our case, however, we need to extract randomness over Zom, where such matrices are not super-
invertible.

Our solution is to let each party provide d inputs and use an (n — t)d x nd matrix over Zaom,
whose columns are divided into n blocks of d consecutive columns, one for each party. We require
that any n — t complete blocks form an invertible square sub-matrix, a property we call block
super-invertibility. This is weaker than super-invertibility, but suffices for randomness extraction:
the uniform inputs of any n—¢ honest parties ensure that all (n—t)d outputs are uniformly random.
Inspired by [12], we construct such a matrix with d = [logn| in Section 4.1. Letting each party
generate d private edabits, we extract (n — t)d edabits from nd private ones, so each output costs
only n/(n — t) private edabits on average, which is O(1) when ¢t = (1 — €)n for a constant e.

One issue we omitted is that our aggregator can only efficiently add private edabits, whereas
a block super-invertible matrix requires multiplying each by a constant in Zsm before adding. To
address this, our construction in addition makes every entry of the matrix 0 or 1, so that randomness
extraction reduces to adding up private edabits. In summary, our final protocol manages to prepare
random edabits with amortized communication O(n(£ + mlogn)) bits (together with the cost of
preparing O(logn) dabits).

Remark 1. One may think [21] could also benefit from randomness extraction. Unfortunately not:
while it reduces the number of private edabits per random edabit, each now aggregates O(nd) =
O(nlogn) of them, costing O(n?log®n - m) bits (plus O(logn) dabits), which is worse than their
original approach.

Generating Partially Arithmetic Private Edabits. We combine random subset sums with
our aggregator to generate and verify the partially arithmetic private edabits that our edabit
generation requires. The dealer inputs the arithmetic values and their bits directly over Z; and
Zr, respectively, and the parties verify their consistency using random subset sums. The basic idea
is to select each private edabit independently with probability 1/2 and compare the sums of the
selected arithmetic and binary components. Since the coefficients are only 0 or 1, these sums can
be computed using aggregation, without multiplying the binary components by general coefficients.
If any input is inconsistent, the check fails with probability at least 1/2: fixing all other choices, at
most one of the two choices for an inconsistent input makes it pass. Repeating independent checks
reduces the error further. To avoid revealing the private values, we mask each subset sum before
opening it.

Regarding the aggregation, the number of inputs to a subset sum may exceed T, so they
cannot all be aggregated locally over Zr at once. We therefore aggregate in smaller groups and
then aggregate the intermediate results, level by level in a tree. Since all inputs come from the
same dealer, we improve this tree aggregation by letting the dealer provide bit decompositions
of the intermediate sums, which the parties verify. In Section 5, we also show how to reduce the
number of random coins needed for the checks by deriving the subset choices from powers of a
single random field element.

Bootstrapping the Generation of Dabits. Dabits play an essential role here: in both our
construction and [21], O(logn) of them are needed to remove the overflow bits after aggregating
private edabits.



In the ring case (i.e., L = 2%), a random dabit is easy to generate: the parties generate a random
bit [b], over the arithmetic domain and compute their shares of [b], by reducing modulo 2, at a
cost of O(nf) bits per dabit. In the field case, however, the approach of [33] incurs £2(n2/) bits per
dabit, significantly degrading edabit generation.

We introduce a more direct method for the field setting. The key idea is to decompose an
edabit of length m into m dabits, where m is strictly smaller than the bit length ¢ of the prime.
The decomposition is done over the arithmetic domain and costs O(¢) multiplications over F,,, that
is O(nf?) bits. A challenge, however, is that our edabit generation already relies on dabits, creating
a circular dependency. To break it, we employ a simplified aggregation: instead of handling carry
bits, we aggregate n private edabits of length m = ¢ — 1 — log nd, so that the arithmetic part does
not overflow, and directly decompose its lowest m bits, avoiding dabits at this stage.

Together with our aggregation and randomness extraction, this achieves O(nf) bits of communi-
cation per random dabit when ¢ = (1 —¢)n for a constant e (which includes honest majority).5 Since
each random edabit requires O(logn) dabits, the total communication per edabit is O(nlogn - £)
bits.

Remark 2. Unlike our edabit generation, our dabits beat [33] even when ¢t = n — 1: the cost per
dabit is then O(n?logn + nf) bits against their O(n?¢).

Any-Range Edabits. Finally, we combine our edabits and dabits to generate edabits whose value
is uniform in any range [0, P) with 2 < P < L. With ¢p = [log P], we append a random dabit as
the most significant bit of an edabit of length /p — 1 and perform rejection sampling with a binary
comparison against P. Taking P = L gives full-range edabits over both rings and fields.

1.4 Outline of the Document

We present in Section 2 the preliminaries, including the necessary functionalities and existing
protocols. In Section 3, we show how to aggregate edabits more efficiently, which is one of the
two main techniques that enable our quasi-linear communication complexity. In Section 4, we
introduce the second technique, randomness extraction, and combine it with our aggregator to
generate global edabits from private edabits. We also extend this construction to any-range edabits.
Section 5 then presents our method for generating the partially arithmetic private edabits required
by our aggregator. Next, in Section 6, we address the challenge of generating dabits with linear
communication complexity. Finally, in Section 7, we compare the efficiency of our protocols with
prior work.

2 Preliminaries

Let n be the number of parties and ¢ the maximum number of corrupted ones, where t < n(1 — €)
with € > 0 an arbitrary constant, and let x be the security parameter. Unless otherwise specified,
log(:) denotes the base-2 logarithm. We consider two types of algebraic structures for arithmetic
in the MPC: the arithmetic domain Zj;, where L is either a prime p or a power of two. Let
¢ = [log L] denote the bit length of L. In both cases we also use a smaller domain Zr, where
T =2"=6O(n? log? n) is a power of two and 7 is the bit length of T'. The concrete choice of n will
be specified in Section 4.2. Finally, we also use the binary domain Zs in both cases.

Our protocols also use Galois rings. Fix a monic polynomial h,(X) of degree x with coefficients
in {0,1} whose reduction modulo 2 is irreducible over Zy. For any e > 1, define GR(2¢%,k) :=
Zoe [ X]/(h(X)). In particular, GR(2, k) is the Galois field GF(2%). Every a € GR(2%, k) can be
written uniquely as

k—1
aEZaiX"’ (mod h, (X)), a; € ZLye,
i=0

and we identify « with its coefficient vector (ag,...,as—1) € Z5.. Under this representation, addi-
tion and multiplication over GR(2¢, k) are both linear combinations of the coefficients of the two
operands, and thus can be implemented using additions and multiplications over the basic domain
Zge in the MPC.

A full table of parameters is provided in Appendix A.

5 For the field case, this bound also requires m = §2(¢), or equivalently, £ — log(nd) = ©(¢). This is a
reasonable parameter assumption in practice, where typically n < L.



2.1 Arithmetic Black Box

As in [21], we model MPC via an Arithmetic Black Box functionality, Fagg, in the Universal
Composability (UC) framework [11]. New to our work, it allows n parties to input private values
over three moduli instead of two: Zy,,Zr,Zs. It is parameterized by L, with T fixed globally as
above, and supports addition and multiplication within each domain, opening, generation, public
randomness, and abort. We also use a restricted input command, InputBit, which lets a party input
a value required to be a bit and stores it in the smaller arithmetic domain Zz. It can also generate
and store a random bit in either Zy, or Zr. Finally, for £ € {L,T} a power of two, it allows the
parties to convert a value x stored in Z, to x mod 2 € Z,.

,_[ Functionality 1: Fagg[L] }

Parameters: This functionality is parameterized by a positive integer L, where L is either 2¢ or a
prime p. There is also a global parameter T' = ©(n?) representing the size of the smaller domain.

Input: On input (Input, P;, £,id, z) from P; and (Input, P;, £,id) from all other parties, with id a
fresh identifier, £ € {L,T, 2}, and z € Z, store (L, id, z).

Input Bit: On input (InputBit, P;,id,b) from P; and (InputBit, P;,id) from all other parties, with
id a fresh identifier, if b € {0, 1}, store (T',id, b); otherwise, send abort to all parties and halt.

Add: On input (Add, £, id,id1,id2, ¢, c1, c2) from all parties, where both idy, ids are stored in memory
with modulus £, ¢,c1,c2 € Zg, retrieve ((£,id1,x), (£,id2,y)), compute z = ¢+ c1x + coy € Zg
and store (£, id, z).

Mult: On input (Mult, £,id,id1,id2) from all parties, where both id1, id2 are stored in memory with
modulus £, retrieve ((£,id1,x), (£,id2,y)), compute z = x -y € Z and store (L, id, z).

Random Bit: On input (RandBit, £, id) from all parties, with £ € {L,T} and a fresh identifier id,
sample a uniformly random bit r € {0, 1} and store (£,id,r).

Coin: On input (Coin, £,id) from all parties, with a fresh identifier id, sample a random coin r,
store (L,id,r), and send r to all parties.

Abort: On input (abort, P;) from P;, send abort to all other parties and halt.

Local Modular Reduction: On input (LocalMod, £, id,id") from all parties, where id’ is stored
in memory with modulus £ € {L, T}, retrieve (£,id’, z) and store (2,id, z mod 2).*

Open: On input (Open, £, id) from all parties, retrieve (£, id,y) and send it to the adversary. Wait
for an input from the adversary; if this is deliver then send y to all parties, otherwise send abort.

® This operation is valid only for the case that £ is a power of 2.

Instantiations and Notations. Fagp can be instantiated in several ways: for example, Shamir [34]
or replicated [25] secret sharing in the honest majority case, or additive secret sharing in the
dishonest majority case. Active security is obtained on top of these schemes by standard tech-
niques [20,18,15]. Regardless of the instantiation, we write [z], for a secret value x € Z. stored
by the functionality. For x = (xo,...,z.—1) € GR(2%, k), we write [z]5. := ([zo]ge ,- - [Tr—1]5e)
to denote its representation by k secret values over Zse stored by the functionality, where the
superscript & indicates the extension degree. Instead of explicitly calling Fagg on Add or Mult, we
often use the operators + and -. For example, we may write [2] . < [x], + [y]; + ¢ to denote that
x and y are added together with a public constant ¢ using Add.

Usually Add is local on the shares, while Mult can be instantiated in several ways, including
Beaver triples [5] and random double sharings [19]. For local modular reduction over Z,e, many
secret sharing schemes (including all of the above) have the property that reducing the shares of
[x]¢ locally modulo 2 yields the sharing [« mod 2],. To obtain a random bit in Z, for £ € {L, T},
we use the “square root trick” of [18, Figure 14] for fields and [16, Figure 5] for power-of-two rings.
For InputBit, a direct approach checks b(b—1) = 0 after inputting b in Zr, at one multiplication and
one opening per bit; the batch verification of [23] instead verifies many bits with communication
sublinear in their number. We refer the reader to Appendix B for the detailed instantiation of
InputBit.

Unless stated otherwise, we measure communication as the total number of bits sent by all
parties. We use the fact that the existing works can execute inputs, openings, multiplications and



random bit sampling with communication linear in both n and the bit-length log £, i.e. ©(nlog L)
bits.

2.2 Building Blocks

Bitwise Sum. Given two bitwise shared integers {[a;]}7"5" and {[b:]-}75", the bitwise sum
operation computes {[d;] -}, such that d = a + b where a = Y7 " a;2, b = 327" b;2% and
d=%", d;2'. The input length m may differ from the bit-length of £. To minimize communication
we use a ripple-carry adder, denoted 7gjiadder- It computes each carry bit as

ciy1=¢ D@ (i ®c) AN(biDc), i=0,...,m—1

This requires O(m) AND and XOR gates. When the inputs are secret-shared over Zy, XOR is for
free; for a larger domain (i.e. £ > 2), XOR gates should be emulated via c ®y=a+y—2 -z -y,
which requires a product.

Bitwise Less-Than. Given two bitwise shared integers {[a;] }"" and {[b;] ;}/5", the bitwise
less-than operation computes [c¢], such that ¢ = 1 if a < b and ¢ = 0 otherwise, where a =
ZZ';OI a;2" and b = ZZ';OI b;2'. We denote this procedure by mgi 7. For any £ > 2, there are
several protocols to instantiate w1 using O(m) multiplications and O(logm) rounds [13,22].

Bit Decomposition. We require the bit decomposition of a secret-shared value [a] , for a prime
p, and use the standard methods of [17,29], as detailed in Procedure mgieiditpec in Appendix C.1.
It requires log p random bits, two calls to mg;; .7 and one call to the bit adder. Each comparison
or addition uses O(logp) multiplications over Z,; since each multiplication and random bit costs
O(nlog p) bits, the total communication is O(nlog? p) bits.

2.3 Private Edabits

We first recall the structure of a standard edabit, whose functionality is defined in Section 2.5. As
in [21], an edabit of length m < log L consists of correlated sharings across two domains: binary
sharings [ro]s, ..., [rm—1], of random bits rq,...,ry,—1 € Zy, and an arithmetic sharing [r], of
the integer r = 221_01 r2' € 7.

A private edabit retains this correlation but is generated by an individual party, who also learns
its value; we model it with a functionality Fpyved[L, m]. There the bits ro, ..., r,_1 are output to
the generating party, and are chosen by the adversary if that party is corrupt.

In our variant the bit components are shared over Zr rather than over Zy as in [21]; we call
this a partially arithmetic edabit. Unless stated otherwise, private edabits henceforth refer to this
partially arithmetic variant.

,_[ Functionality 2: Fpved[L, m] ]

Parameters: The functionality is parameterized by an arithmetic modulus L and length of edabits
m < log L. L is either a prime or a power of two.

Operations from Fagg: This functionality inherits all the operations from Fagg.

Generate Private Edabits:

On input (priv-edabit, Piing, N, {(id;; ids 0, - - ., idi,m,l)}f-\]:l) from all parties with fresh identifiers,
for each ¢ = 1,..., N: if Pying is honest, sample r; <— Zom uniformly at random and output r; to
Ping; otherwise, receive r; € Zgm from Pying. Then, for each 4, store (L, id;, r;), bit-decompose 7; as
= E;”;Ol r:;27, and for each j, store (T, id; ;, 7 ;)-

2.4 Dabits

We now present the functionality for generating dabits, Fpabits[L]. It inherits all operations from
fPrivEda including thOSG Of ]:ABB-



,_[ Functionality 3: Fpapits|[L] ]

Parameters: The functionality is parameterized by an arithmetic modulus L, either a prime or a
power of two.

Operations from Fp.eq: This functionality inherits all the operations from Fpyived-

Generate Dabit: On input (dabit, N, (id1,id}), ..., (idy,idy)) from all parties with fresh
{(id;, id5) Y, sample b; € {0,1} uniformly at random and store (2, id;, b;), together with (L, id%, b;)
for all 4 € [1, N].

Binary to Arithmetic Conversion. An important application of dabits is enabling binary/arithmetic
conversions in MPC protocols, as shown in [33,16,32]. In our work, we specifically use dabits to
convert a binary sharing [b], into an arithmetic sharing [b] ;. We present the procedure 7gitToarith

in Appendix C.2.

2.5 Edabits

Having defined private edabits and dabits, we now formally define the functionality Fgqapits for
generating the standard edabits briefly introduced in Section 2.3. In contrast to a private edabit,
no individual party knows the underlying value of a standard edabit, and its bit components are
shared over Zy. The functionality Fgqgapits inherits all operations from Fpapits-

,_[ Functionality 4: Fegabits|L, m] ]

Parameters: The functionality is parameterized by an arithmetic modulus L and length of edabits
m < log L. L is either a prime or a power of two.

Operations from Fpapits: This functionality inherits all the operations from Fpabits-

Generate Edabits: On input (edabit, N, {(ids;ids 0, .. -, idiym_l)}f.v:l) from all parties, sample r; €
Zam uniformly at random, bit-decompose it as r; = Z;n:_ol ri;27, and store {(2,idi’j,ri7j)};ﬁ:7017
together with (L,id;,r;) for all ¢ € [1, N].

3 Aggregating Edabits
A core building block for generating an edabit of length m in [21] is taking E (private) edabits
([[rlﬂL 7 [[7"1,0]]2 A [[rl,mflﬂg); ) ([[TE]]L a IIT'E,O]]Q L] [[TE,mflﬂg)

of length m, and computing ([], ; [bols, - -, [bm—1]5), where r = Z;’;Bl b2t = (Zil ri> mod 2™.
We present an alternative aggregation method based on lifted binary sharings that reduces the
overall cost of edabit generation compared with [21].

First, we recall the method in [21], which works roughly as follows:

1. Compute locally [r'], = Zf;l [rill .-

2. Compute an E-input adder circuit that adds {([ri,0],.-- -, [rim—1],)}~; and outputs
([boly s - - [bmr—1]5), where m’ = m +log E.

3. Use dabits to convert [by],, ..., [bm—1]y to [bm]y s- -, [Pmr=1];-

4. Compute locally [r], = [r'], — zml_l 20 [bi] -

i=m

5. Output ([7] ; [bols - -, [bm—1l5)-

Much of the overhead lies in the E-input adder, due to its multiplication gates. Our idea
is to share the binary component over a larger arithmetic modulus 7" = 27 instead of Zs. We
call them partially arithmetic edabits, and they are of the form ([r] ;[rolx, ..., [rm—-1]y), where
r= Z;n:_ol 27r;. Lifting the binary components to this larger domain increases the cost of inputting
them and of operating on them, but it allows us to locally aggregate several shared bits before
invoking bit decomposition to extract the bits of the resulting sum.



Consider E partially arithmetic edabits {([r:]; ; [riolps-- -, [rim—1]7)} 2, of length m. Con-
sider first the simpler case 2™ = L. First, the parties compute the arithmetic part [r], =
S E [rd],, Write r = Z;n:_ol 2s;, where s; = Y. r; ;, and note that we get [s;], for free.
Let A | m be a tweakable parameter; our strategy computes the bits of r, A at a time. We first
compute locally the (A + log E)-bit value [a], = Zfz_ol 27 [s;] -, whose lowest A bits are those of
7. Then, we compute the bit-decomposition [ag],, ..., [a;-1], of a directly over Zj using the stan-
dard mask-and-open approach: The parties generate a bitwise random mask ([eo] ..., [en—1]7)
by calling RandBit and compute [e], = >77-, ! 9i lej] - After opening [0]; = [a]; — [e], the
parties locally reduce each [e;] to [e;], and use a bit adder over Zs to remove the mask e and ob-
tain [ao], ,. .., [ay—1],. Finally we output [ag],,...,[aa—1], as the lowest A bits of r, and retain
laaly, .-, [aatiog E—1], as the overflow to be added to the next block.

To handle the next set of A bits, we bit-decompose the term 24;01 29 [sa+j]p, and use an
additional bit adder to add the overflow from the previous block [aa],, ..., [aa+10g 2-1], to get
the next A bits of r and the overflow of this block, i.e., the bitwise shares of a’ = Z;‘:_()l 2satj+
z;ozgoE_l 27a ;. We repeat with a’ until all blocks are covered. For the general case in which
m < £, we must compute the overflow bits of the addition Zle ri, convert them to arithmetic

values (using dabits), and then subtract them from Zf;l r; to obtain (Zil ri) mod 2.

,_[ Procedure 1: maggEdabit ]

Dependencies: This is set in the Fpabits-hybrid model. The procedure is parameterized by a block
size A. For simplicity we assume that A | (m + log E). Recall L € {2¢,p} and £ = [log, L].

Input: E partially arithmetic edabits {(r;) = ([r:], ; [ri,0lps-- - [Fi,m—1]7) }2y of length m, with
A+logE <n.

Output: ([r], ; [bolys- - - [bm—1],) where r = 371 b;2" and r = (Zil ri) mod 2™.
Procedure: The parties proceed as follows:

1. LOC&Hy compute [[T/]]L < Z’LE:I [[T’L]]L' (Note that 7' = S mod L, where S = r; + --- 4+ rg is an
(m + log E)-bit integer.)
2. For each j € {0,...,m — 1}, locally compute [s;] Zf:l [ri,;17, and let [s;], < [0], for
j=m.
3. Let [ci], < [0], for i =0,...,n —A—1. For j =0,...,(m+1logE)/A — 1: (When L = 2
and £ < m + log E we can do this loop for j = 0,..., ¢/A — 1, and set [b;], = [0], for the remaining
6 =000y m 4+ log E —1.)
(a) Locally compute lal; « S22 [sj.avil o
) Fori=0,...,n—1, call [e;] < RandBit().
(©) el X5 ' 21 [e:] 7

) [6] « [[a]]T [e]; and open 6.

) {[[uz]] }1 0 <— TBitAdder (6 {[[Cz]] }77 A= 1). (This corresponds to adding the overflow from the pre-
vious block, to the current block.)
(f) Call [es], « LocalMod([el

maieadder ({[usll,}720 > {Tesl,}7

shares of a + c.)

(g) Let [bj.a+4i], < [ai], fori=0,...,A—1.

]]T)) for i = 0,...,n — 1, and compute {[a}],}/=y <+

This step removes the random mask e, resulting in the bitwise

(h) Set [ci],  [aiyal, for i =0,...,7 — A — 1. (It is the overflow of the current block.)

4. For j=m,...,m+logE —1, call [b;], < 7gitToaritr ([05],)-

5. Compute locally [r], <+ [r'], — Z(m"'log E)=19¢ . [b:] .. (Note that, for L = 2 and m = £, these two
last steps can be omitted.)

6. Output ([r]; ;[boly ;- - [bm-1]5)-

The procedure is correct provided n > > A+log E. To see this, let S = Zf;l r;. Since each input
edabit is consistent, we have S = E 0 ' 9i sj. Consider the loop in Step 3 block by block. At the

beginning of each iteration, ¢ = ), 2%c; represents the carry from the preceding block. We first
show by induction that ¢ < E — 1. This holds initially since ¢ = 0. Assuming that it holds at the



beginning of the current iteration, each s;44; < E, and hence

A—1
a+c§E22i+E—1:E.2A—1<2’7:T.
1=0

Thus, adding the carry to the current block sum does not wrap around modulo T'. This carry is
incorporated during the masked bit decomposition of a: the first binary addition adds ¢ to the
opened value § = (a — e) mod T, and the second adds back the bit-decomposed mask e modulo
2" = T Therefore, the resulting bits ag, ..., a;%l are exactly the bit decomposition of a 4+ ¢. The
lowest A bits are assigned to bja,...,bja1a—1, while the remaining bits represent the new carry,
which is at most |(a+c)/24| < E —1. This completes the induction. Applying the same argument
block by block gives

m+log E—1

S= > b

Jj=0

Hence bg,...,b,_1 are the lowest m bits of S, so Z;n:_ol 27h; = S mod 2™. Finally, Steps 4-
5 remove the contribution of the higher bits from r’ = S mod L, so the arithmetic output 7 is
consistent with these m binary components.

Communication. Taking A = log F, and hence n = 2log E, the procedure costs O (n(m + log E) log E)+

Crzrémmh - O(log E) bits, where C,Zrétmrith is the cost of one binary-to-arithmetic conversion. The

aggregation of [21] instead evaluates a tree of E — 1 ripple-carry adders over Zs, at a cost of
O(nEm) + C%t - O(log E) bits, so our aggregator improves the first summand by a factor of

T'BitToArith
ﬁ whenever log E = O(m); in [21] one edabit aggregates E =t + 1 = @(n) private edabits, so
this is an improvement of logn. The trade-off is that the binary components must be shared over
the larger domain Z7 rather than over Z,. The second summand is handled in Section 6, where we

obtain CZL = O(nf), against O(n?() for the standard dabits of [33] used in [21]. The detailed

7"'B'U:To:’-\rith . A
counts are given in Appendix E.2.

4 Global Edabits from Private Edabits

We now obtain global edabits from private edabits, using the aggregation method of Section 3.
We first introduce a randomness extraction method that allows us to consume only O(1) private
edabits per global edabit (amortized) when the corruption threshold ¢ < (1 — €)n with € € (0,1)
an arbitrary constant, instead of 2(n) as in [21].

4.1 Randomness Extraction

In [21], each party P; produces a private edabit ([r;], ; [7i,0l5,- -, [rim—1],), and these are aggre-
gated into an edabit. We note that if there is more than one honest party, we can extract more
than one shared edabit from a given set of private edabits, improving over prior work.

This is the approach of [19] for extracting n — ¢t shared random values from n private ones,
using an (n — t) X n super-invertible matrix M, in which every square (n —t) X (n — t) submatrix
is invertible. Each party shares a random value [r;] and the parties output ([s1],..., [sn—t])T =
M - ([r1] ..., [ra])7; by super-invertibility, there is a bijection between the randomness of the
n — t honest parties and the n — ¢ outputs. Usually M is a Vandermonde matrix.

We will do the same, but, since the range of edabits is a power of two, 2™, a Vandermonde
matrix is not naively super-invertible. Instead, a common trick [12,2] is to use the Galois field
F := GF(2%), for d := [log,n], over which a super-invertible Vandermonde matrix M does exist.
We use this matrix M over F in a special way. Fixing a basis of F over Zs represents each element
of F as a d-dimensional vector over Zs, and multiplying such a vector by some x € F is a Zs-linear
map, given by a d x d matrix M, over Zs: there is an injective ¢ : F — Zng that is a field
isomorphism onto its image [12]. Now, if we have an (n — ¢) x n matrix M over F, then we can
represent it as a (n — t)d x nd matrix M over Zs, by replacing each entry m;; of M with the
corresponding d x d matrix ¢(m;;). This matrix M will have the following property, which we call
block super-invertibility:

10



Definition 1. Let m > 1 and matrizx M € ngn_t)dxnd, Divide the nd columns ofM into n non-

overlapping blocks of d consecutive columns each. Then, M is block super-invertible with block
size d over Zam if for any selection of n—t blocks of columns, the corresponding (n—t)d x (n—t)d
submatriz is invertible.

Lemma 1. Let M be an (n—t) x n super-invertible matriz over GF(2%). Then, the corresponding
(n —t)d x nd matric M = ¢(M) over Zsy is block super-invertible.

The proof is given in Appendix D.1.

Finally, if a matrix M € Z;nft)dxnd is block super-invertible with block size d, then it is also
block super-invertible over Zom. Indeed, every relevant square submatrix is invertible over Zs, so
its determinant is odd, hence a unit modulo 2™, and the submatrix is invertible over Zsm. A block

super-invertible matrix over Zgm with entries in {0,1} will be advantageous in the next section.

With this block super-invertible matrix M € Zéﬁtf t)dxnd, we will perform randomness extrac-
tion in the next section as follows: each party P; will share d random values [[rll]] Sy [[rﬂ] and

then the parties will compute and output

([[sﬂ],...,[[sﬂ],...,[[S}L_t]],...,[[sg_t]]):
M (Ao [T 2 e TED) 0

By block super-invertibility, there is a bijection between the blocks of random values of the n — ¢
honest parties and the n — ¢t blocks of output sharings.

4.2 Global Edabits

With 7aggedabit and the randomness extraction just described, we can present our protocol for
generating global edabits from private edabits. Since the block super-invertible matrix from Sec-
tion 4.1 has entries in {0, 1}, each output of the extraction is a subset sum of private edabits, which
we compute using Taggedabit- LTaking d = [log, n], each aggregation has at most nd inputs, so we
set n = [2lognd] and T = 2" according to the communication analysis in Section 3. Protocol 2
generates N edabits by repeating this extraction of (n — t)d edabits N/((n — t)d) times in parallel.

,_[ Protocol 2: ITgqapits(L, m) }

Dependencies: This protocol is set in the Fpapits[L]-hybrid model. The parameter L denotes the
arithmetic modulus, and m denotes the length of the edabits to be generated. We require 0 < m < ¢
if L=2% and 0 <m < log, p if L = p is prime. Let M be an (n — t)d x nd block super-invertible
matrix over Zz (and hence also over Zam) with block size d.

Procedure: Upon receiving any input instruction related to the operations in
Foabits[L], all parties pass them to Fpasis[L]. Upon receiving the input instruction
(edabit, N, {(id;;id;i,0, . ..,idi,m—1)}/1), all parties execute the following steps for N/((n — t)d)
times in parallel:

1. The parties call priv-edabit, which is an operation in Fpabits|L], to obtain nd private edabits

nd
{([[Ti]]L 5 [[Ti,O]]T gooog [[Ti,m—I]]T) i=1
of length m, where Ps knows r;0,...,7im—1 and r; = 2:; 2kri,k for (B—1)d <i < fd.

2. For each i € {1,...,(n —t)d}, call

Taggtsass ({([rs1, 3 [rsolr -+ [rym-1lp) 15 st Miy = 1})

in parallel to obtain ([s:]; ; [ss,0],-- -, [Se,m—1]5)-
(n—t)d

3. Output {([s:].;[si,0ls,---,[Si,m-1]5)}ime

The following theorem states correctness and security; the proof is in Appendix D.2.

Theorem 1. Protocol Hggapirs(L, m) securely realizes functionality Fedavits| L, m] in the Fpapits[L]-
hybrid model, where 0 < m < £ if L =2° and 0 < m < logy p if L = p is prime.
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Communication. Thanks to the randomness extraction of Section 4.1, each global edabit con-

sumes only —"= = O(1) private edabits and one call to Taggedabit Of fan-in O(nd), for a to-

tal of O(Cpm,Ed + nmlogn + C%t logn) bits. Using Cpivea = O(nflogn) (Section 5) and

T'BitToArith

CLr . = O(nl) (Section 6), this is O(nflogn) bits whenever ¢ < (1 — €)n for an arbitrary
constant € € (0,1). The protocol of [21] instead consumes E =t + 1 private edabits and a binary
adder tree per global edabit, which costs £2(n?¢) over rings and 2(n3f) over fields, so we improve
by at least a factor 1o§n and bring edabit generation from quadratic to quasi-linear in n. The

underlying counts are given in Appendix E.3, and the concrete comparison in Section 7.

4.3 Bonus: Any-Range Edabits

Standard edabits sample their underlying value r uniformly from a power-of-two range [0,2™). In
many applications, such as threshold ML-DSA signing [7], we need r to be uniformly random in
the whole ring/field under consideration.” For I = 2¢ this is achieved by taking m = ¢, but for
L = p more care is needed. One could take m = |logp], but then r is only close to uniform in Z,,

at statistical distance 2 _2m7 which may not be negligible for many choices of p.

We address the more general task of generating any-range edabits: r is sampled uniformly from
a target range [0, P), where 2 < P < L, and shared over Zp, together with its £p-bit decomposition
over Zg, where {p = [log P]. Setting P = L gives full-range edabits over both rings and fields. We
give the corresponding functionality and construction in Appendix C.3.

5 Partially Arithmetic Private Edabits

We show how to realize Fpveq in the Fagg-hybrid model. To generate N private edabits provided
by a dealer Pying, the dealer Pying first inputs to Fagg the tuples

N

{(Irad s Traol s s Irim—rDp) by -

The binary parts are input through calls to InputBit, which guarantees that every r; ; is a bit. It
remains to verify that the arithmetic and binary components are consistent, i.e., r; = ZT;Ol 27 Tij
over the arithmetic domain.

To this end, our idea is to check a random linear combination of all private edabits input by
Pking. However, such combinations are not efficient for the binary part. A simple fix is to sample
each coefficient independently and uniformly from {0, 1}, which computes a random subset sum of
the private edabits. In this way, we can use our efficient aggregation protocol in Section 3.

Turning this idea into a secure and efficient protocol raises three issues.

1. Opening a random subset sum directly would reveal information about the underlying values.
We therefore add a fresh random mask, in both arithmetic and binary form, to each subset
sum and open their sum for verification.

2. The number of random coins per subset sum scales with N. We instead derive all selection
bits from the powers of a single random field element and bound the soundness error with the
Schwartz—Zippel lemma, as detailed below for rings and fields.

3. Since each aggregation handles only O(T) inputs, we aggregate each subset sum level by level
in a tree, at O(N/T) intermediate aggregations per check, each involving bit decompositions.
Unlike in Section 3, all inputs here are known to the same dealer Pying, 50 We let Pying provide
these bit decompositions and have the parties verify them.

We first present the assisted tree-aggregation procedure, common to both domains (Proce-
dure 3), and then the ring case L = 2¢ and the field case L = p separately, as their final consistency
checks differ.

" In fact, most of the applications of edabits require this, since the arithmetic part is typically used to
mask a secret and hence it must be uniform in the whole domain. This is a subtlety that seems to have
escaped the authors in [21].

12



,_[ Procedure 3: mreeaggregate ([11517)70" -« - ([rnr i1p) 7)) .

1. Let B/ = 277! — 1 and initialize a counter cnt = 0.
2. Foreachi=1,...,N'/E’, from j =0 to m — 1:
(a) [[Si,j]]T «— [[Ci,j}]T + ZkEzl [[r(i—l)-E’+k,j]]T~ (c4,5 is considered as 0 if j = 0.)
(b) Puiing decomposes s; ; into bits sij0,...,8ijn—1 and inputs [sijolp,-.., [Sijn-1]7 by
calling InputBit.
(c) Increment cnt by 1 and [ven]y < [8i]p — Sor—e 2% - [8i.5,6] -
(d) Set [Si;]r = HSZiJ70£T1
(e) leij+rly < 220212 “[sigwlr
3. If N'JE > 1, repeat Step 2 with the mnew aggregated values
([S1510) 55t - ([Snyer 5] 2)is') and N’ «— N'/E' until only one tuple of sharings is
left, denoted by (IISj]]T);n:_Ol

4. The parties call Coin to get k random elements 7o, ..., Yx—1 over Zr.

5. Let v = (70, ... ,'7,4_1) € GR(T, k). All parties locally compute 72, ..., over GR(2", ).
6. [o]5 < S, " - [vs]; and open o. If 0 # 0, abort.

7. Return ([S; ]]T)J:OI.

Ring Case. When L = 2¢, we pack the » masked subset sums into one element of GR(2¢, k)
and check consistency modulo 2™. The parties sample 8 € GF(2%) and compute its powers over
this field, viewing each power as its coefficient-wise lift when used over GR(2, ). With a random
mask 7 € GR(2%, k) supplied by the dealer, they open R = v + vazl Bir; € GR(2%, k). For each
coordinate, the parties use TTreeAggregate 10 aggregate the selected binary components and the lowest
m bits of the mask coeflicient. They collect the resulting bits into Ry, ..., R,,_; € GR(T,x) and
verify

H

m—
R= Z ZJR’ (mod 2™).
3=0
The check always passes for consistent inputs, and Lemma 2 bounds its soundness error. The

protocol is given in Protocol 4, with security stated in Theorem 2. The proofs of Lemma 2 and
Theorem 2 are given in Appendices D.3 and D.4, respectively.

Protocol 4: IIp.eq(2¢,m)

Dependencies: This is set in the Fagg[2¢]-hybrid model. The parameter m denotes the length of
the private edabits to be generated, where 0 < m < /.

Procedure: Upon receiving any input instruction related to the operations in
]-'ABB[2Z], all parties pass them to fABB[Zl}. Upon receiving the input instruction
(priv-edabit, Pying, N, {id;;idi0, . . ., idi.m—1}1), all parties proceed as follows.

1. For ¢ = 1,..., N: Puing samples r; <— Zam and decomposes 7; into 7;,0,...,7i,m—1 € Zz SO
that r; = Z;”;Ol 297; ;. Then Pying inputs r; to Fags[2] as an element in Z,e, and inputs
T4,0,---,Ti,m—1 by calling InputBit.

2. Puing samples v = (70,...,Ye—-1) < GR(2£,K) and inputs it to ]-'ABB[ZZ] as k elements in Zqe,
denoted by [v]5.. For each k = 0,...,k—1, Piing computes the lowest m bits &0, ..., Vk,m-1 €
Za of 7k so that v, mod 2™ = Z;’;_Dl 29~ 5, and inputs all these bits by calling InputBit.

3. Get xk random bits b1, ..., b. by calling Coin. Let 5 = (b1,...,bs) € GF(27). All parties locally
compute powers 2, ..., 8~ over GF(2%). Let 8* = (8¢,...,B8%_1) fori=1,...,N.

4. [R]5e + V15 + 5N, [rilye - B° over GR(2¢, k), where 8° € GF(2%) C GR(2, k) and ; € Zye C
GR(2%, k). Then open R € GR(2, k).

5. To get the corresponding summation of binary parts, for each k = 0,...,x — 1, all parties
compute
([[R/ m—1 N X m—1 X m—1
j’k]]T)j:O & WTreeAggregate (ﬁk [[’f'l J]]T)j 0 geeey (ﬂk IITNJ]]T)j:O 9 ([[’Ykaj]]T)j:O .

Set [R;]7 = ([Rjolp»---» [Rik-1],) forj=0,...,m—1.
6. Open R; € GR(T, k) for j =0,...,m — 1. IfRiéZm '27R) (mod 2™), abort.

7. Output {([ril,e ; [ra,0lps- - [T,m— 1]]T) ie1-
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Lemma 2. Let N, m be positive integers, ag, by be elements in GR(2™, k), and ay,...,an,b1,..., by
be 2N elements in the ring Zom . If there exists i € {0,..., N} such that a; # b;, then for a uni-
formly random 3 € GF(2%) and its powers B° = 1,5%,..., BN over GF(2%), the probability that
Zi\;o a; - Bt = Zé\;o b; - B¢ over GR(2™, k) is at most N/2".

Theorem 2. Protocol Ilp.eq(2°,m) securely realizes functionality Fprved[2°,m] in the Faps[2¢]-
hybrid model with abort in the presence of a fully malicious adversary controlling t corrupted parties,
where £, m are positive integers and m < £.

Field Case. For intuition, assume first that p > 2" and omit the masks. The parties sample 8 € F,
uniformly at random and check a linear combination of the consistency errors with coefficients
B,...,BN. The soundness error is at most N/p < N/2* by the Schwartz-Zippel lemma. To apply
these coefficients to1 the binary components, write 3* = ﬁ;(l) 2081 with 8¢ € {0,1} and ¢ = [log, p].
Writing 7; = >0 2/r; j, we have

N

[ bl | -
b=0 =1

i=1

Each inner sum can therefore be computed using 7rreeaggregate and independently masked as de-
scribed above.

For a general prime p we work over the extension field GF(p"r) with k, = [x/log, p]. The
parties sample 3 € GF(p”r), compute f3,..., 3" over this field, and apply the above computation
to each of their k, coordinates over IF,. Combining the coordinate-wise equalities yields a single
polynomial over GF(p”r). Then the soundness error is bounded by N/p"» < N/2%.

A remaining difficulty is that the arithmetic subset sums are reduced modulo p, whereas
TTreeAggregate COMpPutes the binary sums over the integers. For each coordinate a and bit position
b, let Ry be the opened masked arithmetic sum. The dealer Pyjng computes qt’hb, the number of
multiples of p removed from the corresponding integer sum, and could provide it in bits so that the
parties subtract q('l7bp from the binary sum. To avoid subtraction, we note that the sum contains
at most N + 1 terms in Fp, so 0 < ¢/, , < N. The dealer instead inputs the bits of ¢, = N — ¢/, ,,
and the parties use TTreeAggregate 1O add da,pp to the masked binary sum and check that the result
equals Rqp + Np. All bitwise sharings are zero-extended to a common length /.4, large enough to
prevent wraparound, so the comparison is over the integers. The protocol is given in Protocol 5
and its security in Theorem 3, proved in Appendix D.5.

,_[ Protocol 5: ITpved(p, m) ]

Dependencies: This is set in the Fagg[p]-hybrid model. The parameter m denotes the length of
the private edabits to be generated, where 0 < m < £ = [log, p]. Let k, = [k/log, p].

Procedure: Upon receiving any input instruction related to the operations in
Fasg[p], all parties pass them to Fags[p]. Upon receiving the input instruction

(priv-edabit, Pying, N, {id;;idi0, . . ., idi m—1}11), all parties proceed as follows.
1. Fort=1,...,N: Puing samples r; <~ Zzm and decomposes r; into 7;,0,...,7s,m—1 € Z2 so that
ry = Z;”:’Ol 277;,;5. Then Pying inputs r; to Fags[p] as an element in Z,, and inputs 75,0, . . ., 7i,m—1

by calling InputBit.

2. For each a = 0,...,kp — 1 and b = 0,...,¢ — 1, Pking samples 7,5 < F, and inputs it to
Faee[p] as an element in Fj,. Then Pying decomposes Va5 into Ya,b,05- - -;Ya,b,e—1 € Zz so that
Ya,b = Zf.;(l) 294,54, and inputs all these bits by calling InputBit.

3. Parties get a random element 3 < GF(p"?) by calling Coin. Then all parties compute powers
B',..., BN over GF(p"?). Let ' = (B5,...,[),-1)- Foreachi=1,...,Nanda =0,...,k,—1,
parties decompose each /3 into bits 8., ..., 8L, 1 € Z2 so that B = P a288L .

4. Foreacha=0,...,kp —land b=0,...,£—1:

(@) [Rap], < [asl, + >N [ri], - Ba, over Fp and open Ra,p.

(b) Puing computes q,’l’b such that R, —|—q;’bp = Ya,b+ Zf\rzl T ﬁ;b over Z and bit-decomposes
Gap := N — q;,b into ga,5,05 - - -1 qap,[log N € Zz. Then Piing inputs ga,b,0,- - - qa,p, [10g N| tO
Faeg[p] by calling InputBit.
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(c¢) Let po,...,pe—1 € {0,1} be the bit decomposition of p so that p = Ze ! 0 2“pu. All parties
compute ¢
Lagg—
([[R:z,b,j]T)j:gg ! < TTreeAggregate (
Loge—1 agg—1
(ﬂa b [[TL]]] ) = 9o (6& b [[TNJ]] ) ’
Logg—1
([[Va bd]]T) s
=il Lagg—1
(00 [gap.i— UHT) e (pea [[Qa,b,j—(é—l)]]T)j:gg )7
where
lagg := £+ [log(3N +1)7,
lrile,- -5 [rnglp :==0 for j > m, [[’yab,]]]T :=0for j > ¢, and [gas,;] 1 —OfOI"j <0or
] > I_IOgNJ (Note that (pu [ga,b,j—ul I)/‘”[, is actually the bit-wise sharing of 2“p,, - qa.b-)
(d) Open Ry ; fOI‘]—O -y lagg — 1.
5. If there exist a, b such that Ra v+ Np # Z =5 “loi Ry b, then parties abort.
6. Output {([r:l, ; [riolr, - -, [rim—1]7)}ila-
“ Within each term, the red highlights indicate matching indices.

Theorem 3. Protocol Ipged(p,m) securely realizes functionality Ferved[p,m| in the Fagslpl-
hybrid model with abort in the presence of a fully malicious adversary controlling t corrupted
parties, where p is a prime and 0 < m < log, p.

Cost Analysis. The number of Fagg operations required by Ipveq(2¢,m) and Tpiveq(p, m) is
counted in Appendix E.4. For a large batch, both produce one private edabit of length m at the
cost of a single Input over Z;, and m@ calls to InputBit over Zz, where @ — 1 as the fan-in 7/2 -1
Of TTreeAggregate grows; see Equations (17) and (18). The entire verification therefore amortizes away.

6 Instantiations of Dabits

Ignoring binary-to-arithmetic conversions, our edabits protocol achieves quasi-linear communica-
tion complexity in n when ¢t < (1—e€)n for an arbitrary constant e € (0, 1), whereas the one from [21]
requires quadratic communication. This is a significant gain, especially since most efficient MPC
protocols already achieve linear communication complexity. However, binary-to-arithmetic conver-
sions require dabits. These can be generated with linear communication over rings, but over fields
the approach of [33] requires 2(n?¢) bits. We show how to obtain dabits with communication linear
in n. Used in the edabit generation of Section 4, they yield O(nflogn) communication per edabit.

6.1 Dabits over Rings

Dabit generation is straightforward when the modulus is a power of two: each party locally converts
a random bit sharing in the arithmetic domain to the binary domain. We present the protocol for
generating dabits over rings in Protocol 11, as detailed in Section C.4. The total communication
is already linear: O(nf) bits.

6.2 Dabits over Fields

We improve dabit generation over fields by using our aggregator to emulate a shared random edabit
of fixed length and then obtaining arithmetic sharings of its bits by bit decomposition, retaining
only the bits within the desired length and discarding the higher ones. We choose private edabits of
length m = |log(p/(nd))], so that aggregating at most nd inputs does not wrap around modulo p.
The lowest m bits of the arithmetic sum s therefore agree with those of the corresponding integer
sum. Together with the randomness extraction of Section 4.1, these bits define a virtual random
edabit with value s mod 2™, without explicitly computing an arithmetic sharing of this value.
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Specifically, we use a simplified aggregator maggedabic™ that omits Steps 4 and 5 of TaggEdabit
and returns [[s] together with the binary sharings ([sols,...,[sm—1],) from Step 3. We then
bit-decompose [[g]} p over the field and pair the lowest m arithmetic bit sharings with these binary
sharings, obtaining m dabits without using dabits to remove the higher bits of s. The complete
protocol is given in Protocol 6, with security stated in Theorem 4 and proved in Appendix D.6.

,_[ Protocol 6: Irieidpabits () }

Dependencies: This is set in the Fprived[p, m]-hybrid model, where L = p is the arithmetic modulus.
Let m = [log (p/(nd))| < logp and let d be the extension degree of the Galois field GF(2%) such
that d > [logn].

Procedure: Upon receiving any input instruction related to the operations in Fpyrived[p, m/|, all par-
ties pass it to Fprved[p, m]. Upon receiving the input instruction (dabit, N, (id1,id}), ..., (idn,idy)),
all parties execute the following steps N/((n — t)dm) times in parallel:

1. For 8 =1,...,n, party Ps calls Fprved [p, m] to obtain d private edabits

Bd
{{rady s Triolrs- - Irim—1Dr) }iZ 5 1yass-

2. Fori=1,...,(n—t)d, call
TAggEdabit ({([[Tjﬂp slriolr, -5 [rim-1lg) [ J st Mi; = 1})

in parallel to obtain ([s:],;[si.0l,,- -, [sim-1],). Here M € 74 s g block super-
invertible matrix with block size d over Zgm.
3. Fori=1,...,(n—t)d, call ([bi,o],,-..,[bie-1],) < TFiedBitpec([si],)- Recall that £ = [log, p].
4. Output ([bi ], ; [si,k],) fori=1,...,(n—t)dand k=0,...,m — 1.

Theorem 4. Protocol Iiedpabits(p) securely realizes functionality Fpapis[p] in the Fprved[p, m]-
hybrid model with abort in the presence of a fully malicious adversary controlling at mostt corrupted
parties, where p is a prime, m = |log (p/(nd))| > 1 and d = [logy n].

Cost of global dabits over fields. The cost is dominated by the (n—t)d bit decompositions of Step 3,
that is O(n2d(?) bits per iteration for (n —t)dm dabits. When ¢ < (1 — ¢€)n for a constant € € (0,1)
and ¢ — log(nd) = ©({), this is O(nf) bits per dabit, linear in both n and ¢, as required. The
detailed counts are given in Appendix E.5.

7 Comparison with Prior Work

In this section we compare the efficiency of our techniques with respect to prior work. Appendices E
and F express the cost of our edabit generation and that of [21] as numbers of Fagg operations,
valid at any batch size. Our aim is to find the number of parties beyond which our protocol becomes
cheaper, to quantify the gap, and to see how both depend on the corruption threshold and the
batch size.

Setting. We consider n parties of which ¢ are corrupted, for different values of the ratio ¢t/n. In
both constructions every value is secret shared among all n parties. The protocol of [21] aggregates
FE = t+1 private edabits per global edabit, the smallest number that guarantees an honest contrib-
utor, as discussed in Remark 4; ours consumes " of them, through the randomness extraction of
Section 4.1. We take £ = 64, with full-length edabits m = £ over Zss1, and m = £ — 1 over a 64-bit
prime field, the largest length that [21] supports there. We do not vary m: full length is what appli-
cations require, and over rings it is also least favorable to us, since at m = ¢ neither construction
consumes dabits. For our own parameters we follow Section 4.2: d = [log, n|, aggregation fan-in

E =nd, n=[2logy,nd], T = 2" and block size A = log, nd.
Cost of Coin. We do not charge for calls to Coin. In practice one can use a short seed per call

and expand it locally with a pseudorandom generator, paying a security parameter’s worth of bits
per call rather than per bit produced. We avoid PRGs inside our own protocols only because they
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complicate the security proofs, not because they are impractical. Prior work makes the same tacit
assumption: [21] observes that its coin tossing “can be implemented, for example, with hash-based
commitments in the random oracle model”, and likewise does not account for its cost.®

Security parameter. The cut-and-choose checks of the prior work fail with probability 27, whereas
our subset-sum checks fail with probability N/2%, by Lemma 2 and its field counterpart. The factor
N is an artifact of deriving all selection bits from the powers of a single random element, done
in Section 5 to keep the proofs statistical; with the PRG approach—which we already presuppose
in this section—the bound is 27% (up to computational security parameters). However, for the
parameter choices we keep our protocols as proven and use ' = k + log, N, that is 50, 55 and 60
for the three batches, so that both attain a provable 274° security. This costs us almost nothing:
our protocol scales very well with '.

Batch sizes. We consider three batch sizes, N € {210,215 229} " the number of edabits produced in
parallel. This is mainly relevant for the edabits of [21] and the dabits of [33], whose cut-and-choose
analysis is only sound if the batch is large enough (see Appendix F). In contrast, our constructions
have no minimum batch size: larger batches amortize communication better, but soundness does
not depend on N. This is an important feature of our approach.

Instantiation of the ABB. Table 1 gives the communication per Fagg operation over an z-bit
domain, following the SPDZ family of protocols [20,16,31].% A party inputs a value by broadcast-
ing it masked with a preprocessed random sharing that it knows, an opening is done through a
designated party, a multiplication is a Beaver evaluation and hence two openings, and RandBit is
the square-root trick, one multiplication and one opening over the domain, run modulo 2°2 over
rings [16, Fig. 5] and modulo p over fields [18, Fig. 14]. Table 1 charges InputBit as one input over
Zr, its asymptotic cost by Appendix B; our comparison uses the exact cost (3). The binary domain
is Zo itself, so a binary share is one bit. The MAC-based protocols of the SPDZ family end with a
MAC check of constant complexity, which we ignore.

Finally, for simplicity we ignore the preprocessing cost, namely generating triples, input masks
and random sharings for RandBit. For this we may assume pseudorandom correlation generators
(PCGs) with communication sublinear in the amount of material [31].1°

Input  Open  Mult RandBit InputBit
over Zox over [, over Zr
bits nx 2nx dnz  6n(z+2) 6nx nx

Table 1: Online communication charged per Fagg operation over a domain of x bits, among n
parties, in the dishonest majority instantiation.

7.1 Dabits

We begin with our dabit generation of Section 6 (costs in Appendix E.5) against that of [33] (costs
in Appendix F.1). This is only relevant for fields, since over rings dabit generation is straightforward.
The improvement is of independent interest beyond edabits, since dabits have their own applications

8 While our protocol samples a constant number of elements of GF(2"), GF(p"?) or GR(T, k) per check,
that of [21,33] shuffles the objects entering its cut-and-choose, and supplying the latter information-
theoretically would be much more expensive. Charging both for their coins would therefore increase the
cost of prior work and leave ours essentially unchanged; with a PRG it also means that our protocol
needs fewer coins, and hence less computation.

9 For completeness, we include in Appendix G.3 the comparison, but with Shamir secret-sharing for
t<n/2

19 Over fields this is readily available: the silent vector-OLE and OT of [8,9] were extended to the OLE and
multiplication triples we need in [10], and [1] gives the multiparty, authenticated version for SPDZ-style
protocols. Over Z,x the constructions are more recent: vector-OLE is given in [4], and pseudorandom
correlation generators over Z/ka in [27]. This convention applies to both sides.
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Fig. 2: Communication per field dabit of [33], dashed, against that of Protocol 6, solid, in the same
color. Left: three corruption thresholds at N = 220, Right: the three batch sizes at t = 0.75n, our
two curves (at N = 2!9 and N = 220) being indistinguishable. The insets repeat the region n < 16.

N =2" N =2 N =2
t/n\n 4 8 16 64 128 256 512 4 8 16 64 128 256 512 4 8 16 64 128 256 512
0.5 34 59 10 35 67 128 246 2.6 44 7.8 27 51 97 187 1.6 29 51 18 34 65 125
0.6 3.7 68 12 42 79 152 292 28 51 92 32 60 116 223 1.8 33 6.0 21 40 77 149
0.7 3.9 7.5 14 48 91 174 335 3.0 57 10 37 70 134 257 1.9 3.7 6.9 24 46 89 172
0.8 x 81 15 53 101 194 371 x 6.2 12 41 78 150 288 x 4.0 7.7 27 52 100 192
0.9 X x 16 56 106 201 383 x x 12 44 83 159 306 x x 81 29 56 106 204
1-1/n 40 82 15 35 43 46 46 3.0 63 12 32 42 49 51 19 41 80 21 29 33 35

ours

Table 2: The improvement factor Cc[i?;i]it Cabs for each threshold, batch size and number of parties
n. As in Fig. 2, the threshold is ¢ = 7n as a real number, except in the last row, the maximal
threshold ¢t = n — 1 of Section G.2. x marks entries with 7n > n — 1, which leave no honest party.
Over Zye both constructions produce a dabit with a single RandBit, so there is nothing to compare.

to binary-arithmetic conversions. Asymptotically, and for t < (1 —¢)n with € € (0, 1) constant, ours
costs O(nf) bits per dabit, while [33] costs ©(n2¢).}!

Our benefits go far beyond asymptotics. Fig. 2 shows the cost of our dabit protocol against
that of [33], for different batch sizes and thresholds. First, we require no minimum batch size, while
achieving x = 40 in [33] requires more expensive cut-and-choose parameters for smaller batches
(see Appendix F.1). This is visible on the right of Fig. 2, where their cost increases as the batch
shrinks. As the threshold decreases, it is their cost that improves faster, being proportional to the
number ¢t + 1 of contributing parties, while ours is nearly independent of it; on the left of Fig. 2,
where we vary the threshold, this is barely perceptible because our costs are already so low. Even
at t = 0.6n their curve quickly deviates from ours.

Table 2 gives the improvement factor of our dabits over [33] numerically. By Fig. 9, most of
our cost comes from multiplications and random bit generation, not from the aggregation and the
private edabits, which are the parts that benefit from a larger honest gap. Hence our improvement
grows with the threshold: a bigger threshold means more contributing parties in [33], whose cost
grows linearly in that number, whereas in ours only the private edabits depend on it. The factors
reach > 300X in some regimes.

7.2 Edabits

We now compare our edabit protocol with that of [21]. Over fields both constructions need dabits
in a black-box way.'> While [21] uses the dabits of [33], Section 7.1 shows ours to be much more
efficient, so we give our dabits to both protocols.

At t = n — 1 both protocols become quadratic in n, but ours is @(n?logn) against their O(nf); see
Section G.2 and Table 2.

12 The cost of dabits is only relevant for fields: over rings they are needed only when the edabit length is
smaller than the modulus, and even then they are cheap.

13 Using [33] in [21], as that paper specifies, would make our improvement factors over fields orders of
magnitude larger than those we report.
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Fig. 3: Communication per global edabit at N = 220, with both sides using our dabits, for three
corruption thresholds. Dashed: [21]. Solid: ours, in the same color as the threshold. The inset
repeats the region n < 16, where the two protocols cross.
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Fig. 4: The same comparison for the three batch sizes, with the bucket size that each batch forces
on [21], namely B = 5, 4 and 3 for N = 210 215 and 220, Dashed: theirs, one curve per batch. Solid:
ours, drawn at N = 219 and NV = 22°, the two being indistinguishable here. The inset repeats the
region n < 16.

Fig. 3 plots our costs against those of [21], over fields and rings, for the thresholds ¢ €
{0.61,0.75n,0.9n}.1* The crossover points in n are very low: our protocol already improves at
n ~ 10 over rings and n ~ 6 over fields. The improvement peaks around ¢ ~ 0.8n: as t grows, the
cost of [21] grows linearly in the number ¢ + 1 of private edabits it aggregates, while ours barely
moves, but beyond that point our extraction rate - degrades fast enough to eat the gain. Even at
t = 0.9n we benefit from n ~ 12 on, and the curves quickly deviate, with the costs of [21] growing
quadratically while ours grow quasi-linearly.

Fig. 4 fixes the threshold to ¢t = 0.75n and varies the batch size N € {210,215 220} Like the
dabits of [33], the private edabits of [21] need more expensive parameters for smaller batches at
a given security level (see Appendix F), whereas ours works for any batch size with the same
parameters: smaller batches make their costs grow while ours are unaffected.

Table 3 gives detailed numerical results for varying batch sizes and thresholds. The crossover
points are again low, which justifies choosing our protocol in almost all settings. As for dabits,
our improvements grow as the batch size decreases: at N = 20 they are almost twice those at
N = 229, Unlike the dabit case, however, the factor is not monotone in the threshold: it increases
up to t =~ 0.8n and decreases after that.

Finally, our improvements over [21] come from two main contributions (ignoring better dabits):
(1) improved private edabit generation, and (2) fewer private edabits per global edabit via random-
ness extraction.!® Both contribute to our improvements, as discussed in Appendix G.1.

14 Just like the dabits, for the maximal adversary case t = n — 1 our edabit protocol also outperforms [21]
over most of the range, although over Z,¢ both are then asymptotically quadratic. See the last row of
Table 3, and Section G.2.

5 The randomness extraction is useless for ¢ = n — 1, but (1) allows us to improve over [21] even for the
maximal adversary case.

19



N — 210 N = 915 N — 220

t/n\n 4 8 16 64 128 256 512 4 8 16 64 128 256 512 4 8 16 64 128 256 512
0.5 .62 1.3 23 6.4 11 20 37 .51 1.1 1.8 52 9.2 17 30 .34 .76 1.3 3.7 6.6 12 22

0.6 62 15 26 7.4 13 23 43 .50 1.2 2.1 6.1 11 19 35 .34 83 15 43 76 14 25

7 0.7 b7 1.5 2.7 8.0 14 25 46 .47 1.2 23 6.7 12 21 39 .31 .86 1.6 4.8 8.4 15 28
2 0.8 x 14 27 8.1 14 26 47 x 1.2 23 6.9 12 22 40 x .81 1.6 4.9 8.7 16 29
0.9 X X 22 6.8 12 21 39 X x 19 6.1 11 19 35 X x 14 44 7.7 14 25

1-1/n 53 1.1 1.7 20 19 1.7 16 .43 .98 16 20 1.9 1.8 1.7 29 68 1.1 14 14 13 1.2

0.5 1.2 24 39 10 18 31 57 1.0 20 3.1 8.0 14 25 44 73 14 22 56 9.5 17 30

0.6 1.3 2.7 44 12 21 37 67 1.1 22 35 94 16 29 52 .74 1.5 2.5 6.5 11 20 36

F 0.7 1.2 28 438 13 23 42 75 1.0 23 3.9 11 19 33 60 .71 1.6 2.7 7.4 13 23 41
P 0.8 X 2.7 5.0 14 25 45 81 X 23 4.1 12 20 36 65 x 16 29 8.0 14 25 45
0.9 X X 4.6 14 24 44 80 X X 3.9 11 20 36 66 X X 2.7 79 14 25 45
1-1/n 1.2 24 40 7.5 11 18 32 .98 2.1 34 66 9.3 14 24 68 14 24 46 63 9.7 16

Table 3: The improvement factor Ce[ii]bit /e, for each domain, threshold, batch size and number
of parties n; a factor below 1 means that we are more expensive. As in Fig. 3, the threshold is
t = 7n as a real number, except in the last row of each block, the maximal threshold t =n — 1 of

Section G.2. x marks entries with 7n > n — 1.
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Supplementary Material

A Notations

We summarize the parameters used in this document in Table 4.

Table 4: Summary of parameters.

Notation Description

Number of parties
Corruption threshold
Security parameter
Arithmetic modulus, either a prime p or a power of two 2°
Bit length of L
The size of the small domain, which is a power of two
Bit length of T, which is ©(logn)

The modulus of the arithmetic black-box, either L or T’
Number of edabits to be aggregated together in maggedabit
Block size of the carry-by-block trick used in maggEdabit
Block size for block super-invertible matrices (set to [log, n])
Bit length of the edabits to be generated
Number of edabits/dabits to be generated

ZIarbmnS NaNa -3

B Instantiation of InputBit

We give a protocol to instantiate InputBit in the basic ABB model Fagpgasic[L], a functionality
containing all the operations of Fagg[L] except InputBit (see Functionality B). We start with a
lemma that turns the check of whether a value is a bit into a multiplication check:

Lemma 3. For any positive integer n and x € Zon, x(x —1) = 0 over Zan if and only if x € {0,1}.

Proof. If x(x — 1) = 0 over Zgn then x(x — 1) = k- 2" over Z for some integer k. Note that only
one of x and x — 1 is even, so 2" | x or 27 | x — 1. When 27 | xz, we have x = 0 (mod 2"), i.e.,
x =0 over Zon. When 2" | z—1, we have z —1 =0 (mod 2"), i.e., x = 1 over Zan. It is clear that
x =0 orxz =1 over Zg implies x(x — 1) = 0 over Zan. Therefore, x(x — 1) = 0 over Zgn if and
only if x € {0,1}. O

,_[ Functionality 5: Fapggasic|L] ]

Parameters: This functionality is parameterized by a positive integer L, where L is either 2 or a
prime p. There is also a global parameter T' = 8(n2) representing the size of the smaller domain.

Input: On input (Input, P;, £,id, z) from P; and (Input, P;, £,id) from all other parties, with id a
fresh identifier, £ € {L, T, 2}, and = € Z, store (L,id, x).

Add: On input (Add, £,id, id1, ids2, ¢, ¢1, c2) from all parties, where both id1, id2 are stored in memory
with modulus L, ¢,c1,c2 € Zg, retrieve ((L,id1, ), (£,id2,y)), compute z = ¢+ c1x + c2y € Zg
and store (£,id, z).

Mult: On input (Mult, £,id, id1, id2) from all parties, where both id1, id2 are stored in memory with
modulus £, retrieve ((£,id1, ), (£,id2,y)), compute z = x - y € Z, and store (L, id, z).

Random Bit: On input (RandBit, £, id) from all parties, with £ € {L, T} and a fresh identifier id,
sample a uniformly random bit r € {0,1} and store (£,id,r).

Coin: On input (Coin, £,id) from all parties, with a fresh identifier id, sample a random coin r,
store (L,id,r), and send r to all parties.

Abort: On input (abort, P;) from P;, send abort to all other parties and halt.
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Local Modular Reduction: On input (LocalMod, £, id,id") from all parties, where id’ is stored
in memory with modulus £ € {L, T}, retrieve (£,id’, z) and store (2,id,z mod 2). *

Open: On input (Open, £,id) from all parties, retrieve (£,id,y) and send it to the adversary. Wait
for an input from the adversary; if this is deliver then send y to all parties, otherwise send abort.

¢ This operation is valid only for the case that £ is a power of 2.

\. J

By Lemma 3, verifying that by, ..., bc are bits reduces to checking the multiplication relations
bi(b; — 1) = 0. To verify these in a batch, our protocol adapts the multiplication-verification
technique of [23]. By the Schwartz—Zippel lemma, except with negligible probability, these relations
hold if and only if the following single inner-product relation holds for a uniformly random r &
GR(T, k):

<(b1,b27“, ceey bc’l‘c_l), (bl - 1, ce ,bc - 1)> =0.

Although this combines the C relations into one, directly verifying the resulting C-dimensional inner
product would still require O(C') multiplications. To avoid this linear cost, we recursively reduce its
dimension as follows. The two vectors are divided into p blocks {e; }7_; and {8;}/_,. We interpolate
vector polynomials f and g from these blocks and a scalar polynomial A from the claimed inner
products v; = (a;,3;). The p inner-product relations are then compressed by evaluating f, g,
and h at a fresh random point /, yielding the lower-dimensional relation (f(r’), g(r')) = h(r’). If
any claimed relation is incorrect, this equality holds only with small probability. Repeating this
compression eventually reduces the check to a single multiplication. In our setting, since Pying
knows the underlying values, we can let Pying compute the required inner products and input them
to Fagsgasic|L]. The full protocol is given in Protocol 7 and its security is stated in Theorem 5.

,_[ Protocol 7: Ilpusic(L, C)

Dependencies: This protocol is set in the Fagggasic [L]—hybrid model, where C' denotes the number
of values input by Piing in one batch. Let p > 2 be the compression ratio, with 2p — 1 < 2". Fix a
public exceptional sequence vi,...,ver € GR(T, k) such that v; — v; is a unit for every i # j.

Procedure: Upon receiving an instruction corresponding to any operation supported by
Fageeasic[L], all parties forward it to Fagesasic[L]. Upon receiving (InputBit, Piing, ids, b;) from Puing
and (InputBit, Pying, id;) from every other party for each ¢ € [C], where id1, ..., idc are fresh identi-
fiers, the parties execute the following steps:

1. Puing inputs b1, ...,bc to Fasesasic[L] as C elements in Zr, obtaining [bi] 5, ..., [bc]p.
2. All parties sample a uniformly random element r <— GR(T', k) by calling Coin.
3. All parties set

[=15 = (il - 1, Boelp -7 Toel - v°7") € (GR(T W),

[yls = ([b1]y — 1, b2 — 1, ..., [bc] — 1) € (GR(T, x))€,
[2]5 = 0 € GR(T, x).

4. Let C’ be the dimension of & and vy, which is initially C. All parties repeat the following steps
until the dimension of & and y is reduced to C’ = 1:
(a) Parse [x]7 and [y]7 into

[2]7 = (leal7, - [eol7) ,

[wl7 = ([8d7 -, [Be]7) ,

where a;, B; € (GR(T, k))” for 1 < i < p, p is the compression ratio, and v = C’/p.

(b) For ¢ = 1,...,p — 1, Pying computes the inner product v; = (o, 8;) € GR(T,k) and
inputs 7; to Faseeasic|L] as k elements in Zr, obtaining [;]7. Then all parties set [v,]7 =
=05 — S0 Tl

(c) Let f(-),g(-) be vectors of degree-(p — 1) polynomials over GR(T', k) such that f(v:) = a;
and g(v;) = 3; for all : = 1,..., p. All parties compute all the coefficients of f(-) and g(-),
which are linear combinations of {[ou]7 }ico) and {[B:i]7 }icy) respectively.

(d) Puing locally computes all the coefficients of f(-) and g(:). Then Pking locally computes
vi = (f(vi),g9(vi)) € GR(T,k) and inputs ~; to Fasssasic[L], obtaining [v;]; for i =
p+1,...,20—1.
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(e) Let h(-) be a degree-2(p — 1) polynomial over GR(T), k) such that h(v;) = ; for all 1 =
1,...,2p—1. All parties compute all the coefficients of h(-), which are linear combinations
of {[vilz}iezp-1)-

(f) All parties sample a uniformly random element 7’ from the public exceptional sequence by
calling Coin. If 3i € [p] : 7’ = vy, all parties abort.

(g) All parties locally compute [f(r")]7, [g(r')]7, and [h(r")]7, and then reset

[2]7 = [£()]7. Wz =[eC]7, [z = [AC))]7-

Here x,y € (GR(T,k))” and z € GR(T, k).
Let [z*]7, [y*]% . [2*]7 be the final values of [x]7, [y]7 , [2]7 after the above steps.
5. All parties compute [z*y*]7 by using O(k?) calls to Mult over Zr.
6. Open [z"y*]7 — [2"]7, and abort if it is not 0.

Theorem 5. Protocol Inpusic(L, C) securely realizes functionality Fags[L] in the Fagpgasic|L]-
hybrid model.

See Section D.7 for the proof of Theorem 5.

Cost Analysis. To input C bits and verify that they are bits:

— In Step 1, C elements in Zp are input to Fagggasic|L]-

— In Step 2, one random element is sampled from GR(T, ), which requires xlog, T = k7 coins.

— In Step 4, [log, C] rounds are executed, and in each round, 2p — 2 elements of GR(T, k), i.e.,
k(2p — 2) elements of Zr, are input to Fagggasic|L] and one random element is sampled from
GR(T, k), which requires k7 coins.

— Steps 56 cost one multiplication over GR(T, k), which we charge as the x? multiplication gates
over Zr of schoolbook multiplication, and & calls to Open over Zry.

Therefore, the total cost is C'+ #(2p —2)[log, C] input gates over Zr, %2 multiplication gates over
Zr, K openings over Zr, and xn(1 + [logp C'l) random coins. Writing each of these at its Fags
price, and not charging the coins, the cost of one batch of C bits supplied by a single dealer is

Clrusn(C) = (C+nr(2p—2)10g,CY) - i + 42 iy, + 1+ ot 2)
where the first term collects the C' inputs of Step 1 together with the 2(p — 1) elements of GR(T, k),
that is, x(2p — 2) elements of Zr, which Step 4(b) and Step 4(d) input in each of the [log, C']
compression rounds; the last two terms are the single multiplication over GR(T, k) of Step 5, charged
as k2 multiplications over Zr, and its opening in Step 6, charged as & of them. Dividing by C, one
call to InputBit inside a batch of C bits costs on average

. k(2p — 2)[log, C] . & K
C’IZnPutBit = (1 + C . .Céput + 6 'CI\Z/IuIt + 6 'C(Z)pen' (3)

We drop the argument in (3): this amortized cost, not the batch cost (2), is what the equations
of Appendix E refer to. Every term of (3) but the first vanishes as 1/C, and the correction inside
the first one is O(mp log, C/C) at fixed k and p, so that

Citen = (1+0(1) - Cin,

as the batch grows: the whole verification is sublinear in C, and a call to InputBit costs, up to that
vanishing correction, exactly an Input over Zp.

C Procedures and Protocols

C.1 Field Bit Decomposition

25



’_[ Procedure 8: 7rF;e|dBitDec([[aﬂp)

Fori=0,...,[log,p] — 1: [b:], < RandBit().

[o],  mar ({T60, 1527

If v = 0 then start over from Step 1; otherwise continue.
log — i
[, & SI552 7" 2 o],
[e], < [a], — [?], and open [c],,.
la], < 1 — maiur ({ﬂbiﬂp}£f§2 P p— C)-
Let (fo,-- . fTiog, p1—1) and (co, . . ., Cflog, p]—1) be the bit-decomposition of 2Mos2P1 _ 1 ¢ and
¢, respectively.
Fori=0,...,[log,p] — 1: [g:], + (fi — i) - [a], + ci-
lo —1 lo —1 lo —1
9. {In:d, 252717 4 maenaser ({1060, 1282 (gl o2,
10. Output ([[hoﬂp goeey [[hflogz p]_lﬂp).

,p) and open v.

NP Fe®R F

g2

C.2 Binary to Arithmetic Conversion

Procedure 9: mgiitoarith ([0] 2)

1. Call Fpabits|L] to obtain a random dabit ([r]; ; [r],)-
2. Compute [c], < [b], + [r], and open c.
3. Output [b]; < c+[r]l, —2c-[r],.

C.3 Any-Range Edabits

We formalize any-range edabits using Functionality FanyRangeEdabits [L, P] below and then present a
construction based on rejection sampling.

,_[ Functionality 6: FanyRangeEdabits|L, P]

Parameters: This functionality is parameterized by an arithmetic modulus L and the range of
edabits P (2 < P < L). Let £p = [log P]| be the bit length of P.

Operations from Fedapits: This functionality inherits all the operations from Feqabits[L, £p — 1].

Generate Any-Range Edabits:

On input (any-range-edabit, id, ido, . . ., id¢, —1) from all parties, sample r € Zp uniformly at random,
bit-decompose it as 7 = S22 r;2°, and store {(2, ids, ) }.25 !, together with (L,id, 7).

Our key idea is to apply rejection sampling to a global edabit of length /p. However, when L is
a prime, it may be smaller than 27, so an edabit of length £p cannot always be generated directly
over Zj,. On the other hand, P < L implies that L > 2tr—1 We can therefore obtain the required
edabit by generating a global edabit of length ¢p — 1 and appending a global dabit as its most
significant bit. This construction also works when L is a power of two, so we use it for both rings
and fields in the protocol below. We present the protocol I/anyRangeEdabits for generating any-range
edabits in the Feqgapits-hybrid model. We state its security in Theorem 6 and prove it in Section D.8.
With our improved method to generate global dabits in Section 6, it is easy to see that the cost of
generating one any-range edabit is also O(nfplogn) bits.

Protocol 10: HAnyRangeEdabits(L)P) ]

Dependencies: This is set in the Fedapits[L, £p — 1]-hybrid model where P € [2, L] is the range and
Lp = [log, P] is the bit length of the range.

Procedure: Upon receiving any input instruction related to the operations in Fedabits[L, £p —
1], all parties pass them to Fedabis[L,fp — 1]. Upon receiving the input instruction
(any-range-edabit, id, ido, . . ., id¢,, —1), the parties proceed as follows:
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1. The parties call Feqabits[L, £p—1] to obtain an edabit of length £p—1, ([r]; ; [roly - - -, [Tep—2]5)s
where r is uniformly random in Z,e, 1.

2. The parties call (dabit, 1, (id,id")) to obtain a dabit ([s], ,[s],) where s € {0,1} is uniformly
random.

3. [[OI]2 — TFBitLT(([[TO]]Q yeeey [[T'[P_Q]]Q B [[S]]Q), (Po, cooy PgP_l)) where P, € {0, 1} and P =
Sirrtoip

4. Open o. If 0 # 1, restart from Step 1; otherwise, continue.

5. Output ([r]; + 2tp—1 [sl; s Mrollgs- - - [rep—2]y 5 [s]5)-

Theorem 6. Protocol ITanyRangeEdabits(L, P) securely realizes the any-range edabit functionality
FAnyRangeEdabits| L, P] in the Fedapits[L, {p — 1]-hybrid model for any target range 2 < P < L, where
tp = [log, P].

C.4 Ring Dabits

,_[ Protocol 11: HRingDabits(Qe)

Dependencies: This protocol is set in the Fpyiveq [2‘37 m]-hybrid model, where 0 < m < £.

Procedure: Upon receiving any input instruction related to the operations in Fpyived [ZZ, m], all par-
ties pass it to Fprived [2[7 m]. Upon receiving the input instruction (dabit, N, (id1,id}), . .., (idy, idy)),
all parties execute the following steps in parallel for i = 1,..., N:

1. [ri],e < RandBit().
2. [ri], + LocalMod([r;],)-
3. Output ([ri]ge ; [7:]5)-

Theorem 7. Protocol Hringdabits(2°) securely realizes functionality Fpapirs[2¢] in the Fpuvea[2¢, m]-
hybrid model for any 0 < m < /.

See Appendix D.9 for the proof of Theorem 7.

D Missing Proofs

D.1 Proof of Lemma 1

Proof. Let H be some (n —t)d x (n — t)d submatrix of M that is obtained by selecting n — t non-
overlapping blocks of d consecutive columns. Let H be the corresponding (n—t) x (n—t) submatrix
of M over GF(2%), defined by mapping each d x d block of H back to the corresponding element
of GF(2%) via ¢ 1. Since M is super-invertible, H is invertible over GF(2%). Thus, there exists a
matrix H ! over GF(2¢) such that H=*-H = I = H-H ™!, where I is the (n—t) x (n—t) identity
matrix over GF(2%). Clearly ¢(I) is the identity over Z,. Thus ¢(H 1) - ¢(H) = ¢(H ! - H) =
&(I)=¢(H-H ') =¢(H) - ¢(H 1) and therefore M is block super-invertible. O

D.2 Proof of Theorem 1

Proof. Let C denote the set of corrupted parties and H denote the set of honest parties. We further
divide H = H1 UHo where |H1| = t—|C|. We will construct a simulator S that runs the code of the
adversary A as a subroutine and has access to the ideal functionality Feqapits[L, m]. The simulator
emulates functionalities Fpapits|L] (including the functions inherited from Fpved[L, m]) and keeps
track of the ids of all the values stored in them. For a value x stored in Fp.pits[L], we denote its id
in the simulation by id,. S also passes all messages between A and the environment Z. Throughout
the simulation, S forwards an instruction to the ideal functionality on behalf of a corrupted party
only after receiving the corresponding instruction from that party while emulating Fpapits[L].
Upon receiving (Input, P;, £,id), if P; is honest, S passes it to Fedabits[L, m] on behalf of each
corrupted party. If P; is corrupted, S waits to receive P;’s input value z on behalf of Fpapits[L].
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Then S sends (Input, P;, L,id, ) to Fedabits[L,m] on behalf of P; and sends (Input, P;, L,id) to
Fedabits| L, m] on behalf of every other corrupted party.

Upon receiving (Open, £,id), S passes it to Fedabits|L, m] on behalf of each corrupted party and
receives (L,id,y). Then after S receives the same instruction when emulating Fpapits[L], S sends
(L,id,y) to A on behalf of Fpapits[L]. If A replies deliver, S sends y to all corrupted parties on
behalf of Fpapits[L] and sends deliver to Fedabits[L, m]. Otherwise, S sends abort to all corrupted
parties on behalf of Fpapits[L] and sends abort to Fegabits|L, m].

Upon receiving (priv-edabit, Piing, N, {(id;;id; 0,idi 1, - idi m—1)}1), S first passes it to Fedabits| L, m]
on behalf of each corrupted party. If Pyjng is corrupted, S waits to receive Pyjng’s input values
o, ..., N—1 When emulating Fpapits|L]. Then S sends them to Fegabies[L, m] on behalf of Pying.

Upon receiving an input related to other operations in Fpapits|L], S passes it to Fedapits[L, m]
on behalf of each corrupted party.

In the following, we focus on the simulation when parties receive input
(edabit, N, {(id;;id; 0, ..., idi,m,l)}f\il). S first sends the input of each corrupted party to Fedabits[L, m].
Then S simulates the execution of ITggapits by executing the following steps in parallel for N/((n —

t)d) times. For clarity, we focus on one of these executions.

Bd

i=(B—1)d+1
party Pg € C and then computes the bit decomposition (70, ...,7m—1) of each r; on behalf
of ]:Dabits[L]~

2. In Step 2, when parties execute maggedabic With E private edabits to be aggregated,

(a) In Step 3(d) of maggEdabit, for each j = 0,...,(m + log E)/A — 1, when parties open ¢, S
uniformly samples a random d; € Zy and sends it to A on behalf of Fpapits[L] and waits for
its response. If the response is deliver, then S sends d; to all corrupted parties on behalf of
Fpabits| L]; otherwise, S sends abort to all corrupted parties and sends abort to Fedabits[L, m]-

(b) In Step 4 of TaggEdabit, for each j =m, ..., m+log E — 1, when parties open ¢ in Step 2 of
TBitToArith, O uniformly samples a random c;- € Z» and sends it to A on behalf of Fpapits[L]
and waits for its response. If the response is deliver, then S sends c;- to all corrupted parties
on behalf of Fpapits[L]; otherwise, S sends abort to all corrupted parties and sends abort to
Fedabits[ L, m].

1. In Step 1, when parties call priv-edabit, S receives {r;} from A for each corrupted

We use a hybrid argument to show that the views of Z in the real and ideal worlds are indistin-
guishable.

— Hybrid 0: This is the real world execution of ITggapits-

— Hybrid 1: In Step 1, for each party Ps, if Ps € C, S receives {(r:;7:0,- - - 7Ti’m*1)}z‘61(ﬂ71)d+1
from A; otherwise S uniformly samples r; € Zom and computes its bit decomposition (70, . . ., 7.m—1)
fori = (B—1)d+1,...,Bd. It does not change the distribution by the definition of Fpeq[L, m].

— Hybrid 2: In Step 2, when executing Step 3(b) of maggedabit, for 0 < j < (m + log E)/A,

S first uniformly samples d; <— Zp. Then S computes e = a — §; and its bit decomposition
(€0,-..,en—1) as the result of calling RandBit on behalf of Fpapits[L]. Then in Step 3(d) of
T AggEdabit, When opening J, S sends § = a — e = §; to A on behalf of Fpapits[L]. It does not
change any distribution since e € Zrp is a uniformly random value in Hybrid 1 and the
mapping x — a — x is a bijection over Zr for any fixed a € Zr.

— Hybrid 3: In Step 2, when executing Step 4 of Taggedabit, for m < j < m +log E, S uniformly

samples cg € Zo and sends it to A on behalf of Fpapits[L]. Then S just stores (L, idy;,b;)
when emulating Fpapits|L]. In Hybrid 2, each call to mgitToarith uses a fresh random dabit with
underlying bit 7, so the opened value ¢ = b; ®r is uniformly random in Z,, independently of b;
and the preceding view. Equivalently, one can first sample a uniform ¢} and set 7 = b;®c}, which
preserves the joint distribution of the mask and the opened value. Moreover, the arithmetic
output of 7gitToarith iS ¢ + 1 — 2¢cr = bj, so directly storing b; preserves the conversion result.
Therefore, the distribution of this hybrid is the same as that of Hybrid 2.

— Hybrid 4: In Step 2, for each i = 1,..., (n—t)d, S samples ¢; ; € Zy for 0 < j < (m+log E;)/A
and cg’j € Zy for m < j < m + log E;, and sends them to A on behalf of Fpapits[L], where
E;, = Z?il M; ;. Then S directly computes (s1,...,8m—¢)a) = M(r1,..., nq) in Zym and
s;’s binary representation (s; 0, ..., $i,m—1) when emulating Fpapits[L]. The simulator no longer
computes any other intermediate values in maggEdabit; as they affect neither the output nor
the view of A. Thus, the only difference between this hybrid and Hybrid 3 lies in how the

output {([s:] . ;[si0]y,---» [[sivm,l]}Q)}EZIt)d is obtained. By n > 2lognd and the correctness
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of TaggEdabit, Which is shown in Section 3, the distribution of this hybrid is the same as that of
Hybrid 3.

— Hybrid 5: In this hybrid we introduce the ideal functionality Fegabits[L,m]. S no longer sam-
ples 7; or computes (7;0,...,7im—1) for each honest party Pg € #H in Step 1. S does not
compute (s1,...,8(,—¢)q) or their bit decompositions either. Note that these values are no
longer needed to generate the messages sent to A. The difference between this hybrid and
Hybrid 4 is that Fggabits[L,m] samples the output values s; independently and uniformly
from Zom and computes their bit decompositions for 1 < ¢ < (n — t)d. In Hybrid 4, we
have s; = Z;-n:_ol 275, and (s1,...,8(m—tya) = M(r1,...,7nqa) mod 2™. Fix the inputs of the
corrupted parties and the values sampled for parties in H;. Since |Hs| = n —t and M is an
(n — t)d x nd block super-invertible matrix over Zgm, the map from the uniformly random

values supplied by Ha to (s1,...,5(—1)q) is a bijection, even after fixing the contribution of
all other parties. Consequently, this output vector is jointly uniform over ngf td, Moreover,

the opened values d; ; and c;) ; in Hybrid 4 are sampled independently of these private values.
The output vector therefore remains uniformly distributed given these simulated messages and
the corrupted parties’ inputs. Replacing it with the values sampled by Fedabits[L, m] and their
bit decompositions preserves their joint distribution with the simulated messages. Hence, this
hybrid has the same distribution as Hybrid 4.

]

D.3 Proof of Lemma 2

Proof. Let d; = a; —b; for i € {0,..., N} and

= min ma .
5 i:dilyéo 322‘9|§i{5}

Write d; = 2°d} (dj, € GR(2™ 7%, k) and df,...,dy € Zym-s). Since there is at least one ¢ such that
d;, # 0, at least one d} is odd. Note that

N N N
Zﬁiai = Zﬂibi (mod 2™) <= dop + Zdlﬂi =0 (mod 2™)
i=0 i=0 i=1
N .
= dy+ > dif' =0 (mod2m)
i=1
N .
= Z(d; mod 2)3" = 0 over GF(2").
i=0

Since at least one d} is odd, the polynomial f(X) = Zio (d} mod 2)X? is a non-zero polynomial
of degree at most N over GF(2*). Thus it has at most N roots in GF(2"). Therefore,

N N
b ;m ;Bbz (mod 27)| < Pr [f(8)=0] < 5

D.4 Proof of Theorem 2

Proof. We construct a simulator S that runs the code of the adversary A as a subroutine and has
access to the ideal functionality Fpyived [2e, m]. The simulator emulates the functionality .FABB[QZ]
and keeps track of the ids of all the values stored in it. For a value z stored in Fagg[2¢], we
denote its id in the simulation by id,. The simulator also passes all messages between A and the
environment Z.

Upon receiving (Input, P;, £,id), if P; is honest, S passes it to Fpyved[2¢,m] on behalf of each
corrupted party. If P; is corrupted, S waits to receive P;’s input value x on behalf of Fagg[2¢].
Then S sends (Input, P;, £,id,2) to Fprved[2°,m] on behalf of P; and sends (Input, P;, £,id) to
Fprived[2f,m] on behalf of every other corrupted party.
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Upon receiving (Open, £,id), S passes it to Fprived[2, m] on behalf of each corrupted party and

receives (L£,id,y). Then after S receives the same instruction when emulating Fapg[2¢], S sends
(L,id, y) to A on behalf of Fagg[2¢]. If A replies deliver, S sends y to all corrupted parties on behalf
of Fagg[2¢] and sends deliver to Fpiveq[2°, m]. Otherwise, S sends abort to all corrupted parties on
behalf of Fagg[2¢] and sends abort to Fp.vea[2¢, m)].

Upon receiving an input related to other operations in Fapg[2°], S passes it to Fprvea[2¢, m] on

behalf of each corrupted party.

In the following, we focus on the simulation when parties receive input

(priv-edabit, Pying, NV, {id;; id; 0, - - -, idi,m—1}21). We divide the proof into two cases depending on
whether Pyng is corrupted or not.

Pking is Corrupted. S executes the following steps:

1.

2.

Fori=1,...,N, S receives r; from A and receives r; g, ..., 7; m—1 from A on behalf of Faes[2Y].
If there exist 4, j such that r; ; ¢ {0,1}, S sends abort to all corrupted parties and Fprived [2¢, m)].
S receives v = (70, . . ., Yu—1) from A and receives v o, - . . , Y&,m—1 from A on behalf of Fass[2Y].

]

If there exist k, j such that v; ; ¢ {0,1}, S sends abort to all corrupted parties and Fprived [2¢, m)].

. & samples a random value 3 <+ GF(2%) to emulate Coin of Fagg[2‘] and sends it to A.
. 8 computes R = v+ vazl Br; when emulating Fagg[2¢] and sends it to A. If S receives deliver

from A, S sends R to all corrupted parties on behalf of Fagg[2¢]; otherwise, S sends abort to
all corrupted parties and Fpyiveq[2, m].

. In each execution of MTieeAggregate:

(a) In Step 2(b), S receives s; jo,. .., jn—1 from A on behalf of Fags[2']. If there exist i, j, k
such that s; ;1 ¢ {0,1}, S sends abort to all corrupted parties and Fprived [2¢,m).

(b) In Step 2(c), S computes vent = si; — Yor—g 25 ;5 when emulating Fagg[2¢].

(c) In Step 4, S randomly samples (7o, .- -,Vx—1) + GR(T, k) to emulate Coin of Fapg[2‘] and
sends it to A.

(d) In Step 6, S computes 0 = 3™ 4% - v; when emulating Fapg[2¢] and sends it to A. If S
receives deliver from A, S sends o to all corrupted parties on behalf of Fagg[2¢]; otherwise,
S sends abort to all corrupted parties and Fpyived[2¢, m).

(e) If there exists ¢ such that v; # 0, S sends abort to all corrupted parties and Fpyived [25, m.

. For each j =0,...,m — 1, § sends R} € GR(T, x) to A on behalf of Fags[2¢] and waits for its

response. If S receives deliver from A, S sends R;- to all corrupted parties on behalf of Fagg[2];
otherwise, S sends abort to all corrupted parties and Fpriveq[2¢, m].

I = Z;n:_ol 2r;;foralli=1,...,N and 74 mod 2™ = Z;n:_ol 2y forallk =0,....,5k—1,

S sends (priv-edabit, Pying, IV, {id;; id; o, . . ., idi m—1}¥ ) and {r;}Y; to Fprived [2¢,m] on behalf
of corrupted parties; otherwise, S sends abort to all corrupted parties and Fpyived [24, m].

We use hybrid arguments to show that the outputs of Z in the real and ideal worlds are

indistinguishable.

— Hybrid 0: The simulator S runs the protocol ITpeq(2°,m) honestly and emulates Fapg[2¢],

which corresponds to the real world execution of ITpeq(2¢,m).

— Hybrid 1: In each execution of Tyrecaggregate; after opening o, instead of checking whether

o = 0, § checks whether vy,..., v = 0 and aborts if any one of them is non-zero. By the
Schwartz—Zippel lemma, the probability that o = 0 but some v; # 0 is at most

cnt < mn(N+1) 1
ox = Tgn-1_g or’

which is negligible in k. Therefore Hybrid 0 and Hybrid 1 are statistically indistinguishable.

— Hybrid 2: Let v} = (0,4, Vu—1.j) € GR(2%, k) for j =0,...,m—1, where ¥o j, ..., Vs—1,; €

{0,1} are received from A in Step 2. In Step 6, after opening Ry, ..., R} S checks whether

m—1>

ki

R =

J

N m—1
2j . ’}/; + Zﬁl . Z 2j’l“i7j (HlOd 2m)
i=1 7=0

I
=)

and aborts if the equality does not hold. Note that in this hybrid, when executing mrreeAggregates
S does not abort only if Pyng always provides correct bit decompositions of s; ; in Step 2(b)
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Of TTreeAggregate- 1hen it is routine to verify that the results So, ..., Spm—1 Of TTrecAggregate satisfy
Z;’:Ol 218; = 21111 st 277; j mod 2™. Therefore in Step 5 of IIpyed(2°,m), we have

7=0
m—1 m—1 N m—1
Z 2]R;7k = Z 2J7k,j + Zﬂi : Z 2]7’1’7]' mod 2™
J=0 Jj=0 i=1 =0
forall kK =0,...,x — 1. Then in Step 6, we have
m—1 m—1 N m—1

2R = 2 -] +Zﬁi : Z 27r; i (mod 2™).

j=0 j=0 i=1 j=0

<

Thus the check in Hybrid 1 is equivalent to the check in this hybrid, and Hybrid 1 =
Hybrid 2.
— Hybrid 3: In Step 6, after opening Ry,..., R, _;, if there exists i € {1,..., N} such that

r; # Z}n:_ol 29r; ; or ymod 2™ # Z;”:_Ol 277, ;, S aborts. Note that R = v + Zf\;l B 1
(mod 2™), and that R # 237:01 27+ Zivzl B 237:01 27r; ; (mod 2™) implies that either
ri # ZT;Ol 2Jr; ; for some i € {1,...,N} or v mod 2™ # ZT:Bl 2J7; ;. On the other hand,
if r; # Z;";Ol 2Jr; ; for some i € {1,...,N} or v mod 2™ # ZT:BI 2J7; i, by Lemma 2, the
probability that R = Z;.";Ol 20 o)+ PORINE Z;’ZOI 297, ; (mod 2™) is at most N/2%, which
is negligible in . Therefore Hybrid 2 and Hybrid 3 are statistically indistinguishable.

— Hybrid 4: This is the ideal world execution with the simulator S constructed above. In
this hybrid, the result {([r:i]oe; [ri0]p -, [Tiym—1]5)}L, is generated by the functionality
Ferved[2f, m]. Tt should be the same since Hybrid 3 does not abort only if r; = 237201 27 Tij
foralli=1,...,N.

Piing s Honest. The simulator & proceeds as follows.

1. Upon receiving (priv-edabit, Pking, N, {id;;id; 0, - - - ,id; m—1} ) from the corrupted parties, S
forwards the instruction to Fpyeq[2¢,m] on behalf of each corrupted party.

2. In Step 3, S samples a uniformly random 3 < GF(2*) to emulate Coin of Fagg[2¢] and sends
it to all corrupted parties.

3. In Step 4, S samples a uniformly random R = (Ry,..., R._1) + GR(2%, k) and sends it to A
on behalf of Fapg[2¢]. If A replies with deliver, S sends R to all corrupted parties on behalf of
Fags[2']; otherwise, S sends abort to all corrupted parties and Fp,vea[2¢,m] and terminates.
For each k =0,...,k — 1, S then computes the bit decomposition

m—1
Ry, mod 2" = Z 2R},
=0

and sets R = (R} ,,..., R} 1) € GF(2%) C GR(T k) for j =0,...,m — 1.
4. In each execution of TTreeaggregate; S Proceeds as follows:
(a) In Step 2(b), S receives the corresponding InputBit instructions from all corrupted parties
on behalf of Fagg[2].
(b) In Step 4, S samples a uniformly random element v <+ GR(T, k) to emulate Coin of Fagg[2/]
and sends it to all corrupted parties.
(c) In Step 6, S sends O to A on behalf of Fapg[2¢] and waits for its response. If A replies with
deliver, S sends 0 to all corrupted parties on behalf of Fagg[2¢]; otherwise, S sends abort
to all corrupted parties and Fpriveq[2¢, m].
5. For each j =0,...,m —1, § sends R’ to A on behalf of Fags[2¢] and waits for its response. If

A replies with deliver, S sends R} to all corrupted parties on behalf of Fasg[2f]; otherwise, S
sends abort to all corrupted parties and Fppvea[2¢, m].

The simulated view is identically distributed to the real-world view. Indeed, the values generated
by Ferived[2¢,m] have the same distribution as the private edabits sampled by the honest Pying.

Moreover, the uniform mask v + GR(2¢, k) sampled in Step 2 makes R = 7+Z£V=1 r; - B uniformly
distributed over GR(2¢, k), independently of the private edabits.
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It remains to show that the executions of TTreeAggregate Produce identically distributed views.
Since Pying is honest, every bit decomposition supplied in Treeaggregate is correct. It follows that all
decomposition errors vy,..., Vet are zero, so the value opened in Step 6 of TTreeaggregate is always
0. Furthermore, the bounds used in 7TrecAggregate €nsure that no intermediate sum wraps around
in Zp. Thus, Step 2 correctly computes the bits of each group sum while propagating its carry to
the next bit position. Applying this argument inductively over the tree levels, the returned tuple
(Sj);-’:()l satisfies

m—1 N’ m-1
Z 218, = Z Z 297, ; (mod 2™).
j= i=1 j=0

In particular, in the execution of TTiecAggregate fOr coordinate k& in Step 5 of IIpiveq(2¢,m), the
resulting values Ry, ..., R, satisfy

m—1 N
PR =+ Zﬂ,@m =R;, (mod 2™).
j=0 i=1

Therefore, the values R}, ..., R, _; opened in Step 6 of ITpeq(2°,m) are exactly those computed
by & from R. Since every internal check in myiecaggregate OPens 0, the values observed by the
corrupted parties and the output have the same joint distribution in both executions.

D.5 Proof of Theorem 3

Proof. We construct a simulator S that runs the code of the adversary A as a subroutine and has
access to the ideal functionality Fpived[p, m]. The simulator emulates the functionality Fagg[p] and
keeps track of the ids of all the values stored in it. For a value x stored in Fagg[p], we denote its id
in the simulation by id,. The simulator also passes all messages between A and the environment
Z.

Upon receiving (Input, P;, £,id), if P; is honest, S passes it to Fprved[p, m] on behalf of each
corrupted party. If P; is corrupted, S waits to receive P;’s input value z on behalf of Fagg[p]. Then
S sends (Input, P;, £,id, ) to Fpyived[p, m| on behalf of P; and sends (Input, P;, £, id) to Fprived[p, m]
on behalf of every other corrupted party.

Upon receiving (Open, L,id), S passes it to Fpnved[p, m| on behalf of each corrupted party and
receives (L,id,y). After S receives the same instruction when emulating Fagg[p], it sends (£, id,y)
to A on behalf of Fagg[p]. If A replies with deliver, S sends y to all corrupted parties on behalf
of Fags[p] and sends deliver to Fpyived[p, m]. Otherwise, S sends abort to all corrupted parties on
behalf of Fagg[p] and sends abort to Fpived[p, m].

Upon receiving an input related to any other operation in Fagg[p], S passes it to Fpved[p, m]
on behalf of each corrupted party.

In the following, we focus on the simulation when the parties receive the private-edabit instruc-
tion (priv-edabit, Pying, IV, {id;;id; o, . . ., idi m—1}Y ;). We divide the proof into two cases depending
on whether Pying is corrupted.

Piing is Corrupted. The simulator S proceeds as follows.

1. For each i = 1,..., N, § receives r; and 70, ...,7m—1 from A on behalf of Fagg[p]. If any
;5 is not a bit, S sends abort to all corrupted parties and Fprived [p, m].

2. Foreacha =0,...,6, —1and b =0,...,¢ — 1, S receives vy, and V44,0, --,Va,b,¢—1 from
A on behalf of Fagg[p]. If any 7, is not a bit, S sends abort to all corrupted parties and
Fprived[p, m)].

3. & samples a uniformly random g < GF(p"?) to emulate Coin of Fagg[p] and sends S to A. It
then computes S, ..., BV, their coefficient vectors, and the bit decomposition of each coefficient
as in Step 3.

4. Foreacha=0,...,k,—1and b=0,...,0—1:
(a) S computes Ry p = (”ya,b + Zfil riﬂé’b) mod p when emulating Fagg[p]. It then sends R,

to A. If S receives deliver from A, it sends deliver to Fpyived[p, m]; otherwise, it sends abort
to all corrupted parties and Fpyived[p, m].

(b) S receives qab,0,- - -»qab,|log N| from A on behalf of Fagg[p]. If any g, 5 ; is not a bit, S
sends abort to all corrupted parties and Fpyived[p, m].
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(c) In each execution of TTreeaggregate:

i. In Step 2(b), S receives s; jo,...,58ijn—1 from A on behalf of Fags[p]. If any s; ;5 is
not a bit, S sends abort to all corrupted parties and Fpyived[p, m].

ii. In Step 4, S samples a uniformly random p < GR(T, k) to emulate Coin of Fagg[p]
and sends p to A.

iii. In Step 6, S computes 0 = -, p’ - v; when emulating Fagg[p] and sends o to A.
If S receives deliver from A, it sends o to all corrupted parties on behalf of Fagg[p];
otherwise, it sends abort to all corrupted parties and Fpyived[p, m].

iv. If any v; is nonzero, S sends abort to all corrupted parties and Fpyived[p, m].

(d) For j=0,...,lagg — 1, S sends R, ; to A on behalf of Fagg[p] and waits for its response.
If S receives dellver from A, S sends R/ p; to all corrupted parties on behalf of Fass[p];
otherwise, S sends abort to all corrupted parties and Fprived[p, m].

5. At last, S sends (priv-edabit, Pying, N, {id;;id; o, . . ., idj m— 1Y) and {r; 3, to Ferved[p, m] on
behalf of corrupted parties 1f the following condltlons hold:
- = Z;’!Ol?riJ fori=1,...,N.
- ijl 25y, = 271 02° Zﬁ;é g foralla=0,...,k, — 1.

— Rap+ (N Zuog NJ 2j‘la,b,j> p= Zﬁ;(l) 2j7a7b,j+2£\[z1 Bap 2jmo "2iry foralla =0,... k-
land b=0,...,¢—1.
Otherwise, S sends abort to all corrupted parties and Fprived[p, m].

We use a sequence of hybrids to show that the output of the environment Z in the real execution
is indistinguishable from its output in the ideal execution.

— Hybrid 0: The simulator S runs the protocol IIpsved(p, m) honestly and emulates Fagg[p],
which corresponds to the real world execution of ITpyved(p, m).

— Hybrid 1: In each execution of TrrecAggregate; after opening o, instead of checking whether
o = 0, § checks whether vy,...,v, = 0 and aborts if any one of them is non-zero. By the
Schwartz—Zippel lemma, the probability that o = 0 but some v; # 0 is at most

Lm<€agg-n(N+1+€) 1

20 = 119 2n”

which is negligible in . Therefore Hybrid 0 and Hybrid 1 are statistically indistinguishable.
— Hybrid 2: In Step 4(d), after opening Ry, ; ¢, .-, R;,b,éagg—l’ S checks whether

[log N |

ab+Np Z2j7ab3+25ab Z2T1]+p Z 2](]abj (4)

over Z and aborts if the equality does not hold. In this hybrid, when executing mrrecaggregate, S
does not abort only if Pying always provides correct bit decompositions of s; ; in Step 2(b) of

T TreeAggregate- Lhen it is routine to verify that the results of Trieeaggregate S0, - - - S¢,,,—1 satisfy
Z?a_fg_l 218; = Zivzl foé_l 297; j mod 2%s= | which means that in Step 5 of Hpyived(p, m), we
have ‘

zxgg

Z 2R,

agg agg ’ng

= Z 27a7b,]+25 Z 27‘17—&—2])“ Z 2qab77 u
- oom-1 — Llog N]| .

= ZQJ’Ya,b,j + Zﬁ;b Z 27+ Z 2y, Z 29 qab
§=0 i=1 =0 =0 =0
-1 ) N llog N |

=D i+ B Z 2rij+p Y. 2gap; (mod 2%se)
J=0 i=1 j=0 j=0
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foralla =0,...,kp,—1and b=0,...,f—1. The values of each private edabit Z;n;()l 2jrm- and

each random mask Z?;é 297,.5,; are less than 2¢, and ZJL:% N 29 qqap,j is less than 2Lleg NI+1,
So the sum of all terms on the right-hand side is less than

(N +1)-2¢ 4 p-2losNIFL « 9l(N 11 4 2N) < 2foss,

It follows that the equation above holds without modulo reduction, i.e.

Lagg—1 -1 N m—1 [log N |
DoVRL =D P vapi Y By D Vi 0 Y Ydapy
j=0 =0 i=1 =0 j=0

Thus the check in Step 4(d) of Hybrid 1 is equivalent to the check in this hybrid, and
Hybrid 1 = Hybrid 2.
— Hybrid 3: In Step 5, if any of the following conditions are violated, S aborts:
o ;=312 fori=1 N
g =0 i ooy N
° Ei;é 25y, = f;;(l) 20 Eﬁ;é 2y foralla=0,...,k, — 1.

o Rupt (N - ZJU;)% NJ 2jqa’b7j) p= Zﬁ;é 2j’7a7b,j+zij\;1 By Z;n;()l 2 jforalla=0,...,Kk,—
land b=0,...,/—1.
The third condition is exactly the equation that S checks in Step 4(d) of Hybrid 2, so § will
abort in Hybrid 3 if it aborts in Hybrid 2. On the other hand, if S aborts in Hybrid 3 but not
in Hybrid 2, it must be that one of the first two conditions is violated but the third condition
(which is equivalent to Equation (4)) holds. By Step 4(a), we have R, = Yo p + Zfil ﬁfl,b Ty
(mod p) for all a,b. It implies that

-1 N -1 0—1 N m—1
D 20+ Y Biri =3 2"Y Pang+) i) 2ri; (modp)
b=0 i=1 b=0  j=0 i=1  j=0

foralla =0,...,k, — 1, where Bl = i;é Qbﬂé,b is uniformly sampled from F,. Let

—1 -1
I = ( 2b’70’b, ey Z 2b’y,{p1’b> c GF(pr)7

b=0 b=0
{—1 £—1 £—1 —1

I = b 2J70,b7j>--wZQbZQJVNPfl,b,j € GF(pH”).
b=0 =0 b—=0 =0

Then we get an equation in GF(p"»):

N N m—1
FﬂO+ZTsz:FI50+Z sz’l"iJ 51
i=1 7=0

i=1

By the Schwartz—Zippel lemma in GF(p*r), the probability that this equation holds for random

B € GF(p"») is at most N/p"» < N/2% if there is at least one i such that r; # Z?l:_ol 2r;

or there is at least one a such that Zi;é 255, # Zi;é 20 Zﬁ;é 2774.5.7, which is negligible.

Therefore the probability that Hybrid 3 aborts but Hybrid 2 does not is also negligible, and
Hybrid 2 and Hybrid 3 are statistically indistinguishable.

— Hybrid 4: This is the ideal world execution with the simulator S constructed above. In
this hybrid, the result {([r:],;[riolp.-- . [7im—1]7)}%, is generated by the functionality
Ferived[p, m]. It should be the same since Hybrid 3 does not abort only if r; = 237201 27 Tij
foralli=1,...,N.

Piing is Honest. The simulator S proceeds as follows.

1. Upon receiving (priv-edabit, Pying, N, {id;;id; 0, . . ., idim—1}2 ;) from the corrupted parties, S
forwards the instruction to Fpyved[p, m] on behalf of each corrupted party.

2. In Step 3, S samples a uniformly random S < GF(p"r) to emulate Coin of Fagg[p] and sends
it to all corrupted parties.
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3. In Step 4(a), for every a,b, S samples a uniformly random R, ; < F, and sends it to A on
behalf of Fagg[p]. If A replies with deliver, S sends R, to all corrupted parties on behalf of
Fas[p]; otherwise, S sends abort to all corrupted parties and Fpyived[p, m].

4. In Step 4(c), for each execution of TTreeAggregate; S Proceeds as follows:

(a) In Step 2(b), S receives the corresponding InputBit instructions from all corrupted parties
on behalf of Fagg[p].

(b) In Step 4, S samples a uniformly random element v <— GR(T}, k) to emulate Coin of Fagg[p]
and sends it to all corrupted parties.

(c) In Step 6, S sends 0 to A on behalf of Fagg[p] and waits for its response. If A replies with
deliver, S sends 0 to all corrupted parties on behalf of Fagg[p]; otherwise, S sends abort to
all corrupted parties and Fpyived[p, m]-

5. In Step 4(d), for every a, b, S computes the bit decomposition Rg’b707 ..., R

b age—1 OF Rap+Np
such that R, + Np = Z aggﬂ 2R bj- Then, for each j =0,...,lagg — 1, S sends R b oA
on behalf of Fagg[p] and Walts for its response. If A replies Wlth deliver, S sends R/ , to all
corrupted parties on behalf of Fagg[p]; otherwise, S sends abort to all corrupted partles and

Ferived[p, m].

The simulated view is identically distributed to the real-world view. Indeed, the values generated
by Fprived[p, m] have the same distribution as the private edabits sampled by the honest Pking-
Moreover, for every a, b, the independently sampled uniform mask v < F, makes

’Yab"'ZTz ab mOdp)

uniformly distributed over IF),, independently of the private edabits.
It remains to show that the executions of Trrecaggregate Produce identically distributed views. To
this end, fix a,b and let

N
Xab = Yab +Z7“i By
i=1

where the sum is taken over Z. Since 74, 7; € {0,...,p — 1} and B;b € {0, 1}, we have
0< Xep <(N+1)(p—1) < (N+1)p.

Since R, is the reduction of X, modulo p and 0 < R, < p, the integer qu,b satisfying R +
QopP = Xayp is exactly | Xop/p) and thus lies in {0,..., N}. Hence, gop = N — ¢, > 0 admits a
bit decomposition of length |log N| + 1. Since Pying is honest, all bit decompositions supplied in
TTreeAggregate ar€ correct. It follows that all decomposition errors vy, ..., Vet are zero, so the value
opened in Step 6 of TTreeAggregate 1S always 0.

The bounds used in 7TreeAggregate €nsure that no intermediate sum wraps around over Zz. Here,
however, we need to recover the full integer sum, rather than only its lowest m bits as in the ring
case. By the choice lug = £ + [log(3N + 1)] and the fact that p < 2¢, we have

Xop +DGap = Rap+ Np < (N+1)p < (N4 1)2¢ < 2base,

Thus, the final aggregate does not wrap around in Ze.,,. For every a, b, the procedure therefore
correctly aggregates the selected private edabits, the mask, and the shifted binary representations
of 2“py,qq.b, and its output satisfies the following equality over Z:

agg_l

N -1
Z YRy, b5 = Yab + Z Bh i + Z 2"Pufa,p
i=1 u=0
= Xa,b +an,b = Ra,b + Np

Consequently, the values opened in Step 4(d) have exactly the same distribution as those generated
by S. Since every internal check in Teeaggregate OPens 0, the values observed by the corrupted parties
and the output have the same joint distribution in both executions.

]
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D.6 Proof of Theorem 4

Proof. Let C denote the set of corrupted parties and H denote the set of honest parties. We further
divide H = H; U Hy where [H1]| = ¢ — |C|. We will construct a simulator S that runs the code of
the adversary A as a subroutine and has access to the ideal functionality Fpapits[p]. The simulator
emulates the functionality Fprved[p, m] (including the functions inherited from Fagg[p]) and keeps
track of the ids of all the values stored in it. For a value x stored in Fpyved[p, m], we denote its id in
the simulation by id,. S also passes all messages between A and the environment Z. Throughout
the simulation, S forwards an instruction to the ideal functionality on behalf of a corrupted party
only after receiving the corresponding instruction from that party while emulating Fpyived[p, m].

Upon receiving (Input, P;, £,id), if P; is honest, S passes it to Fpabits|p] on behalf of each
corrupted party. If P; is corrupted, S waits to receive P;’s input value x when emulating Fprived[p, m].
Then S sends (Input, P;, £,id, x) to Fpapits[p] on behalf of P; and sends (Input, P;, £,id) to Fpabits[p]
on behalf of every other corrupted party.

Upon receiving (Open, £,id), S passes it to Fpapits[p] on behalf of each corrupted party and
receives (L, id, y). Then after S receives the same instruction when emulating Fpived[p, m], S sends
(L,id,y) to A on behalf of Fpyyed[p, m]. If A replies deliver, S sends y to all corrupted parties
on behalf of Fpived[p, m] and sends deliver to Fpapits[p]. Otherwise, S sends abort to all corrupted
parties on behalf of Fpyveq[p, m| and sends abort to Fpapits[p]-

Upon receiving (priv-edabit, Piing, IV, {(id;; id; 0, id; 1, . . ., idim—1)}Y ), S first passes it to Fpapits[p]
on behalf of each corrupted party. If Piing is corrupted, S waits to receive Pyjng’s input values
r1,...,7n when emulating Fprved[p, m]. Then S sends them to Fpapits[p] on behalf of Pying.

Upon receiving an input related to other operations in Fpriyed[p, m], S passes it to Fpabits[p] on
behalf of each corrupted party.

In the following, we focus on the simulation when parties receive input (dabit, IV, (idy, id}), . . ., (id, idy)).
S first sends the input of each corrupted party to Fpapits[p]. Then S simulates the execution of
Irieldpabits by executing the following steps in parallel for N/((n — t)dm) times.

1. In Step 1, when parties call Fprived[p, m], S receives {(rs; 70, ... ,Ti’m,l)}fi(ﬁfl)dﬂ from A

for each corrupted party Ps € C when emulating Fpiveq[p, m].

2. In Step 2, for each i =1, ..., (n — t)d, when parties execute maggedabic™ With E private edabits
to be aggregated:

— In Step 3(d) of maggEdabit™, for each j =0,...,(m +log E)/A — 1, when parties open §, S
uniformly samples a random ¢; ; € Zp and sends it to A on behalf of Fpveq[p, m] and
waits for its response. If the response is deliver, then S sends d; ; to all corrupted parties
on behalf of Fpived[p, m]; otherwise, S sends abort to all corrupted parties and sends abort
t0 Fpabits[p]-

3. In Step 3, for each i = 1,...,(n — t)d, S emulates as follows when parties execute TrieidBitDec:

(a) In Step 2 of 7FieldBitDec, S uniformly samples z; € Zye and sets v; = [x; < p]. Then S sends
v; to A on behalf of Fprved[p, m] and waits for its response. If the response is deliver, then
S sends v; to all corrupted parties on behalf of Fpved[p, m]; otherwise, S sends abort to
all corrupted parties and sends abort to Fpapits[p]. S repeats this step until v; = 1.

(b) When parties open ¢ in Step 5 of TrieidBitDec, S uniformly samples a random ¢; € F,, and
sends it to A4 on behalf of Fpived[p, m] and waits for its response. If the response is deliver,
then S sends ¢; to all corrupted parties on behalf of Fpyiveda[p, m]; otherwise, S sends abort
to all corrupted parties and sends abort to Fpapits[p)]-

We use a hybrid argument to show that the views of Z in the real and ideal worlds are indistin-
guishable.

— Hybrid 0: S runs fiedpabits and emulates Fpyived[p, m] honestly, which corresponds to the
real world execution.

— Hybrid 1: In Step 1, for each party Pg, if Pg € C, S receives
{(ri;ri0,- - 7Ti,m—1)};-3j(5,1)d+1 from A; otherwise S uniformly samples r; € Zom and computes
its bit decomposition (r;0,...,7.m—1) for i = (8 — 1)d + 1,...,5d. It does not change the
distribution by the definition of Fpyived[p, m].

— Hybrid 2: In Step 2, for each i = 1,..., (n — t)d, consider the execution of maggedabic™ With E
private edabits to be aggregated. In Step 3(b) of Taggedabit™, for 0 < j < (m+1log E)/A, S first
uniformly samples 6; j <— Zr. Then S computes e = a — §; ; over Zr and its bit decomposition
(€0, - .., en—1) as the result of calling RandBit on behalf of Fp/ived[p, m]. In Step 3(d) of maggEdabit ™,
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when opening 6, S sends § = a — e = §; ; to A on behalf of Fpyiveda[p, m]. This does not change
the distribution, since e € Zp is uniformly random in Hybrid 1 and the mapping x — a — z
is a bijection over Zr for any fixed a € Zr. Therefore, the distribution of this hybrid is the
same as that of Hybrid 1.

— Hybrid 3: In Step 2, for each i = 1,..., (n — t)d, S uniformly samples 0; ; € Zp for 0 < j <
(m +log E;)/A and sends them to A on behalf of Fpveq[p, m], where E; = Z;‘il M; ;. Then
S directly computes (s1,- .., S(n—t)d)
= M(rq,...,7hq) in Z and the lowest m bits of each s;’s binary representation (s; 0, .., Sim—1)
when emulating Fpived[p, m]. The simulator no longer computes any other intermediate values
in TaggEdabit™, as they affect neither the output nor the view of A. Thus, the only difference
between this hybrid and Hybrid 2 lies in how the output of maggedabit™ is obtained. Note
that m < log(p/(nd)) and s; < nd - 2™ < p, so the arithmetic sum over F, agrees with the
integer sum. Moreover, TaggEdabit” omits the conversion and subtraction of the higher bits, so
it returns this arithmetic sum together with sharings of its lowest m bits. By n > 2lognd and
the correctness of maggEdabit, sShown in Section 3, these are exactly the values computed in this
hybrid. Therefore, the distribution of this hybrid is the same as that of Hybrid 2.

— Hybrid 4: In Step 3, for 1 < i < (n —t)d,

(1) S uniformly samples x; < Zye and sets v; = [z; < p]. Then S sends v; to A. S repeats this
step until v; = 1.

(2) S uniformly samples ¢; € F,, and sends it to A.

(3) S computes the bit decomposition (b;,. .., b;e—1) of s;.

By the definition of RandBit, the correctness of Trieiditpec and s; ; € {0, 1} forall1 < i < (n—t)d

and j < m, the distribution of this hybrid is the same as that of Hybrid 3.

— Hybrid 5: In this hybrid we introduce the ideal functionality Fpapits[p]. S no longer samples
r; or computes (7,0, ...,7i,m—1) for each honest party Pz € H in Step 1. S does not compute
(815 -+ 8(n—t)a) or their bit decompositions either. Note that these values are no longer needed
to generate the messages sent to A. The difference between this hybrid and Hybrid 4 is that
the results of the command dabit, namely b; ; = s;; for 1 < i < (n —t)d and 0 < j < m,
are sampled as independent uniform bits by Fpabits[p]. In Hybrid 4, we have b; ; = s; ;. Let
s, = Z;’ZOI 2Js;; for 1 <i < (n—t)d. Then (s},..., Stn—tya) = M(r1,...,rna) mod 2. Fix
the inputs of the corrupted parties and the values sampled for parties in H;. Since |Ha| =
n —t and M is an (n — t)d x nd block super-invertible matrix over Zgm, the map from the
uniformly random values supplied by Hs to (s/,..., s’(n_ " 4) is a bijection, even after fixing the

contribution of all other parties. Consequently, this output vector is jointly uniform over Zg’f,ft)d,

and all its bits s; ; are independent and uniform. Moreover, the opened values J; ;, the rejection-
sampling indicators v;, and the opened values ¢; in Hybrid 4 are sampled independently of
these private values. The output vector therefore remains uniformly distributed given these
simulated messages and the corrupted parties’ inputs. Replacing its bits with those sampled
by Fpabits[p] preserves their joint distribution with the simulated messages. Hence, this hybrid
has the same distribution as Hybrid 4.

]

D.7 Proof of Theorem 5

Proof. We construct a simulator S that runs the code of the adversary A as a subroutine and has
access to the ideal functionality Fagg[L]. The simulator emulates the functionality Fagggasic|L]
and keeps track of the ids of all the values stored in it. For a value x stored in Fagggasic[L], we
denote its id in the simulation by id,. S also passes all messages between A and the environment
Z.

Upon receiving (Input, P;, £,id), if P; is honest, S passes it to Fagg[L] on behalf of each cor-
rupted party. If P; is corrupted, S waits to receive P;’s input value x while emulating Fagggasic[L]-
Then S sends (Input, P;, £, id, z) to Fags[L] on behalf of P; and sends (Input, P;, £,id) to Fags[L]
on behalf of every other corrupted party.

Upon receiving (Open, £,id), S passes it to Fapg[L] on behalf of each corrupted party and
receives (L£,id,y). Then, after receiving the same instruction while emulating Fagpgasic[L], S sends
(L,id,y) to A on behalf of Fagggasic|L]. If A replies with deliver, S sends y to all corrupted parties
on behalf of Fagggasic|L] and sends deliver to Fagg[L]. Otherwise, S sends abort to all corrupted
parties on behalf of Fagggasic[L] and sends abort to Fagg[L].
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Upon receiving an input related to any other operation in Fagggasic[L], S passes it to Fags[L]
on behalf of each corrupted party.

In the following, we focus on the simulation when parties receive inputs (InputBit, Pying, id1), . . .,
(InputBit, Pying, idc). We divide the proof into two cases depending on whether Pying is corrupted
or not.

Piing @s Corrupted. S executes the following steps:

1. 8 receives from A the input bits by, ..., bc on behalf of Fagggasic[L]-

2. S samples a random value r + GR(T, k) to emulate Coin of Fagggasic[L] and sends it to A.

3. In Step 3, S computes x,y and the difference dV) := 0 — (z, y).

4. For each execution of Step 4, let j > 1 be the index of the execution. S executes the following
steps:

— In Step 4(b), for each i = 1,...,p — 1, S receives v; € GR(T, k) from A on behalf of
).

FagBBasic[L] and computes dl(-J :=7; — (e, Bi). Then S emulates Fappgasic[L] to compute
Yo =2z— 5;11 i, and computes df,j) =d) — Zf;ll dgj).
— In Step 4(c), S computes all the coefficients of f(-) and g(-) when emulating Fappgasic[L]-
In Step 4(d), S receives Yyp41,...,72p0—1 € GR(T, k) from A on behalf of Fagggasic[L], and
then computes d;j) =7 —(f(vi),g(v;)) fori=p+1,...,2p— 1.
— In Step 4(e), S computes all the coefficients of h(-) when emulating Fagggasic[L]-
In Step 4(f), S samples a random value r’ + GR(T, k) to emulate Coin of Fagggasic[L] and
sends it to A. If 3¢ € [p] : v/ = v;, S sends abort to all corrupted parties and Fagg[L].
— In Step 4(g), S computes f(r'),g(r'),h(r’) and resets x,y,z to them when emulating
FaBBBasic[L]. S computes dUT) = h(r') — (f(r'),g(r")).
5. S sends x*y* —z* to A on behalf of Fappgasic|L] and waits for the response from A. If S receives
deliver from A, S sends z*y* — z* to all corrupted parties on behalf of Fagggasic|L]; otherwise,
S sends abort to all corrupted parties and Fagg[L].
6. If one of the following two conditions holds, S sends abort to all corrupted parties and Fagg|[L]:
— There exists i € [1,C] such that b; ¢ {0,1}.
— There exist ¢ € [1,2p — 1] \ {p} and j > 1 such that dgj) # 0.
Otherwise, S sends {(InputBit, Pying, id;, b:)}&, to Faps[L] on behalf of Pking and sends
{(InputBit, Pying, id;)}&_; to Fags[L] on behalf of all other corrupted parties.

We use hybrid arguments to show that the outputs of Z in the real and ideal worlds are indistin-
guishable.

— Hybrid 0: The simulator S runs the protocol inputgit (L, C') honestly and emulates Fagggasic [L],
which corresponds to the real world execution of Hinpugit(L, C).

— Hybrid 1: Let s = [log, C be the number of rounds in Step 4. After opening z*y* — 2* in
the last step, instead of checking whether x*y* — z* = 0, S checks whether

d¥ =0, Vi=1,...,2p—1, (*)

ie, (f(vi),g(vi)) = fori=1,...,2p—1 in the last round of Step 4. To analyze the difference
between Hybrid 0 and Hybrid 1, we only need to consider the case that all parties do not
abort until the final check. If Eq. (*) holds, all honest parties will not abort in both hybrids
since Eq. (*) implies that the two degree-(2p—2) polynomials f(-)g(-) and h(-) are the same, so
f()g(r") = h(r'), ie., a*y*—2z* = 0. If Eq. (*) does not hold, the probability that z*y*—z* =0
is at most gf:i since there are at most 2p — 2 r’ € GR(T, k) \ [p] such that f(r")g(r") = h(r’).
Therefore Hybrid 1 is statistically indistinguishable from Hybrid O.

— Hybrid 2: S checks whether d®) = 0 and dz(»s) = 0foralli € [1,2p—1]\{p}. By the relationship

between d®) and dgs), . ,désp)_l, the new check is equivalent to the previous one. Therefore
Hybrid 2 = Hybrid 1.

— Hybrid 3: S checks whether
(1) dz(-J) =0forallie[l,2p—1]\{p}and j=1,...,s.
(2) dM =0 (ie., (x,y) =0 in Step 3).
By the arguments in Hybrid 1 and Hybrid 2, the probability that Hybrid 3 aborts while
Hybrid 2 does not is at most (s — 1) - ;ﬁ:i, which is negligible in k. Therefore Hybrid 3 is
statistically indistinguishable from Hybrid 2.
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— Hybrid 4: We switch to the ideal-world execution and S emulates all operations in Fagggasic[L]
honestly. The only difference is that the second check in Hybrid 3, namely (x,y) = 0,
is replaced with the check that all of Pying’s input values bi,...,bc are in {0,1}. Clearly,
bi,...,bc € {0,1} implies (x,y) = 0. Conversely, suppose that b; ¢ {0,1} for some i € [C],

and define
c

F(X) = bi(bi —1)X",
i=1
so that (x,y) = F(r). By Lemma 3, F is a nonzero polynomial of degree at most C' — 1. The
root bound over GR(T), k) gives Pr[F(r) = 0] < (C' — 1)/2". Therefore, the probability that
Hybrid 4 aborts while Hybrid 3 does not is at most (C' — 1)/2*, which is negligible in x. It
follows that Hybrid 4 is statistically indistinguishable from Hybrid 3.

Piing s Honest. S executes the following steps:

1. In Step 1, S receives (Input, Pying, id1), ..., (Input, Pying, idc) from all corrupted parties on behalf
of FagBBasic[L]-

2. In Step 2, S randomly samples a random value r < GR(T, k) to emulate Coin of FagpBasic|L]
and sends it to all corrupted parties.

3. In Step 4(f), S randomly samples a random value r’ < GR(T, ) to emulate Coin of FaggBgasic[L]
and sends it to all corrupted parties. If 3i € [p] : ' = v;, S sends abort to all corrupted parties
and ]:ABB[L]'

4. In Step 6, S sends 0 to all corrupted parties on behalf of Fagggasic[L] and waits for the response
from A. If S receives abort from A, S sends abort to all corrupted parties and Fagg[L]; otherwise,
S sends 0 to all corrupted parties on behalf of Fapggasic[L] and sends {(InputBit, Piing, id;)},
to Fagg[L] on behalf of all corrupted parties.

The only difference between the real world and the ideal world is that in the ideal world, S
directly opens 0 to all corrupted parties instead of computing z*y* — 2*. Since Pying is honest,
b1,...,bc € {0,1}, s0 by(b; —1) =0 for all i € [C] and (x,y) = 0 = z in Step 3. Then by induction,
it is routine to verify that in each round of Step 4, (f(v;),g(v;)) =; foralli=1,...,2p — 1 and
then (f(r’),g(r")) = h(r’) in Step 4(g). Therefore, x*y* — z* = 0 in Step 6. It follows that the real
world is identical to the ideal world. O

D.8 Proof of Theorem 6

Proof. We construct a simulator § that runs the code of the adversary A as a subroutine and
has access to the ideal functionality FanyrangeEdabits[L, P]. The simulator emulates the functionality
Fedabits| L, £p — 1] where £p = [log, P] and keeps track of the ids of all the values stored in it. For
a value z stored in Feqapits[L, £p — 1], we denote its id in the simulation by id,. The simulator also
passes all messages between A and the environment Z. Throughout the simulation, S forwards
an instruction to the ideal functionality on behalf of a corrupted party only after receiving the
corresponding instruction from that party while emulating Fegapits[L, €p — 1].

Upon receiving (Input, P;, £,id), if P; is honest, S passes it to FanyRangeEdabits[L, P] on behalf
of each corrupted party. If P; is corrupted, S waits to receive P;’s input value x when emulating
Fedabits| L, £p —1]. Then S sends (Input, P;, £, id, 2) t0 FanyRangeEdabits[L, P] on behalf of P; and sends
(Input, P;, £,id) to FanyRangeEdabits|L; P] on behalf of every other corrupted party.

Upon receiving (Open, £,id), S passes it t0 FanyRangeEdabits| L, P] on behalf of each corrupted
party and receives (L, id, y). Then after S receives the same instruction when emulating Fegapits| L, £p —
1], S sends (£, id, y) to A on behalf of Fegapits[L, £p—1]. If A replies deliver, S sends y to all corrupted
parties on behalf of Feqabits|L, {p — 1] and sends deliver to FanyRangeEdabits| L, P]. Otherwise, S sends
abort to all corrupted parties on behalf of Feqapits[L, £p — 1] and sends abort to FanyRangeEdabits|L; P

Upon receiving (priv-edabit, Pying, N, {(id;; id; 0,id; 1, .. ., idi,m_l)}fi_ol), S first passes it to
FAnyRangeEdabits| L P] on behalf of each corrupted party. If Pying is corrupted, S waits to receive Pying’s
input values 1o, ..., ry—1 when emulating Feqapits[L, £ p—1]. Then S sends them to FanyRangeEdabits[L; P
on behalf of Pyjng.

Upon receiving an input related to other operations in Fggapits[L,¢p — 1], S passes it to
FAnyRangeEdabits| L, P] on behalf of each corrupted party.

In the following, we focus on the simulation when parties receive input (any-range-edabit, id, ido, ..., ids,—1).
S first sends the input of each corrupted party to FanyRangeEdabits|L, P]. Then S simulates the exe-
cution of ITanyRangeEdabits (L, P) as follows:
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— In Step 4, S uniformly samples r € Zyep—1 and s € Zy. Then S sets o = 1 if r + 520771 > P
and o = 0 otherwise. S sends o to A on behalf of Fegapits[L, £p — 1] and waits for its response.
If the response is deliver, then S sends o to all corrupted parties on behalf of Feqapits|L, £p — 1];
otherwise, S sends abort to all corrupted parties on behalf of Fegabits[L, {p — 1] and sends abort
t0 FanyRangeEdabits| L, P|. S repeats this step until o = 0.

By the definition of FanyRangeEdabits|L; P] and the correctness of mgjy 1, the probability that o = 1
is the same in both the real world and the simulation. Besides, note that r + s27~1 is uniformly
random in Zyep and it is uniformly random in Zp given o = 0. Therefore we have that the view of
the environment Z in the real world is the same as that in the ideal world. a

D.9 Proof of Theorem 7

Proof. We construct a simulator S that runs the code of the adversary A as a subroutine and has
access to the ideal functionality Fpapits[2¢]. The simulator emulates the functionality Fpveq[2¢, m]
and keeps track of the ids of all the values stored in it. For a value x stored in Fpiveq [25 ,m], we
denote its id in the simulation by id,. S also passes all messages between A and the environment
Z. Throughout the simulation, § forwards an instruction to the ideal functionality on behalf of a
corrupted party only after receiving the corresponding instruction from that party while emulating
Ferived[2,m].

Upon receiving (Input, P;, £, id), if P; is honest, S passes it to Fpapits[2¢] on behalf of each cor-
rupted party. If P; is corrupted, S waits to receive P;’s input value 2 when emulating Fpiveq[2¢, m].
Then S sends (Input, P;, £,id, x) to Fpapits[2¢] on behalf of P; and sends (Input, P;, £, id) to Fpapits[2¢]
on behalf of every other corrupted party.

Upon receiving (Open, £,id), S passes it to Fpapis[2¢] on behalf of each corrupted party and
receives (£, id, y). Then after S receives the same instruction when emulating Fpriveq[2¢, m], S sends
(L,id,y) to A on behalf of Fpyved [25, m]. If A replies deliver, S sends y to all corrupted parties on
behalf of Fpiveq[2¢,m] and sends deliver to Fpapits[2¢]. Otherwise, S sends abort to all corrupted
parties on behalf of Fpyiyeq[2¢,m] and sends abort to Fpapis[2¢]-

Upon receiving (priv-edabit, Pying, N, {(id;;id; o, . . ., idim—1)}Y,), S forwards it to Fpabits [2] on
behalf of each corrupted party. If Pying is corrupted, S waits to receive Pying’s input values 71, ..., 7y
while emulating Fprvea[2¢, m] and forwards them to Fpapits[2¢] on behalf of Pying.

Upon receiving an input related to other operations in Fpyiveq[2¢, m], S passes it to Fpapits[2¢]
on behalf of each corrupted party.

Upon receiving (dabit, N, (idy,id} ), .. ., (idx, id’y)), S just sends this input to Fpapis[2¢] on behalf
of each corrupted party.

In the protocol, when the command dabit is received, no message is sent to corrupted parties.
By the definition of RandBit and LocalMod, the results set in the protocol are exactly N random
bits shared in both domains, which is the same as Fpapits[2]. Then we conclude that the view of
the environment Z in the real world is identical to that in the ideal world for the command dabit,
and likewise for other commands. Therefore, the output of Z in the real world is identical to that
in the ideal world. a

E Cost of Our Edabit Generation

In this appendix we count the cost of our own protocols. We also fix here the conventions that we
use for the cost from prior work in Appendix F, so that the two can be compared operation by
operation in Section 7.

We express every cost as a number of Fags operations, leaving the price of an individual
operation unspecified: that price is exactly what changes with the underlying MPC protocol, with
the arithmetic domain, and with the corruption setting. We write C(Z:rfqd for the cost of one Fagg
command Cmd over the domain Z,, so that, for instance, C(Z);en is the cost of one opening in the
binary domain. The quantities we are after are Cdzaiit, C%fivEd and CeZd‘abit, the costs of producing one
dabit, one private edabit and one global edabit respectively.

We do not charge for calls to Coin, as argued in Section 7.
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E.1 Cost of some building blocks

Besides the Fagg commands, our protocols and those of Appendix F call the building blocks of
Section 2.2, together with the conversion mgitoarith Of Section 2.4. These are not Fagg commands
but procedures built from them, regardless of what realizes Fagg, so we record their cost once here
and charge them by reference below. We write CrerLm for the cost of one call to a procedure mpoc
whose inputs are shared over Z,, adding the bit length of those inputs as an argument when the
procedure takes one.

Cost of mgitadder- The ripple-carry adder computes its carries as ¢g = 0 and ¢;41 = ¢; @ (z; B
¢i)(yi @ ¢;), and its output bits as z; B y; @ ¢;. Over Zs the XORs are free and each carry costs one
Mult, so an addition charged at w bit positions costs

e (W) = W O ()

TUBitAdder
Over a larger domain the XORs must be emulated as * ® y = = 4+ y — 2zy and are no longer
free. Writing the carry instead as ¢;11 = z;y; + ¢i(z; @ y;), the two products z;y; and ¢;(z; ® y;)
determine both the next carry and the output bit by linear operations, so each position costs two
multiplications and
Crt e (W) = 20-Cl (£ >2). (6)
Both cases are used in our paper: the aggregator of Appendix E.2 adds over Zs, whereas the bit
decomposition TrieldBitDec adds over IFp,.

It does not matter if one addend is public, as in some of our calls: the incoming carry ¢; is
secret, so the position still costs one multiplication. Also, if the sum is taken modulo 2, the top
carry is not needed and one multiplication is saved; we ignore this minor optimization. Finally, we
use the ripple-carry adder rather than a shallower one because it minimizes multiplications, and
hence communication, at the price of depth; it is also the adder for which [21] establishes the weak
additive tamper resilience that its cut-and-choose analysis requires.

Cost of mgjit- The comparison reduces to the carry chain we have just costed. Wfiting b, =1-—b,,
which is local, we have a + b+ 1 = a — b+ 2Y, so the carry out of adding a and b with carry-in 1
is 1 exactly when a > b. We therefore run one ripple-carry pass and keep only its carries,

co =1, Civ1 = a;bi + ¢; (a; ®b;)
outputting [c], <= 1 — [cy],; no sum bit is needed. In all our calls the second operand is public,
being the modulus p, a shift p — ¢ of it, or the bound P of the any-range edabits. This leaves a;b;
and a; @ b; linear and charges only the product ¢;(a; @ b;), so that in either domain

Czézrr (’LU) = w- CI\Z/IﬁIU (7)

and 2w - C|\Z/|f.|t when both operands are secret and £ > 2. The protocols of [13,22] evaluate the
same chain as a prefix computation, trading more multiplications for O(logw) depth; we keep the
sequential version, as we optimize for communication.

Cost of TrieldBitbec: The bit decomposition of Section 2.2 is used only over fields, in the dabit
generation of Appendix E.5. Reading Procedure 8, Step 1 makes ¢ calls to RandBit over F,, Step 2
one call to mgjrLT and one opening, Step 5 one further opening, Step 6 a second call to mgjyL T, and
Step 9 one call to Tgitadder; €very other step is local. Steps 1-3 are repeated until the random value
falls below p, which happens after 2¢/p < 2 attempts in expectation. Hence

2@

F _ F F F
Cﬂllf)ieldBitDec - E (E ’ CRgndBit + Cﬁgacu Open T BitAdder (é) + CO?)en' (8)

() +Cor ) +C (0)+Cr

Cost of mgitToarith- Finally, the conversion mgiitoarith Of Section 2.4 takes a bit shared over Z, and
returns the same bit shared over Zj. Reading Procedure 9, it consumes one dabit over Z; and
opens one value over Zs, the final reconstruction being local, so

CcZr = Ch - Cx (9)

T'BitToArith Open*

Here CiLbit measures the cost of generating a dabit over Zp, which we discuss later in Ap-
pendix E.5.
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E.2 Aggregation

We count the operations required by one call to magggdabit (Procedure 1), which turns E partially
arithmetic edabits of length m into a single one. Recall that the procedure is parameterized by
a block size A, that L € {2 p}, and that correctness requires n > A + log E, where T = 27,
Since operations over Zr cost an amount proportional to n, we take n = A + log F, the smallest
admissible value, and fix A at the end of this subsection.

Steps 3(a), 3(c), 3(g) and 3(h) are local, as are Steps 1, 2, 5 and 6. The number of bit positions
of the aggregated sum that the loop of Step 3 must process depends on the modulus and on the
edabit length m. The sum of E values of m bits has m + log E bits, but when L = 2¢ the positions
from ¢ upwards vanish modulo 2¢ and need not be computed, so the loop runs over

. min{¢, m +log B} if L =2¢,
o= m + log E if L =p,

positions, that is, over p/A blocks. Each of the p/A iterations of Step 3 then costs:

— 7 calls to RandBit over Zr in Step 3(b), which produce the mask e, and one call to Open over

Zr in Step 3(d), which reveals the masked block . This costs 7 - CAZ g, + ngen.

— (L2 (log E) in Step 3(e). This call to mgitadder adds the public value 0 to the carry of the

TUBitAdder
previous block, which is secret but only n — A = log E/ bits long; above that position both
addends are public and the chain propagates locally, so only log F positions are charged.

Zz  (n) in Step 3(f), for the adder on the two secret 1-bit values that removes the mask.

TUBitAdder
By (5) the two adders together cost CZ2  (n) +C%  (log E) = (n+log E) - C2,.-

TUBitAdder TUBitAdder

The number v of overflow bits that Step 4 converts back to the arithmetic domain likewise
depends on L and m. These occupy the positions m, ..., m +log E — 1, of which again only those
below ¢ survive when L = 2¢, so

min{log E, £ —m} if L =2¢,
v o=
log £ if L =p.

In particular © = ¢ and v = 0 when L = 2¢ and m = /, in which case no conversion is performed

at all. Hence, Step 4 costs v - CZL .

Writing Cfég for the cost of a single call to TaggEdabit, We obtain

i - P (n'C%aTndBit + CIr 4+ (n+logE) 'CI\Z/IZult> + v-CE (10)

Agg A Open TCBitToArith *
It remains to fix the block size A, the only free parameter left. Neither u nor v depends on it,
so using 7 = A + log F, this amounts to minimizing

1
A
The first term dominates, since a block draws n random bits against a single opening and A+2log F

binary multiplications. Recalling the assumption above that an operation over Z costs an amount
proportional to 7, that term is proportional to (A + log E)?/A, which is minimized at

((A+108B) - Chnagie + Copen + (A+ 2108 E) - i )-

A = logFE,

the value we adopt throughout. It gives = 2log F, in agreement with the choice T' = 2[21ognd] of
Section 4.2. Figure 5 shows how (10) then divides among its terms in a concrete instantiation.'6

E.3 Global Edabits

We now count the operations required by Hggapits(L, m) (Protocol 2) per global edabit produced.
Each iteration of its loop consumes nd private edabits in Step 1 and makes (n—t)d calls to TaggEdabit
in Step 2, one for every row of the block super-invertible matrix M, and then outputs (n — t)d

16 One can be more fine-grained with the choice of A, but the gains are minimal and therefore we favor
clarity by taking a simpler expression A = log E.
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[JRandBit [[Jadders [Jopenings []conversions

Zoye 93%
Fp, t =0.6n 48% 48%
t =0.75n 48% 49%
t=0.9n 47% 50%
| | | | | J
0 50 100 150 200 250 300

kB per aggregation
Fig. 5: Where the cost (10) of one aggregation goes, priced as in Table 1 at n = 64 and N = 220,
The bars are drawn to scale, so that their lengths may be compared across rows, and each segment
is labeled with its share of its own bar. The n random bits that each block needs for its bit
decomposition dominate everything else; over I, the v = lognd conversions, and with them the
dabits they consume, take about half of the total. Only those dabits depend on the corruption
threshold, which is why a single bar suffices over Zo:.

global edabits in Step 3, which is local. Amortized over that output, one global edabit costs -

private edabits and exactly one call to TaggEdabit, Whose fan-in is the weight E; = > y M;; < nd
of the corresponding row. We charge every aggregation at the largest fan-in £ = nd, which is also

the value from which 1 = [2log nd] is fixed in Section 4.2. We therefore obtain

Z n z Z
Cedabit = o “Cpived 1 Chge (11)
with Cfég given by (10) at E = nd, and C5% ¢4 by (17) or (18) below, depending on the domain.
The factor —= in the first term is what the randomness extraction of Section 4.1 buys: one loop

turns nd private edabits into (n — t)d global ones, so the number of private edabits consumed per
output is -, which is a constant as soon as t < (1—e)n for an arbitrary constant ¢ € (0, 1), rather
than a quantity growing with n. It is also the only place where the threshold enters (11) explicitly;
over I, it enters once more, and for the same reason, through the dabits that the conversions inside
Cigg consume, see (20).

Substituting the concrete counts of Section 7 for each command in (11) gives the figures reported
there; the asymptotic form of the same bound is stated in Section 4.2. Figure 6 shows how the cost
divides among the private edabits, the aggregator and, over F,, the conversions.

E.4 Private Edabits via Random Subset Sum

We count the basic operations required to generate one private edabit of length m, separately
for Ipyiveq(2°,m) and ITpgyeq(p, m) of Section 5. Recall that 7' = 2. Both protocols delegate the
aggregation of the binary components t0 TTreeaggregate, SO We write CZT rgenne Vs w) for the cost of
one call to it on N’ inputs of length w, and postpone its value to the end of this subsection.

For the ring case, the costs of generating a batch of N private edabits with HprivEd(2Z, m) are

as follows:

— In Steps 1-2, N + & elements over Zye are input, and (N + k)m bits are input through InputBit.
— In Step 4, opening R € GR(2, k) requires » calls to Open over Zo:.

In Step 5, x calls t0 TTreeAggregate are executed, each on N + 1 inputs of length m.

In Step 6, opening the aggregated bit components requires km calls to Open over Zr.

Step 3 only samples public randomness, and every remaining operation is local. Dividing by N,
the cost of one private edabit over Zqe is therefore

7. K Z 7
Cotved = (1 + ﬁ) : (Cln?)eut +m- ClngutBit) 12)
K 7. RrM 7 K 7
+ N ’ Coffen + W ’ CO;EH + N ’ Cﬂ"z:eeAggregate (N + 1’ m)'

43



[ InputBit [JInput, checks []RandBit []adders, openings []dabits

Zoe, t = 0.6n |15% 79%
t=0.75n | 21% 72%
t=0.9n 40% 53%
Fp, t =0.6n | 7% 44% 45%
t=0.75n | 11% 42% 43%
t=0.9n 23% 35% 38%
0 1(‘)0 2(‘)0 3(‘JO 4(‘JO

kB per global edabit

Fig. 6: Where the cost (11) of one global edabit goes, priced as in Table 1 at n = 64 and N = 2%,
with the bars drawn to scale and each segment labeled with its share of its own bar. The first two
segments are the private edabits the extraction consumes, the next two the aggregator, and the
last the conversions with the dabits they use. The threshold enters through the factor - on the
private edabits and, over F,,, through the dabits that the conversions consume, so the aggregator
proper, which dominates as long as t stays well below n, loses ground as t grows: over Zye its

RandBit falls from 79% at t = 0.6n to 54% at t = 0.9n.

[ private edabits []aggregation

Zoe, t = 0.6 |16% 84%
t=0.75n | 23% 7%
t=0.9n 43% 57%
Fp, t =0.6n | 8% 92%
t=0.75n| 12% 88%
t=0.9n 25% 75%
0 1(‘)0 2(‘)0 30‘0 4(‘)0

kB per global edabit

Fig.7: The cost of Figure 6, at the same parameters and on the same scale, grouped into the two
ingredients that Section G.1 compares against [21]: the -~ private edabits that the randomness
extraction consumes, and the aggregation, the latter including over I, the conversions and the
dabits they use. The aggregation is the larger of the two at every threshold, and it is what our
protocol has to pay in order to consume so few private edabits; the balance moves towards the
private edabits as ¢t approaches n and the extraction rate deteriorates. The same split in [21] is the
opposite, roughly 88% private edabits against 12% aggregation over Zo: and 92% against 8% over

Fp, and it barely moves with the threshold.

Now we analyze the field case F,. Recall that ¢ = [log, p] and k, = [k/log, p], and write
k = rpl for the product that multiplies almost every term below. It is best read as the soundness
the check attains: 8 is drawn from GF(p*?), so an inconsistent batch is accepted with probability
at most N/p"r, and & is the resulting x,log,p > k bits rounded up to whole bit positions. It
overshoots k because x, must be an integer: over a large prime a single coordinate already buys
more than s bits and there is no way to buy fewer, so &# = ¢ whenever log, p > k, whereas for a
small prime k, ~ k/{ gives & ~ k; in short, & ~ max{{, k}. Accordingly IIpeq(p, m) runs one
subset-sum check per bit position of the representation of 3, that is & of them, whereas the ring
case runs k. The costs of generating a batch of N private edabits are as follows:
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— In Steps 1-2, N + & elements over [F,, are input, and Nm + & bits are input through InputBit.

— In Steps 4(a)-4(b), & elements over F, are opened, and the bit decompositions of the values
a,b Tequire R(|log N| + 1) calls to InputBit.

— In Step 4(c), & calls t0 TTreeAggregate are executed, each on N + 1 + ¢ inputs of length loe, =
£+ [log(3N 4+ 1)].

— In Step 4(d), opening the aggregated bit components requires £ £,gs calls to Open over Zr.

In Step 3 the parties only sample g € GF(p"?); its powers and the bit decompositions of their
coeflicients are public and computed locally, as are the zero padding and the shifts used to represent
multiples of p in Step 4(c). Dividing by NN, the cost of one private edabit over F), is

Cores = (1+”>'CF" + (m+ﬁ(£+UOgNJ+1)> .Clr

N Input N InputBit
\ 9 : (13)
K F R Lagg 7 K Z
+ N ° Cogen + N N Cogen + N ° Cﬂ"l?:eeAggregate (N + 1 + 67 gagg).
CffreeAggregate (N’,w): Cost of T TreeAggregate- 1t Temains to price the tree. In a call t0 TTreeAggregate ON

N’ inputs of length w, N’/E’ blocks of size B/ = 2"~1 —1 =T/2 — 1 are aggregated together, and
then the resulting N’/FE’ sums are, once again, split into blocks of size E’ and aggregated, until a
single output is produced. The number of blocks in the first level is N'/E’, in the second N'/(E")?,
and so on, so the total number of blocks is N'/E' + N'/(E")>+--- < N'/(E' —1) = N'/(T/2 - 2).
For each block, each of the w bits is summed locally, giving an 7-bit value whose bit decomposition
the dealer re-inputs in Step 2(b), that is 7 calls to InputBit. This costs nw - CﬁgutBit per block.

The batched check of Step 6 then opens one element of GR(T', k), that is x calls to Open over
Z, and every remaining operation in the tree is local.'” Hence

N wn oPr

L7 / — .
T TreeAggregate (N 7w) - T/2 —92 InputBit

+ K-C5T (14)

Open*

C%r’;vEd: Final cost of ITp,eq(2%, m) and ITpeq(p, m). Substituting (14) into (12) and collect-
ing the calls to InputBit gives

Lt :(1 ﬁ).Zze LN L R
CPrlvEd + N Clnput t+m + N + N(T/2 _ 2) CInputBlt (15)
K 7 kK(m+£K) g
+ N : CO?fen + N : COgen’
and the same substitution in (13) gives
F R F
Cprved = (1 + N) “Cloput
I%(E—FI_IOgNJ—Fl) /%(N‘Fl‘f’e)éaggn YA
1 .CET 16
+m ( + Nm Nm(T/2 _ 2) InputBit ( )
ko om, R (bagg +K) 2z
+ N ’ C’Open + N : CO:;en'

Dropping the terms that vanish as 1/N, but keeping /,ge, which grows with the batch, we

obtain
K1)

zZ zZ

Colved = Clnffut + mQye 'Cﬁgutsitv Qo = 1+ T/2—2 (17)
and

Fp Fp z R lagg M

Corved = Cinpur + MQ@p - Gl uiics Qp =1+ %~ (18)

Both factors have the same shape, namely the number of subset-sum checks times the width
of each tree times the n bits that the dealer re-inputs per position, divided by the m bits of the
edabit and by the fan-in E' — 1 =T/2 — 2 of a tree node:

(checks) - (width)

_ n
@-1= m T/2 -2’

17 Step 4 also consumes k public elements of Zz, that is xn random bits, which we do not charge; see
Section 7.
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Fig. 8: Where the cost of one private edabit goes, namely (15) over rings and (16) over fields, priced
as in Table 1 at n = 64 and N = 229, where it amounts to 9.4kB over Zgs« and 9.3kB over a
64-bit field. Neither the cost nor the split depends on the corruption threshold, since the dealer
inputs its own private edabit and the verification is over the whole batch, so one bar per domain
suffices. The subset-sum verification is what the @ of (17) and (18) measures, and at this batch
size it has amortized away to a few percent: a private edabit is, for all practical purposes, the m
bits the dealer inputs.

with (k,m) over rings and (&, (agg) over fields, so that @, —1 =% e‘jff - (Qqe — 1).
Asymptotically the two behave alike. With T = 2[21°87d] and 5 = [2lognd] from Section 4.2,
where d = [log, n] is the extension degree of the randomness extraction of Section 4.1, we have

T = 6(n*log®n) and n = O(logn), so

K R,
) . 1= o Lfees )
Qe 9<n210gn>’ @ 9<mn210gn>

Both tend to 0 at the same rate, and differ only in the constant: the verification weighs most when
there are few parties, and the field pays for it by the factor % identified above. Figure 8 shows
what remains of the verification at a realistic batch size.

E.5 Dabits

It remains to settle CdZaLbit, which enters (10) through the v conversions. Over rings this is immediate:
by Section 6.1 a dabit over Zye is obtained from a single RandBit followed by a local reduction

modulo 2, so

Zoo Z
Cd;;it = CRiﬁdBit' (19)

No such local map exists from F, to Zo, and the rest of this subsection counts IIfieidpabits(P)
of Section 6.2, which supplies Cf:bit. It suffices to consider a single iteration of its loop, which
produces (n — t)dm dabits. Recall that ¢ = [log, p] and that the private edabits consumed have
length m = |log(p/(nd))|, the largest for which aggregating nd of them does not wrap around
modulo p.

— Step 1 generates nd private edabits of length m over F,,.

— Step 2 makes (n — t)d calls to Taggedabit™, the variant of Taggedabic that keeps only the least
significant m bits of the aggregate and discards the carries. In the notation of Appendix E.2
this is 4 = m and v = 0, so its cost Cp,, is (10) with those two values; in particular it consumes
no dabits, which is what keeps this count from being circular.

— Step 3 makes (n — t)d calls to TrieidBitDec, OnE bit decomposition per aggregate.

— Step 4 is local.

Dividing by the (n — t)dm dabits produced,
F, n F, L. F,
Cdabit = (n _ t) m ’ CPrivEd + % (CAgg + C?TFieldBitDec) ) (20)

where C£§e|dsmec is given by (8). Equation (20) holds at any batch size, CgﬁvEd being either (16) or
its large-batch form (18). On the other hand, Cx,, is (10) at = m and v = 0, namely
x z zZ Zs z
CAgg = Z (n'CRgndBit + C0§6n + Cﬂ'BitAdder(log E) + Cﬂ';itAdder(n))7 (21)

which, at the fan-in £ = nd of Step 2 and the choices A = lognd and 1 = 2lognd of Section 4.2,
becomes

m

m Zr

Z
lognd ““Open + 3m 'CM2u|t' (22)

* _ LT
Chgg = 2m - Crinagic +
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Fp, t = 0.6n 61% 23% 13%
t=0.75n 61% 23% 13%
t=0.9n 57% 21% 12% 9%
0 é é 5; 1‘2 1‘5 1‘8

kB per dabit

Fig. 9: Where the cost (20) of one field dabit goes, priced as in Table 1 at n = 64 and N = 229, where
it amounts to 15.4, 15.6 and 16.5 kB for ¢t = 0.6n, 0.75n and 0.9n respectively. The bit decomposition
of (8) is the bulk of the cost, and the private edabits, which the randomness extraction of Section 4.1
makes per dabit, go from 2% to 9% of the total as ¢ grows; everything else is independent
of t.

(n—t)m

E.6 Asymptotics

The equations above are counts of Fagg operations, whereas the main body states two asymptotic
claims: that one global edabit costs O(nflogn) bits (Sections 4.2 and 3), and that one dabit over
a field costs O(nf) bits (Section 6). This subsection derives both.

We use throughout the pricing that every instantiation of Section 7 satisfies: one Fagg operation
over a domain of x bits costs O(nx) bits, including RandBit and InputBit. Since a binary share is
at most [log, n] bits wide, an operation over Zy costs O(nlogn) bits, and one over Zr costs O(nn)
bits. Recall from Section 4.2 that d = [log, n], that the aggregator has fan-in £ = nd, and that
A =log E and n = 2log E, so that = ©(logn) and T = 27 = O(n?log® n). We assume ¢t < (1—€)n
for an arbitrary constant e € (0, 1), so that -5 = O(1).

Private edabits. Both (17) and (18) consist of one input over the arithmetic domain and mQ
calls to InputBit, and @ = O(1) by the discussion following them. Hence, using m < £,

Cot g = O(nf) +0(m)-O(nny) = O(nl+nmlogn) = O(nllogn).
Aggregation. In (10) a block costs n random bits and one opening over Zr, together with n+log E
multiplications over Zy by (5), so at A = log E and n = 2log E each block is O(nlog?n) bits and

there are /A of them. With u < m 4+ log E and v < log E,

Cir = O(n(m +logn)logn) + O(logn) - CLt

Agg TBitToArith ?
which is the bound quoted in Section 3. By (9) the conversion costs CZL = ckL +O(nlogn),

so everything now turns on the dabits.

Dabits. Over rings (19) gives Cf;‘lfit = CéjﬁdBit = O(nf) at once. Over fields we read (20) term
by term, assuming in addition that ¢ — log(nd) = ©(f), so that m = ©(¢). The first term is

WCEﬁVEd = O(nlogn) by the bound above. The second is %ngg = O(nlogn), since (22) is
O(m) operations over Zp and over Zsy. The third dominates: by (8) a bit decomposition consists
of O(¢) random bits over IF,,, two comparisons and one addition of width ¢, and a constant number
of openings, and by (7) and (6) each comparison and the addition are O(¢) multiplications over
F,; hence CE;SMBRDK = O(nf?) and %CEQQHB“DEC = O(nf). Adding the three, and absorbing the first

two because £ > log(nd), which follows from m > 1,
ng]:bit = O(nf) Dbits per dabit,
linear in both the number of parties and the bit length. This is the claim of Section 6, and it is

what separates our dabits from those of Appendix F.1, whose cost per dabit is ©(F) operations
over F, by (23) and hence ©(n?¢) bits.
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Global edabits. Substituting into (11), the first term is ﬁCgﬁvEd = O(nflogn) and the second
is

Ccir

rez = O(n(m+logn)logn)+ O(logn) - O(nl) = O(nllogn),

using CdZ‘_fbit = O(nf) in both domains and m < ¢. Therefore
ngfabit = O(nflogn) bits per global edabit

whenever ¢ < (1 — €)n, which is the quasi-linear bound claimed in Section 4.2. Each of the three
ingredients is needed for it: without the randomness extraction of Section 4.1 the first term would
carry a factor ©(n), without the aggregator of Section 3 the u/A blocks would be ©(F) binary
adders instead, and without the dabits of Section 6 the term O(logn) - Cy7., would be ©(n2£logn)
over fields.

F The Edabit Generation of [21]

In this appendix we recall the edabit generation protocol of [21], together with the dabit generation
of [33] on which it relies. Our goal is not to restate these protocols formally, but to describe them in
enough detail to count their communication. We follow the conventions of Appendix E throughout:
every cost is a number of Fagg operations, written as a linear combination of the quantities CZ2,
and reported per unit produced. We do not charge for calls to Coin, as argued in Section 7.

Throughout this appendix, N denotes the size of the batch being produced, m the length of
the edabits, and E the number of private edabits that are aggregated to obtain one global edabit.
The protocol of [21] is described with E = n, that is, every party contributes. However, for security
it suffices that one of the aggregated private edabits comes from an honest party, so £ = ¢ + 1
is enough for any corruption threshold ¢ < n. We use £ = ¢ 4+ 1 throughout, which makes the
comparison fair; see Remark 4.

The construction has three layers: dabits are produced first (Appendix F.1), consumed by the
generation of private edabits (Appendix F.2), which in turn are aggregated into global edabits
(Appendix F.3).

F.1 Dabits [33]

Recall that a dabit is a pair ([b], ,[b],) for a random b € {0,1}. When L = 2¢, a dabit costs a
constant number of Fagg operations: one RandBit over Zsy¢, followed by a local reduction modulo 2,
which yields a valid Zs-sharing of the same bit (see Section 6). The cost of the RandBit itself is left
as a symbol, exactly as in our own counts. No such local map exists from ), to Zs, so over fields
one must resort to the protocol below, which requires ©(E) multiplications instead. It is therefore
only relevant when L = p is prime, and that is precisely where dabits become the bottleneck of [21].

The protocol Hyagits+-mpc of [33, Fig. 6] produces a batch of Ny dabits at once, where we write
Ny rather than N because the dabit batch is separate from the batch of N private edabits that
consumes it. It is parameterized by two cut-and-choose parameters By and Cy, which must satisfy
cit (P %]: 4) > 2% for the cut-and-choose analysis to go through. We describe the dabit protocol
with binary domain Zo, which is the instantiation required by [21]; the protocol is stated in [33]
over Fyr for their garbling application, but the steps are identical and the analysis only simplifies.
It proceeds in four stages.

— Generate. Each of the E contributing parties samples Cy;ByN; random bits and calls Input
on each of them twice, once over I, and once over Zs.

— Cut and choose. A single random subset of (Cyq — 1)ByNy positions is sampled with Coin
and used for all parties, and every party’s bits at these positions are opened in both domains.
The parties abort unless every opened value lies in {0,1} and the two domains agree, which
leaves ByNNy candidates per party.

— Combine. For each of the B;N, surviving positions, the E parties’ bits are XORed together.
Over Z, this is local, but over F,, each XOR must be emulated as b+ b — 2bb’, and therefore
costs one Mult. Combining F bits thus costs I/ — 1 multiplications over IF,, for each of the BgNy
positions, and this is the step that makes the protocol expensive.
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— Consistency check. The B;N; combined dabits are placed, using Coin, into Ng buckets of
size By. In each bucket the first dabit is XORed with each of the other B4y — 1 dabits in both
domains, and the two results are opened; again the parties abort unless the opened values are
bits and agree across the two domains. Each such check costs one Mult and one Open over
F,, and one Open over Z,. The first dabit of each bucket is output and the rest are discarded,
yielding Ny dabits in total.

Dividing the total by N; we obtain the cost per dabit, namely

Cf;bit =FECyBy - (CF” + L )

Input Input
+ (Ba(E = 1)+ Ba—1) - iy (23)
+ (E(Cd - l)Bd + Ba — 1) ’ (Cg;en + Céfwn)‘

Every term of (23) grows with By and with Cy, so both should be as small as the constraint
allows, at the expense of a larger batch. Since [33] requires By, Cyq > 1, the cheapest admissible
choice is By = Cy = 2, which for x = 40 forces Ny > 370728 ~ 218:5 18

By using By = Cy = 2, Equation (23) becomes

Cite = 4B (e +C2)

Input Input
F
+(2E—1)-Cy (24)
+ 2E+1) - (Copen + Cien)

which is the concrete cost of one dabit over fields. For comparison, the ring counterpart discussed
above is simply

7 i 7 4
Cda2bit = CRsndBiﬂ (25)

the local reduction modulo 2 being free.

Remark 3. The protocol of [33] is set in the Fypc-hybrid model and makes no assumption on the
access structure; as the authors observe, the access structure of the protocol is inherited entirely
from the instantiation of Fupc. It is therefore applicable verbatim in every setting we consider,
honest or dishonest majority and over rings or fields alike, which is what makes it the appropriate
baseline for a comparison in the Fagg model. We note that the later work of [3] gives a dabit
generation protocol with a reported constant-factor improvement of up to 4x over [33]. That
protocol is not generic: it reasons directly about the least significant bits of the shares held by
pairs of parties, and consequently requires a dedicated adaptation for QQ5 access structures. Since
its cost per dabit remains ©(n2() bits, using it as the baseline would not change the asymptotics
below.

F.2 Private Edabits

A private edabit is an edabit whose underlying secret is known to the party that produced it. The
protocol Ieyapitspriv Of [21, Fig. 4] lets a dealer P; produce a batch of N of them, and is parameterized
by a bucket size B and two cut-and-choose parameters C,C’. The length is constrained by m < ¢
when L = 2¢, and by m < logy,p when L = p. The latter is needed because the adder used in
the check performs plain integer addition, so that the sum r + s of two candidates must not wrap
around modulo p; since r,s < 2™ this asks for 2! < p. By [21, Theorem 2] it is secure except
with probability 2=% provided N > 2%/(B=1) and C = ¢’ = B with B € {3,4,5}. The same
reasoning as for the dabits applies to the choice of B: every term of the cost below grows with it,
so one takes the smallest admissible value B = 3 and accepts the resulting requirement N > 2%/2,
which is 220 for x = 40.

The dealer first commits to N B + C' candidates, by inputting the m bits of each candidate over
Zo and the corresponding integer over Zy,. It additionally inputs (N (B — 1) + C’)m multiplication

8 Larger parameters buy much smaller batches, for instance By = 3 and Cyq = 2 needs only Ny > 3127,
but we accept large batch sizes to make the complexity in the prior work as low as possible. Note that
our work does not need these large batch sizes.
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triples over Zs, which will be used to evaluate the binary adders below. That the dealer supplies
these triples itself is an optimization already present in [21], and it is safe because the dealer knows
all the underlying values anyway. The triples are not verified individually: the adders below are
evaluated with a FaultyMult command that offers no correctness guarantee. Instead the cut-and-
choose is analyzed so as to tolerate incorrect triples, which is also why [21] insists on a ripple-carry
adder, that circuit being weakly additively tamper resilient.

The candidates are then checked by the Icunchoose Procedure of [21, Fig. 5]:

1. The candidates and the triples are shuffled using two random permutations sampled with Coin,
one for the NB + C candidates and one for the (N(B — 1) + C")m triples.

2. The first C edabit candidates are opened in both Z, and Zj, domains, and the first C'm triples
are also opened; any inconsistency causes an abort. This step costs C openings over Zy,, and
Cm + 3C’"m openings over Zo, the latter because opening a triple means opening its three
components.

3. The remaining NB candidates are placed, using Coin, into N buckets of size B, and the
remaining triples into matching buckets of size (B — 1)m, one for every bucket of candidates.

4. In each bucket, the first candidate ([r]; ;[7o],, ..., [rm—1]y) is checked against each of the
other B — 1 candidates ([s]), ; [sols,---, [sm-1],) as follows.

(a) The parties add the two arithmetic parts [r], + [s], locally, and add the two binary parts
by evaluating a ripple-carry adder mgjiadder, at a cost of C,Zr;itAdder(m) by (5), that is m AND
gates: both addends are secret and m bits long, and the carry out of the top position is the
overflow bit ¢, used in the next step. These gates are evaluated with m of the N(B —1)m
available triples, at two openings over Z, each.

(b) Writing [cp,], for the carry bit out of the adder, the parties obtain [cp,]; from [c,,], by
calling the procedure Tgirtoarith Of Section 2 (which [21] calls ConvertB2A). This procedure
consumes one dabit and one opening over Z,. If L = 2¢ and ¢ = m we skip it and set
[em]y, == 1[0],, since 2 = 0 mod L makes the term 2™ - [¢,,], vanish in the next step.

(c) The parties then open [r+ s];, — 2™ - [¢,],, and also open the low m bits of the binary
sum, and check they are the same. This costs one opening over Zj,, and m openings over
Zo.

5. There are N buckets and B — 1 checks in each of them, so the checks of Step 4 are performed

N(B —1) times in total, for a total cost of N(B —1)- ((Sm +1) .cg‘;en + Cg;en + Cifbit) when

Step 4(b) is performed, and N(B —1) - (3m . C(Z);en + C(Z)gen) when it is skipped. If all of them

pass, the first candidate of every bucket is output and the remaining ones are discarded, yielding
the IV verified private edabits.

Dividing by N, the cost of one private edabit for Zj,, with either L = p, or L = 2¢ with m < ¢,
is

C C +3C’
C%ﬁvEd = (B + N) : CIZmL)ut + ((43 - 3)m + H]\T)Tn) 'C%ﬁﬁut
C ; C +3C")m ) 26
+ (B—1+N>-C§Pen + ((B—l)(?)m-‘rl)-l-(jv))'cgpen (26)

+ (B = 1) Cilys
where the 1/N terms are the C' candidates and C’'m triples that the dealer supplies over and above
the NB and N (B — 1)m actually consumed, together with the openings of Step 2 that dispose of
them. They are a fixed cost per batch, so letting the batch grow they vanish and we obtain

ZL — ZL
CPrivEd =B- Clnput

+(B-1)- cggen + (B-1)(3m+1) .cggen

+ (B 1) Cif.

+ (4B —3)m-CE2

Input

(27)

Note that the dabits in the final term are global dabits, and they are consumed at a rate of B—1
per private edabit. This is the single most expensive ingredient of the whole construction whenever
L is prime: each such dabit costs ©(FE) operations over [F,, by (23), whereas the remaining terms
amount to only ©(1) operations over Zz, and ©(m) over Zsy. In contrast, when L = 2¢ and m = ¢
no dabit is consumed, and the single opening over Zs that masked the conversion disappears with
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it, leaving 2¢ openings from the AND gates and ¢ from Step 4(c) in each check. The cost of one
private edabit is then, again for a large batch and with the same 1/N terms as in (26) otherwise,

Cotuea = B Cipus + (4B =3)(-Cia, os)
+(B—1)-Coty + 3(B—1)¢-CL2,.

Instantiating (27) with the parameters B = C = C’ = 3 fixed above gives, for L = p or L = 2°
with m < £:

z z 7
CPlﬁvEd =3 Clngut + 9m - C'In2put
+2-Cgk + (6m+2)-CE, (29)
7
+2- CdaLbit'
For Z; with L = 2¢ and ¢ = m we have
Coitgs = 3+ it + 90+ Ci2 i + 2 Coen + 6-CE2,,. (30)

At these parameters the 1/N terms dropped from (26) are % extra inputs and openings over

Zr,, and uTm extra inputs and openings over Zs, per private edabit.

F.3 From Private Edabits to Global Edabits

Finally, Teqagits of [21, Fig. 3] turns E private edabits, at least one of which is guaranteed to come
from an honest party, into a single global edabit whose secret is unknown to everyone. Each dealer
contributes one private edabit to each global edabit, so producing a batch of N global edabits
means running the protocol of Appendix F.2 once for each of the E dealers; this is the factor E
multiplying C{Z,rLivEd below. The arithmetic parts are summed locally. The binary parts are summed
by a tree of £ — 1 two-input ripple-carry adders, producing m + log E bits. At level i there are
E/2% adders, each acting on inputs of m + i — 1 bits and hence, by (5), using that many AND
gates, for a total of

log E log E

> 5 (m+i=1) = (E-1)m+E

=1 =1

i—1
A

= (E-1ym+FE—logE -1,

where the first step uses EY 5”277 = E — 1 and the second the identity 37 (i — 1)27% =
1—(K+1)2 % at K =log E. We use the bound (E — 1)m + E below, looser by only log E + 1
gates, which keeps the expressions readable. It is still sharper than the bound (m + log E)(E — 1)
of [21], which charges every adder the full width of the final output.

The top log E bits of the result, those in positions m, ..., m + log E — 1, are overflow bits and
must be removed from the arithmetic part. This is done by converting each bit with 7gijiToarith,
consuming one dabit and one opening over Zs, and then subtracting 2™ Y2/ " 27 . [b;,,,], from
the arithmetic sum. Note however that, for Zy: and £ < m + log ¥ — 1, only the bits in positions
m,m+1,...,£ — 1 need to be converted, since those in positions ¢, ..., m + log E — 1 disappear
modulo 2¢. For L = p no such optimization is available, since no power of two vanishes modulo a
prime.

For Zj, with L = p, or L = 2¢ with m +log E — 1 < £, the cost of one global edabit of length
m is therefore

CeZdLabit = K- C%rLivEd + ((E —1)m+ E) 'CI\Z/I2uIt + log - (Cg;en +CdZaLbit)a (31)

where the three terms are, in order, the E private edabits that the dealers must supply, the AND
gates of the adder tree, and the log E' conversions of the overflow bits. The Mult’s here are those
of the adder tree only.

In contrast, for Z; with L = 2% and ¢ < m + log E — 1, only the bits in positions m,...,f —1
have to be converted, so the last term shrinks from log £ to ¢ — m and the expression becomes

Z? Z2 2 2 ZQ
Cotobit = B+ Cpiga + ((E —1)m + E) Cyie + (L—=m)- (Cgpen + Cdal:fit)' (32)
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Note that Cgff/Ed is here (27) when m < ¢ and (28) when m = ¢, the two differing by exactly the
conversion performed inside I1cyiNChoose-

Equations (31) and (32) hold for any batch size, since CanEd enters them as a symbol; sub-
stituting (26) into them therefore gives the cost at any N. Substituting instead the large-batch
form of a private edabit gives the expanded forms below. It is convenient to regroup the cases here,
since what distinguishes the two expressions is not the number of conversions in the aggregation,
which only changes a coeflicient, but whether a conversion is performed at all, which is what re-
moves the dabits. We therefore write v for the number of overflow bits that must be converted, so
that v = log E' in (31) and v = ¢ —m in (32), and split on the condition 2" = 0 mod L. When
2™ % 0 mod L, that is for L = p or for L = 2¢ with m < ¢, the conversion inside ITcuNChoose 1S
performed and

CZ: . =EB-CX  + E(4B—3)m-CZ

Input Input

+(B-1m+E)-cia -
33

Y EB-1)-c% (E(B—l)(3m+1)+u) et

Open Open

+ (BB -1 +v) il

where v = log E when L = p and v = min{log E, /—m} when L = 2°. When instead 2™ = 0 mod L,
which for m < ¢ happens exactly when L = 2¢ and m = ¢, we have v = 0 and no conversion is
performed anywhere, neither inside IlcytNchoose NOT in the aggregation, so that

cl = EB-Ci, + E(4B—3)¢.Ck

eda Input Input

+((BE-1)0+E) -l (34)
+ E( ) COpen SE( )€ COpen

Comparing (33) with (34) already explains the two regimes. In both, the operations over the
arithmetic domain number O(FE) = O(n), and every such operation costs {2(nf) bits in any instan-
tiation, so all terms other than CJ%, contribute £2(n?¢) bits per edabit. In the case (34) there are
no dabits at all and this is the whole story, so the cost is at least quadratic in n. In the case (33),
however, the ijbit term requires ©(n) dabits per edabit. Over a field each of these costs §2(n2()
bits by (23), so the total is at least cubic in n; over a ring they are the cheap dabits of (25) and the
total stays quadratic. In every case the cost is at least quadratic in n, which is what our protocol
improves upon.

Remark 4. Taking E = t+1 rather than E = n is a strict improvement to the protocol of [21], and
it is the version we compare against. Every term of (33) and of (34) is proportional to E, apart
from the two contributions of the overflow conversions, which are smaller still. Using all n parties
instead would therefore multiply the cost by roughly n/(¢ 4+ 1), which is about 2 in the honest
majority setting ¢ < n/2 and decreases towards 1 as ¢ approaches n.

Remark 5. The number FE of aggregated private edabits should not be confused with the number
of parties that actually execute the protocol, which is what determines the price of each individual
Fagpg operation. In principle the correlations could be produced by a committee of fewer than n
parties and reshared to all n at the end; the committee must still tolerate ¢ corruptions among
its own members, so it needs at least 2t + 1 parties to use honest majority tools and at least
t + 1 otherwise. We do not consider this variant, for two reasons. First, it applies verbatim to our
own protocols, so it offers no insight for the comparison. Second, in the settings we consider the
corruption threshold is never below roughly n/2, so the committee would in any case comprise most
of the parties. We therefore charge every operation at n parties for both constructions throughout.

F.4 Asymptotics

The equations above count Fagg operations, whereas the claims made in the introduction and in
Section 7 are in bits. This subsection turns the one into the other, in the same way and under the
same conventions as Appendix E.6 does for our own protocols, so that the two are compared on
equal terms.
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One Fagg operation over a domain of = bits costs O(nz) bits in the instantiation of Table 1, and
2(nx) bits in every instantiation we consider, since each of the n parties holds a share of the value.
An operation over Zs accordingly costs £2(n) bits, and O(nlogn) when a binary share is [log, n]
bits wide. We take the bucket parameters B, C, C’ of Appendix F.2 and By, Cy of Appendix F.1 to
be constants, which is what a large batch buys, and we let t = ©(n), so that the number F =t+1
of private edabits aggregated into one global edabit is ©(n).

Dabits. Over Z,: a dabit is a single RandBit by (25), so Cdzjtfit = O(nf) bits, the same as ours.
Over F,, every term of (23) is ©(FE), amounting to ©(E) = O(n) operations over F, and as many
over Zs, the latter being no more expensive than the former as long as loga n = O({), so that

C;F:bit = O(n*() bits per dabit.

This is structural rather than an artifact of the parameters: the protocol combines one contribution
per contributing party, and over a prime field each of the ©(n) XORs of that combination must
be emulated by a multiplication, as noted in the Combine step of Appendix F.1. It is the quantity
that Section 6 improves to O(nf).

Private edabits. Both (27) and (28) consist of ©(1) operations over Zj, and ©(m) over Zg, the
first of them also consuming B — 1 = ©(1) dabits. The operations alone are between 2(nf) and
O(nflogn) bits, using m < £, so over Zye with m = £, where (28) applies and no dabit is consumed,

Cgfif,Ed = N(nf) and O(nflogn).

Over F,, the dabits dominate everything else by a factor ©(n), and

CgfivEd = Q(nzﬂ) bits per private edabit.

Global edabits. Equations (33) and (34) add three contributions: the E private edabits, the
O(Em) = ©(nm) AND gates of the adder tree, and the v = O(logn) conversions of the overflow
bits. The second is §2(n?m) bits on its own, and the third, which is O(nflogn) over rings and
O(n*llogn) over fields, stays below the first in both domains. Over Zy: the first is ©(n) - 2(nf),
0

Cizaebit = (n?f) bits per global edabit,

and O(n?*¢logn) in the other direction. Over F, the first is ©(n) - ©(n?¢) and swallows the rest, so
that
Cffabit = O(n®l) bits per global edabit.

Two of these three contributions are quadratic for reasons that have nothing to do with the
dabits: producing the ©(n) private edabits that one global edabit consumes costs £2(n2¢) bits
whatever a private edabit is made of, and the adder tree costs £2(n?m) bits whatever is added.
Supplying the protocol of [21] with the cheap dabits of Section 6 therefore removes the factor n
that separates the field case from the ring case, but leaves a cost that is still quadratic in the
number of parties; this is the comparison reported in Section 7.2. Against the O(nflogn) bits per
global edabit of Appendix E.6, the separation is thus £2(n/logn) over Zqe, and £2(n?/logn) over
F, when [21] is left with the dabits of [33].

G Appendix to Section 7

G.1 Fine-grained edabit comparison

Our edabit generation improves on [21] in two places, and this subsection measures each separately.
The first is the generation of the private edabits of Section 5. The second is the aggregation of
Section 3 which, combined with the randomness extraction of Section 4.1, also reduces the number
of private edabits per global edabit. Throughout this subsection both protocols are given our dabits,
so that the improvement of Section 7.1 is not counted twice; over Z,¢ this makes no difference, since
neither construction consumes dabits there.
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The two private edabits are different objects. A private edabit of [21] carries its bits over Zo,
whereas ours carries them over Zr, so neither generation protocol can be plugged into the other
as it stands. The mismatch is not symmetric, however. Since T' = 27, reducing a sharing over Zr
modulo 2 is the same local map that produces a dabit from a random ring element in Section 6,
and the verification of ITpeq(2¢,m) and Ilpeq(p, m) already guarantees that the shared values
are bits and that they decompose the arithmetic part. Our private edabits therefore become theirs
at no cost.!'” Our private edabits are thus a drop-in replacement inside the protocol of [21], and
the comparison below is between two ways of producing the same object.

Private edabits. Figure 10 plots the two private edabit generation protocols against each other.
The two costs are (27) and (28) of Appendix F.2 against (17) and (18) of Appendix E.4, and they
differ in how they check for incorrect edabits, which is what such a protocol really pays for.

The protocol of [21] verifies by cut and choose: the dealer supplies B candidates for every
private edabit that survives, and in each bucket the first candidate is checked against the other
B — 1 by adding the two binary parts with a ripple-carry adder and opening the result against
the arithmetic sum. Every term of (27) therefore carries a factor B, and B cannot be made small:
by [21, Theorem 2] the analysis needs N > 2%/(B=1) 5o the three batch sizes of Section 7 force
B =5, 4 and 3, and no batch that one would run in practice brings it to 2. This is the gap between
the dashed curves of Figure 10, one per batch size, and it is the same mechanism that makes their
global edabits sensitive to the batch size N in Figure 4. Our protocols instead verify a whole batch
at once, with s subset-sum checks over GR(2¢, k) in ITp,eq(2°,m) and & of them over GF(p*r) in
Ipyved(p, m). Fig. 8 shows that producing a private edabit then costs essentially what inputting it
costs.

Asymptotically the private edabits from [21] cost ©(nf) bits and ours O(nflogn). However, the
crossing point is far away: their private edabits become cheaper only at n ~ 1100, are 6% cheaper
at n = 2, and even at n = 2'6 are cheaper by less than a factor 1.5. With very few parties it is
the verification, not the bits, that makes ours expensive, which is why the solid curves fall before
they rise.

Over F, the improvement is even larger (note the y-axis scale in Fig. 10). The reason is that
their private edabits consume B — 1 dabits each, whereas ours consume none, in either domain.
This is because their check has to compute a shared value before opening it, and ours does not.
Even given our dabits, those two are 31 of the 45 kB of one of their private edabits at n = 64 and
N =220 the whole of the factor 4 to 5 separating the two families of curves in the right panel.

Aggregation. Figure 11 runs both protocols end to end on our private edabits, so that what is left
between the two curves is the aggregation together with the extraction it enables. The aggregation
itself, per global edabit produced, is generally more expensive for us: the binary adder tree of [21],
which is the (E — 1)m + E AND gates of (31) plus, over F,, the log E' conversions of the overflow
bits, against our (10). Asymptotically theirs is ©(n?f) bits per output and ours is O(nflogn), but
with few parties ours is the more expensive: an adder tree is cheap when there is little to add,
whereas each of our pi/A blocks needs n random bits over Zy however few parties there are. Their
aggregation is in fact cheaper than ours until n &~ 85 over rings and n =~ 100 over fields; at n = 16
it is 4 times cheaper, and at n = 64 still 1.3 times.

Our main advantage is not the aggregation itself but the rate: prior work consumes ¢+ 1 private
edabits per global one, while we require "= at n = 64 and ¢ = 0.75n this is 49 against 4.

G.2 Maximal adversary case:t =n —1

All of our protocols are secure for any ¢t < n, and in particular for the maximal threshold t = n —1,
where a single honest party remains. The quasi-linear claim of this work requires a constant honest
fraction: the randomness extraction of Section 4.1 turns nd private edabits into (n—t)d global ones,
so a global edabit consumes "= of them, and this is O(1) only while t < (1 —€)n. At t =n —1
it degenerates to n, exactly the number E =t 4+ 1 = n that [21] aggregates, leading to quadratic
communication. The extraction therefore buys nothing in this regime, and this section measures
the improvements in the other parts of our protocol.

9 In the other direction each bit would have to be lifted from Zs to Zr, which costs a conversion per bit
and is more expensive than either generation protocol.
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Fig. 10: Communication per private edabit of [21], dashed, against ITpyeq(2¢,m) and ITpiveq(p, m),
solid, for the three batch sizes and the bucket size B = 5,4,3 that each of them forces on [21].
Neither protocol depends on the corruption threshold over Zqe; over F, theirs does, through the
B — 1 dabits it consumes, and we fix ¢t = 0.75n and our dabits for those. The insets repeat the
region n < 16, where our subset-sum verification is still expensive because the domain Zr of the
tree is small.
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Fig. 11: Communication per global edabit at N = 220 when both protocols are given our private
edabits and our dabits, so that only the aggregation differs. Dashed: the aggregation of [21], which
consumes t + 1 of them per output. Solid: ours, which consumes —*-. The insets repeat the region
n < 16: with the private edabits equalized, our aggregation only becomes the cheaper of the two

between n = 14 and n = 27, against n ~ 6-12 for the protocols as a whole in Figure 3.

Dabits. Our dabits remain substantially cheaper. Both constructions become quadratic in the
number of parties: the extraction rate of (20) degrades to mL private edabits per dabit, where
man = |logs(p/nd)| is the length of the private edabits that the dabit protocol consumes, ertten
m in Appendix E.5, so our first term takes over and grows as ©(n?logn) bits, against the ©(n?/)
of [33]. The quadratic term is therefore present on both sides, but ours is paid over Zr, a domain
of n = [2log, nd] bits, and theirs over F,, which leaves a factor of order ¢/logn. Concretely, at
N = 229 one dabit costs us 25 kB against their 527kB at n = 64, and 972kB against 33.8 MB at
n = 512, that is factors of 21 and 35; at N = 2'°, where their cut-and-choose parameters are worse,
the same factors are 35 and 46. Unlike the factors of Table 2, these stop growing: they peak around
n ~ 500, at 46 for N = 219 and 35 for N = 2%°) and then decrease as slowly as ¢/logn does, so

that the improvement is a large constant rather than a linear gain.

Global edabits. The answer depends on the domain; Figure 12 shows both. Over Z,: we are es-
sentially at parity. Both constructions now consume n private edabits per global edabit, so each
is n private edabits plus one aggregation, and the comparison collapses onto the private-edabit
comparison of Section G.1, up to the two aggregations, which are a similar fraction of each total.
We are accordingly behind for very few parties, ahead by at most a factor 2 in the middle of the
range, and behind again for very large n: at N = 229 the factor is 0.29 at n = 4, 1.11 at n = 16,
1.44 at n = 64, 1.23 at n = 512, and it falls back below 1 around n = 4000; at N = 20, where
their bucket size is B = 5, it is above 1 from n = 8 on and stays there over the whole range we
computed, reaching 1.01 at n = 2!6. The explanation is short: at t = n — 1 our cost is ©(n%¢logn)
bits per global edabit against their ©(n?f), the extra log n being the width of Zr that we already
paid for in Section G.1, and the constants favor us between n ~ 8 and n = 4000.
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Fig. 12: Communication per global edabit at the maximal threshold ¢ = n — 1, for the three batch
sizes, with both sides using our dabits. Dashed: [21], with the bucket size B = 5, 4, 3 that each
batch forces on it. Solid: ours, in the same color. Over Z,¢, where the extraction no longer buys
anything, the two constructions stay within a factor 2 of each other from n ~ 8 on; over I, the
dabits that their private edabits consume keep the two apart. The insets repeat the region n < 16.

Over F, we keep a growing advantage, for the reason identified in Section G.1 rather than any
reason of rate: their private edabits consume B — 1 dabits each and ours none, and at t =n — 1
dabits are expensive for everybody. Even after giving them our dabits, their cost per global edabit
is ©(n3logn) bits against our O(n?flogn), a factor O(n/f); at N = 220 this is 2.4x at n = 16,
4.6x at n = 64 and 16x at n = 512. With the dabits of [33] that [21] actually specifies, the same
numbers are 14x, 75x and 532x.

Summary. At maximal corruption our improvements come from the ingredients and not from the
rate: dabits that avoid ©(n) field multiplications, and private edabits verified in a single batched
check that consume no dabits. The aggregation and the extraction, which make the honest-fraction
case quasi-linear, contribute nothing here, and over Zy¢ the price of the domain Zp they require
makes us asymptotically a factor logn more expensive than [21], though not within any practical
number of parties. A user in the maximal-corruption regime should therefore take our dabits and
our private edabits, and may aggregate them with either aggregator.

G.3 Honest majority without PCGs

Everything so far was priced in the dishonest majority instantiation of Table 1, where sharings are
additive and authenticated and where, following Section 7, the preprocessing is assumed to come
from pseudorandom correlation generators. We now redo the comparison in the opposite corner of
the design space: honest majority ¢ < n/2, Shamir secret sharing, and no PCGs, so every random
and double sharing is produced by the parties themselves and charged. Calls to Coin remain free,
as argued in Section 7.

Eztensions. Shamir sharing needs n + 1 distinct evaluation points, which a small domain lacks, so
every domain that is not a large field must be extended. Over Zy the parties share in GF(2¥), and
over the two power-of-two rings in the Galois rings GR(T, k) and GR(2, k) [2], in both cases with

k= Tlogy(n+1)],

so that one share of an z-bit value costs kx bits rather than the x bits of an additive sharing. The
prime field needs no extension, since p > 253 > n throughout. This asymmetry is the structural
difference with Table 1. Over Zqe it is neutral: every operation of both constructions lives in a
power-of-two domain, so k cancels. Over I, it is not: all of our operations carry it, with the
exception of the bit decompositions inside our dabits, whereas the F,, operations of [21] and nearly
all of [33] escape it.2°

20 We make no use of reverse multiplication friendly embeddings [12] or of any other technique that amor-
tizes the cost of these extensions.
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Input  Open  Mult RandBit InputBit

over Zox over F, over Zr

bits nkx  2nkxz  6nkz  10nk(z + 2) 10nz (3)

Table 5: Communication charged per Fagg operation over a domain of x bits, among n parties,
in the honest majority instantiation with Shamir sharing and information-theoretic security. The
factor k = [logy(n + 1)] is the degree of the extension that Zs, Zr and Z,e require, and is absent
over [F,. Unlike Table 1, these prices include the preprocessing: a random sharing costs 2nkx bits
and the double sharing of a multiplication 4nkzx.

Instantiation. Table 5 gives the resulting prices. A party inputs a value by sending one share
to each other party, and an opening goes through a designated party who collects the shares
and sends back the result. A multiplication is the protocol of [19]: the parties consume a double
sharing ([r],, [r]y,), reconstruct the masked product through the designated party and send it
back, which is two elements per party, and the double sharing itself is produced from the parties’
own contributions with a Vandermonde extraction, at an amortized four elements per party. A
plain random sharing costs two elements per party by the same extraction, and RandBit is then
one random sharing, one multiplication and one opening, run modulo 2*+2 over rings as in Table 1.
Consistency of the dealt shares and correctness of the multiplications are verified in one batched
check, sublinear in the number of operations, which we ignore as Table 1 ignores the MAC check.
These constants are standard and deliberately conservative; sharper protocols exist [23] and would
scale both sides alike. The cost of InputBit is again (3), now evaluated at these prices.

The comparison. Everything becomes more expensive in absolute terms: one global edabit over
Zgsr at n = 64, t =n/2 and N = 220 costs us 1.4 MB here against 145kB in the dishonest majority
instantiation, a factor 9, of which the extension accounts for k ~ 6 and the rest is the preprocessing
that is now charged. Figure 13 redraws Figure 4 in this instantiation, and the improvement factors
are collected in Table 6. They are smaller than those of Tables 2 and 3 but of the same nature: at
N = 220 we improve on [21] by 2.5x at n = 64 and 15x at n = 512 over rings, and by 3.1x and
17x over fields, against 3.7x, 22x, 5.6x and 30x in Table 3. The crossover moves to the right by a
few parties: at N = 229 from n ~ 12 to n ~ 19 over rings and from n ~ 6 to n ~ 11 over fields, and
at N = 20 from n ~ 6 to n ~ 9 and from n ~ 4 to n ~ 5. Our dabits improve on [33] by 8.4x at
n = 64 and 43x at n = 512, against 18 x and 125x in Table 2. We evaluate at ¢t = n/2 throughout,
as in the first row of Tables 2 and 3; taking the largest admissible threshold t = |(n—1)/2] instead
lowers every factor slightly, by about 10% at n = 16 and by less than 3% from n = 64 on.

Two effects work against us, and they are worth telling apart. The first is that the preprocessing
is now charged, which raises RandBit from 6 to 10 units and Mult from 4 to 6 while leaving inputs
and openings where they were. This hits our aggregator, between 57% and 92% of our cost by
Figure 7 and dominated by RandBit, harder than the cut-and-choose of [21], which is made of
inputs and openings. Over Zo: this is the whole story, the extension cancelling as explained above:
at n = 64 our cost grows by 9.4x and theirs by 6.4x, and the factor drops from 3.7 to 2.5. The
second is that over F,, the extension does not cancel, for the reason given above: their cost grows
by only 3.6x against our 6.4x, and the factor drops from 5.6 to 3.1. Neither effect touches the
rate, and the honest majority remains the best case for our randomness extraction, one global
edabit consuming - = 2 private edabits where [21] consumes ¢ + 1, a ratio of about n/4; this is
why the factors are roughly halved but keep growing linearly with n. The same factor k enters the
asymptotics: the bounds of Appendix E.6 assume that an operation over a domain of = bits costs
O(nzx) bits, so in this instantiation they acquire a factor k& = ©(logn) and read O(nflog?n) bits
per global edabit; the operations of [21] over Zs and Zye, which dominate its cost, acquire the same
factor, so the separation between the two remains £2(n/logn). An instantiation that amortizes the
binary domain, for instance through reverse multiplication friendly embeddings, would recover part
of the second effect over I, removing the factor k£ from our operations while their I, operations
have none to remove; we have not pursued it.

Functionalities

Functionality 11 FABB[L] - - ot 6



Zgea, m =64, t=n/2 Fp, [logyp] =64, m =63,t=n/2
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Fig. 13: Communication per global edabit at t = n/2 in the honest majority instantiation of Table 5,
for the three batch sizes, with both sides using our dabits. Dashed: [21], with the bucket size B = 5,
4, 3 that each batch forces on it. Solid: ours, in the same color. The picture is the one of Figure 4, an
order of magnitude more expensive and with the curves closer together: the extension that Shamir
sharing needs over Zs, Z7 and Zqe, and the preprocessing that is now charged, weigh more on us
than on [21]. The insets repeat the region n < 16.

N =2 N =2%
n dabit edabit Z,, edabit I, dabit edabit Z,e edabit I,
4 2.3 49 .88 1.1 .28 .03
8 3.8 .95 1.5 1.9 .55 .85
16 6.1 1.5 2.2 3.0 .89 1.2
64 16 4.3 5.6 8.4 2.5 3.1
128 28 7.6 9.5 14 4.5 5.3
256 48 14 17 25 8.0 9.3
512 83 25 30 43 15 17

Table 6: The factors by which our constructions improve on [33] and [21] at t = n/2, in the honest
majority instantiation of Table 5. As in Section 7.2, both sides use our dabits in the two edabit
columns. A factor below 1 means that we are more expensive.
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