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Abstract. FAEST is a post-quantum signature scheme that combines VOLE-in-the-
Head with QuickSilver to prove knowledge of a secret key. It relies on well-established
symmetric primitives and offers small public keys, but signing and verification are
computationally expensive. We present an NVIDIA GPU implementation of the
key-generation core and the QuickSilver procedures OWFProve and OWFVerify for
the standard and EM constructions in both s and f variants. Profiling shows that
once AES is accelerated by hardware, field multiplication in QuickSilver becomes the
largest cost throughout this parameter grid. In FAEST-128f, field multiplication takes
about 82% of signing time. To address this bottleneck in our GPU implementation
of FAEST, we use PTX clmad for native carry-less arithmetic and Karatsuba to
reduce the number of limb products. The clmad build improves throughput across all
twelve OWFProve and OWFVerify paths, and its advantage grows with the field width.
On an RTX A5000, PTX clmad raises standard OWFProve throughput to 1.99x,
2.45x, and 2.82x that of the software-multiplication build at 128, 192, and 256 bits,
respectively. Together, PTX clmad and Karatsuba deliver 26.6x the throughput of
the software-multiplication build in the field-multiplication-heavy kernel of standard
256-bit OWFProve. When all OWFProve stages are included, the combined build
reaches 2.9x and 3.1x the software throughput for standard and EM at 256 bits,
respectively. These results establish native carry-less arithmetic as a key design
choice for GPU implementations of FAEST, with Karatsuba providing an additional
improvement for 256-bit proving.
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1 Introduction

Advances in quantum computing have accelerated research and standardization in Post-
Quantum Cryptography (PQC). On a large-scale quantum computer, Shor’s algorithm
could efficiently solve integer factorization and discrete logarithms [Sho94], compromising
RSA and elliptic-curve cryptography. Grover’s algorithm could also provide a quadratic
speedup for exhaustive key search against symmetric cryptography [Gro96]. Transitioning
today’s public-key infrastructure to quantum-resistant alternatives will take time, so
these alternatives must be standardized and deployment-ready before large-scale quantum
computers pose a practical threat. NIST began its PQC standardization process in 2016
and published ML-KEM, ML-DSA, and SLH-DSA as FIPS 203, FIPS 204, and FIPS 205
in 2024 [Nat24b, Nat24a, Nat24c]. ML-KEM provides key encapsulation, while ML-DSA
and SLH-DSA provide digital signatures. ML-KEM and ML-DSA rely on the hardness
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of structured-lattice problems, whereas SLH-DSA relies on the security properties of
cryptographic hash functions. These foundations give ML-DSA and SLH-DSA distinct
performance and size characteristics [Nat24a, Nat24c]. NIST is also running a separate
Additional Digital Signatures process to offer more choices for different settings and reduce
reliance on any single security foundation. FAEST, one of nine Round 3 candidates
announced in 2026, is based on symmetric primitives [ABC™26].

FAEST uses VOLE-in-the-Head [BBASG*23] and QuickSilver [YSWW21] to prove
knowledge of a secret key that maps a public input to its corresponding output under a
one-way function. Its security rests on information-theoretic primitives and symmetric
primitives such as AES and SHAKE. A FAEST public key is small, containing only an
input-output pair for the one-way function. At each of the three NIST security categories,
FAEST provides the standard and Even-Mansour (EM) constructions and the s and £
parameter sets, offering choices among security level, signature size, and execution cost.
Together, FAEST’s reliance on symmetric primitives and its small public keys distinguish
it from current PQC standards and make it attractive when public-key size matters.

However, this design makes signing and verification computationally expensive, with
substantial work in both symmetric primitives and zero-knowledge proofs. The VOLE-in-
the-Head stage repeatedly invokes an AES-based PRG to generate pseudorandom values,
and the one-way function in standard FAEST also uses AES. A single signature requires
many AES block computations, making symmetric computation a potentially major cost.
QuickSilver represents the nonlinear operations of the one-way function as multiplication
constraints over GF(2*). The QuickSilver routines OWFProve and OWFVerify perform
many field multiplications. As the field width increases, each field multiplication requires
a larger number of smaller component multiplications. AES and QuickSilver create two
distinct sources of cost, and accelerating one can leave the other to limit overall performance.
This interaction is a major reason why efficient FAEST signing and verification are difficult
to implement.

Related Work. Prior work on accelerating FAEST has focused mainly on CPUs and
FPGAs. Lee et al. [LKS'26] use a register-resident AES S-box and NEON table lookups
on ARMv8 processors without the Crypto Extensions, and they parallelize VOLE tasks
with pthreads. Their approach improves FAEST implementations dominated by software
AES but does not target QuickSilver field arithmetic. Medina Anton [Med24] presents an
FPGA implementation of the core inner functions of FAEST. Deshpande et al. [DHSY?24]
implement the proof computations of SDitH on dedicated hardware. Liu et al. [LTWJ24]
implement the proof computations of MPCitH and Picnic3 on dedicated hardware. These
works demonstrate the feasibility of hardware implementations for MPCitH-family signa-
tures but target neither GPU instructions nor the GPU memory hierarchy.

GPU acceleration of PQC signatures has focused mainly on lattice schemes. Shen et
al. [SYD*24] optimize the NTT, sampling, and memory access of Dilithium for GPUs.
Lee et al. [LZS'24] compare GPU implementations of Falcon and Mitaka. The NTT
and sampling in these schemes have a computational structure different from FAEST’s
field-arithmetic workload. Early AES-GCM work precomputes the counter-mode AES
encryptions of GCM on a GPU [SF11], and recent work processes the binary-field multipli-
cation in GHASH on GPUs [LPACGSR26]. GCM optimizations based on the CLMUL
instruction use Karatsuba to reduce the number of carry-less multiplications and aggregated
reduction to reduce the number of reductions [GK14]. These studies do not examine when
a local arithmetic speedup translates into overall GPU throughput for the QuickSilver
computation in FAEST.

Our Contributions. We implement FAEST’s key-generation core, OWFProve, and
OWFVerify on a GPU. Our main contributions are as follows.
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1. Identifying field multiplication as FAEST’s next bottleneck after AES
acceleration. By comparing CPU implementations, we find that field multiplication
becomes the next major cost when AES acceleration is enabled, accounting for about
82%, 97%, and 96% of signing time in 128f, 192f, and 256f, respectively. This
result shows that the operations available on the target hardware determine which
part should be optimized first.

2. Quantifying GPU-native carry-less multiplication. Replacing software field
multiplication with the native GPU instruction increases standard OWFProve through-
put by 1.99x, 2.45x, and 2.82x at 128, 192, and 256 bits, respectively. The same
trend appears in all twelve execution paths formed by the three field widths, the
two one-way functions, and OWFProve and OWFVerify, and the benefit grows with
the field width. These results show that native carry-less multiplication is the most
important arithmetic optimization in our GPU implementation.

3. Determining when multiplication-count reduction improves throughput.
Karatsuba further reduces the number of limb products in field multiplication. Com-
bined with PTX clmad, it delivers 26.6x the throughput of the software-multiplication
build in the standard 256-bit field-multiplication-heavy computation. When data
preparation is included, complete-path throughput reaches 2.9x the software baseline.
Karatsuba provides an additional procedure-level improvement only for standard
and EM 256-bit OWFProve. Accelerating field multiplication also exposes data
rearrangement as the next bottleneck.

4. Implementing FAEST’s core on GPUs. Our GPU implementation covers the
key-generation core, OWFProve, and OWFVerify for all twelve FAEST parameter
sets. For every parameter set, the outputs of our GPU implementation match
those of the reference implementation byte for byte. This agreement confirms the
functional correctness of these GPU implementations within the evaluated scope,
and all reported performance results use these validated implementations.

The rest of this paper is organized as follows. Section 2 provides the necessary
background. Section 3 defines the scope of the implementation and evaluation. Section 4
analyzes the computational bottlenecks that motivate our GPU design, and Section 5
presents our GPU implementation and arithmetic optimizations. Section 6 presents the
experimental evaluation. Section 7 concludes the paper.

2 Preliminaries

2.1 Notation

The computational security parameter is A € {128,192, 256}, and QuickSilver operates
over the finite field GF(2*). We denote the irreducible polynomial that defines this field by
Py,. A FAEST key pair consists of pk = (z,y) and sk = k, with Ey(x) =y. We write the
extended witness as w € {0,1}¢, where ¢ denotes the bit length of the extended witness
and is fixed by each parameter set. The signer’s VOLE values are (u, V), the verifier’s
VOLE value is @, and the global key linking the two views is A. The masked witness is
d=w & u[0..£), and the three Fiat—-Shamir challenges are denoted by challl, chall2, and
chall3.

We denote the coefficient vectors of the QuickSilver constraint polynomial by (ag, a1, az)
and the QuickSilver proof elements by (ap,a1,a2). The specification names the two
QuickSilver procedures ZK.OWFProve and ZK.OWFVerify. Algorithms 1 and 2 retain these
formal names, while the surrounding text uses the short names OWFProve and OWFVerify.
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Algorithm 1 Computational flow of FAEST.Sign, adapted from [BBB*25]

Require: message msg, secret key sk, public key pk

Ensure: signature o

parse pk as (z,y); ctr < 0; sample p; p < HZ(pk || msg)
(ryivpre) <= Ha(sk || pu || p); iv <= Ha(ivpre)

(com, decom, {c;},u, V) + FAEST.VOLECommit(r, iv,{ + 2\ + B)
challl < Hi(u || com || {ci} || ivpre)

@ + VOLEHash(challl, u); V < VOLEHash(challl, V)

w < AES.ExtendWitness(sk, z); d < w @ u[0..£)

chall2 < H2(challl | @ || V || d)

(ao, a1, a2) + ZK.OWFProve(w, u[l..£ + 2)X), V[0..£ + 2X), pk, chall2)
repeat

10: chall3 « HZ(chall2 || ao || @ || az || ctr)

11: if the grind bits of chall3 are nonzero then

12: ctr « ctr + 1; continue

13: end if

14: I < DecodeAllChall3(chall3 without its grind bits)
15: decomy < BAVC.Open(decom, I)

16: if decom; = L then

17: ctr <—ctr+1

18: end if

19: until decom; # L

20: return o = ({¢;}, %, d, a1, a2, decomy, chall3, ivpye, ctr)

We use B for the VOLE padding parameter used in the specification and use Npagcn for
the number of independent calls processed in one GPU batch.

2.2 FAEST

FAEST is a digital signature scheme in which the signer proves knowledge of a secret key
that maps a public input to its stated output under a one-way function. The three choices
of A correspond to NIST security categories 1, 3, and 5. At each security level, both
standard FAEST and FAEST-EM provide an s and an f parameter set. Combining the two
families, three security levels, and two parameter choices gives the twelve parameter sets
defined in the specification [BBBT25]. These parameter sets allow the same QuickSilver
computation to be compared across different field widths and one-way functions.

Key generation samples a candidate secret key k and rejects it if its two least significant
bits, k[0] and k[1], are both one. Once a valid candidate is found, it samples a uniformly
random public input z, which is 128 bits in standard FAEST and A bits in FAEST-EM,
and returns sk = k and pk = (x,y) with y = Ex(z).

Standard FAEST-128 uses y = AES128;,(z). FAEST-192 and FAEST-256 concatenate
the outputs of AES evaluated on z and x @ 1, where 1 is the 128-bit little-endian encoding
of the integer one. FAEST-EM instead uses EXM(k, z) = Rijndael-A, (k) & k.

FAEST .Sign first constructs a VOLE commitment, then computes a QuickSilver proof,
and finally opens the commitment views selected by the final challenge. Algorithm 1
summarizes this flow while omitting detailed hash lengths and parameter passing so that
the position of ZK.OWFProve remains clear. The algorithm shows AES.ExtendWitness for
standard FAEST; FAEST-EM uses Rijndael-EM.ExtendWitness in the same position. If the
grinding check or BAVC.Open fails, the signer increments the counter and derives a new
chall3. The QuickSilver proof is fixed before the signer searches for a final challenge that
yields a valid opening and completes the signature.
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Algorithm 2 Computational flow of FAEST.Verify, adapted from [BBB™25]

Require: message msg, public key pk, signature o
Ensure: true or false
parse o as ({¢;},u,d, a1, ag, decomy, chall3, ivpye, ctr)
w4 HZ(pk || msg); iv < Hy(ivpre)
if the grind bits of chall3 are nonzero then
return false
end if
(com, Q) < FAEST.VOLEReconstruct(decomy, chall3 without its grind bits, {¢; }, iv)
if reconstruction returns | then
return false
end if
challl < Hi(u || com || {ci} || ivpre)
. Q + VOLEHash(challl, Q)
: parse chall3 as (0o, ...,0n—1)
D~ Q®[d-u -+ dx-1-1]
: chall2 < H2(challl || % || D || d)
. agp + ZK.OWFVerify(d, Q[0..€ + 2)\), chall2, chall3, @y, as, pk)
. chall3’ + HZ2(chall2 || ao || a1 || a2 || ctr)
return chall3 = chall3’

e e e T e
I I T N

FAEST .Verify reconstructs, from the verifier’s view, the VOLE values and @y omitted
from the signature. In Algorithm 2, the verifier first reconstructs ) from the partial
decommitment and derives challl and chall2 from the same hash inputs used by the
signer. ZK.OWFVerify then reconstructs ag, and the verifier checks whether the final
challenge derived from the three QuickSilver proof elements matches chall3 in the signature.
Verification succeeds only when the signer and verifier evaluate the same QuickSilver
constraints consistently from their respective VOLE views.

In both algorithms, QuickSilver lies between VOLE preparation and the final com-
mitment opening. The standard and EM variants use different witness-extension proce-
dures and one-way-function constraints, but the outer flow containing ZK.OWFProve and
ZK.OWFVerify remains the same. This common structure lets us analyze the field-arithmetic
path shared by the two one-way-function families.

2.3  QuickSilver

QuickSilver uses a VOLE correlation to check whether a committed witness satisfies a
given set of constraints [YSWW21]. The signer knows a bit u; € GF(2) and a field element
v; € GF(2%), while the verifier knows ¢; € GF(2*) and the global key A € GF(2*). For
every 1, these values satisfy

¢ =ui- A+ ;.

QuickSilver uses this property to evaluate linear computations without revealing the
witness. The random value v; hides the signer’s bit, while the single global key A links the
signer and verifier views. Because the relation is linear, committed values and constants
can be added without further interaction.

Unlike linear operations, multiplication increases the degree of a commitment. A
degree-d commitment to = can be viewed as a polynomial p,(X) = po + - -+ + X4, with
x as the coefficient of X?. The signer holds the coefficients of this polynomial, while
the verifier holds its evaluation at X = A. Multiplying two committed values requires
multiplying their commitment polynomials, which introduces GF(2*) multiplications for
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both the signer and the verifier. QuickSilver’s nonlinear computation leads directly to
finite-field multiplication.

FAEST uses QuickSilver to check that the extended witness correctly evaluates the
AES or Rijndael one-way function. The witness-extension procedure records the secret key
and intermediate cipher values in w, and ZK.OWFConstraints constructs the constraints
for the key schedule and encryption. FAEST expresses the inversion-based S-box using
constraints of maximum degree 3. Linear transformations do not increase the commitment
degree, but combining the S-box constraints requires repeated commitment multiplications.
These constraints are the direct source of the repeated GF(2*) multiplications in the
QuickSilver OWF computation [BBBT25].

OWFProve and OWFVerify evaluate the same constraints in different forms. OWFProve
evaluates the constraints using the witness and the signer’s VOLE values, then applies
ZKHash to the coefficient vectors (ag, a1, as) together with their VOLE-derived masks
to produce (ag,ar,az). OWFVerify evaluates the same constraints using (Q,d, A) and
reconstructs ag from a; and as in the signature. This shared constraint evaluation is the
common target of the analysis and implementation that follow.

2.4 Finite-Field Multiplication

FAEST defines GF(2*) as binary polynomials modulo an irreducible polynomial [BBB*25].
Each bit string maps to polynomial coefficients in little-endian order. The three security
parameters use the following irreducible polynomials:

Pig(a) =a'® +a” +a? +a+ 1,
Piga(a) =a'®? +a"+ o +a+1,
Pyss(a) = a? 4+ a0 a5 +a?+1.

Finite-field multiplication consists of two steps: polynomial multiplication and reduction.
First, two binary polynomials of degree at most A—1 are multiplied to produce a polynomial
of degree at most 2\ — 2. Because coefficient addition is XOR and multiplication produces
no carries in a binary polynomial, this step is called carry-less multiplication. The product
is then reduced modulo Py to obtain another A-bit field element. A field multiplication
includes both steps.

When a A-bit field element is represented using 64-bit limbs, elements of 128, 192, and
256 bits contain two, three, and four limbs, respectively. A schoolbook product multiplies
every pair of limbs and requires 4, 9, and 16 carry-less 64-by-64-bit limb products at the
three field widths.

2.5 GPU Execution Model

A GPU achieves high throughput by executing many threads concurrently. CUDA groups
threads into thread blocks and organizes multiple blocks into a grid. NVIDIA GPUs
divide the threads of a block into warps of 32 threads and execute them on streaming
multiprocessors. If threads in the same warp follow different control-flow paths, the GPU
must execute those paths separately, leaving some threads idle. This hierarchy defines the
basic execution units for mapping independent computations to a GPU.

A CUDA thread can keep frequently used values in registers. Excessive register demand
can cause some values to spill to local memory. CUDA local memory resides in device
memory and is more expensive to access than registers. Intermediate state that must
survive a kernel boundary must be written to global memory and read back by the next
kernel. Kernel organization determines both how much state remains within a kernel and
how much data moves between kernels.
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PTX and SASS represent GPU instructions at different levels. PTX is a virtual
instruction set between a CUDA program and the machine code of the target GPU,
whereas SASS consists of the machine instructions executed by a specific GPU. The PTX
clmad instruction performs carry-less multiply-and-add and is available from compute
capability 8.0 [NVI26]. The clmad.lo.u64 and clmad.hi.u64 instructions can compute
the low and high halves of the carry-less product of two 64-bit operands.

3 Design Overview

This section defines our GPU implementation boundary, the batch execution model, and
the byte-for-byte output validation used throughout the evaluation.

Our GPU implementation covers the key-generation core, OWFProve, and OWFVerify.
For key generation, our GPU implementation covers one-way-function evaluation and key-
pair serialization, while random sampling and rejection sampling remain on the host. Key
generation does not use QuickSilver field multiplication, so the analysis and optimization
focus on OWFProve and OWFVerify.

Our GPU implementations of OWFProve and OWFVerify preserve the inputs and
outputs of the reference implementation’s internal dispatchers aes_prove and aes_verify,
respectively. All remaining stages, including the GGM tree, PRG, VOLE commitment,
SHAKE, and commitment opening, remain unchanged and run on the host through the
reference implementation. The reported performance covers only these two GPU paths
within the broader signing and verification workflows.

Evaluating OWFProve and OWFVerify separately lets us measure the cost of field
arithmetic and run many independent calls in parallel on the GPU. The reference imple-
mentation exposes OWFProve and OWFVerify through independent functions, allowing
GPU replacements without changing the rest of the protocol. Each OWFProve or OWFVerify
call uses its own state. We group Npaten independent calls into one GPU batch.

We evaluate a GPU build only after it produces the same outputs as the CPU reference.
Each test case supplies identical inputs to the reference and GPU implementations and
compares their outputs byte for byte. The comparison covers the key-generation core,
OWFProve, and OWFVerify across all twelve FAEST parameter sets. The s and £ variants
at the same security level and in the same mode share a compiled GPU kernel, but
their outputs are checked separately. These byte-for-byte matches confirm the functional
correctness of our GPU implementations within the evaluated scope and provide the basis
for the performance comparisons in Section 6.

Making either procedure faster reduces the time spent in that part of signing or
verification, while the other stages remain unchanged. Let f be the fraction of total
execution time spent in the selected procedure and s its speedup. If execution time
outside the procedure remains unchanged, Amdahl’s law [Amd67] gives the following
overall speedup:

1
Stotal(f, 8) = m

The overall speedup cannot exceed 1/(1 — f) even if that part becomes arbitrarily
fast. This bound assumes that the procedure does not overlap with other stages and that
GPU data transfer and reintegration into the host pipeline add no overhead. Under these
optimistic assumptions, the bound helps interpret procedure-level performance within the
complete signing and verification workflows.
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Figure 1: Signing-time breakdown of the pure-C and AES-NI builds for FAEST-128f.

4 The Bottleneck

This section identifies the operation that dominates FAEST signing after AES is accelerated
in hardware. We first compare two builds of the reference implementation [FAE26] to find
the next bottleneck after AES acceleration. The pure-C build disables AES instruction-set
extensions, while the AES-NI build enables them. We then compare the AES-NI build
with the faest-avx build, an optimized AVX2 implementation of FAEST [FAE25], to
determine why the same bottleneck no longer dominates. These results define the main
GPU design variable and the predictions evaluated in Section 6.

4.1 The Bottleneck after AES Acceleration

The pure-C and AES-NT reference builds expose different bottlenecks in FAEST signing.
Lee et al. [LKS™26] identify repeated AES-CTR-based PRG calls in the VOLE-in-the-Head
phase as a major bottleneck in software FAEST implementations. Our pure-C profile
shows the same pattern, with AES dominating execution time. In the AES-NT build for
standard FAEST-128f, field multiplication takes about 82% of total signing time, whereas
the symmetric stage combining AES-CTR and SHAKE represents about 8.9%. Hardware
AES exposes field multiplication, previously hidden by symmetric computation, as the
next bottleneck. Figure 1 shows this shift for FAEST-128f.

With AES acceleration enabled, field multiplication becomes the largest component
for every parameter set, as Figure 2 shows. During signing, most field multiplications
occur within OWFProve. QuickSilver operations within OWFProve consist largely of field
multiplication, while some VOLE and leaf processing outside it uses the same operation.
Figure 2 also separates the shares of field multiplication inside and outside OWFProve for
each parameter set.

Field multiplication is intrinsic to the algorithm because QuickSilver represents the
AES S-box as multiplication constraints over GF(2"). However, its actual cost depends
strongly on the instructions and multiplication algorithm available on the target hardware.
The central implementation question is not whether field multiplication occurs, but how
efficiently the target platform can execute it.

4.2 Native Carry-Less Arithmetic

Figure 3 shows that field multiplication no longer dominates total signing time in the
optimized faest-avx build. For 128f, OWFProve accounts for only 13.4% of execution time,
while most of the remaining time is spent on BAVC leaf hashing and VOLE-correlation
generation outside OWFProve. These stages are dominated by AES-based processing
and SHAKE, with BAVC leaf hashing emerging as the largest cost, consistent with the
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Figure 3: Signing-time breakdown of the optimized faest-avx build for the standard 128f,
192f, and 256f parameter sets.

algorithm structure described in Section 2. The bottleneck in the faest-avx build shifts
from field multiplication to BAVC and VOLE processing outside OWFProve.

The faest-avx build profile in Figure 3 shows a shift from field multiplication to BAVC
and VOLE processing. The AES-NI build implements field multiplication with software
shifts and XORs, and its executable contains no carry-less multiplication instruction.
In contrast, the faest-avx build uses VPCLMULQDQ, a vector carry-less multiplication
instruction, for field multiplication. Static disassembly shows that about 74% of its
VPCLMULQDQ instructions are located in OWFProve and OWFVerify, where they accelerate
the field multiplication that accounts for most of the execution time in the AES-NT build.

VPCLMULQDQ is one of several optimizations in this build, so the comparison characterizes
the stack as a whole.
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4.3 GPU Design Questions

The CPU analysis shows that native carry-less arithmetic can change both the cost of field
multiplication and the overall bottleneck. Whether native carry-less arithmetic produces
a similar bottleneck shift on a GPU must be measured separately. GPUs cannot use
x86 VPCLMULQDQ directly, but the PTX ISA provides the clmad instruction for carry-
less multiplication on NVIDIA GPUs with compute capability 8.0 or higher. Section 5
implements software multiplication and PTX clmad as separate builds and treats native
carry-less arithmetic as the main GPU design variable.
This analysis leads to three questions for the GPU evaluation in Section 6.

o Effect of clmad across Field Widths. As the field grows, each field multiplication
requires more component multiplications. Field reduction and the remaining opera-
tions do not grow at the same rate. We expect the share of cost removed by native

clmad to increase with the field width. Section 6 measures how its effect changes at
128, 192, and 256 bits.

e Differences across One-Way Functions and Procedure Paths. Standard
FAEST and EM use different one-way functions, but OWFProve and OWFVerify
share the same QuickSilver field-arithmetic structure in both constructions. We
expect field-multiplication optimizations to benefit both constructions. OWFVerify
spends a smaller share of its time on field multiplication than OWFProve, so such
optimizations may have a smaller effect on the complete OWFVerify path. Section 6
tests whether their effects are limited to a single one-way function or to OWFProve
alone.

e The Bottleneck after Field Multiplication. Once field multiplication becomes
faster, other operations and data preparation account for a larger share of execution
time. Further reductions in field multiplication may produce a smaller gain in
complete-path throughput. Section 6 measures both the speedup of field arithmetic
and where execution time remains after the optimization.

Together, these questions organize the evaluation across field widths, one-way functions,
OWFProve, and OWFVerify, and test whether the bottleneck shift found on the CPU also
appears on the GPU.

5 Implementation and Optimization

This section presents our GPU implementation of OWFProve and OWFVerify and the
field-multiplication optimizations motivated by Section 4. We proceed in three steps: i)
mapping batched calls to GPU threads, ii) integrating native PTX clmad, and iii) applying
Karatsuba to reduce the number of limb products per field multiplication. The discussion
focuses on the operations removed and the costs introduced by each design.

5.1 Kernel Organization

Most kernels assign one independent call to one CUDA thread. The host places a batch of
Npaten input sets in device memory and launches enough threads to process them. Thread
i uses only the i-th input set and its assigned scratch buffer, then writes a0, a1, and a2 to
a separate region of the output buffer. CUDA schedules these threads in 32-thread warps,
but the implementation uses no warp-level cooperation. This mapping provides batch
parallelism without sharing state between calls. The standard 256-bit input-assembly
kernel is the only exception, using one 256-thread block for each input set.
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Figure 4: Kernel organization of the fused 128/192-bit and split 256-bit OWFProve
implementations.

Figure 4 shows how kernel organization differs by field width and between OWFProve
and OWFVerify. The 128- and 192-bit OWFProve implementations and all OWFVerify im-
plementations use a fused kernel. Running the VOLE-matrix transpose, mask preparation,
and constraint accumulation in one kernel keeps intermediate state in the registers and
scratch space of one thread. This avoids writing the state to global memory and reading
it back across kernel boundaries. We retain a fused kernel wherever it produces correct
output.

The standard 256-bit OWFProve implementation does not use a fused kernel. The initial
monolithic kernel compiled and ran without reporting an error, but only one of the three
QuickSilver output elements matched the reference output. The same mismatch appeared
with NVCC 11.5 and 13.3. The transpose and mask outputs matched the reference, while
the mismatch appeared during constraint evaluation. The large constraint function also
showed high register pressure and register spilling. The monolithic aes_256_prover in the
CPU reference produced build-dependent output under GCC -02. Validation compares
the GPU output with the stable output produced by composing the stage-level reference
functions.

Therefore, we split standard 256-bit OWFProve into four kernels: transpose, mask
preparation, input assembly, and constraint evaluation. The constraint kernel reads all
inputs from a single ConstraintsIn base, and this organization restores byte-for-byte
agreement with the reference output. The split adds global-memory traffic for intermediate
values such as w_tag, x1, and ConstraintsIn.

The EM-256 OWFProve implementation uses a different three-kernel organization. It
still uses four-limb arithmetic, but its input structure differs from that of the standard
256-bit OWFProve implementation. Its 32-byte one-way-function output and round keys
pass directly to an accumulator kernel, eliminating the separate input-assembly kernel. The
resulting path contains a transpose kernel, a mask kernel, and an accumulator kernel. This
organization limits register pressure in the large accumulator while avoiding an unnecessary
fourth kernel boundary.

All final kernel organizations match the reference output byte for byte. Section 6 follows
these kernel boundaries. For standard 256-bit OWFProve, we report both the constraint
kernel and the complete four-stage path. For EM-256 OWFProve, we report both the
accumulator kernel and the complete three-stage path. The primary measurements for
128- and 192-bit OWFProve and all OWFVerify paths cover the complete fused kernel. A
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Table 1: Limb-product and clmad instruction counts by field width. Entries of the form
a — b give the schoolbook and Karatsuba counts. Each 64-by-64-bit limb product uses
clmad.lo and clmad.hi.

64-bit Limb  Product-stage
Field limbs  products clmad
GF(2'%®) 2 4—3 86
GF(2'9?) 3 96 18 = 12
GF(2%9) 4 16—9 32 — 18

separate lean kernel is used only for the auxiliary standard 256-bit OWFVerify analysis.

5.2 Native Carry-Less Multiplication

The software and clmad builds differ only in their implementation of 64-by-64-bit carry-less
multiplication. The software build composes each product from shifts and XORs. The
clmad build computes the same product with clmad.lo.u64 and clmad.hi.u64 in CUDA
C++ inline PTX [NVI26]. Both builds retain the same kernel organization and all other
operations, so their comparison isolates the effect of native carry-less multiplication. The
GGM tree and PRG remain in the host reference path defined in Section 3.

At the source level, the GPU clmad multiplication path is a straight-line sequence
independent of the input values and removes the software routine’s data-dependent branch.
This source-level property is limited to the arithmetic path. The key-generation one-
way function retains the reference table-based AES implementation, and a constant-time
characterization of the complete implementation requires a separate evaluation.

5.3 Karatsuba Multiplication

Prior work on GHASH optimization treats the product and reduction stages as separate
optimization targets [GK14]. Karatsuba reduces the number of limb products required for
each field product, while aggregated reduction performs one reduction for several products.
We first apply Karatsuba to the PTX clmad path.

We call this configuration the clmad+Karatsuba build. Field elements of 128, 192,
and 256 bits are represented by two, three, and four 64-bit limbs, respectively. The
baseline schoolbook multiplication multiplies every pair of limbs, requiring 4, 9, and 16
limb products at the three field widths. Karatsuba reduces these product counts.

For example, consider two field elements, each represented by two limbs, A =
ap + a1 X% and B = by + b X%, Schoolbook multiplication uses four limb products
(aobo, agb1, a1bg, a1by). Karatsuba instead computes

20 = apbo, zg = a1by, z1 = (ao B a1)(bo @ b1) & 2o @ 22,

and constructs the result from three products [KO62]. This reduces the number of limb
multiplications from four to three, while introducing additional XOR operations.

The clmad+Karatsuba build replaces only the product stage of the clmad build, leaving
the reduction and all call sites unchanged. The register count remained 255 per thread at
all three field widths, and SASS disassembly confirmed the intended reduction in clmad
instructions. In GF(2!2%), for example, Karatsuba reduces the limb-product count from
four to three. This reduces the product-stage clmad count from eight to six, while the five
clmad instructions used for reduction remain. The total count per field multiplication falls
from 13 to 11. Table 1 summarizes the limb-product and product-stage clmad counts at
all three field widths.
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Karatsuba reduces the clmad count for field multiplication at all three field widths, with
the largest reduction at 256 bits, where field multiplication is also the most time-consuming.

5.4 Applicability of the Design

Another approach, aggregated reduction, reduces the number of reductions in GHASH
[JL11, GK14]. We exclude it from our final design because of its additional storage cost. It
precomputes powers of a fixed multiplier and delays reduction, combining several products
before performing one reduction per window. We implemented window sizes of 2, 4, and 8.

In our implementation, aggregated reduction did not improve throughput over per-
product reduction across 128, 192, and 256 bits because its additional storage cost out-
weighed the savings from fewer reductions. Our final design retains per-product reduction
at all three widths, using clmad at 128 bits and the faster shift-and-XOR reduction at 192
and 256 bits.

Within our 64-bit-limb model, the minimum counts are 3, 6, and 9 limb products for
two-, three-, and four-limb inputs [BCS97, FP19, Kam85]. Our Karatsuba product stages
meet all three bounds, while the complete field-multiplication routine and surrounding
GPU implementation may still offer further optimization opportunities.

The final arithmetic design combines PTX clmad with Karatsuba and excludes aggre-
gated reduction. PTX clmad lowers the cost of each limb multiplication, while Karatsuba
reduces the number of limb multiplications. Section 6 evaluates how these choices af-
fect batched GPU throughput and identifies the next bottleneck in the complete 256-bit
OWFProve path.

6 Evaluation

6.1 Experimental Setup

We conduct the experiments on an NVIDIA RTX A5000 with 24 GB of GDDR6 memory
and 768 GB/s of memory bandwidth, using Ubuntu 22.04.5 LTS and CUDA 13.3. The
CPU analysis in Section 4 uses an Intel Xeon w3-2435. The three GPU builds share the
same source code and kernel organization and differ only in field multiplication.

Each batch contains Npaicn independent calls. Inputs are placed in device memory
before timing, and only the kernels in each measured path are timed. Because the s and
f variants share a GPU kernel for a given one-way function and field width, we evaluate
twelve distinct OWFProve and OWFVerify paths.

We measure batch sizes of 256, 1,024, and 4,096 and use Npatcnh = 4,096 as the common
comparison point. Each configuration is repeated ten times in a single measurement session
with the display server stopped, and we report the sample mean; at Npatcn = 4,096, the
maximum coefficient of variation is 1.04%.

6.2 OWF Path Throughput

The clmad build outperforms the software build across all twelve OWF paths shown in
Table 2.

For standard OWFProve, the resulting speedups over the software build are 2.0x, 2.5x,
and 2.8x at 128, 192, and 256 bits, respectively. Wider fields require more limb products
per field multiplication, while the remaining operations do not grow at the same rate. This
result supports the prediction from Section 4 that native carry-less arithmetic becomes
more important as the field grows.

The relative effect of clmad is smaller for OWFVerify than for OWFProve at the same
one-way function and field width. OWFVerify uses the same field layer but evaluates
each constraint only once, so field multiplication accounts for a smaller share of its work.
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Table 2: Throughput across all twelve OWF paths at Npaten = 4,096, in calls per second.

clmad clmad+Karatsuba

Path Software  (vs. software) (vs. software)
Standard 128-bit  24,860.04 49,380.91 50,057.64
(2.0x) (2.0x)

Standard 192-bit 4,560.35 11,194.19 11,404.75
(2.5x%) (2.5%)

Standard 256-bit 1,798.43 5,066.23 5,200.05
OWFProve (2.8x) (2.9x)
EM 128-bit 27,960.64 65,851.64 67,020.15
(2.4%) (2.4%)

EM 192-bit 6,164.40 14,897.54 15,187.87
(2.4%) (2.5x)

EM 256-bit 1,920.65 5,752.33 5,911.86
(3.0x) (3.1x)

Standard 128-bit  32,918.55 47,840.74 48,306.04
(1.5%) (1.5%)

Standard 192-bit 6,837.71 11,609.91 11,701.97
(1.7%) (1.7x)

Standard 256-bit 2,721.70 5,228.01 5,300.56
OWFVerify (1.9%) (1.9%)
EM 128-bit 39,844.06 64,831.03 65,539.86
(1.6x) (1.6x)

EM 192-bit 9,234.45 15,322.84 15,460.17
(1.7x) (1.7x)

EM 256-bit 3,021.42 5,946.00 6,046.95
(2.0x) (2.0x)

Karatsuba provides an additional procedure-level improvement only for standard and EM
256-bit OWFProve.

Figure 5 shows that standard OWFProve throughput increases with the batch size
for every build and field width. The measured ordering of the three builds remains the
same at all three batch sizes in every panel. Thus, using Npaten = 4,096 as the common
comparison point preserves the qualitative comparison seen at smaller batch sizes.

6.3 Field Arithmetic and Complete-Path Throughput

For standard 256-bit OWFProve, the substantial speedup in the constraint kernel does not
fully carry over to the complete path. Table 3 shows that stages outside arithmetic limit
the effect of clmad on complete-path throughput.

Karatsuba shows the same gap between local arithmetic and complete-path throughput.
It reduces the limb-product count in the product stage but does not affect the transpose
or intermediate-data preparation, which limits its effect on the complete OWFProve path.

Profiling with NVIDIA Nsight Compute (ncu) identifies the column-to-row transpose
as the next bottleneck after arithmetic is accelerated. As Table 4 shows, its longer duration
and memory-stall profile indicate that the final build spends more time waiting for memory
while rearranging the VOLE matrix than performing carry-less multiplication.

These results show that optimizing the complete OWFProve path must address both
field arithmetic and data layout. clmad and Karatsuba reduce the constraint-kernel cost
and expose the transpose as the dominant part of this path. Improving complete-path
throughput further requires redesigning the transpose and intermediate layout.
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Figure 5: Throughput of the three GPU builds for standard 128f, 192f, and 256f OWFProve
across batch sizes. The 256f panel shows both the constraint kernel and the complete
OWFProve path for each build.

Table 3: Throughput of standard 256-bit OWFProve at Npaicn = 4,096, in calls per second.

clmad clmad+Karatsuba

256-bit path Software  (vs. software) (vs. software)
Constraint kernel 2,664.66 52,639.86 70,948.27
(19.8x) (26.6x)

Complete OWFProve path  1,798.43 5,066.23 5,200.05
(2.8x%) (2.9%)

6.4 Key Findings

Together, these results answer the three questions raised in Section 4. First, the advantage
of clmad grows with the field width: standard OWFProve runs 2.0x, 2.5x, and 2.8x faster
than the software build at 128, 192, and 256 bits. Second, the improvement holds across
all twelve standard and EM OWFProve and OWFVerify paths, with a smaller relative
effect on OWFVerify. Third, accelerating field multiplication shifts the bottleneck to data
preparation. For standard 256-bit OWFProve, the clmad+Karatsuba build delivers 26.6x
the throughput of the software-multiplication build in the constraint kernel and 2.9x in
the complete path, while the transpose becomes the dominant component.

7 Conclusion and Future Work

This work shows that the performance bottleneck in FAEST’s QuickSilver OWF compu-
tation on a GPU depends on how field multiplication is implemented. The clmad build
improves throughput across all twelve OWF paths, covering the standard and EM construc-
tions, all three field widths, and both OWFProve and OWFVerify. For standard OWFProve,
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Table 4: Nsight Compute profile of the standard 256-bit clmad+Karatsuba OWFProve
path at Npaten = 4,096.

Kernel Duration per batch L2 hit rate Long-scoreboard stall
Column-to-row transpose 734.22 ms 1.55% 94.21%
Mask preparation 0.30 ms 70.03% 84.29%
Input assembly 1.25 ms 55.96% 96.91%
Constraint evaluation 60.28 ms 73.07% 43.08%

the speedups over the software build are 2.0x, 2.5x%, and 2.8x at 128, 192, and 256 bits.
Only standard and EM 256-bit OWFProve gain an additional procedure-level improvement
from Karatsuba, reaching 2.9x and 3.1x the software throughput, respectively.

In the standard 256-bit OWFProve path, accelerating field arithmetic exposes the
column-to-row transpose as the next bottleneck. These results show that native carry-less
arithmetic, multiplication density, and data organization must be considered together.
Future work should also redesign the transpose and intermediate layout, integrate the
GPU implementations of OWFProve and OWFVerify into complete signing and verification,
and measure end-to-end performance. Evaluation on other GPU architectures and CUDA
toolchains will show how broadly these design principles apply. The source-level properties
discussed in Section 5 apply only to the arithmetic path, and the complete implementation
requires a separate side-channel evaluation.
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