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Abstract—We study a protocol-level reaction leakage in CKKS
deployments where public coefficient-to-slot (C2S) evaluation
keys are combined with a client’s 1-bit validity response. Under
this deployment surface, a malicious evaluator can recover a
ternary secret key using asymptotically optimal O(H) reaction
queries, where H is the entropy of the secret key.

The attack does not break RLWE or CKKS IND-CPA
security. Instead, it exploits the interaction between client-side
validity reactions and public homomorphic linear transforma-
tions. A shift of a public encryption key yields a ciphertext
whose plaintext is a function of the secret key; the public C2S

layer then repacks this information to construct a ciphertext
whose validity depends strictly on whether a targeted secret
coefficient matches a guessed value. Furthermore, each submit-
ted query is independently randomized with a fresh encryption
of zero, so that each resulting malicious ciphertext appears
entirely distinct, thereby allowing the attack to simply evade
trivial detection mechanisms on the client side.

We implemented the full end-to-end attack in Lattigo v6.2.0
and recovered the full secret key across four parameter sets
drawn from standard CKKS presets. For uniform ternary
secrets, the attack uses O(N) queries and is within a factor
2/ log2 3 < 2 of the oracle-only entropy lower bound. For
sparse ternary secrets, a tailored variant further reduces the
number of queries in practice. Our results show that observable
validity reactions form a practical key-recovery channel in
CKKS deployments exposing this surface, even when the
underlying cryptographic assumptions remain intact.

1. Introduction

Fully Homomorphic Encryption (FHE) [41] enables
computations to be performed directly on encrypted data.
In a typical outsourcing scenario, a client encrypts its in-
put, sends the ciphertext to an untrusted server, and later
decrypts the returned ciphertext to obtain the result of the
computation, without revealing the underlying data to the
server.

This capability makes FHE a natural foundation for se-
cure outsourced computation, including privacy-preserving
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machine learning and other cloud-based data-processing
tasks [3], [29], [52], [53], [57], [64], [71], [73]. Although
FHE implementations have grown increasingly practical, the
security of these real-world deployments is no longer deter-
mined only by the hardness of the underlying cryptographic
assumptions. It additionally hinges on how the resulting
ciphertexts are returned, checked, and handled by the client.

Attacks on Secure Outsourced Computation. Attacks
on secure outsourced computation based on FHE can be
broadly divided into two classes. The first class targets
the cryptographic primitives themselves, independent of
the specific application. This includes the cryptanalysis of
the underlying Ring-Learning-With-Errors (RLWE) assump-
tions, a foundational hardness assumption widely used in
lattice-based cryptography, or exploiting the gap in theoret-
ical security notions, most notably, the fact that standard
FHE schemes guarantee Indistinguishability under Chosen-
Plaintext Attack (IND-CPA) but are inherently vulnerable to
Indistinguishability under Chosen-Ciphertext Attack (IND-
CCA) attacks.

In contrast, this paper focuses on the second class of
attacks, which emerge from the deployment and protocol
layers surrounding homomorphic encryption. While much
of the applied FHE literature assumes an honest-but-curious
server, this assumption is often overly optimistic for practi-
cal deployment, where a server might deviate from the pro-
tocol. In such scenarios, a malicious evaluator can actively
manipulate the computation, submitting adversarially gen-
erated ciphertexts to observe how the client reacts–whether
they accept, reject, retry, or leak information through de-
crypted outputs.

Reaction Attacks. This specific vulnerability is exploited by
reaction attacks [8], [16], [17], [28], [31], [46], [48], [63],
which turn a client’s visible behavior–such as acceptance
(accept or reject), rejection (retry or not), or error handling–
into a one-bit decryption oracle. Although each individual
response leaks only a single bit of information, a sequence
of adaptively chosen queries can amplify this leakage into
substantial information about the secret key.

To illustrate this setting, depicted in Figure 1, consider
a client C that outsources a computation Φ to a server
S, typically a cloud service provider. The client encrypts
a message m under the Cheon–Kim–Kim–Song (CKKS)
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scheme [26], an FHE scheme specialized for real and com-
plex number vectors, sends the ciphertext Enc(m) to S,
and expects to receive an evaluated ciphertext decrypting
to an approximation of Φ(m). In an idealized model, the
client simply decrypts the returned ciphertext to obtain the
result. In practice, however, a client seldom accepts the
decrypted output unconditionally. In practice, deployments
(whether or not they use FHE) often perform application-
layer admissibility checks (e.g., range or magnitude tests)
before consuming a result. This kind of input validation is
a well-established defensive-programming technique [68],
and reaction attacks beginning with Bleichenbacher [8] and
continuing thereafter have repeatedly demonstrated that the
resulting accept/reject behavior can leak secret informa-
tion. For instance, a machine-learning pipeline might verify
whether the decoded class logits, the pre-softmax scores,
fall within a valid range, or a protocol might check for
arithmetic overflow. Whenever the client’s application-level
reaction triggered by a failed check (e.g., an implicit retry
or an explicit abort) becomes observable to the server, this
check effectively transforms into a reaction oracle.

The crucial point is that such an oracle does not reveal
plaintexts, nor does it require the adversary to break the
underlying RLWE assumption or the IND-CPA security of
CKKS. It reveals strictly whether a submitted ciphertext
satisfies the client’s validity predicate. In this scenario, a
malicious server S can submit a manipulated ciphertext
(a, b) and observes only whether the client-side predicate
accepts or rejects the decoded output. For example, if C
proceeds without requesting a re-computation, the adversary
learns that the predicate was accepted; if C retries or raises
an error, the adversary learns it failed. Thus, the validity
reaction acts as a one-bit decision oracle on the decoded
slot magnitudes. Yet, as we demonstrate, this single bit is
sufficient to fully recover the CKKS secret key under a
natural deployment surface.

Even such a restricted oracle can leak the secret key.
To see this, let s be the client’s secret key, where a valid
ciphertext (a, b) satisfies the standard decryption relation
b−as = m+e mod q for a plaintext m, a small encryption
noise e, and a ciphertext modulus q. Suppose a malicious
server S attempts to guess the secret key by sampling a
candidate ring element u and a sufficiently large public
perturbation t. The server then sends the modified ciphertext
(a′ = a+ t, b′ = b+ ut) to C.

If the guess is correct (i.e., u = s), the decryption rela-
tion remains unchanged since b′−a′s = e mod q, meaning
the modified ciphertext stays within the admissible range. If
the guess is incorrect (i.e., u ̸= s), the decryption residual
contains the additional term (t(u − s) + e mod q), which
exceeds the admissibility threshold with high probability
due to the magnitude of t. A reaction oracle can therefore
distinguish whether a guessed ring element matches the
secret key.

While this simple example demonstrates why validity
reactions leak information about s, it is exponentially inef-
ficient, equivalent to a brute-force search over a secret space
(e.g., of size 3N for typical uniform ternary secrets, where

Server S Client C

pk sk1. ctin = Enc(m)

2. ctout = Evalpk(Φ, ctin)

2. Replaced by ctadv

3. Deploy.-lvl. check
(modeled as Oreact)5. sk recovery

4. Reaction leakage

1 bit (valid or not)

Figure 1: Conceptual Sketch of the Reaction Attack Sce-
nario.

N is the ring dimension).
Crucially, reaction attacks are not captured by standard

security notions for FHE, such as IND-CPA, IND-CCA,
or the intermediate IND-CPAD [60], [61], which allows
restricted decryption queries. The adversary never obtains
the plaintexts themselves, nor does it violate the hardness
of the underlying RLWE problem. It merely observes the
binary validity outcomes induced by the client’s application-
level correctness checks.

1.1. Limitations of Prior Reaction Attacks

To the best of our knowledge, only a few works have ex-
plicitly considered reaction attacks on FHE schemes within
the secure outsourced computation model [16], [17], [54],
[63], [76]. These works have played an important role in
showing that client-visible validity responses can become
a key-recovery channel. However, they have primarily fo-
cused on exact FHE schemes, such as Gentry-type integer
schemes [41], [76], TFHE [27], FHEW [34], BGV [14], and
BFV [13], [35]; extending them to the approximate CKKS
setting is the gap we address.

While crucial in establishing the threat of reaction-
based key recovery, these prior attacks were designed for
exact schemes and do not transfer directly to RLWE-based
approximate FHE such as CKKS [26], where the noisy de-
coding blurs the deterministic error separation they exploit.
The practical difference most relevant to our setting is how
queries are formed, discussed below.

Detectability via Ciphertext Reuse. Earlier reaction at-
tacks [16], [17], [63] heavily rely on repeatedly submitting
minor variations of a fixed target ciphertext to the client.
For instance, in attacks on TFHE/BGV, the adversary fixes
a component of the ciphertext (a, b) and issues numerous
queries on nearby variants (a, b + δ). By incrementally
adjusting the perturbation δ via a binary-search-style pro-
cedure, the adversary aims to pinpoint the exact threshold
that triggers a change between a valid and invalid response,
thereby exposing the underlying noise. This methodology
creates linkable correlations across queries [54]: a client
that inspects its access logs may notice many requests in
which one ciphertext component is held fixed while the other
is systematically varied. Our attack instead re-randomizes
every query (Section 3.1), so it does not rely on such a
reuse pattern.



These fundamental limitations raise a concrete and chal-
lenging question:

Can single-bit validity responses enable efficient
secret-key recovery in FHEs using only

format-compliant ciphertexts without ciphertext reuse?

1.2. Our Result

We show that a single-bit validity reaction suffices to
recover a CKKS secret key [22], [23], [26] without reusing
a fixed target ciphertext.

Contributions. Our contributions are four-fold. (i) Optimal-
ity: full ternary key recovery in N+ |S| ≤ 2N deterministic
queries, within a factor 1.05–1.26 of the entropy lower
bound (Theorem 3.2), and O(h log(N/h)) for sparse secrets.
(ii) A single-bit oracle: each query returns only one validity
bit per ciphertext, not per slot. (iii) Reuse-resistant queries:
every query is freshly re-randomized and can even be added
to an honest circuit output. (iv) Approximate arithmetic: the
first realization for CKKS, via a public C2S localization and
a slot-margin noise analysis (Theorem 3.1).

We state our result informally in Theorem 1.1, with
formal versions in Theorem 3.1 (uniform ternary), Theo-
rem 3.5 (sparse ternary), and the matching lower bound in
Theorem 3.2.

Public Material Assumed by the Attack. The attack
requires only standard public evaluation material: the public
encryption key pk and the public rotation keys needed to
homomorphically evaluate a Coefficient-to-Slot (C2S) trans-
form. These rotation keys are standard CKKS evaluation
keys implementing ring automorphisms, frequently referred
to as Galois keys. While widely deployed for CKKS boot-
strapping [12], [22], [45], the attack does not strictly require
a typical bootstrapping setup. For instance, the attack does
not depend on a fixed, pre-shipped key bundle: a reduced
key set or on-the-fly key generation [25], [58] similarly
suffices. Furthermore, C2S can be evaluated even in non-
bootstrappable settings using keys at lower moduli, as in
homomorphic matrix computations [6], [70] where only a
few Galois keys are provided.2

Theorem 1.1 (Informal Result). Let N be the ring dimen-
sion. For the CKKS scheme with a ternary secret key s,
public encryption key pk, and public rotation keys for the
Coefficient-to-Slot (C2S) transform, the secret key s can be
fully recovered in time polynomial in N using at most 2N
reaction-oracle queries.

Furthermore, if the secret key s is restricted to a sparse
ternary distribution with h non-zero coefficients, then the
secret key s can be fully recovered in time polynomial in N
and h, using O(h log(N/h)) reaction-oracle queries.

1. Parameters for Lattigo are described at https://pkg.go.dev/github.com/
ldsec/lattigo/v2/ckks.

2. as few as 2–3 keys are provided in [6], [70], including a single-slot
rotation and conjugation, sufficient to generate the full automorphism group
needed for C2S.

We note that in the sparse secret setting, which yields a
Shannon entropy of H(s) = O(h log(N/h)) for h ≪ N .3
As a result, our query complexity asymptotically attains the
information-theoretic lower bound, yielding optimal query
complexity.

Overview of the Attack. We implemented the full end-to-
end attack in Lattigo v6 [56] across various standard param-
eter regimes ranging from log2 N = 12 to 16, successfully
recovering the secret key with a 100% success rate in all
evaluated cases (see Section 4). These ring dimensions and
level-zero moduli (also known as bottom moduli q0) strictly
match standard CKKS parameters. Table 1 summarizes the
theoretical query-count bounds and the empirical query-
counts, with the across the parameter sets, demonstrating
full consistency with recent security recommendations [11]
and commonly used library presets [56].

Crucially, our evaluation demonstrates that the required
oracle calls scale strictly with the structural entropy of
the secret key distribution. For standard uniform ternary
secrets, full key recovery is consistently achieved within
1.7N queries: exactly N queries are utilized to recover the
support S = {j : sj ̸= 0}, and h = |S| queries to determine
the exact signs.

More devastatingly, under standard sparse-ternary-secret
regimes (e.g., fixed-weights of h ∈ {32, 64, 128, 192, 256}),
our attack employs a bisection-based intersection search
to perfectly recover the support in only O(h log2(N/h))
queries. Once the support is identified, the attack exploits
the underlying LWE relation to map the remaining sign-
recovery task into a low-dimensional LWE instance. This
allows us to bypass further oracle queries entirely and solve
the instance via standard lattice reduction (LLL), in a matter
of seconds to minutes (e.g., 0.4 seconds for h = 32, and
3.3 seconds for h = 64). According to the lattice estima-
tor [2], this dimensional collapse reduces the theoretical
hardness to only 33–43 bits for h = 32–1024, which is
well below the standard 128-bit security.

Artifact. Our artifacts are available at https://github.com/
JiseungKim90/reaction-attack. The released artifact com-
prises the attack codes, and the parameter-sweep scripts,
built under Go 1.24 against Lattigo [56].

Scope of the Attack. Our attack is protocol-level rather
than primitive-level, exploiting correctness validation leak-
age without breaking the underlying RLWE or CKKS IND-
CPA security. It applies to deployments that expose validity-
dependent responses to the evaluator. Because queries are
independently randomized with fresh encryptions, the attack
inherently evades simple ciphertext-reuse filters. We detail
the exact scope in Section 3.1, and discuss countermeasures
in Section 5.

Distinguishing from Recent IND-CPAD Attacks. A
closely related line of work studies oracle-based key recov-
ery in the IND-CPAD setting [7], [21], [44], [60]. We stress

3. Since |key space| =
(N
h

)
· 2h ≤ (2eN/h)h holds for 1 ≤ h ≤ N .
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Uniform Ternary Secret (Algorithm 1) Sparse Ternary Secret (Algorithm 2)

Ref. (logN, log q0, log∆) Avg. #Q #Q/H(s) E2E Time (logN, h) Avg. #Q #Q/H(s) LLL Time

Lattigo [56]1

(12, 35, 30) 6,832 1.052 30 s (12, 32) 338 1.134 0.4 s
(12, 37, 32) 6,826 1.051 30 s (12, 64) 598 1.117 3.3 s
(14, 45, 40) 27,313 1.052 506 s (12, 128) 1,079 1.142 1,521 s
(16, 55, 50) 109,232 1.052 8,529 s (14, 128) 1,469 1.221 1,521 s∗∗

Guidelines [11] (16, 60, 58) 109,219 1.051 68,408 s∗ (16, 128) 1,801 1.234 1,521 s∗∗

TABLE 1: Overview of Empirical End-to-End Attack (achieving a 100% success rate across all evaluated cases). The
baseline attack (Algorithm 1) reports average query-count that tracks closely the theoretical N + h ≈ 5N/3 for uniform
ternary secrets. End-to-end attack wall time is reported in seconds. The variant targeting sparse ternary secrets (Algorithm
2) of fixed Hamming weights (h≪ N ) compresses the required oracle queries; then the LLL-based sign-recovery completes
the secret key recovery, whose cost is reported in seconds. #Q denotes the number of queries, whose theoretical lower
bound is Shannon entropy H(s). More details can be found in Section 4.

that our attack is not an IND-CPAD attack; rather, the two
settings are incomparable, differing along two axes.

First, the adversarial class differs. IND-CPAD security
constrains the adversary to legitimate ciphertexts: outputs of
the scheme’s own encryption or honest evaluation, tracked
together with their underlying plaintexts. Our attacker is a
malicious evaluator that submits an arbitrary, adversarially
crafted ciphertext lying outside this legitimate evaluation
tree; a deployment that enforces such legitimacy is therefore
not in our scope.

Second, the oracle interface differs. The IND-CPAD

attack on bootstrapping in [21] also uses only the correctness
information, similar to our setting, but for every message
slot. On the other hand, our attack observes only a single
validity bit per query, making it harder to pinpoint which
slot caused the failure.

Consequently, the two lines of work address different
deployment surfaces and leakage channels, and should be
viewed as distinct and potentially cumulative threat models.

1.3. Related Work

IND-CVA Security. Not specifically in the FHE con-
text, however, Bleichenbacher [8] and Hall, Goldberg, and
Schneier [46] introduced classical reaction attacks on public-
key systems. Hu, Sun, and Jiang [48] later formalized
such attacks through indistinguishability under a chosen-
ciphertext verification attack (IND-CVA), where the ad-
versary receives a one-bit validity response for adaptively
submitted ciphertexts. IND-CVA comes in a non-adaptive
and an adaptive form; our attack is adaptive, since its sign-
recovery phase (and the sparse-secret bisection) chooses
each query as a function of previous validity bits. This
abstraction captures the kind of verification signal used in
our attack. Loftus et al. [63] showed that FHE can remain
vulnerable to IND-CVA attacks even when it satisfies IND-
CCA1 security; that is, achieving the stronger CCA1 notion
does not by itself close the verification channel. Das, Dutta,
and Adhikari [31] further positioned IND-CVA between
IND-CPA and IND-CCA security and related it to models
such as IND-CCA1.5.

Comparison with Prior Reaction Attacks on FHE. We
summarize how our attack relates to prior reaction and
reaction-style key-recovery attacks on FHE. Zhang, Plan-
tard, and Susilo [76] gave, to our knowledge, the earliest
reaction attack on FHE-based outsourced computation, re-
covering the secret key of Gentry’s scheme and of integer-
based FHE. Their attack is enabled by the bootstrapping
key of Gentry’s framework, which publishes an encryption
of each secret-key bit {Enc(si)}; a validity reaction on the
i-th such ciphertext then directly leaks si, and they observe
that its influence on the failure rate is small enough to
remain inconspicuous. Their reaction signal is probabilistic
(a timing distribution D0 vs. D1) and their success requires
repeated queries on a fixed message to build confidence. Our
setting is fundamentally different: CKKS (like BGV/BFV)
publishes no encryption of the secret key, so the coordinate-
wise leakage that [76] obtains from the bootstrapping key
is simply unavailable, an obstruction also noted by [17,
p. 462]. We instead construct a secret-bearing ciphertext
from the public encryption key via a shift and a public C2S
transform, and each query yields a deterministic validity bit
rather than a statistical one.

Loftus et al. [63] exhibit an IND-CVA attack on a
CCA1-secure SHE scheme, using coefficient-wise verifica-
tion queries on exact ciphertexts.

Chaturvedi et al. [16], [17] recover keys of the exact
schemes TFHE/FHEW and BGV/BFV by repeatedly sub-
mitting perturbed variants of a target ciphertext and using
the resulting decryption failures as the reaction signal; the
BGV/BFV variants inject the perturbation after a modulus
switch so that it affects the error rather than the message [17,
p. 470]. Their recovery is probabilistic and, by their own
classification, non-adaptive (IND-CVA1): each secret coef-
ficient is recovered by guessing its value and the error sign
and submitting several samples per guess, so the query count
carries a repetition factor (e.g., ∼ 2rN for their r = 11),
whereas ours is deterministic, adaptive, and query-optimal
(N + |S|, or O(h log(N/h)) for sparse secrets).

We note that the existence of such a break is unsurpris-
ing: Walter [74] observes that a ciphertext-verification oracle
yields a CCA2-style attack that is inherently devastating to



any IND-CPA-secure LWE encryption, and that for exact
schemes it can be mounted without side-channel assistance.
Our contribution is therefore not the existence of a reaction
break but its optimal query complexity and its realization for
the approximate CKKS scheme, where the per-coordinate
noise-extraction underlying such exact-scheme attacks does
not directly apply.

Kumazaki and Kaji [54] study the minimum number
of oracle queries for TFHE reaction attacks and give a
nearly optimal scheme; their optimality is specific to the
LWE/TFHE reaction model, whereas our optimality is mea-
sured against the Shannon entropy of the ternary CKKS
secret.

Finally, the ciphertext-crafting step behind our public-
key shift is algebraically close to the plaintext-recovery tech-
nique of Chenal and Tang [20]; the distinction is that [20]
assumes a decryption oracle returning exact plaintext bits
on exact schemes, whereas we operate under a strictly
weaker aggregate reaction bit, localize CKKS coefficients
through C2S in approximate arithmetic, and re-randomize
each query.

Other Security Analyses of FHE Schemes. Most se-
curity analyses of CKKS-like schemes consider different
oracle surfaces. One line of work studies the IND-CPAD

setting [18], [21], [44], [60], [61], in which the adversary
is restricted to legitimate ciphertexts (honest encryptions
and evaluations tracked with their plaintexts). Some of
these attacks, notably [21], already rely on a correctness
bit rather than on recovered plaintexts; the distinction from
our work is thus not the amount of leakage per query but
the adversarial class (legitimate-only versus an arbitrarily
crafted ciphertext) and the per-slot versus aggregate granu-
larity (Section 1.2). Hwang et al. [50] study a differentially
private homomorphic-evaluation notion for protecting the
sender’s message against a malicious receiver in CKKS-
based protocols.

Another line of work studies implementation-level leak-
age, including side-channel and fault-injection attacks [5],
[28], [42], [66]. These attacks rely on physical leakage,
implementation behavior, or fault effects, whereas our adver-
sary uses only public evaluation material and one observable
decoded-slot validity bit.

This is the first polynomial-query reaction attack that
recovers the full CKKS secret key from a decoded-slot
validity oracle in deployments exposing a public C2S trans-
form. The attack therefore fills a gap between IND-CPAD

analyses, which grant the adversary decryption only on legit-
imate, evaluation-consistent ciphertexts, and implementation
attacks, which require physical or implementation-specific
leakage.

2. Preliminaries

Let Z be the set of all integers. For any integer q ≥ 2,
we define Zq = [−q/2, q/2)∩Z, where z mod q denotes the
reduction of an integer z into this interval. Unless specified
otherwise, all logarithms are assumed to be base 2.

For any set S, sampling x from a uniform distribution
over S is denoted by x ← S. When x is drawn from a
distribution D, it is written as x ← D. For any positive
integer n, the set {0, . . . , n− 1} is denoted by [n]. For any
u ∈ Z, the rounding operation is denoted by ⌊u⌉. If r is a
polynomial or a coefficient vector, ⌊r⌉ is applied coefficient-
wise. For a subset S ⊆ {0, · · · , N − 1}, let a|S ∈ R|S|

denote the restriction of a vector a ∈ RN to the coordinates
in S. For a matrix A ∈ RM×N , A|S ∈ RM×|S| denotes the
submatrix consisting of the columns of A indexed by S.

Let R = Z[x]/⟨xN + 1⟩, where N is a power of two
integer. For any integer q ≥ 2, let Rq = R/qR. For a
polynomial a =

∑N−1
j=0 ajx

j ∈ R, we write its coefficient
embedding as coeff(a) := (a0, . . . , aN−1) ∈ ZN . When
clear from the context, we abuse notation by using bold-
face letters to denote ring elements or, equivalently, their
corresponding coefficient vectors. We define the ℓ∞-, ℓ1-
, and ℓ2-norms of a polynomial a with its coefficients,
by ∥a∥∞ := max0≤j≤N−1 |aj |, ∥a∥1 :=

∑N−1
j=0 |aj |, and

∥a∥2 :=
√∑N−1

j=0 a2j , respectively. Throughout, an unsu-
perscripted norm ∥ · ∥ refers to this coefficient embedding;
the superscripted norm ∥p∥slot∞ := ∥Decode∆(p)∥∞ denotes
the ℓ∞-norm of the decoded CKKS slot vector (or, slot-
norm) with a scale factor ∆, where Decode∆ and the C2S
transform are detailed in Section 2.3.

Let R and q be as defined above, and let χ be an
error distribution over R. For a secret s ∈ Rq, a sample
from the Ring-Learning-With-Errors (RLWE) distribution
with respect to q, s, and χ is generated by sampling a← Rq

uniformly at random and e ← χ, and outputting the pair
(a, b = a · s + e mod q) ∈ R2

q . The error distribution
χ is typically chosen as a zero-centered discrete Gaussian
distribution over R, where every coefficient is sampled
independently from a discrete Gaussian distribution over Z,
denoted by χZ. Common choices for the secret distribution
include a zero-centered discrete Gaussian, or narrower distri-
butions such as the uniform ternary or fixed-weight ternary
distributions.

2.1. Fully Homomorphic Encryption (FHE)

A fully homomorphic encryption (FHE) consists of four
procedures.

• Setup(1λ): For the security parameter λ, the algo-
rithm returns a tuple of keys (pk, sk, evk).

• Enc(pk,m): For the public key pk and a message
m, the algorithm returns a ciphertext ct.

• Dec(sk, ct): For the (master) secret key sk and a
ciphertext ct, it outputs a value m′.

• Eval(pk, evk, C, ct1, . . . , ctk): For the evaluation key
evk, a circuit C and a bundle of ciphertext {ct}ki=1,
it returns another ciphertext ct′.

We say FHE is correct if for every pair (pk, sk) output by
Setup, for any bounded depth circuit C, and any message



m1, . . . ,mk, the following holds with overwhelming prob-
ability:

Dec(sk,Eval(pk, C, ct1, . . . , ctk)) = C(m1, . . . ,mk) ,

where cti ← Enc(pk,mi) for all i ≤ k.

2.2. Ciphertext Format of CKKS Scheme

This section briefly reviews the ciphertext format for
the CKKS FHE scheme [26]. Understanding this format is
sufficient to follow our attack. For any RLWE-based FHE
scheme, every ciphertext is a pair of ring elements of the
form (a, b) ∈ R2

q . Let s be the secret polynomial in Rq

with small coefficients.
Given the primitive 2N -th root of unity ζ, define ζi =

ζ5
i

for an index i. Then, the discrete Fourier Transformation
map DFTN : R[x]/(xN + 1)→ CN/2 defined by m(x) 7→(
m(ζ0), . . . ,m(ζN/2−1)

)
is an isomorphism, with its inverse

iDFTN . Based on these maps, we introduce the encoding
and decoding algorithms used in the CKKS FHE scheme:

• Encode(m⃗,∆): Given m⃗ ∈ CN/2 and a public scal-
ing factor ∆, it outputs m = ⌊∆ · iDFTN (m⃗)⌉ ∈
R.

• Decode(m,∆) : Given m ∈ R and a public scaling
factor ∆, it outputs m⃗ = DFTN (∆−1 ·m) ∈ CN/2.

We refer to the resulting encoded message m ∈ R
as the plaintext. A CKKS ciphertext corresponding to the
plaintext m satisfies b − a · s = m + e mod q, where
the noise polynomial e is initially sampled from a discrete
Gaussian distribution with a standard deviation 3.19, and is
subsequently updated by homomorphic operations.

Let ct = (a, b) be a ciphertext and sk = (−s, 1) be a
secret key of CKKS.4 For the decryption correctness, CKKS
libraries [30], [47], [56], [69], [72] configure parameters
such that

∥⟨ct, sk⟩ mod q∥∞ = ∥b− a · s mod q∥∞
= ∥m+ e∥∞ ≤ ∆ . (1)

for the (pre-determined) scaling parameter ∆. This requires
the condition ∆ < q to hold, ensuring the scaled message
can be accurately recovered. Libraries [1], [56] often con-
figure parameters where log q ≈ log∆ + 10, providing a
sufficient margin between ∆ and q.

Secret Distributions. In recent FHE schemes [11], [14],
[26], [34], [35] and libraries [1], [30], [47], [56], [72],
the secret key s is usually drawn from a set of ternary
polynomials T N [x] = {

∑N−1
i=0 aix

i : ai ∈ {−1, 0, 1}}. It
has been used to improve the bootstrapping algorithm of
FHE schemes, one of the main bottlenecks of the practicality
of FHE applications.

Another (well-known) choice of s is a discrete Gaussian
with standard deviation σ = 3.2 [1], [47], [56], for which

4. For the sake of simplicity, we do not strictly distinguish between the
secret polynomial s and the tuple sk, referring to both as the secret key.

∥s∥∞ ≤ 6σ in the coefficient embedding with high proba-
bility at the concrete dimensions we test; asymptotically,
a union bound over the N coefficients gives ∥s∥∞ =
O(σ
√
logN) with overwhelming probability (concretely

S = σ
√

2 ln(2N/ϵ) for failure probability ϵ), matching the
error bound used above. The quantity relevant to the per-
index recovery of Section 3 is this coefficient ℓ∞ bound, so
we take S = 1 for ternary secrets and S = 6σ for Gaussian
secrets, matching the values used in our experiments.

2.3. Public Keys and Coefficient-to-Slot Transform

Beyond the public encryption key pk = (a, b = as+e),
CKKS deployments often release rotation keys. The rota-
tion keys {rotkg}g∈Γ, also called Galois keys, are used to
perform homomorphic ring automorphisms p(x) 7→ p(xg)
on ciphertexts. These automorphisms implement slot ro-
tations, complex conjugation, and the Coefficient-to-Slot
(C2S) transform.

We say that a CKKS deployment exposes C2S-capable
public material if a rotation-key set {rotkg}g, sufficient to
evaluate a C2S layer, is released. This is usually the sur-
face of bootstrapping-enabled or coefficient/slot-conversion
workloads, not the default of every CKKS deployment;
however, it represents the most common choices in secure
outsourcing applications.

One such sufficient set is the full automorphism group
Γ generated by x 7→ x5 together with the conjugation
automorphism, which is the same type of rotation-key ma-
terial exposed by Lattigo [56], HEaaN [30], and OpenFHE
[1] whenever the workload performs bootstrapping or co-
efficient/slot conversion. Although C2S is most commonly
identified with CKKS bootstrapping [12], [22], [45], the
same rotation key set is also released whenever the workload
invokes a homomorphic linear transform that requires the
conjugation automorphism [45] or any protocol that inter-
converts coefficient and slot representations. Deployments
that release only a strict subset of Γ insufficient to span
a single C2S layer fall outside this assumption; a shallow-
depth application sharing rotation keys for one fixed linear
map is one such case.

Normalized Coefficient-to-Slot Transform. The normal-
ized C2S transform is a public homomorphic linear map
on CKKS ciphertexts that maps the coefficient vector of the
encrypted polynomial into encrypted slot values. Concretely,
given a ciphertext encrypting a polynomial p =

∑N−1
j=0 pjx

j

at scale ∆, we denote C2S∆ that returns a pair of ciphertexts
(ctR, ctI) at scale ∆, each with N/2 slots. Overloading the
decoding notation to ciphertexts, we write Decode∆(ct) :=
Decode(⟨ct, sk⟩ mod q,∆) for the slot vector obtained by
decrypting ct and decoding the resulting polynomial. With
this convention,

Decode∆(ctR) ≈ ∆−1
(
p0, p1, . . . , pN/2−1

)
∈ RN/2,

Decode∆(ctI) ≈ ∆−1
(
pN/2, pN/2+1, . . . , pN−1

)
∈ RN/2,

up to a bounded additive slot-domain noise eC2S; our at-
tack requires ∥eC2S∥slot∞ to satisfy the slot-margin of The-



orem 3.1, which is then empirically validated in Section 4
for the evaluated Lattigo regimes. In words, the input poly-
nomial’s coefficient vector, viewed at scale ∆, is exposed
as two real-valued slot vectors. The construction realizes
this as the standard CKKS C2S layer [12], [22], [45] fol-
lowed by a conjugation-based real/imaginary split using the
public conjugation rotation key.5 The transform consumes
ℓC2S multiplicative levels, where ℓC2S ∈ {3, 4} for typical
bootstrap-quality decompositions used by [1], [30], [56], and
uses only the rotation keys.

We use C2S∆ as a public primitive: the attack presented
in Section 3 invokes C2S∆ exactly once and treats its
slot-domain noise as a constant additive term in the final
correctness analysis.

3. Reaction Attack on CKKS and Its Variants

This section presents the threat model and the required
definitions, followed by our reaction attack with its cor-
rectness proof. We first fix the algebraic setting and se-
cret bound, then define the observable slot-domain reaction
oracle, and finally show how the public rotation keys for
C2S turn that one bit into coordinate-wise recovery of s.
Throughout, we let ∥s∥∞ ≤ S in the coefficient embedding
(i.e., maxj |sj | ≤ S), for some small integer S > 0. This is
standard for secret keys in the FHE context, using ternary
secrets S = 1.

Two Metric Domains. Throughout the attack, the processed
ciphertext transitions between two distinct representations:
the coefficient domain and the slot domain. The secret
bound S, the correctness requirement of Equation (1), and
the modulus constraints in Theorem 3.1 are all formulated
in the coefficient domain, where the target of recovery is
the integer coefficient sj of the secret key s satisfying
maxj |sj | ≤ S (or holding with overwhelming probability
over the choice of the secret key). By contrast, the reaction
oracle operates strictly in the slot domain, where validity
checks are evaluated via the ∥·∥slot∞ norm against a threshold
τ (see Section 3.2).

The public transformation C2S (see Section 2.3) bridges
these two domains, homomorphically relocating the secret
key coefficients into corresponding slots. This allows the
adversary to isolate a single coefficient and establish a direct
operational link to the oracle’s response bit (see Figure 2).

3.1. Threat Model

We consider a secure-outsourcing protocol where an
honest client (C) delegates homomorphic computation to
a malicious server (S). The client C generates the keys,
releases the public material, and applies an application-level
admissibility predicate to the decoded slot values of any
returned ciphertext before proceeding with the protocol. For
each reaction query, the server S receives only a single bit of
leakage: whether the queried ciphertext is valid or invalid.

5. Lattigo’s dft.RepackImagAsReal format fuses both steps and
returns the pair (ctR, ctI) directly.

Public Material. The client C publishes the public encryp-
tion key pk = (a, b = as + e) and the set of public
rotation keys {rotkg}g required to evaluate the application’s
homomorphic linear transforms, including the C2S keys
when the workload utilizes it. The adversary may exploit
only these honestly generated public values; affecting the
key generation is strictly prohibited. This directly matches
the standard “honest key generation, malicious computation”
model established in prior literature [16], [17], [63].

Reaction Oracle. Upon decrypting and decoding a returned
ciphertext, the client C checks whether the magnitudes of
the decoded slots lie within an admissible range bounded
by a threshold τ (see Section 3.2 for a typical instantiation).
The resulting validation bit is observable to S either directly
(e.g., via an explicit abort signal) or indirectly (e.g., by
observing whether the protocol continues or halts). We
formally model this verification mechanism as a slot-domain
reaction oracle Oreact.

Real-World Reaction Leakage. The bit appears whenever
the client’s decoded slot vector is checked against an admis-
sible range and the outcome affects an observable protocol
step. Concrete examples include (a) outsourced inference
workflows where the client decodes class logits, treats a
magnitude or range violation as a malformed response,
and either re-issues the query or aborts, which the server
observes as a retry/no-retry signal; (b) protocols that use
the decoded value as the input to a public follow-up com-
putation, so that an obvious overflow leaks via the next-
round ciphertext; (c) deployments such as those discussed
in [16], [17], [60], [61] that already model an explicit
valid / invalid response.

Note that while our attack systematically exploits this
reaction bit to extract the key, it operates strictly at the pro-
tocol layer; it does not compromise the underlying RLWE
hardness assumption or violate the IND-CPA security of the
CKKS primitive itself.

Adversarial Goal. For given public material and adaptive
query access to the reaction oracle Oreact, the adversary’s
(server’s) goal is to fully recover the secret key s.

Scope of the Attack. The reaction oracle arises under
three deployment conditions taken together: (i) the client
decrypts and decodes ciphertexts supplied by the evaluator;
(ii) it applies an application-level admissibility check (e.g.,
a magnitude or range test) to the decoded slots; and (iii) the
outcome of that check influences some behavior observable
to the evaluator, such as a retry, an abort, an error, or a
subsequent protocol message. Only when all three hold, the
attack applies.

In particular, two natural conditions place a deployment
outside our scope. First, if every decryption-dependent be-
havior is made independent of the admissibility outcome
(e.g., a standardized response regardless of the check),
condition (iii) fails and no reaction bit is exposed. Second,
if the client decrypts only legitimate ciphertexts, which is
assumed by the IND-CPAD model, removes the surface. Our
threat model targets the common intermediate case in which



arbitrary evaluator-supplied ciphertexts are decrypted and a
decryption-dependent behavior is observable.

Since the attack is mounted with fresh ciphertexts for
every query, the transcript does not exhibit strong query-to-
query correlations, circumventing defenses that flag struc-
tured perturbations of a fixed target, though per-key mon-
itoring still applies (Section 5). Consequently, relying on
FHE alone is insufficient. Deployments must mitigate these
reaction-based side channels, for example, by hardening
client responses or limiting oracle access.

We do not consider configurations where the server
S directly learns decrypted plaintext values, such as in
standard chosen-ciphertext (CCA) or CPAD attack models.
Furthermore, the server S has no control over the key
generation process, nor the client’s internal randomness.
Traditional physical-layer side channels, including timing
analysis, power analysis, and fault-injection attacks, are
similarly out of scope.

3.2. Definition of Reaction Oracle

We instantiate the reaction oracle directly in the
decoded-slot domain, mirroring the practical validation
predicates a CKKS client applies post-decoding. The client
decodes the returned ciphertext under its designated scale ∆
and evaluates whether the resulting slot magnitudes conform
to the deployment’s expected range. We do not require the
oracle to use any internal awareness or measurement of
the underlying CKKS noise; only a simple range check is
sufficient.

Let τ > 0 be an admissibility threshold defined by
the deployment constraints. The default configuration in
our framework is τ = 1, aligning with standard CKKS
messages satisfying ∥m∥slot∞ ≤ 1. Given a queried ciphertext
ct = (a, b) ∈ R2

q , we denote the maximum decoded slot
magnitude as µ(ct), defined by:

µ(ct) :=∥b− as mod q∥slot∞
=∥Decode∆(b− as mod q)∥∞ .

Using this metric, we formally define the slot-domain reac-
tion oracle as:

Oreact(ct) =

{
valid if µ(ct) ≤ τ,

invalid otherwise.

The standard coefficient-domain correctness condition, ∥b−
as mod q∥∞ ≤ ∆, is employed across major FHE imple-
mentations [1], [56], [72] to guarantee decryption correct-
ness. This coefficient-level bound inherently implies a cor-
responding slot-domain bound, up to the operator norm of
the canonical CKKS decoding map. In this work, however,
we take the observable slot-domain predicate itself as the
reaction oracle, precisely matching the client’s system-level
deployment scenario.

Query Model. The adversary is permitted to adaptively
query Oreact with arbitrary ciphertexts under the target key.

Crucially, the submitted ciphertexts are neither reused nor
structurally unrealistic.

Instead, each query is independently randomized by
adding a fresh or homomorphically evaluated encryption of
zero (a construction we detail in Section 3.3). As a result, the
adversarial transcript never resubmits an identical ciphertext
vector, nor does it present bit-by-bit deterministic modi-
fications of a fixed target ciphertext. Prior to decryption,
the query is a syntactically valid CKKS ciphertext, and is
computationally indistinguishable from a fresh encryption
under the RLWE assumption; hence, transcript-filtering or
correlation-based defenses do not apply. However, per-key
monitoring of query volume or rejection rate remains a valid
detector (Section 5).

3.3. Reaction Attack on CKKS

The attack links each oracle query to a single coefficient
of s at a time, using pk and the rotation keys for C2S∆.
Figure 2 sketches the pipeline and Algorithm 1 gives it in
full. Note that, for better visibility, k, α, and β are omitted
in the superscripts of ct(3), ct, and ctsign in Algorithm 1.

Offline Step. The adversary first performs two public op-
erations that are independent of the oracle queries. Starting
from the public encryption key pk = (a, b = as + e), it
forms ct(1) := (a−∆, b), which decrypts to ∆s+e under
the target key, since b− (a−∆)s = ∆s+ e (mod q).6

The adversary then applies the public normalized C2S to
obtain (ct

(2)
R , ct

(2)
I ) ← C2S∆(ct

(1)). This carries the secret
key coefficients into slots. Concretely, when decrypted and
decoded, the k-th slot of ct

(2)
R contains sk, while the k-th

slot of ct
(2)
I contains sk+N/2, each within a noise of slot-

norm ≪ τ .

Online Step. In the online step, the adversary queries the
ciphertexts obtained based on ct

(2)
R and ct

(2)
I . We divide

the queries into two types: (i) Support queries, which are
employed to identify the support set S := {j : sj ̸= 0},
and (ii) Sign queries, which are used to determine the sign
associated with each index in S.

Phase 1: Support query. A support query tests a single
secret coefficient by means of a one-hot plaintext mask. Let
ek ∈ RN/2 denote the k-th standard slot basis vector. For
an amplitude α > 0, define the one-hot plaintext mask

π(k,α) := Encode(αek,∆) ,

namely the CKKS plaintext encoding, at scale ∆, of the slot
vector with value α in slot k and zero elsewhere.

For β ∈ {R, I}, define the target secret coefficient by

sk,β :=

{
sk, if β = R ,

sk+N/2, if β = I .

6. One may need to lower the level if pk’s modulus is larger than the
usual ciphertext modulus, typically via level down or modulus switching.



pk = (a, b) ct(1)

dec. = ∆s+ e

(ct
(2)
R , ct

(2)
I )

slot k = sk, sk+N/2

ct(3,k,α,β)

slot k = αsk,β

④ ct(k,α,β) or ⑥ ct
(k,α,β)
sign

slot k = αsk,β or α(sk,β − 1)

valid /
invalid

① a−∆ ② C2S∆ ③ ×π(k,α)
⑥ +Encpk(0)− Encpk(π

(k,α))
④ +Encpk(0)

⑦ Oreact × |S| ⇒ recover s
⑤ Oreact ×N ⇒ recover S

Figure 2: Overview of the Reaction Attack (Algorithm 1). For 0 ≤ k < N/2, sk,β denotes sk or sk+N/2, depending on
β ∈ {R, I}. The attack proceeds as follows: (i) Offline (①, ②): ① Public-key shift, and ② homomorphic C2S locates a secret
key coefficient into a target slots. (ii) Online Phase 1 (③, ④, ⑤): Support recovery in N queries. ③ One-hot mask vector
isolates a target slot, and ④ a fresh encryption re-randomizes it. ⑤ Resulting query recovers the support S := {j : sj ̸= 0}.
(iii) Online Phase 2 (③, ⑥, ⑦): Sign recovery in |S| queries. ③ Isolation, ⑥ re-randomization, and subtraction by an
encryption of the mask, deviates the slot values, which ⑦ reveals the sign when queried. The full secret s is then recovered.

The adversary computes

ct(3,k,α,β) := ct
(2)
β · π

(k,α) ,

which contains a signal only in the k-th slot. The signal
is αsk,β , up to bounded slot-domain noise. The adversary
then re-randomizes the query by adding a fresh encryption
of zero (at the same level and scale):

ct(k,α,β) := ct(0) + ct(3,k,α,β), ct(0) ← Encpk(0) .

This fresh zero encryption does not change the decoded
signal, but makes the submitted ciphertext independent of
previous queries. Therefore, the underlying slot vector has
the form

αsk,βek + δ̃ ,

where δ̃ denotes the resulting slot-domain noise. That is,
the slot vector effectively constitutes a noisy one-hot vector,
carrying αsk,β in its k-th coordinate.

We now fix an amplitude α > 0 for the attack. This
value is chosen so that the noise-only case remains below
the reaction threshold τ , whereas the signal produced by
any nonzero ternary coefficient exceeds τ . The precise slot-
margin and modulus conditions ensuring this separation are
stated in the correctness analysis below.

The reaction oracle then distinguishes whether the tar-
geted coefficient is zero:

Oreact

(
ct(k,α,β)

)
=

{
valid, if sk,β = 0 ,

invalid, if sk,β ̸= 0 .

Thus, one oracle query determines whether the coefficient
selected by (k, β) lies in the support S. Repeating this for
all k ∈ {0, . . . , N/2−1} and β ∈ {R, I} recovers S = {j :
sj ̸= 0} using exactly N reaction queries.

Phase 2: Sign query. A second pass over S resolves the
signs. For j ∈ S, choose (k, β) so that sk,β = sj . The
adversary first forms a fresh support-type query ciphertext
ct(k,α,β) as above, then subtracts an encryption of the one-
hot mask:

ct
(k,α,β)
sign := ct(k,α,β) − ct

(k,α)
off ,

where ct
(k,α)
off ← Encpk

(
π(k,α)

)
. Then the underlying target

slot has signal
α(sk,β − 1) ,

up to a bounded slot-domain noise. The signal is 0 when
sk,β = +1, and −2α when sk,β = −1; hence, the ora-
cle accepts exactly the positive coefficients and rejects the
negative ones. Thus the sign of each nonzero coefficient
is recovered with one additional query, and the total query
count becomes

N + |S| ≤ 2N .

All per-query multiplications are by plaintext masks, so no
relinearization key is required.7

Mask Amplitude. The offline and per-query noise terms
combine as follows. Phase 1 and Phase 2 queries decode
respectively to

αsk,βek + δ̃ and α(sk,β − 1)ek + δ̃′ .

Write
να := Bcoeff

shift /∆+Bslot
C2S ,

for the slot-domain noise carried through C2S∆ per unit
mask amplitude. Then the noise terms are bounded by

∥δ̃∥slot∞ ≤ ηsup := ανα +Bslot
pmult +Bslot

fresh ,

∥δ̃′∥slot∞ ≤ ηsign := ηsup +Bslot
off ,

where Bslot
pmult, B

slot
fresh, and Bslot

off are the noise bounds intro-
duced by the plaintext masking, the fresh encryption of zero,
and the Phase-2 offset, respectively.

The role of α is to separate zero and nonzero ternary
coefficients with respect to the reaction threshold τ . When
sk,β = 0, the Phase-1 query contains only noise; when
sk,β ̸= 0, the targeted slot contains a signal of magnitude
approximately α. Since the mask scales both the signal
αsk,β and the inherited C2S noise ανα, changing α does
not improve their ratio. It only places the signal and noise
relative to the fixed threshold τ .

Ignoring the smaller additive terms Bslot
pmult, B

slot
fresh, and

Bslot
off , Phase 1 separates zero from nonzero coefficients

whenever
τ < α < τ/να .

The full slot-margin inequalities, including these additive
terms and the Phase-2 sign separation, are stated in Theo-
rem 3.1. This admissible window is independent of N , since

7. In Lattigo, MulRelinNew on a plaintext operand does not use rlk.



Algorithm 1: O(N) Reaction Attack on CKKS.
Input: Slot-domain reaction oracle Oreact with

threshold τ , public material (pk = (a, b),
{rotkg}), parameters (N, q0,∆), and a
constant α satisfying the slot-margin and
modulus conditions of Theorem 3.1.

Output: Ternary secret s = (s0, . . . , sN−1).
1 ct(1) ← (a−∆, b) // Offline shift

2 (ct
(2)
R , ct

(2)
I )← C2S∆(ct

(1)) // Offline C2S
3 S ← ∅, s← 0
/* Phase 1: Support recovery, one

query per coefficient. */
4 foreach β ∈ {R, I} do
5 for k = 0 to N/2− 1 do
6 j ← k if β = R, else k +N/2

7 ct(3) ← ct
(2)
β · π(k,α)

8 Sample fresh ct(0) ← Encpk(0)
9 ct← ct(0) + ct(3)

10 if Oreact(ct) = invalid then
11 S ← S ∪ {j}
/* Phase 2: Sign recovery, one

query per nonzero index. */
12 foreach j ∈ S do
13 β ← R if j < N/2 else I
14 k ← j if β = R else j −N/2

15 ct(3) ← ct
(2)
β · π(k,α)

16 ct
(k,α)
off ← Encpk(π

(k,α))
17 Sample fresh ct(0) ← Encpk(0)

18 ctsign ← ct(0) + ct(3) − ct
(k,α)
off

19 if Oreact(ctsign) = valid then
20 sj ← +1
21 else
22 sj ← −1
23 return s

both the slot signal α and the threshold τ are independent
of N . In our experimental regimes, να ≪ 1 holds with a
large margin (see Section 4), so we fix α to 4.

3.4. Correctness and Query Complexity

Theorem 3.1. Consider a CKKS deployment with pa-
rameters (N, q0,∆), level-zero modulus q0, ternary secret
s ∈ {−1, 0, 1}N , public material (pk, {rotkg}) sufficient
for C2S∆, and reaction oracle Oreact with threshold τ ≥ 1.
Let ηsup and ηsign = ηsup + Bslot

off the noise bounds of the
decoded slots of Phase 1 and Phase 2 queries, respectively.
Suppose an amplitude α > 0 satisfies:

(i) Slot-margin.

ηsup < τ , α− ηsup > τ , (2)
ηsign < τ , 2α− ηsign > τ .

(ii) No modular wrap.

2ακmax +Bcoeff < q0/2 , (3)

where κmax ≤ ∆/
√

N/2 is the largest coefficient-domain
magnitude produced by encoding a unit-magnitude slot and
Bcoeff bounds the coefficient-domain non-signal terms.

Then Algorithm 1 recovers s in at most 2N reaction-
oracle queries and poly(N, log q) time, except with negligi-
ble probability.

Proof of Theorem 3.1. Fix a pair (k, β) with k ∈
{0, . . . , N/2 − 1} and β ∈ {R, I}, and write sk,β for the
targeted coefficient: sk,R = sk and sk,I = sk+N/2.

Decoded slot values. The construction of Section 3.3 shows
that the Phase 1 query ciphertext decodes, in the slot domain,
to αsk,β ek + δ̃ with ∥δ̃∥slot∞ ≤ ηsup, and the Phase 2 query
ciphertext to α(sk,β − 1) ek + δ̃′ with ∥δ̃′∥slot∞ ≤ ηsign; the
additional Bslot

off in ηsign accounts for the fresh encryption
of the offset π(k,α) subtracted in the Phase-2 step of Algo-
rithm 1.8

No modular wrap (Condition (ii)). The decoded values
read the level-zero decryption residue through the centered
reduction modulo q0, which preserves the signal only if
no coordinate leaves [−q0/2, q0/2). The largest coefficient-
domain magnitude is the Phase 2 worst case sk,β = −1,
whose encoded slot vector α(sk,β − 1)ek has ℓ∞-norm
2ακmax; together with the non-signal terms bounded by
Bcoeff the total is below q0/2 by Equation (3). Hence no
coordinate wraps and the slot identities above hold.

Phase 1 (support). If sk,β = 0 the decoded slot vector
equals δ̃, of norm ≤ ηsup < τ by Equation (2), so the
oracle accepts. If sk,β ̸= 0 then |sk,β | = 1, so slot k has
magnitude ≥ α−ηsup > τ and the oracle rejects. One query
at each (k, β) with k ∈ [N/2], β ∈ {R, I}, therefore decides
whether the addressed coefficient is zero, and the N such
queries identify the support S = {j : sj ̸= 0}.

Phase 2 (sign). For each j ∈ S the targeted slot holds
α(sk,β − 1)+ δ̃′k with sk,β − 1 ∈ {0,−2}. By Equation (2),
sk,β = +1 gives magnitude ≤ ηsign < τ (accept) and
sk,β = −1 gives magnitude ≥ 2α − ηsign > τ (reject),
so one query per j ∈ S recovers its sign.

Query count and running time. Phase 1 issues N queries
and Phase 2 issues |S| ≤ N , for at most 2N in total; each
query is assembled from public CKKS operations, so the
algorithm runs in poly(N, log q) time.

Success probability. The key-generation and evaluation-key
randomness is drawn once; conditioned on it, the C2S∆
and key-switching noise terms entering Bslot

C2S and Bcoeff

meet their stated bounds except with negligible probability.
Conditioned on such a key, each query’s remaining noise de-
pends only on that query’s fresh-encryption randomness and
stays within ηsup, ηsign except with negligible probability; a
union bound over the 2N queries then makes every oracle

8. If the offset is implemented by plaintext subtraction ct − π(k,α) in
place of ct−Encpk(π

(k,α)), the term Bslot
off vanishes; we use the encrypted

offset to keep the submitted ciphertext distribution close to a fresh CKKS
ciphertext.



answer correct, so s is recovered except with negligible
probability.

Theorem 3.1 gives 2N queries; we close by showing
this is essentially optimal for any one-bit reaction oracle.

Theorem 3.2. In the oracle-only model where the pub-
lic material is treated as information-theoretically inde-
pendent of s, any algorithm that recovers every uniform
s ∈ {−1, 0, 1}N from Oreact makes at least ⌈N log2 3⌉
queries in the worst case. For the sparse-ternary distribution
with Pr[si ̸= 0] = p, where nonzero coefficients have
uniform signs, the average-case lower bound on the number
of binary oracle answers is

Hp(s) = N
(
p log2(2/p) + (1− p) log2

1
1−p

)
.

Proof. A transcript of T adaptive binary oracle answers
takes at most 2T distinct values. A zero-error algorithm must
induce distinct transcripts on distinct secrets, so 2T ≥ 3N

for uniform ternary secrets, giving T ≥ N log2 3 in the
worst case. For the Bernoulli-sparse ternary distribution,
each coefficient is zero with probability 1 − p, and is +1
or −1 with probability p/2 each. Shannon’s source-coding
bound gives the average-case lower bound E[T ] ≥ Hp(s)
with Hp defined as above.

Together with Theorem 3.1, the query complexity of
Algorithm 1 remains within a factor of 2/ log2 3 ≈ 1.262
of this information-theoretic lower bound. Note that this
abstraction inherently ignores the computational information
that the RLWE public key pk carries regarding s; thus, we
claim near-optimality strictly with respect to the number of
one-bit oracle responses, rather than against an unbounded
adversary that additionally exploits pk. Concretely, the de-
fault Lattigo [56] configuration with a uniform ternary se-
crets (p = 2/3) has Hp(s) ≈ 1.585N . In this regime, the
empirical query count of ≈ 1.667N observed in Section 4
is within a factor of 1.05, demonstrating the near-optimality
of our attack in practice.

Remark 3.3. The same idea extends to secrets with coef-
ficients in {−S, . . . , S}. Instead of testing only whether a
coefficient is zero, the adversary can perform interval tests.
To test whether sj lies within distance wτ of a center c, it
uses a one-hot mask of amplitude α = 1/w and subtracts
an encrypted one-hot offset encoding c in the targeted slot.
The decoded target slot then has the form

(sj − c)/w + δ̃ .

Under the corresponding slot-margin conditions, the re-
action oracle tests whether |sj − c| ≤ wτ . Applying
bisection over {−S, . . . , S} recovers each coefficient in
⌈log2(2S +1)⌉ queries, hence O(N logS) queries in total.

Remark 3.4 (Composition with an honest output). The
Phase-1 and Phase-2 query ciphertexts may instead be
added to a ciphertext obtained from an honest evaluation
of a circuit that the secret key owner expects. The only
change is that the isolated target slot now reads mk+αsk,β
rather than αsk,β; it stays admissible when sk,β = 0 and

overflows otherwise, so the reaction still isolates the target
while riding on a legitimate result.

3.5. Sparse Secrets and CKKS Variants

The attack described in Algorithm 1 can be general-
ized in two directions: 1) we can further reduce the query
complexity for CKKS with sparse ternary secrets, and 2)
we can target CKKS variants whenever they provide a
public, normalized C2S∆ layer that meets the necessary
noise margins.

3.5.1. Sublinear Queries for Sparse Secrets. The baseline
2N -query bound allocates one oracle query per coordinate
to recover the support S. However, when the secret key
is sparse, almost all of its uncertainty lies in the support,
which can be optimized with far fewer queries using a
combinatorial Group Testing strategy. Since the reaction
oracle thresholds the maximum slot-norm magnitude, the
individual one-hot mask (π(k,α)) can be naturally general-
ized to a subset mask:

π(T,α) := Encode

(
α
∑
k∈T

ek,∆

)
,

over any set of slots T .
The resulting reaction query triggers an invalid re-

sponse if and only if at least one coordinate within T
intersects with the secret support. Crucially, because the
oracle evaluates the maximum magnitude across distinct
slots, the individual ±1 signs of the secret coefficients
occupy isolated positions and cannot cancel each other
out. Each query, therefore, effectively functions as a single
group test, asking “Does the subset T intersect the secret
support S?” Consequently, an adaptive bisection procedure
can identify all h = |S| non-zero coordinates using only
O(h log2(N/h)) queries.

Once the support S is fully recovered, the corresponding
signs can be extracted directly from the public key without
any further oracle queries. Restricting the decryption relation
b = as + e (mod q) to the support S leaves an over-
determined, h-dimensional LWE instance (N samples in
h≪ N unknowns), where the short secret is the sign vector
s|S ∈ {−1,+1}h. The concrete hardness of this reduced
instance is evaluated empirically in Section 4.

The full algorithm is specified in Algorithm 2, where
the recursive binary-splitting procedure is formalized as
BisecGroupTest in Algorithm 3. The lattice reduction
LatticeReductionq(A, b) finds a short vector s satisfying
As ≈ b mod q. Since the LWE dimension collapses from
N to the sparse Hamming weight h≪ N while q remains
large, this reduced instance can be solved efficiently using
standard lattice reduction algorithms (e.g., LLL or BKZ).
Note that an adversary can construct the modular relation
from any ct, pk, or rotk; selecting a key with the largest
available modulus q = PQ will make the reduction cost
optimal.

Theorem 3.5 then proves the correctness of Algorithm 2.



Algorithm 2: Reaction Attack on Sparse-secret
CKKS.

Input: Reaction oracle Oreact with threshold τ ,
public material (pk = (a, b), {rotkg}),
modulus q of pk, parameters (N, q0,∆),
and amplitude α satisfying Theorem 3.5.

Output: Sparse ternary secret s = (s0, . . . , sN−1).
1 ct(1) ← (a−∆, b) // Offline shift

2 (ct
(2)
R , ct

(2)
I )← C2S∆(ct

(1)) // Offline C2S
3 S ← ∅, s← 0
/* Phase 1: Support recovery. */

4 foreach β ∈ {R, I} do
5 Sβ ← BisecGroupTest

(
[N2 − 1], ct

(2)
β

)
6 S ← S ∪ Sβ
/* Phase 2: Sign recovery. */

7 Construct Ma ∈ ZN×N
q from a

8 s|S ← LatticeReductionq (Ma|S , b)
9 s|Sc ← 0

10 return s

Algorithm 3: Subroutine BisecGroupTest.

Input: Target T ⊆ [N2 − 1], and a ciphertext ct(2).
Output: Local support indices Slocal.
Data: Global Parameters: Oreact, pk, ∆, α

1 Slocal ← ∅
2 π(T,α) ← Encode

(
α
∑

k∈T ek,∆
)

Sample fresh
ct(0) ← Encpk(0)

3 ct← ct(0) + ct(2) · π(T,α)

4 if Oreact(ct) == invalid then
5 if |T | == 1 then
6 k ← the single element in T

7 if ct(2) == ct
(2)
R then

8 Slocal ← Slocal ∪ {k}
9 else

10 Slocal ← Slocal ∪ {k + N
2 }

11 else
12 Partition T := T1 ⊔ T2, s.t. |T1| = ⌊|T |/2⌋
13 Slocal ← Slocal ∪ BisecGroupTest

(
T1, ct

(2)
)

14 Slocal ← Slocal ∪ BisecGroupTest
(
T2, ct

(2)
)

15 return Slocal

Theorem 3.5. Let s be a ternary secret with Hamming
weight h < N , and assume the Phase-1 slot-margin of
Theorem 3.1 together with the multi-slot modulus condi-
tion ακmaxh + Bcoeff < q0/2. Then, the group testing in
Algorithm 2 recovers the support S using O(h log2(N/h))
reaction queries. The sign vector s|S is subsequently deter-
mined by solving the restricted h-dimensional LWE instance,
requiring no additional oracle queries.

Proof of Theorem 3.5. Recall the Phase-1 slot-margin con-
dition ηsup < τ < α− ηsup from Equation (2).

A subset query for group testing. Fix β ∈ {R, I} and a slot

subset T ⊆ [N/2]. We construct the subset mask π(T,α) and
compute ct = ct(0)+ct

(2)
β ·π(T,α), where ct(0) ← Encpk(0).

By the coordinate-wise linearity, the slot vector becomes

α
∑
k∈T

sjkek + δ̃ for some ∥δ̃∥slot∞ ≤ ηsup ,

where jk = k for β = R and jk = k+N/2 for β = I . The
noise bounds Bslot

pmult and Bslot
fresh scale with α and the ring

parameters, remaining invariant to the cardinality |T |.
Thus, if T ∩ S = ∅, then every sjk = 0, bounding the

decoded magnitude by ηsup < τ (valid). Else if T∩S ̸= ∅,
there exists at least one slot k ∈ T with sjk = ±1, yielding a
magnitude of at least α−ηsup > τ , triggering an invalid
response. The query output thus perfectly instantiates the
group-testing predicate 1[T ∩S ̸= ∅ ].

For the coefficient-domain modulus constraint, linearity
and the triangle inequality bound the ℓ∞-norm of the multi-
slot signal by ακmax · |T ∩ S| ≤ ακmaxh. Modular wrap-
around is securely avoided under the condition ακmaxh +
Bcoeff < q0/2.

Support recovery via repeated group testing. We run group
testing on each half, independently using ct

(2)
β . Let hR =

|S ∩ [0,M)| and hI = |S ∩ [M,N)|, where hR + hI = h
and M = N/2. Hwang’s generalized binary-splitting al-
gorithm [32], [49] isolates all hβ non-zero indices within
≤ O(hβ log2(M/hβ)) adaptive queries, which is order-
optimal against the information-theoretic bound ⌈log2

(
M
hβ

)
⌉

for β ∈ {R, I}. By the concavity of t 7→ t log2(M/t), the
total query complexity is bounded by:∑
β∈{R,I}

hβ log2(M/hβ) ≤ h log2(2M/h) = h log2(N/h) .

Hence, the entire support S is recovered in O(h log2(N/h))
reaction queries.

Sign extraction via lattice reduction. When represented in
coefficient vectors, the public key elements satisfy b =
Mas + e (mod q), where Ma ∈ ZN×N

q is the negacyclic
matrix of a. Since s is supported strictly on S, the relation
restricts to the h = |S| columns of Ma:

b = Ma|S · s|S + e (mod q) ,

for Ma|S ∈ ZN×h
q and s|S ∈ {−1,+1}h. This over-

determined h-dimensional LWE instance can be solved via
standard reductions, with no additional oracle access.

Note that given κmax ≤ ∆/
√

N/2, the multi-slot modu-
lus constraint is highly permissive and easily satisfied in typ-
ical sparse secret deployments where h≪ N . Furthermore,
while Theorem 3.2 establishes a rigid reaction-query lower
bound based purely on oracle feedback, this variant actively
integrates pk. Consequently, the total query complexity may
drop below the Hp(s) reaction-query floor whenever the h-
dimensional LWE instance is efficiently solvable.



3.5.2. Conditional Applicability to CKKS Variants. Our
attack framework extends beyond plain CKKS to archi-
tectural variants such as bootstrappable [12], [22], [45],
rescaling-free [51], [65], and discrete-message [24], [39],
[62] extensions. Any variant exposing a public, normal-
ized C2S∆ layer with slot-wise plaintext multiplication is
inherently vulnerable; its precise viability depends on the
specific variant’s embedding error, scale management, and
decryption noise, as analyzed in Corollary 3.6.

Corollary 3.6. Let Π′ be a CKKS variant whose decryption
equation satisfies ⟨ct, sk⟩ mod q = m + e + eaux with
∥eaux∥∞ ≤ Baux. Define the augmented noise margins:

η′sup := α
(
(Bcoeff

shift +Baux)/∆+Bslot
C2S

)
+Bslot

pmult +Bslot
fresh ,

η′sign := η′sup +Bslot
off .

If Π′ satisfies the augmented slot-margin conditions:

η′sign < τ , α− η′sup > τ , and 2α− η′sign > τ ,

then Algorithm 1 still extracts the secret key s within 2N
queries.

Note that variants utilizing IND-CPAD-resistant noise
flooding [60], [61] may also conform to this template if
the flooding parameters remain below these strict margins;
a full analysis under randomized-oracle flooding (where the
reaction bit becomes probabilistic) is left for future work.

4. Experimental Validation

We experimentally evaluate the attacks presented in Al-
gorithm 1 and 2 using Lattigo v6.2.0 [56] across various
parameter settings.

The implemented attack follows the steps of Algorithm 1
and 2. The oracle decodes the resulting plaintext and re-
turns valid if and only if ∥slots∥∞ ≤ 1, matching the
slot-domain reaction oracle of Section 3.2. The per-query
plaintext multiplication does not consume the relinearization
key, so the attack needs no rlk access.

All experiments were executed using a single-thread on
an Intel Core i9-10940X at 3.30GHz, with 128GB of RAM,
under Ubuntu 20.04.6 LTS.

Parameters. We sweep five parameter triples (logN, log q0,
log∆) based on commonly used CKKS parameter regimes:
(12, 35, 30), (12, 37, 32), (14, 45, 40), (16, 55, 50), and
(16, 60, 58), spanning low- to high-precision settings. They
share ring dimensions and level-zero moduli with Table 1,
with varying log∆ to examine the margin.

For the secret key distribution, we primarily fo-
cus on the two standard configurations implemented in
the Lattigo library: (i) the uniform ternary distribution
Ternary(P:2/3), where each coefficient is non-zero
with probability 2/3 and takes a uniform sign, and (ii) the
fixed-weight sparse ternary distribution Ternary(H:h),
where the number of non-zero coefficients is fixed to
a constant h ≪ N . To demonstrate the comprehensive
reach of our attack, we further extend it to additional

distributions, such as Bernoulli-sparse ternary distributions
(Ternary(P: ·)) and the discrete Gaussian distribution
(DiscreteGaussian(Sigma: ·, Bound: ·)).

For these parameter regimes, we employ Lattigo’s six-
prime modulus chains. The C2S layer consumes four levels,
leaving an output modulus of at least q0, where we evaluate
the modulus condition Equation (3). The mask multipli-
cation applies plaintext multiplication without rescaling,
so decoding by the ciphertext’s own scale preserves the
slot values. The maximum modulus bit is then logQ ≈
log q0 + 50 × 5 ≈ 285–305, and logPQ ≲ 427 for most
parameter sets, except for one parameter set at logN = 16
with logPQ ≈ 472. The full configurations are provided in
the artifact.

Although our attack is independent of the underlying
RLWE hardness or the IND-CPA security of the scheme, the
evaluated parameters for logN ∈ {14, 16} with the uniform
ternary secrets conform to the standard 128-bit security level
per the HE security guidelines [11].

Results of Algorithm 1. We summarize the attack results
targeting CKKS with uniform ternary secrets, in Table 2.
Every trial recovered the secret in full: across all 160 runs, in
a total of > 3,000,000 oracle queries, every coefficient was
recovered exactly, with no false positives or false negatives
from the reaction oracle. The two logN = 16 regimes were
each evaluated on five trials owing to their substantially
higher runtime; yet together, they comprise over 1,000,000
oracle queries with no error. By construction, the query
count is N + |S| ≈ 1.667N . This is within a factor
1.05 of the average-case lower bound H2/3(s) ≈ 1.585N
from Theorem 3.2. End-to-end, the attack completed in
30.0 seconds at logN = 12, 8.4minutes at logN = 14, and
142minutes at (16, 55, 50) on a single thread, with a per-trial
standard deviation below 2% of the mean. The dominant per-
query cost was the plaintext multiplication and decryption.

Robustness across secret distributions. To verify that the
attack is not tied to the default uniform ternary secret,
we sweep additional secret distributions at (12, 35, 30)
and (14, 45, 40): ternary with fixed-weights of h ∈
{128, 192, 256}, Bernoulli-sparse ternary with p ∈
{1/3, 1/2, 2/3, 0.9}, and a discrete Gaussian with σ = 3.2
truncated to the integer support [−S, S], where S = ⌈6σ⌉ =
20. The results are summarized in Table 3: All 515 runs
recovered the full secret. Each of the 490 ternary-secret runs
used N + |S| < 2N queries; the 25 discrete-Gaussian runs
used the bounded-secret bisection described in Theorem 3.3.

Against the average-case lower bound Hp(s) of Theo-
rem 3.2, the Bernoulli-sparse reported a factor of ≤ 1.07
for p ≤ 2/3 and is essentially tight at p = 1/2. The discrete
Gaussian secret is recovered with ≈ 5.4N queries, close
to the support-size benchmark N log2(2S + 1) ≈ 5.36N
for the bounded-secret bisection of Remark 3.3. The fixed-
weight cases show worse ratios against their exact entropy
H(s) = log2

(
N
h

)
+ h.

Empirical noise. To empirically validate the noise behavior
analyzed in our framework, we measured the exact noise



logN log q0 log∆ trials |S| (mean±std, |S|/N ) #Q (mean±std) #Q/H2/3(s) wall (sec, mean±std)

12 35 30 50 2,736± 26 (0.668) 6,832± 26 1.052 30.02± 0.14

12 37 32 50 2,730± 34 (0.667) 6,826± 34 1.051 30.06± 0.19

14 45 40 50 10,929± 63 (0.667) 27,313± 63 1.052 506.1± 5.1

16 55 50 5 43,696± 141 (0.667) 109,232± 141 1.052 8,529± 168

16 60 58 5 43,683± 124 (0.667) 109,219± 124 1.051 68,408± 76∗

TABLE 2: End-to-end results of Algorithm 1, against Lattigo v6.2.0 (with uniform ternary secrets). Secret keys were fully
recovered in every trial. The first four parameters are standard CKKS regimes sharing (N, q0) with [56]; the last one is
in a high-precision setting [11]. The wall time in the last row (*), was obtained from five concurrent trials; hence, is not
directly comparable to other single-trial rows. #Q denotes the query-counts, whose theoretical lower bound is H2/3(s).

logN = 12 logN = 14

Secret distribution trials #Q/H(s) trials #Q/H(s)

ternary, h = 128 50 4.470 20 13.724

ternary, h = 192 50 3.286 20 9.785

ternary, h = 256 50 2.666 20 7.728

ternary, p = 1/3 50 1.064 20 1.065

ternary, p = 1/2 50 1.000 20 0.999

ternary, p = 2/3 50 1.051 20 1.051

ternary, p = 0.9 50 1.388 20 1.388

Gaussian, σ = 3.2 20 1.008∗ 5 1.009∗

TABLE 3: Secret-distribution Robustness Tests at
(12, 35, 30) and (14, 45, 40). The sweep covers fixed-
weight ternary, Bernoulli-sparse ternary, and discrete-
Gaussian secrets; every trial fully recovered the secret.
#Q denotes the query count. For fixed-weight secrets,
H(s) = log2

(
N
h

)
+ h is the exact entropy; for Bernoulli-

sparse secrets, H(s) = Hp(s). For the truncated discrete
Gaussian (*), the denominator is the support-size benchmark
N log2(2S + 1) with S = 20, rather than its Shannon
entropy.

profiles during the C2S layers, confirming that both the
slot-margin and modulus conditions hold with sufficient
margins. In the coefficient domain, let m(2) denote the
plaintext carried by the Step-2 ciphertext. The empirical
error ∥m(2)−∆s∥∞ remains strictly below 217.3 across the
entire parameter sweep, safely falling under the conservative
analytic bound of Bcoeff

C2S ≤ 218 employed for the modulus
condition in Equation (3).

In the slot domain, the measured noise Bslot
C2S tops out

at ≤ 2−12.7 at (12, 35, 30) and drops further to, for e.g.,
≤ 2−32.0 at (16, 55, 50). Each reported value represents
the worst-case ℓ∞ maximum captured across all queried
coordinates and experimental trials. Under a constant am-
plitude of α = 4, the slot-margin scaling term satisfies
αBslot

C2S ≤ 2−10.7 ≪ τ = 1, even under the lowest precision
configuration, and decreases by several additional bits when
log∆ ≥ 30. This empirically validates Equation (2).

Results of Algorithm 2. Table 4 summarizes the attack

logN h #Q #Q/H(s) LLL Time (sec.)

12 32 338 1.134 0.4

12 64 598 1.117 3.3

12 128 1,079 1.142 1,521

14 128 1,469 1.221 1,521∗

16 128 1,801 1.234 1,521∗

TABLE 4: End-to-End Results of Algorithm 2 (with ternary
secrets of fixed-weight h). Every run recovered the exact
support; then LLL fully recovered the secret keys. Single-
core LLL time (in seconds, q = min q0) was measured only
at logN = 12, since it only depends on h (∗). #Q denotes
the query count, and H(s) = log2

(
N
h

)
+ h is the exact

entropy of a uniformly sampled fixed-weight ternary secret.

results based on Algorithm 2. Across h ∈ {32, 64, 128} and
logN ∈ {12, 14, 16}, it recovers the exact support, with
no false positives or negatives, in O(h log(N/h)) reaction
queries: e.g., at (logN,h) = (16, 128), it requires only
1,801 queries, achieving 36× reduction over the N + h =
65,664 queries necessitated by Algorithm 1.

The recovered support restricts the LWE instance to a
genuine h-dimensional LWE problem that can be solved
directly from the public key material. Specifically, applying
the Lenstra-Lenstra-Lovász (LLL) algorithm [33], [59] on a
lattice of dimension 2h+ 1 with N samples efficiently and
exactly recovered every secret sign for h ∈ {32, 64, 128}.
The single-core solving time scales steeply with the Ham-
ming weight, taking 0.4 seconds for h = 32, 3.3 seconds
for h = 64, and 25minutes for h = 128, when log q =
min log q0 ≈ 35.

According to the lattice estimator [2], under the default
ternary-secret model, the estimated bit-cost for solving the
reduced lattice instances grows from 33.1 bits at h = 32
to 43.2 bits at h = 1,024, for log q = 285 (the minimum
pk modulus Q). Since we fix the modulus to small ≈ 285
bits, these are rough upper bounds: for larger moduli of
700–1,600 bits and for standard Hamming weights of h ∈
{128, 192, 256} [10], [11], the cost further decreases, far
below the standard 128-bit level.



5. Countermeasures

Reaction leakage can be addressed at several layers.
Below, we present two direct and deployment-compatible
measures: standardizing the externally visible response and
enforcing per-key reaction monitoring.

Removing the reaction signal. The oracle exists only
because the client’s externally visible behavior depends on
the validity outcome, so the most robust and deployment-
compatible mitigation is to remove that dependence: return
the same protocol response regardless of the admissibility
check, handling any failure internally. This eliminates the
one-bit oracle while changing only outward behavior, not
the FHE computation.

Bounding and monitoring reactions. When the response
cannot be fully standardized, bounding the number of re-
actions per secret key is a cheap complementary defense.
Key recovery requires resolving enough coordinates that the
projected LWE instance falls into lattice-reduction range
(e.g., LLL); a sufficiently small cap will leave enough
room for security. Even without a hard cap, the attack is
detectable: each adversarial trial forces a rejection with high
probability, so an elevated per-key rejection rate and query
volume provide a natural aggregate detection vector.

Other than the two major directions, we consider
three further mitigation strategies. Below, we discuss why
each method—despite seeming straightforward to apply—
presents its own limitations, rendering them either ineffec-
tive as a standalone defense or detrimental to correctness,
performance, or efficiency.

Noise and Parameter Modifications. Violating the slot-
margin condition (Equation (2)) via parameter tuning is
fragile: because this margin is tied to CKKS correctness,
increased noise inherently risks rejecting honest evaluations.
Protective randomization must therefore target the observ-
able reaction directly, rather than the homomorphic com-
putation pipeline. Crucially, standard IND-CPAD smudg-
ing [44], [60], [61] does not transfer to our setting. Smudg-
ing typically adds noise ∥esmdg∥∞ ≪ ∆ to mask sub-
∆ structures. However, against Algorithm 1, our isolated
slot for si ̸= 0 reaches magnitude α = 4, quadruple the
admissible range τ = 1. Pulling this manipulated slot below
τ requires smudging noise of magnitude at least α− τ = 3,
which would indiscriminately reject honest outputs. In short,
smudging strong enough to thwart our attack is functionally
indistinguishable from smudging that destroys correctness,
so parameter changes are impractical for deep or iterative
workloads.

Changing Rings. Our attack relies strictly on the
encryption-key shift (a − ∆, b) and a public C2S trans-
form, remaining entirely agnostic to the splitting behavior
of xN + 1. Migrating from power-of-two cyclotomics to
alternative rings [19], [55] is therefore not a standalone de-
fense if an analogous transform exists. Furthermore, this ap-
proach severely degrades performance by sacrificing highly
optimized NTT pipelines.

Cryptographic Integrity. Upgrading to vCCA-secure
FHE [63], [67] or verifiable FHE [4], [9], [36], [37], [38],
[40], [43] provides a principled defense, removing the re-
action signal by rejecting ciphertexts that are not certified
outputs of an intended computation. Recent CKKS-specific
verifiable schemes [15], [75] would cleanly reject our crafted
ciphertexts, as the attacker cannot prove honest execution of
a client-approved circuit. However, these mechanisms intro-
duce a substantial efficiency penalty, making them difficult
to integrate into practical deployments.

Overall, the standardization of reaction and per-key re-
action monitoring remains the most practical mitigation.

6. Conclusion and Open Questions

We presented a protocol-level reaction attack against
CKKS deployments that expose decoded-slot validity re-
sponses and C2S rotation keys. Using a simple public-
key shift and fresh encryptions of zero, our attack recovers
ternary secrets in query complexity that tightly matches the-
oretical lower bounds. Crucially, by independently random-
izing each query, our approach inherently bypasses simple
pattern-matching defenses.

Our results demonstrate that vulnerabilities can emerge
strictly at the protocol level, without refuting RLWE or IND-
CPA security: secure outsourced computation must tightly
control how decoded outputs, including single-bit validity
reactions, are exposed. The most practical defense is to stan-
dardize the client’s externally visible response and monitor
reactions per key. The elevated query volume and rejection
rate our attack induces further offer a natural detection
vector through aggregate failure-rate analysis.

Open Questions. We highlight four directions for future
work: (i) Detection Models: Formalizing detector models to
determine which aggregate heuristics (e.g., query volume,
rejection rates) provably prevent key recovery; (ii) Closing
Theoretical Gaps: Reducing the minimal query gap between
our theoretical bound and the experimental average for
sparse secrets (close to the ≈ 1.05 gap in uniform ternary);
(iii) Scheme Generality: Investigating whether similar reac-
tion attacks threaten other widely deployed RLWE schemes,
such as BGV and BFV; and (iv) Safe Validation: Designing
output-validation mechanisms that support legitimate retries
without leaking externally exploitable accept/reject bits.
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Appendix A.
Ethics Considerations

This paper presents a key-recovery attack against a class
of CKKS deployments that expose a decoded-output validity
reaction together with public evaluation material sufficient
for a coefficient-to-slot layer. Because the work develops a
new attack technique, it carries misuse risk: an adversary
could use the technique to compromise confidentiality in
CKKS-based outsourcing protocols that expose such reac-
tion signals.

The risk to real users in our study is limited. All exper-
iments were conducted in controlled local environments us-
ing locally generated keys, synthetic data, and local Lattigo
instances. We did not target, measure, exploit, or interact
with third-party or production systems. We did not collect
personal data, use human-subject data, or involve human
participants.

The vulnerability we identify is a deployment-surface
and protocol-level leakage channel, not a memory-safety or
implementation bug in a specific library. The relevant stake-
holders include maintainers of FHE libraries such as Lattigo,
OpenFHE, and HEaaN, as well as organizations deploy-
ing CKKS-based outsourcing protocols whose application
surface exposes a per-query validity reaction. We followed
coordinated vulnerability disclosure (CVD): we notified the
relevant library maintainers and shared the artifact privately
before the public release of exploit-ready code.

The paper also provides mitigation guidance. Primary
operational mitigations include standardizing externally vis-
ible protocol responses to remove the reaction signal en-
tirely and enforcing per-key reaction caps or monitoring
anomalous rejection rates. We also analyze three alterna-
tive strategies—parameter modifications (including smudg-
ing noise), changing cyclotomic rings, and cryptographic
integrity mechanisms (vCCA or verifiable FHE)—and ex-
plain their limitations in terms of correctness, performance,
or computational overhead.

We believe the defensive benefits of publication out-
weigh the misuse risk. The attack was validated without
affecting real users or systems, and the paper clarifies a
concrete deployment risk together with actionable mitigation
for CKKS deployments.
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