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Abstract. Fault injection attacks have been extensively studied in the context of
post-quantum cryptography, yet existing analyses on code-based KEMs largely focus
on faults targeting the Fujisaki-Okamoto transform. This work presents new fault
injection attacks against BIKE and HQC that operate beyond this commonly protected
component and target less obvious instructions within the decapsulation process.
The proposed attacks achieve full key recovery using only valid ciphertexts under
NIST Level 1 parameters, requiring 17392 and approximately 3 million decapsulation
queries for HQC and BIKE, respectively. In addition, we introduce a general approach
to identify effective fault locations by analyzing decoder behavior under perturbed
conditions. The attacks are experimentally validated on an STM32H7 microcontroller
using laser fault injection, demonstrating high repeatability. These results reveal
a broader attack surface and provide a foundation for more efficient fault attack
analyses in future work.
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1 Introduction

In 2016, the National Institute of Standards and Technology (NIST) launched a stan-
dardization process for post-quantum secure key encapsulation mechanisms (KEMs) and
digital signature schemes. At the end of the third round in 2022, the lattice-based scheme
CRYSTALS-Kyber [ABD*21] was the first KEM to be selected for standardization, which
was later published as ML-KEM [Nat24]. At that time, three code-based KEMs were still
being considered for standardization: BIKE [ABB*24], HQC [GAMA*25], and Classic
McEliece [ABC*22]. In 2025, NIST selected HQC to be standardized due to its public
keys being significantly shorter than those of Classic McEliece, and because it provides a
more mature analysis of the decryption failure rate (DFR) when compared to BIKE.

To achieve IND-CCA security, these KEMs are built from an underlying IND-CPA
public-key encryption scheme using a variant of the Fujisaki-Okamoto (FO) trans-
form [HHK17,FO13], typically the implicit rejection variant. The core idea of the FO
transform is to split the decapsulation of a ciphertext ¢ into three steps: () decrypt ¢
to obtain m, (%) deterministically re-encrypt m to obtain ¢/, and (i#) check whether
c = c. If ¢ = ¢, decapsulation derives the real key via a key derivation function
(KDF), K + KDF(m,c). On the other hand, if ¢ # ¢’ or a decryption failure occurred,
decapsulation performs implicit rejection, returning a fake key K.o; < KDF(c, z), where z
is a fixed secret value held by the receiver.
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Implicit rejection does not, however, conceal whether the receiver derived the same
key as the sender: if the receiver derives K., (unknown to the sender), subsequent
communication using the shared key can fail (e.g. an AEAD ciphertext may be rejected as
invalid), and the sender may observe this as a decapsulation failure. When the FO check
succeeds, it confirms that the sender’s ciphertext was honestly generated; when it fails,
implicit rejection hides why it failed, i.e., whether decryption failed or an invalid ciphertext
was detected.

This is what allows the FO transform to prevent reaction attacks [HGS99] using invalid
ciphertexts: a class of attacks that exploit correlations between decryption failures and the
secret key. Since decapsulation returns K,.; both when an invalid ciphertext is detected
and when decryption fails, an attacker using invalid ciphertexts cannot distinguish between
the two cases. If the attacker instead submits valid ciphertexts, however, a decapsulation
failure can only be due to a decryption failure, and this correlation can be exploited
for reaction attacks [FHST17,PT18,SSPB19,GJ20]. For this reason, modern code- and
lattice-based schemes are designed for negligible decryption failure rate (DFR), so failures
on valid ciphertexts should essentially never occur.

Due to the importance of the FO verification in thwarting reaction attacks, it is a
natural target for fault injection: skipping the verification reopens reaction attacks using
invalid ciphertexts, since the negligible DFR guarantee applies only to valid ciphertexts.
Xagawa et al. [XIUT21] systematically showed that a single instruction-skipping fault
suffices to bypass the FO equality check across all NIST Round 3 KEM candidates with
PQM4 implementations.

Beyond this generic single-fault result, a growing body of work has targeted specific
schemes with tailored fault attacks. For lattice-based schemes, several such attacks
have been demonstrated. Ravi et al. [RRB*19] demonstrated the first practical fault
attacks on lattice-based schemes, showing that nonce-manipulation faults enable key and
message recovery. Pessl and Prokop [PP21] demonstrated full key recovery on Kyber512,
requiring approximately 6500 faulty decapsulations. Subsequent work by Hermelink et
al. [HPP21], Delvaux [Del22], and Hermelink et al. [HMS™ 23] progressively widened the
attack surface, relaxed fault-model requirements, and improved key-recovery efficiency
through the combination of belief propagation and lattice reduction. Beyond scheme-
specific operations, Kelassery Valsaraj et al. [VRBW25] identified a single point of failure
in the random seed pointer used for polynomial sampling in both ML-KEM and ML-DSA,
using fault injection.

The comprehensive survey of Ravi et al. [RCDB24] on implementation attacks against
lattice-based schemes have no direct counterpart for code-based schemes, reflecting a much
sparser body of published work. In particular, Classic McEliece was targeted by fault
attacks [CCD*21,PGD*23], but for BIKE and HQC the only prior fault-attack study
remains that of Xagawa et al. [XIUT21] discussed above. There, the authors identified
BIKE and HQC as theoretically susceptible to key recovery via plaintext-checking oracle
attacks when the FO verification check is skipped, but no experimental key-recovery attack
was demonstrated. Moreover, the FO verification is well known to be critical for security
against fault attacks, and is a high-priority target that one would heavily protect when
hardening an implementation. This raises the question of whether it is possible to mount
fault injection attacks on BIKE and HQC by exploiting other fault locations.

In this work, we present novel fault injection attacks against BIKE and HQC under a
stronger and more realistic security model (see Table 1). Unlike prior work, which primarily
focuses on faults affecting the Fujisaki-Okamoto (FO) transform, this study considers
a broader class of fault targets, including instructions that are less obvious and more
difficult to protect. In addition, we introduce a general method to perform fault injection
attacks to extract the key from code-base schemes based on quasi-cyclic codes that use
sparse binary vectors as secret keys. As such, our methods are applicable to compact
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Table 1. Comparison between our results and Xagawa et al’s [XIU'21] fault injection
attacks against HQC and BIKE, when targeting NIST Level 1 security parameters. The
total attack time is driven primarily by decapsulation queries. All timings are based on
actual measurements from testing on an STM32H7 microcontroller running at 400 MHz.

Targeted Targeted Attack No. of decapsulations Estimated time

Reference Scheme . . .
operation instruction surface for key recovery for key recovery
[XIU+21] BIKE FO-verification CMP Skip Only partially recovers key -
HQC FO-verification - - NA! -
HQC Polynomial mult. AND Skip 17392 51 minutes
This work HQC Vector addition Branch Skip 83.3 million 169 days
BIKE BGF threshold XOR Skip 3 million 2.57 days
BIKE BIKE-Flip iteration Branch Skip 16.7 million? 14.34 days

1 Xagawa et al. [XIU"21] considered fault attacks on PQM4 [KPR™] implementations, but no corresponding implementation
of HQC was available at the time. Moreover, their work focuses on the sources of vulnerabilities in general, not solely on
key recovery.

2 Due to unavailable constant-time BIKE-Flip implementations, our attack was evaluated against an idealized simulation.

code-based schemes such as BIKE and HQC, but not to Classic McEliece, whose structure
is substantially different. The source code and datasets used in this work are publicly
available at https://github.com/thalespaiva/fault-injection-on-code-kems.

The main contributions are summarized as follows.

1. Fault attacks beyond FO wverification. The first fault injection attacks on BIKE
and HQC that do not rely on faults targeting the Fujisaki-Okamoto transform are
presented. While FO verification is commonly regarded as the primary point of
protection, since bypassing it compromises CCA security, these attacks demonstrate
that key recovery remains possible even when this component is assumed to be
secured. In particular, full secret key recovery can be achieved using only valid
ciphertexts, requiring 17392 and 3 million decapsulation queries for HQC and BIKE,
respectively, under NIST Level 1 parameters.

2. Ezxperimental validation. We experimentally validated these faults on an STM32H7
microcontroller using laser fault injection against the reference implementations of
BIKE and HQC. Our results show that the induced faults are highly repeatable,
demonstrating the practicality and reliability of the proposed attack methodology.
We have also validated that the proposed attacks are applicable to widely used
public libraries, including PQM4 [KPR™] and LibOQS [SM17], which employ similar
implementation structures. Due to the large number of decapsulation queries required
by our attacks, after experimentally validating the fault locations and repeatability
rates, we performed software-based fault simulations that reproduce the observed
real-world behavior. This enables us to provide accurate and reproducible evaluations
of the performance of our attacks.

3. New general method for exploiting fault attacks on code-based KEMs. We propose
a generic approach to guide the identification and exploitation of effective fault
locations in BIKE and HQC. The approach is based on characterizing a class of
faults that induce decapsulation failures by increasing the Hamming weight of vectors
processed by the decoders, namely the BGF decoder in BIKE and the RMRS decoder
in HQC. These fault-induced behaviors are then leveraged to recover the secret key
using reconstruction techniques based on approximate distance information between
non-zero coordinates, commonly referred to as the key distance spectrum.

4. Improved key reconstruction algorithm. As a minor contribution, an enhanced
randomized key recovery algorithm is proposed, built upon prior work [GJS16,PT20].
This incorporates practical heuristics that increase robustness to noise and uncertainty,
enabling successful key recovery with fewer faults. This key reconstruction algorithm
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Table 2. BIKE parameters for each security level [ABBT24].

NIST Security r w d t BGF Thresh(s) function DFR
Level 1 12323 142 71 134  max(36,[0.00697220 |s| + 13.5300]) ~ 27128
Level 3 24659 206 103 199  max(52,]0.00526500 |s| + 15.2588]) 27192
Level 5 40973 274 137 264  max (69, 0.00402312|s| + 17.8785]) 27256

recovers the key within a couple of minutes for all our attacks. In particular, this
means that the total attack time is dominated by the decapsulation queries to the
device, not the key recovery phase.

Table 1 summarizes the comparison with prior fault injection results on HQC and
BIKE under NIST Level 1 parameters. The results highlight that targeting alternative
instructions enables practical key recovery, even when commonly protected components
are not involved, indicating a broader and less explored attack surface than previously
considered. While the number of required decapsulations may appear large compared
to prior fault injection studies, an optimized setup can still complete the attack within
hours to a few days depending on the platform and injection rate. Although this is higher
than typical practical fault injection settings, this work is the first to investigate faults
on internal code-based operations that directly lead to full key recovery in these schemes.
The proposed approach further provides a basis for improving efficiency and exploring
more effective fault strategies in future work.

2 Background

Notation. We use bold uppercase and lowercase letters to represent matrices and vectors,
respectively. An n-bit binary vector v has their entries denoted as v[i], for 0 <i <n — 1.
The Hamming weight of a binary vector v is denoted by |v|. The support of a vector v,
denoted by supp (v), is the set of indices of its non-null entries. Binary n-bit vectors are
identified with polynomials in Zo[z]/ (2™ — 1). As such, if u and v are binary vectors in Z%,
we let u - v denote their product under Zs[z]/ (z" — 1). If v € Z%, we let rot (v) € Zy*"
denote the circulant matrix generated by v. The circular distance between indexes ¢ and
j of an n-bit binary vector v is denoted by dist, (i,7) = min{|i — j|,n — |i — j|}. The
distance spectrum of a vector is the set of circular distances between each pair of its
non-null entries. More formally, the spectrum of a binary vector v is defined as the set
o (v) = {dist,, (3,7) : i # jand v[i] = v[j] = 1}. A distance d € o (v) has multiplicity
m when there are m different pairs of non-null entries of v whose circular distance is d.
If d € o (v), we say that distance d has multiplicity 0. We let z < X denote that z is
sampled uniformly at random from a set X. If the randomness for uniform sampling is

taken from an XOF, we write x &L,

2.1 BIKE

Given a security level, BIKE [ABB'24] uses the corresponding parameters r,w, and ¢
taken from Table 2. Parameters r and w will define the family of QC-MDPC codes to
be used, while t controls the weight of the error used for encryption. Listing 1 shows
BIKE KEM algorithms with the implicit rejection Fujisaki-Okamoto (FO) [FO99, HHK17]
transformation, as presented in the latest specification [ABB'24]. The algorithms require
three auxiliary functions #, K, and £ that are modeled as random oracles. Both K and £
output 256-bit vectors, and H outputs pairs of vectors (eg, e1) € Z] such that |eg|+|e1| = t.

The security parameters ensure that w/2 is odd and that 2 is primitive modulo r, thus,
during key generation, both hy and h; are invertible in Zs[z]/ (" — 1). The secret key is
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(a) Key generation. (b) Encapsulation. (c) Decapsulation.
1 procedure 1 procedure 1 procedure
BIKE.KeyGen(No input) BIKE.Encaps(pk) BIKE.Decaps(sk, (co,c1))

hpub Hpk 2 (h07h1,,u,0')<—sk

2 hg <s$ {VEZQ:\V\:w} o
m <$ Z5 3 zZ<4co-hg

3 h1<—${v€Z§:\v\:w}

2
3
2 14 (ep,e1) « H (m,m, (h)) 4+ e(,e] < Decode (z, ho,hy)
! hpub%hl.ho . 5 Co<-epter-hpy 5 m' < ¢ @C(eavell)
5 <+ First 256 bits of hy,} 6 c1+ m®dL(ey,e1) . . ,
6 0 87256 : K « K (m, (co,c1)) 6 if (90791) =H (m’, 1) then
7 pk <+ hpyp s return (K, (co,c1)) 7 K<+ K(m',(co,c1))
8 sk« (ho,hi,p,0) 9 end procedure s else
9 return (pk,sk) 9 K+ K(o,(co,c1))
10 end procedure 10 return K

11 end procedure

Listing 1. BIKE KEM algorithms [ABB*24].

then mainly composed by the pair of sparse vectors (hg, hy), and the public key is the dense
vector hy,p,. Note that the matrices [rot (hg) |rot (hy)] € Z5**" and [ I |rot (hyuy)] € Z5%*"
are both parity check matrices of the same quasi-cyclic moderate-density parity-check
(QC-MDPC) code. However, the first representation, only known by the secret key holder,
allows for efficient syndrome decoding using bit-flipping algorithms.

The ciphertext resulting from the encapsulation is composed by two parts: cg is a
syndrome of (eg, e1) with respect to a quasi-cyclic code, and c; is an encryption of the
seed m. Note that this construction follows the FO transformation, ensuring that the
receiver can recover the seed m and perform the reencryption to check if the received
ciphertext is valid. Given the ciphertext (cg,cy), the receiver first computes the secret
syndrome z = ¢ - hy. Notice that z =cy-ho = (eg +e1 - hpy) -hg =ep-hg +e; - hy,
so z is a syndrome of a low-weight vector with respect to a QC-MDPC code. Therefore,
the receiver, who knows the secret sparse representation of the quasi-cyclic parity check
matrix, can use QC-MDPC bit-flipping decoding algorithms to recover the sparse vector
[eole1] and compute the shared key K.

2.1.1 Decoding QC-MDPC codes in BIKE

The main step in BIKE decapsulation is the syndrome decoding with respect to a QC-
MDPC code. BIKE'’s specification states that applications are free to choose a decoder,
which may be tuned and optimized for particular platforms with specific constraints,
provided that they achieve a negligible DFR [ABB'24, Section 4.2.1]. Until the end of
Round 4, BIKE recommended a well-studied and implemented BGF decoder, but after
Round 4, the new BIKE-Flip decoder [ABB™24] was proposed.

A limitation of BIKE-Flip is that it does not come with a constant-time implementation:
the authors provide a reference implementation that uses floating-point arithmetic and
secret-dependent branches. In the absence of a constant-time implementation, timing
attacks are a natural adversary, and fault injection targeting a specific implementation
becomes harder to justify, as it would not represent a fundamental security analysis of
the scheme. In this work, we are primarily concerned with the official constant-time BGF
decoder [DGK] referenced in the BIKE latest v5.2 specification [ABB™24] but we also
show a generic attack against the BIKE-Flip decoder.

Given a syndrome ciphertext ¢ = eg + e; Hp},,,, BGF [DGK20] is used to recover the
sparse error vector e = [eg|e;] using the secret sparse matrix H. The algorithm first
computes the secret syndrome z = cH(—)'— , then starts with e <— 0 and performs a sequence
of Nyer iterations, each of which updates its knowledge of e until either z = eH' or the
number of iterations exceeds a certain limit Ny, and a decoding failure occurs.
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Algorithm 1. The BGF decoding algorithm.

1 procedure BitFlipIter(H,z,e,s, 1)
2 BlackMask < 0 € F2"

3 GrayMask < 0 € F%r

4 for j =1 to 2r do

upe; « [supp (s) Nsupp (H )|

o

6 if upc; > To then

7 e; «—€j > Flips coordinate j of e
8 BlackMask; «— 1

9 else if upc; > 19 — 6 then

10 GrayMask; < 1

11 s«—z+eHT > Recomputes the partial syndrome
12 return e, s, BlackMask, GrayMask

13 end procedure

14 procedure BitFlipMaskedIter(H,z,e,s, Mask, 71)
15 for j =1 to 2r do

16 upc; < |supp (s) Nsupp (H;r) !

17 if Mask; = 1 and upc; > 71 then

18 e; < €; > Flips coordinate j of e
19 s<z+eHT > Recomputes the partial syndrome
20 return e, s

21 end procedure
22 procedure BGF(H = [Ho|H1],z = CHJ)

23 e+—0¢ IF'%T > Initializes the partial error vector
24 Sz > Initializes the partial syndrome
25 for i = 1 to Npter do

26 > Every time e and s are updated, it holds that s =z + eH "

27 if i =1 then

28 e, s, BlackMask, GrayMask < BitFlipIter (H,z,e,s, 79 = Thresh (s))

29 e,s < BitFlipMaskedIter (H,z,e,s,BlackMask,7p = (d +1)/2 4 1)

30 e,s < BitFlipMaskedIter (H,z,e,s, GrayMask, 71 = (d+1)/2 + 1)

31 else

32 e,s < BitFlipIter (H,z,e,s, 79 = Thresh (s)) > Ignores the black-gray masks
33 if eH' =z then > This condition is equivalent to s = 0
34 return e

35 else return L > Decoding failure

36 end procedure

Algorithm 1 presents the BGF decoder with its two bit-flipping auxiliary procedures:
BitFlipIter and BitFlipMaskedIter. These procedures are very similar to other iterative
decoders, such as the original Gallager’s bit-flipping algorithm [Gal62]. The value of § is
fixed as 6 = 3 for all security levels. While the number of iterations is fixed as Nyter = 5
for all security parameters, the threshold function Thresh varies, as defined in Table 2.
We remark that the iterations used by BIKE-Flip are very similar to the BitFlipIter
procedure, if we ignore the black and gray masks.

2.2 HQC

The algorithms used by HQC [GAMAT25] are described in Listing 2. Given the secu-
rity level, the set of HQC parameters (n1,ng,n, k,w,wy,we) is specified according to
Table 3. Parameters (k1,n1) and (k2,n2) denote the dimension and length of the shortened
Reed-Solomon (RS) code and the repeated Reed-Muller (RM) code, respectively. The
concatenation of these two codes results in the powerful RMRS error correction code that
encodes 8k; bits into niny < n bits. HQC operates on n-bit binary vectors, which are
identified with polynomials in Zs[z]/(z™ — 1), where n is taken as the smallest prime
greater than niny. The values w, w,, and we denote the weights of the sparse vectors
used in key generation and encapsulation encryption.
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Table 3. HQC parameters for each security level [GAMAT25].

NIST. k‘ w Wy = We RS[nl, k‘1, d1] RM[TZQ, kig, dg} DFR
Security

Level 1 17669 128 66 75 [46, 16, 15 [384,8,192] 27128
Level 3 35851 192 100 114 [56, 24, 16] [640,8,320] 27192
Level 5 57637 256 131 149 [90, 32, 29] [640,8,320] 27256
(a) HQC internal PKE algorithms. (b) HQC KEM algorithms.

1 procedure HQC.PKE.KeyGen(No input)
2 XF${VEZ§:|V|:U}}

1 procedure HQC.KEM.KeyGen
2 pk, sk’ < HQC.PKE.KeyGen (No input)
3 o < random 256-bit string

4 sk «— (sk’, pk, o)
5
6

3 y<—${vEZg:|v|:w}
h s Z%
: S X er y-h return (pk, sk)
6 pk « (h,s) 5 end procedure
sk
z: returi (pk, sk) 7 procedure HQC.KEM.Encaps(pk)
o end procedure 8 m < random 256-bit string

9 salt < random 256-bit string

10 K,0 + G (H (pk, m, salt))

11 (u,Vv) < HQC.PKE.Encrypt (pk, m, 6)
12 c < ((u,v),salt)

-
[S)

procedure HQC.PKE.Encrypt(pk, m, )
11 h,s + pk
12 xof < Initialize XOF with seed 6

) xof ool 13 return (K, c)
3 r2 {V €2y :|vl= w"} 14 end procedure
xof
14 e<—{v€Z§:|v\:we}
xof 15 procedure HQC.KEM.Decaps(sk, c)
5w e {vezy v =w) 16 sk/,pk,o « sk
16 u<ri+hory 17 (u,v),salt < ¢
1 V < RMRS.Encode (m) +s-r2 +e 18 m’ < HQC.PKE.Decrypt (sk’ c)
18 return (u,v) ’

19 K',0' + G (H (pk,m’, salt))

19 end procedure
P 20 (u’,v’) + HQC.PKE.Encrypt (pk, m’,0")

20 procedure HQC.PKE.Decrypt(sk, (u,v)) 21 if (u,v') = (}17 v) then

21 dv-u-y 22 return K

22 m’ < RMRS.Decode (c’) 23 else S

23 return m’ 24 > Use implicit rejection key

24 end procedure 25 return Kiej < J (H (pk, 0,¢))

26_end procedure

Listing 2. HQC algorithms.

When given an honestly generated ciphertext c, the receiver uses the secret key y to
compute ¢/ = v —y - u, which yields ¢/ = RMRS.Encode(m)+x -1y —y - 11 + €. Then, since
the error € = x-ry —y - r; + e has a low weight, the receiver uses RMRS to remove the
error € by computing RMRS.Decode (c¢’) and hopefully recovers m. Note that, to achieve
negligible DFR, the RMRS is designed to be very powerful.

3 Fault injection attack on HQC'’s polynomial multiplication

This section presents a key recovery attack against HQC based on skipping faults applied
to the schoolbook polynomial multiplication. We begin the section by first stating the
threat model and then describing the details of the fault location and its exploitation.

Attacker model. The attacker is given an HQC reference implementation compiled for
Armv7-M considering gcc 15.2.0 with flags -mcpu=cortex-m7 -march=armv7e-m -03.
In this paper, we always assume the FO-transform verification is heavily protected, so
the attacker is not allowed to skip checks of the FO reencryption operation. We assume
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Algorithm 2. The Karatsuba multiplication algorithm.

1 procedure Karatsuba(a, b, n)

2 if n <7 then > Precomputed threshold for which schoolbook is efficient when n < 7
3 return SchoolbookMultiplication(a,b)

4 (ap,a1)  Two halves of a > Split a into parts of lengths |[n/2]| and [n/2]
(bo, b1) + Two halves of b > Split b into parts of lengths |n/2] and [n/2]
ro < Karatsuba(ag, bo, [n/2])

r, < Karatsuba(aj, by, [n/2])

ro < Karatsuba(ag + a1, bo + b1, [n/2])

r<« [ro|(ro +r1+r2)|rq] > Reconstruct result concatenating partials
10 return r

11 end procedure

© w N o o«

the attacker can apply one skipping fault on each decapsulation procedure, but they can
change the fault location each time. After faulting the decapsulation, the only result
that is observable to the attacker is whether the decapsulation failed or succeeded. We
remark that the ability to apply faults to different locations is a theoretical assumption.
While we are able to demonstrate skips to a single point in practice (see Section 6), the
synchronization requirements to apply faults to different precise locations would require a
more powerful attacker.

3.1 Fault location

To understand the fault attack vulnerability in HQC, we first examine how fault injection
affects the schoolbook polynomial multiplication employed within the scheme. The decryp-
tion algorithm in HQC starts by taking the ciphertext (u,v) and computing ¢’ = v —y - u,
using the secret key y. To compute the multiplication y - u, the Karatsuba and Toom-
Cook algorithms are used by the HQC implementation. These are well-known algorithms
that recursively split the polynomial into equally sized parts, and combine the results of
recursive calls to build partial products. In the base case, a schoolbook multiplication
algorithm is used to multiply two small polynomials.

While different combinations of Toom-Cook and Karatsuba are used in the optimized
AVX2 implementation, the reference implementation uses Karatsuba directly. Therefore, we
focus on the Karatsuba algorithm, which is shown in Algorithm 2. However, our arguments
should also apply to Toom-Cook multiplication, which can be seen as a generalization of
the Karatsuba algorithm.

Let us consider what happens when Algorithm 2 is applied to y and u. We can see
that the recursive calls defining ro and ry will directly process the two parts yo and y; of
the secret y. By recursively applying this thought, we end up noticing that the schoolbook
multiplication algorithm will run on every chunk of 7 bits of the secret y.

Figure 1 illustrates, with a toy example of a 32-bit secret, how two levels of Karatsuba
calls end up having schoolbook multiplications processing the four 8-bit chunks. This
makes the schoolbook multiplication an interesting point to apply a failure: it processes
the key and has a somewhat cascading effect in the final product.

The implementation of the schoolbook multiplication is shown in Listing 3. Let us
consider what happens when it is processing a chunk of the secret key y passed as argument
a. The algorithm iterates over each bit of a and updates the considered product by adding
the corresponding circular shift of b. Following constant-time programming practices, the
code uses a mask variable so that it does not branch depending on the secret bits of a.

We know that each bit of the secret key y will eventually be processed by the function
schoolbook_mul. Suppose the implementation uses 64-bit registers and that an attacker
is able to skip the AND instruction in Line 6. Let us evaluate the result of this fault in
the variable mask, considering the case when a[i] is a 64-bit chunk of y. There are three
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| yooon |
[ uf0 : 31] |
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—
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[wo:7 ][ | | (w157 ] | | [wl6:23]] | | | | [uP4:310] || | [ |1 |

Schoolbook | Schoolbook | Schoolbook Schoolbook | Schoolbook | Schoolbook Schoolbook | Schoolbook | Schoolbook

Figure 1. Toy example showing how, when computing y - u using 2 levels of Karatsuba, the
four 8-bit parts of the 32-bit secret y are processed by calls to the schoolbook algorithm.

static void schoolbook_mul(uint64_t *r, uint64_t *a, uint64_t *b, size_t n) {
memset(r, 0, 2 * n * sizeof(uint64_t));
for (size_t i = 0; i < nj; i++)
for (int bit = 0; bit < 64; bit++) {
// Remember that, in Armv7-M, mask will be stored in a 32-bit register
uint64_t mask = -((alil >> bit) & 1); // Fault location A (and instruction in -03)
int inv = 64 - bit;
if (bit == 0) // Fault location B (cbnz instruction in -0s)
for (size_t j = 0; j < m; j++)
rli + j1 "= blj] & mask;
else
for (size_t j = 0; j < mn; j++) {
rli + jl “= (b[j] << bit) & mask;
r[i + j + 11 ~= (b[j]l >> inv) & mask;
}

© NG W N
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Listing 3. Reference C implementation of the schoolbook polynomial multiplication.

possible cases for a[i]: it can have only null bits, exactly one non-null bit, and more than
one non-null bit. When it has only null bits, i.e. a[i] = 0, then the skip has no effect
since mask = 0 is exactly the value it should have been without the fault.

Now suppose a[i] has exactly one non-null bit in position k. Then

1 << (k - bit), if bit <k,
(al[i] >> pbit) = < 1, if bit =k,
0, if bit > k.

Therefore, based on the two’s-complement representation in 64-bit registers, the faulted
mask value can be defined as

Ob11111...1111100000...00000, if bit < k,

. . 64— (k—bit) k—bit
k= - >> bit) = 1
mas (ali) 1t) 0b11111...11111, if bit = k, (1)
0b00000. . . 00000, if bit > k.

This means that, when bit > k, the value of mask is exactly the same as it would
have been if the fault was not applied. However, when bit < k we get a different mask
value, which then can be catastrophic. In particular, the loops in Lines 9 and 12 using
the faulted mask will result in an update of n entries of the array r with an XOR with
garbage bits (e.g. (b[j] << bit) & mask), and may result in a decryption failure.

We still have to consider the third case, when a[i] has n > 1 non-null bits, which gets
exponentially more rare when 7 increases, since y is sparse. While the analysis is more
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Figure 2. The output of the data collection phase when attacking HQC-128 using one
fault per decapsulation for a selected index range. The skipping faults are applied to the
schoolbook multiplication when processing different indexes of y.

convoluted than in the n < 1 case, it is possible to observe a similar behavior for n > 1.
In particular, if k; < ... < k,, are the positions of the non-null bits of a[i], we observe
that: (i) mask ~ 0b111...111! when bit = k;, (i) mask = 0 when bit > k,, and (iii)
mask # 0 otherwise. These are the main observations allowing us to recover the key, as
explained next.

3.2 Key recovery attack

Our attack strategy works in two phases: data collection, when the fault is applied and
the decapsulation results are observed, which is then followed by key recovery.

Step 1: Data collection. This step runs faulted decapsulations of valid ciphertexts and
records whether they were successful or not. For each k = 0 to n — 1, we skip the AND
operation corresponding to the processing of bit y[k] of the secret key inside a call to the
schoolbook multiplication procedure.? We let fi, € {0,1} be the output of the kth run, by
setting fr = 1 or fr = 0 when the decapsulation failed or succeeded, respectively.

Figure 2 illustrates the output of this first step. We can see that the positions in
the support of y typically lie in points where we move from a decapsulation failure to a
success. Now, it is important to note that the reverse is not true: there are points where
we move from a failure to a success, which are not in the support. This behavior is a direct
consequence of Equation 1: when we see a sequence of faults (case bit < k), followed by a
successful decapsulation (case bit = k), then y[k] is a potential non-null bit.

Step 2: Key recovery. Consider the results fy,..., fn—1 obtained from the data collec-
tion step. Let us consider the limitations of the information that can be learned from
fos---y fn_1. Since Equation 1 is defined for a 64-bit block of y, flips from a failure in fr_1
to a success in fi only gives useful information when bits y[k — 1] and y[k] fall within
the same 64-bit block. This implies that there is no way to use the failures to learn the
first bit of each 64-bit block (i.e. bits y[64i], for 0 < i < [n/64]). The procedure is also
not able to correctly detect an element k in the support of y if £ — 1 is also in the secret
support, as the drop in the plot is only observed for the first element. Therefore, fault
injection alone is not able to provide the full secret key, and we need additional steps to
obtain the remaining bits of the key.

Our strategy begins with Algorithm 3, which uses the output fo,..., f,—1 from the
data collection phase to build a set Z of coordinates of y that we can assume to be zero.
Starting with Z = {0,1,...,n — 1}, we can see that Line 4 removes indexes that are

1We write mask ~ Ob111...111 because there may be a few null bits in mask that are caused by the
negation of the multiple non-null bits in a[i].

2The processing of bit y[k] by the schoolbook_mul function is done by a specific call to schoolbook_mul
(see Figure 1) and a particular pair of indices (i,bit) in Listing 3.
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Algorithm 3. Extracting set Z of known null entries of y from faults.

1 procedure BuildZ(Decapsulation results fo,..., fn—1 from data collection phase)

2 Z +{0,...,n—1} > Start with the full set of indexes
3 for each ¢ = 0 to [n/64] — 1 do > Iterate over the 64-bit blocks
4 Z + Z — {643} > Remove multiples of 64 as faults give no information
5 for each j =1 to 63 do > Iterate over the bits of the block, skipping first
6 k< 64i+j

7 if k£ > n then break > Break when finished processing the last block
8 if fr =0and fr_1 =1 then > Condition to identify non-null entries
9 Z « Z — {k} > Remove the non-null entry found
10 for{=1toy—1do > v depends on HQC parameters (n,w)
11 if j + ¢ > 64 then break > Break when overflowing to next 64-bit block
12 Z <+ Z —{k+1} > Remove potential non-null neighbors of &k
13 return 7

14 end procedure

multiples of 64 from Z, since we cannot get information on them, as discussed above.
Then, Line 9 removes indexes for which a decapsulation failure moved to a success, which
are associated with non-null entries. However, remember that we cannot reliably detect a
series of non-null entries in y from the sequence fy,..., f,—1 alone. Therefore, we use a
parameter v to conservatively avoid the undetectable cases when there are sequences of v
non-null entries in the secret key. This is done by Line 12, that, once a potential non-null
entry k is found, removes the values k+1,...,k+ v —1 from Z.

A good value for v ensures that our attack is able to recover the secret key with high
probability. In other words, v should be enough to ensure a negligible probability of a
random secret vector y containing a sequence of v non-null bits. For HQC parameters
(n,w), we can bound the probability that a random n-bit binary y of weight w has a
sequence of vy non-null bits as follows. Since Pr(y[k] = 1) = w/n, the probability that
ylk] =...=ylk+~—1] =1 for a fixed index k is approximately (w/n)”. Then, applying
the union bound on the n possible values of k, we get

Pr (Attack fails) = Pr (y[k] = y[k + 1] = ... = y[k+~ — 1] = 1 for any k) ~ n (E)7 .
n

Now with Z in hand, we can proceed to solve the key equation x +y - h = s for secret
(x,y) and public key (h,s). We can employ well-known techniques, such as information
set decoding (ISD) algorithms assisted by knowledge on Z. Namely, first write the key
equation in matrix form as [I 1ot (h)] [x ] T = 5. We know |Z| zero coordinates of y,
making this a linear system with n equations on 2n — |Z| unknowns. Thus, if we correctly
guess n — |Z| zero coordinates of x, we could solve the key equation, and if not, we can
keep trying until we guess them correctly. Since x has n — w zero coordinates in total, the

probability of correctly guessing n — |Z| zero coordinates of x is

Pr (Guess n — |Z| non-null entries of x) = ( " _|1ZU|>/< n|Z|>
n — n-—

Simulation results for HQC-128. To demonstrate the feasibility of this attack for key
recovery, we performed a simulation considering 50 HQC-128 keys. The attack uses
n = 17669 faults related to indexes k that are not multiple of 64, each applied to a single
decapsulation. Note that HQC-128 uses parameters (n,w) = (17669, 66), thus the attack
parameter v = 4 is enough for the attack to fail only for a fraction 2718 of the keys. After
processing the output of the data collection phase to build the set Z, we observed a median
size of |Z| = 17072. The average cost of guessing n — |Z| zero coordinates of x to finish
the key equation was lower than 10 guesses, making the attack practical for an attacker
that can implement this fault model.
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We remark that it is possible to reduce the number of decapsulations from n to
n — [n/64] = 17392 by setting fes; = 1, for 0 < i < [n/64], instead of computing the real
value experimentally. This is conservative, since it results in strictly more indexes being
removed from Z. While it increases the number of guesses to 600, this is still fairly small.

Limitations of the attack. Although this attack only needs one fault per decapsulation
to skip the same instruction, the skip is done at different points in time. Specifically, for
each target index k of the the secret key y, we skip the AND instruction of a specific loop
iteration of one particular call to the schoolbook multiplication algorithm. This may be
harder to mount than a simple skipping fault that is applied to exactly the same point in
time, potentially limiting its applicability in a realistic scenario.

Moreover, due to the shared similarities between HQC and BIKE, one might ask if a
similar attack could be mounted against BIKE. In particular, BIKE also uses the Karatsuba
algorithm to compute c - hg, for a ciphertext ¢ and sparse secret hy. We investigated
this possibility, and, although it seems possible to apply faults to the base multiplications
processing parts of the secret, the propagation of the fault is very limited because the BGF
decoder recomputes the syndrome on every iteration.

4 A general method for fault attacks on code KEMs

In this section, we present a general method that enables fault injection attacks on BIKE
and HQC even when the FO reencryption check is heavily protected.

Fault injections beyond the Fujisaki-Okamoto reencryption check. Our main motivation
is to provide a generic procedure to find and exploit faults on BIKE and HQC that are able
to recover the key even against implementations that heavily protect the FO verification,
unlike previous fault attacks [XIUT21]. In particular, we assume that the attacker can
apply faults to points in the decapsulation process (e.g. the IND-CPA decryption or
re-encryption), but not to the ciphertext equality check.

We follow the reaction attack model, in which the attacker can determine whether the
decapsulation succeeded or not. We remark that the victim’s reaction may give information
on the success or failure of the decapsulation even under the implicit rejection variant
of the FO transformation. For concreteness, consider the real-world use of KEMs: two
parties use a KEM to share a symmetric key that is used within a larger protocol or
for direct communication using AEAD schemes. Then, if the attacker encapsulates a
key and the receiver does not derive the same key due to implicit rejection, then their
communication will fail at some point (e.g. due to an invalid authentication tag), which
the attacker interprets as a decapsulation failure. Current versions of BIKE and HQC are
not vulnerable to reaction attacks due to their negligible DFR for valid ciphertexts. While
invalid ciphertexts can increase the DFR, these always cause decapsulation failures because
of the FO reencryption check, thus not providing useful information to the attacker. In
what follows, we propose a new method that uses fault injection to increase the DFR even
for valid ciphertexts, enabling reaction attacks capable of recovering the secret key.

4.1 Our method

Let us consider the similarities shared by HQC and BIKE. In both schemes the secret key
is a pair of low-weight vectors: (hg,h;) for BIKE, and (x,y) for HQC.
When BIKE and HQC decrypt ciphertexts ¢ and (u, v), respectively, they compute:

BGF .Decode (c - hg) = BGF.Decode (eg - hg + €7 - hy), and
RMRS.Decode (v — u-y) = RMRS.Decode (RMRS.Encode (m) + x-ro —y-r; +€).
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We can see that the vectors to be decoded in both cases have a similar structure:
epxe = €p - hg + €1 - h; for BIKE, and eyqc = x-r2 —y -r1 for HQC. These consist of sums
of products of sparse vectors, where some of them are known by the attacker (sender) and
the others are parts of the receiver’s secret key.

The relation between the error to be corrected and the secret keys. It is well-known
that the Hamming weights of epker and eyqe highly depend on an important relation
between the secret key vectors and the encryption nonces known by the attacker. This
relation was first observed by Guo et al. [GJS16] in 2016 in their famous reaction attack
on QC-MDPC (the predecessor of BIKE). The same relation was later explored against
HQC in a timing attack [PT20]. Guo et al. [GJS16] showed that the Hamming weight of
a - b tends to be smaller when the spectrums of a and b share a high number of entries.
This means that information on the weight of egy Or euqc can be exploited by an attacker
for key recovery. While the weights of these vectors are not directly accessible to attackers,
errors of larger weight are typically harder to decode. Therefore, a decapsulation failure
could leak if the weight of egkp Or eyqc is high, enabling a reaction attack.

Using faults to obtain information on the Hamming weight of the error. Our idea is to
use faults in points of the decapsulation in a way that it increases the Hamming weight of
the error to be corrected by HQC or BIKE decoder (egxg; 0T €jqc) in a somewhat predictable
manner. In particular, we want faults that add controlled errors to these vectors so that we
start seeing some decapsulation failures. If we are successful, a critical behavior takes place:
a decapsulation error or success will be correlated with the Hamming weight of ek or eyqe.
This can then be traced back to relations with the spectrum of secret vectors. For example,
a fault in the BIKE decapsulation procedure enables us to obtain e}, = epxi + €', where
€’ is a small binary noise. Then BGF.Decode (e}, ;) = BGF.Decode (egxs + €').

So, if €' is small enough and we see a decapsulation failure, then we could infer that
the Hamming weight of ey is large, which in turn gives us the information that the
spectrums of hy and e( are related (as well as those from h; and e1). Naturally, we have
to be careful not to cause larger errors €, otherwise the decapsulation will always fail and
thus will not give us any information.

Key recovery attack. The key recovery attack can then proceed exactly as done in
spectrum-based attacks against BIKE and HQC [GJS16,PT20]. For concreteness, we
explain the key recovery procedure for HQC, but the same idea is directly applicable to
BIKE if we map HQC secrets (x,y) to BIKE secrets (hg, hy), and the HQC nonces (ra,r1)
to BIKE nonces (e, e1).

The attacker proceeds by generating ciphertexts to the target while keeping track of
the nonces (rq,rz). By checking whether the decapsulation failed or not, the attacker
can build two arrays tx and ty such that tx[d] (resp. ty[d]) is the average number of
failures when the cyclic distance d appears in the spectrum of x (resp. y). This procedure
enables ty[d] to act as a distinguisher of whether d appears in the spectrum of y as follows.
Lower values of ty[d] correlate with lower |euqc|, which are also associated with lower
|y - r2|, which is finally correlated with d not appearing in the spectrum of y. A real-world
histogram of a vector like ty is shown in Figure 4b, which illustrates how values in tx
correspond to entries in the spectrum of x.

Once values of ty[d] for distances that are in and out of the spectrum of y are
sufficiently separated, one can apply key reconstruction algorithms to recovery the key.
Guo et al. [GJS16] proposed a depth-first search algorithm for reconstructing the key
given the spectrum that is simple and effective, but requires the full set of distances in the
spectrum of the secret key. Later, Paiva and Terada [PT20] proposed a randomized variant
targeting the case when the attacker has partial information on the secret key spectrum.
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4.2 An improved algorithm for key reconstruction from spectrum

We now present an overview of our new algorithm for key reconstruction from spectrum.
The main motivation for introducing this procedure is empirical: in our experiments,
previously proposed reconstruction algorithms [GJS16,PT20] were unable to fully recover
the secret key in the fault-attack setting considered in Section 5.2.

Let y be the secret n-bit vector of Hamming weight w that we wish to reconstruct.
Assume we are given two sets of distances, D, and Dgyy, representing distances that are
believed to be in and out of the spectrum of y. In practice, these sets are obtained from the
observed values ty[d]: distances in Dj, correspond to values that are among the smallest,
while distances in D, correspond to values that are among the largest ones. A standard
reconstruction strategy then proceeds iteratively, adding support positions while trying to
enforce consistency with these two sets.

Algorithm 4 shows our new algorithm, which builds up on the randomized search
strategy of Paiva and Terada [PT20], which primarily uses Doy to exclude invalid candi-
dates, but incorporates three additional heuristics: (7) conservative first iterations, (%)
scoring candidates by consistency with Dy, and (44) completion by selecting unlikely
null positions. The functions for scoring candidates is at the core of our heuristics, which
is also parametrized by two parameters 6, and 6o, which define the behavior in particular
iterations, as explained next.

The first iterations are particularly critical, since an incorrect early choice can easily
drive the search toward a wrong support. To improve the quality of the initialization,
during the first 6; iterations we only accept a candidate position c if all distances induced
between ¢ and the currently guessed support belong to Dj,. This makes the early support
estimate more conservative, but also more reliable.

After the initial phase, the algorithm evaluates each remaining candidate through a
score that measures how consistent it is with the set of already identified zero positions.
More precisely, for a candidate ¢, we compute the set of new coordinates that would be
forced to zero by Dy, and we score ¢ according to the overlap of this set with the current
set of indexes that are considered to be zeros. Candidates with larger overlap are preferred,
since they are more compatible with the exclusions accumulated so far. Intuitively, a
correct support position should reinforce the zero-pattern already suggested by Dgyt-

A single execution of the iterative typically is not able to recover all w support positions
when Dy, contains some incorrect distances that are in the spectrum of y. To deal with
this case, when the recovered support is already sufficiently large, we apply a completion
step. For the current partial support, we compute a rating for the positions currently
classified as null and select the positions with the smallest ratings, that is, those that
appear least likely to be truly null according to Doyt-

Comparison with other approaches. Although we developed these improvements target-
ing the specific application of this paper, our results suggest that this algorithm presents
significant improvements over the previous state of the art [PT20]. In particular, our
Python implementation was able to solve in 1 minute an instance [PT20, Table 2] that
their C implementation was not able to solve even when given hours of runtime. It is
important to note that recently Salom et al. [SSV26] presented a new algorithm that uses
soft information for key reconstruction. While we did not run a comparison with their
algorithm due to its recent appearance, their work seems very well suited to our setting.

5 Applying our general method to BIKE and HQC

In this section, we discuss how our general method can be used to find and exploit faults
for full key recovery in BIKE and HQC. We show how simply skipping arithmetic and
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Algorithm 4. Key reconstruction from spectrum information.

1 procedure GetScoresForCandidates(candidates, support, zeros, Dout, Din, strict)
2 scores <— Empty dictionary mapping integers to integers
3 for ¢ in candidates do
4 if strict = True then
if |support| < 01 and dist (s, ¢) & Diyn for any s € support then
scores[c] =0
continue
tmp_zeros < {c+d:d € Doyt } U{c—dmodn:d & Dout}
scores[c] = |tmp_zeros N zeros|

© o N o wu

10 return scores
11 end procedure

12 procedure KeyReconstruction(Din, Dout, 1)

13 s < Sample from Djy

14 support + {0, s}

15 zeros < {d:d € Dout} U{—d mod n :d € Dout } > Set, of necessarily null entries
16 candidates < [n] — zeros — support

17 while |support| < w do

18 if |candidates| > 0 then

19 scores < GetScoresForCandidates (candidates, support, zeros, Dout, Din, True)

20 best_candidates < 7 candidates with the highest scores

21 r < Random element from best_candidates

22 support < support U {r}

23 zeros < zeros U{r+d:d € Dout} U{r —dmod n : d € Dout}

24 candidates < [n] — zeros — support

25 else if |support| > 62 then

26 candidates < [n] — support > Any new entry is now a candidate
27 scores  GetScoresForCandidates (candidates, support, zeros, Dout, Din, False)

28 S < Set of the w — |support| keys in scores with the highest values

29 support <— support U S > Support is now complete with w entries
30 return support

31 end procedure

logical Armv7-M instructions such as subs or ands or skipping loops can result in attacks
against both schemes. We remark that the objective of this section is not to perform an
exhaustive evaluation of possible points, but we try to focus on two points, one for each
scheme, that allow us to assess the generality of the method.

Attacker model. The following sections assume a similar model to the one considered in
Section 3, but with a significant difference: now the attacker can only apply one skipping
fault to a fixed point in time during the execution of the decapsulation. This means that the
following attacks can be carried by less powerful attackers, as they do not need to change
the fault location in each decapsulation. More specifically, the attacker is given reference
implementations for HQC and BIKE compiled for Armv7-M considering gcc 15.2.0
with flags -mcpu=cortex-m7 -march=armv7e-m -03, and we assume the FO-transform
verification is heavily protected. Following the reaction attack model, after faulting the
decapsulation the attacker can learn whether the decapsulation failed or succeeded.

5.1 Fault attack on the BIKE decoding function

To apply our method to BIKE, we need a location for a skipping fault with a global
effect during the decoding, since faults that have only localized effects end up having
little impact on the decapsulation failure. A natural place to apply the fault is during the
decoding step, which uses the secret key since it requires the sparse parity check matrix
of the code. We mainly focus on the BGF decoder, which is the latest BIKE decoder to
have a constant-time implementation without floating point operations, making it a more
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static inline uint64_t mul64high(uint64_t a, uint64_t b) { 1| get_threshold:
uint64_t a_lo, a_hi, b_lo, b_hi; 2 1ldr r2, .L3
a_lo = a & OxffffffffULL; 3 ldr ip, .L3+4
b_lo = b & OxffffffffULL; 4 umull r0, r3, r0, r2
a_hi = a >> 32; 5 mla rl, r2, r1, r3
b_hi = b >> 32; 6 1ldr r3, .L3+8
return a_hi * b_hi + ((a_hi * b_lo + a_lo * b_hi) >> 32); 7 ldr r2, .L3+12
} 8 adds r0, r0, r3
9 adc rl, r1, #0
// Return 0 4if vl < v2, (-1) otherwise 10 umull r0, r3, r0, r2
static __inline__ uint32_t 11 umlal r0, r3, rl, ip
secure_132_mask(uint32_t v1, uint32_t v2) { 12 movs r0, #0
return ~((uint32_t) (((uint64_t)vl - (uint64_t)v2) >> 32)); 13 umlal r3, r0, rl, r2
} 14 1srs r3, r3, #26
15 orr r3, r3, r0, 1sl #6
uint8_t get_threshold(uint64_t syndrome_weight) { 16 subs r2, r3, #36 // Point A
uint64_t thr = TO + (T1 * syndrome_weight); 17 sbc r0, r0, r0
thr = mul64high(thr, T_MUL_CONST); 18 mvns r2, r0
thr >>= T_SHIFT; 19 and r0, r0, #36
uint32_t mask = secure_132_mask((uint32_t) thr, T_MIN); 20 ands r2, r2, r3 // Point B
thr = (mask & thr) | ((~mask) & T_MIN); 21 orrs r0, r0, r2
return thr; 22 uxtb r0, r0
} 23 bx 1r

Listing 4. Implementation of the BGF threshold computation in C and the corresponding
Assembly code.

suitable target (see Section 2.1). However, we also briefly describe an attack on the newer
BIKE-Flip decoder in the end of this section.

Fault location. We know that BGE’s most important iterations are the first ones [PT22].
Thus, if we can successfully apply a fault with global effect in one of the first iterations,
the failure may propagate through the whole decoding, and hopefully result in a failure
under certain conditions (e.g., the secret syndrome has a slightly larger weight). One point
that has a global effect on the iteration is the computation of the BGF threshold. This
threshold, as shown in Algorithm 1, is used when deciding to flip each bit, and is fixed
during the whole iteration. Therefore, if we are able to apply a fault to the threshold
computation in an early iteration, we might be able to cause decryption failures.

Listing 4 shows how the computation of the BGF threshold is computed in BIKE’s
reference implementation. The implementation follows constant-time practices and avoids
floating-point arithmetic by using scaled constants TO and T1 for the computation of a
linear function, which is then scaled back by shifting the value by T_SHIFT. Furthermore,
a condition mask is used to compute the maximum between the linear function and a fixed
value T_MIN. Namely, the variable mask is set to 0 when the computed threshold is lower
than T_MIN and OxFFFFFFFF otherwise.

Consider what happens when a skipping fault is applied during the computation of the
and instruction between mask and thr, resulting in thr = mask | ((~mask) & T_MIN).
For reference, this fault location corresponds to Lines 21 (C implementation) and 20
(Assembly) in Listing 4. Since the variable mask is a 32-bit mask equal to 0 when condition
thr < T_MIN is met, we have

T_MIN, if TO-|s|+ T1 < T_MIN,
thr =

2%2 _ 1,  otherwise,

for appropriate values T0O and T1, corresponding to scaled versions of TO and T1.

Applicability of our general attack method. So let us analyze the behavior of the
get_threshold function when this fault is applied. Intuitively, thr is a valid threshold
value (T_MIN) when TO - [s| + T1 < T_MIN, but a very large value otherwise. In particular,
this very large threshold would be too high for the iteration to flip any bit. This means
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Figure 3. Effect of faults in BIKE Level 1 (Point B), and BIKE Level 5 (Point A).
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Figure 4. Separation of distances in and out of the spectrum of (a) hy (BIKE) after 3
million faulted decapsulations and (b) y (HQC) after 50 million faulted decapsulations.

that, if the Hamming weight of the secret syndrome is high enough, then the iteration will
not have any effect, which may result in a decoding failure.

Figure 3 (left) shows the effect of this fault when applied to the second iteration of
BIKE Level 1. We can see that a decryption failure or success faithfully characterizes
the weight of the secret syndrome during the start of the BGF iteration when the fault is
applied. We remark two important observations from our experiments. The first is that
this fault location only gives meaningful information when applied to the second BGF
iteration. Namely, when applied to the first iteration, we always get a decoding failure,
and when applied after the second iteration, decoding always succeeded.

The second observation is that this fault location does not work for BIKE levels 3 and
5. This can be explained by the additional iterations required to support higher security
levels, which makes it more robust. Nevertheless, we were able to find another skipping
fault location that is applicable to BIKE levels 3 and 5: the subtraction in Lines 13 (C
implementation) and 16 (Assembly) of Listing 4. The effect, shown in Figure 3, is noisier
and less pronounced than the one from BIKE Level 1. However, decapsulation failures
and successes are correlated with higher and smaller Hamming weights in such a way that
our method is also applicable to the higher security levels.

Key recovery attack on BIKE Level 1 with BGF decoder. To validate our attack, we
applied the key recovery procedure against BIKE Level 1. The spectrum recovery phase
from decapsulation failure resulted in a sufficient separation between distances in and out
of the spectrum after 3 million decapsulations, after which all 10 key recovery attacks
were able to find the complete keys successfully (see Section 6 for the discussion on fault
repeatability). The spectrum separation at 3 million decapsulation is shown in Figure 4a.

Key recovery attack on BIKE Level 1 with BIKE-Flip decoder. BIKE v5.2 recommends
the BIKE-Flip decoder, which is not implemented in constant time (see Section 2.1).
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void hqc_pke_encrypt(ciphertext_pke_t *c_pke, uint8_t *ek_pke, uint64_t *m, uint8_t *theta) {

code_encode (c_pke->v, m);

vect_mul(tmp, r2, s);

vect_add(tmp, e, tmp, VEC_N_SIZE_64);
vect_truncate(tmp) ;

vect_add(c_pke->v, c_pke->v, tmp, VEC_NIN2_SIZE_64);

[N - N I NI U

}

void vect_add(uint64_t *o, const uint64_t *vl, const uint64_t *v2, uint32_t size) {
11 for (uint32_t i = 0; i < size; ++i)

12 o[i] = v1[i]l ~ v2[il;

13]}

[
o ©

Listing 5. C implementation of the encryption procedure.

However, we simulate fault attacks on BIKE-Flip by assuming that some core functionalities
are implemented similarly to BGF. First we noticed that BIKE-Flip is more robust to
faulting the threshold computation because it runs for more iterations than BGF, resulting
in no decapsulation failure. We then considered faults resulting in an early loop abort.
While the attack was not successful using faults to reduce the number of BIKE-Flip
iterations, we were able to attack BIKE-Flip by causing early aborts on the loop that
performs the partial syndrome recomputation (Algorithm 1: Line 11). At 60% repeatability
for loop abort faults (Section 6), key recovery needs 16.7 million decapsulations.

5.2 Fault attack on the vector addition in HQC reencryption

Our method makes the decryption a natural target for applying faults, as this is where the
decoding is done. However, an interesting question that arises is whether it is possible to
use our method to recover the key by faulting the re-encryption procedure. In this section,
we show that this is indeed possible.

Fault location. Consider the encryption procedure from the point of view of an attacker
who is crafting a ciphertext. Listing 5 shows the hqc_pke_encrypt procedure in HQC’s
reference implementation, which encrypts the message m and outputs the ciphertext
¢ = (u,v). Note that vector v is computed in Line 7, by calling function vect_add, which
simply loops over all entries in the two vectors to add them together. Now suppose the
attacker aborts the loop in Line 7 of vect_add in iteration i*. Then, the entries of the
resulting faulted vector v’ are defined as

Vi = RMRS.Encode(m)[i] + (s - r2) [¢] + e[i], if 0 <7 <3*,
| RMRS.Encode(m)]i] if ©* <i<n.

Clearly the result (u,v’) would not be a valid ciphertext, and it would just cause a
decapsulation failure due to the FO verification, as expected. However, if the attacker sends
this ciphertext to the target and is able to use a fault injection during the reencryption to
cause an early abort at iteration i*, then the target may accept the invalid ciphertext even
if the FO wverification is protected. This can be achieved with a single fault: after iteration
7*, skip the conditional branch instruction that checks if the loop is over.

Applicability of our general attack method. Suppose the attacker sends the invalid
ciphertext ¢’ = (u,v’) to the receiver. Then, the value computed by receiver during
decryption is v/ —y - u = RMRS.Encode(m) + euqc + €', where €’ is the error associated
with the early abort during the malicious encryption.

If the total error eyq + € has a sufficiently small Hamming weight, the receiver will
still be able to recover m from the invalid ciphertext. But then the attacker who faults
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the re-encryption will be able to learn if the decoding succeeded or not. Therefore, our
general method should be applicable to this case. We just need to show that there exists a
good value for * where the loop can be aborted to extract information from the faults.

Intuitively, i* should stop the loop early enough (thus causing more errors) to allow
little margin for the powerful Reed-Solomon decoder to always decode the message, but it
cannot be too small otherwise decoding will always fail. In other words, a good i* should
make the decoding as sensible as possible to the original error eyqc, which is the one
correlated with the secret key. While it is difficult to derive an optimal value analytically,
we were able to experimentally find good values for i* by iterating over its possible values,
and selecting the one that yields a decapsulation failure probability closer to 50%.

Key recovery attack on HQC-128. For HQC-128, the optimal iteration to stop the loop
was found to be ¢* = 183, where we observed that around 35% of the decapsulations failed.
We ran key recovery attacks against 10 keys, and the spectrum recovery experiment was
significantly noisier than what we observed for BIKE: for HQC-128 a spectrum separation
necessary for key recovery was only observed at about 50 million challenges The separation
is illustrated in Figure 4b. At that point, we were able to recover all 10 keys. Assuming
60% repeatability rate for loop abort fault (see Section 6), we would need about 83.3
million decapsulations to recover the key.

6 Experimental validation of fault models

Experimental Setup. We use Laser Fault Injection (LFI) as the primary attack vector
in our experiments, as shown in Figure 5a. The LFT setup is based on a 980 nm diode
laser capable of delivering up to 2 W of peak optical power, with a minimum spot size of
1.3 pm and configurable pulse width ranging from 1nm and 4 ps. The device under test
(DUT) is the STM32H753ZIT microcontroller, which integrates an ARM Cortex-M7 core
(Armv7-M architecture). The setup further incorporates dedicated control software for
precise trigger synchronization, an oscilloscope for validating pulse characteristics, and a
relay-based automation mechanism for resetting the DUT between injections.

Threat Model. We assume that an attacker with direct physical access to the Device
Under Test (DUT), capable of decapsulating the package without additional modifications,
as is standard in laser fault injection scenarios. The attacker can monitor the timing char-
acteristics of cryptographic operations to precisely trigger fault injection pulses. However,
no capabilities are assumed for probing internal memory or register states.

Evaluation Results. Using the experiment setup, we performed the fault attacks described
in Section 5, by attacking different target instructions for BIKE and HQC implementations,
by carefully aligning the laser pulses. The STM32H753ZIT, as a 32-bit microcontroller
widely used in embedded systems, provides a representative evaluation platform for fault
injection attacks. The correctness of the induced fault was verified by comparing the
input-output behavior between faulted and non-faulted executions. Table 4 summarizes
the laser parameters and fault repeatability at various locations in BIKE and HQC.

Discussion. For attacking BIKE’s BGF decoder, the fault attack configured with specific
pulse width and pulse delay achieved 100% repeatability at point A and 99.6% repeatability
at point B (Listing 4), with the fault-sensitive locations marked in red in Figure 5b.
Therefore, the attack remains highly reliable, and successful key recovery as detailed in
section 5.1 can be achieved with approximately 3 million fault injections in the worst
case. In particular, the remaining 0.4% of missed faults are incorporated as noise, and
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(b)

Figure 5. The experimental setup (a) Laser Fault Injection (LFI) Setup and (b) Fault
Sensitivity Scan on STM32H753ZIT.

Table 4. Practical Fault Validation on BIKE and HQC Implementations.

Implementation Fault model Pulse width Pulse delay Repeatability
BIKE Point A (Listing 4) 35 ns 128 ns 100%
Point B (Listing 4) 45 ns 705 ns 99.6%
HQC Skip (Listing 5) 25 ns 259.3 ps 60%
AND (Listing 3) 35 ns 128 ns 100%*

I Repeatability relies on dedicated trigger synchronization. Targeting multiple key bits may require per-bit
synchronization and parameter tuning, reducing effective repeatability.

the key recovery procedure is robust enough to tolerate this noise, eliminating the need to
explicitly filter out the missed faults.

In contrast, for the loop abort fault used against HQC (Listing 5) and the BIKE-Flip
decoder, the observed repeatability is 60%. The remaining 40% of injections result in
program crashes rather than incorrect outputs. Because crashes are easily detected, an
attacker can simply repeat the fault injection process until a valid fault is achieved. While
this makes the attack slightly less efficient than using an ideal fault oracle, the complexity
only increases by a factor of 1/0.6 ~ 1.67.

7 Mitigations and conclusions

Mitigations. One important and general attack surface unraveled by our work is the
early loop abortion. This can be a major source of failures that introduce a controlled
amount of error that perfectly suits our method. As such, it is critical that protected BIKE
and HQC implementations perform loop integrity checks to ensure that all iterations were
run. We recommend this to be done in all loops, which our preliminary tests indicate that
would incur in a 3% overhead for decapsulation (considering HQC-128).

With respect to the BIKE decoder, we believe that simpler decoders like BIKE-
Flip are beneficial. The regularity of BIKE-Flip, together with the greater number of
iterations, makes it more appealing than BGF with respect to fault attacks: we could not
perform attacks based on thresholds on it. For BGF, countermeasures based on threshold
recomputation can become expensive (especially if the syndrome weight is recomputed). A
more sensible countermeasure would be to enforce that the threshold lies within reasonable
bounds. This is an inexpensive check, and should mitigate our fault attack that results in
a threshold so high that no bit is flipped.

For HQC’s polynomial multiplication, the best countermeasure seems to be the replica-
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tion of the mask computation, followed by majority voting. This would not be as expensive
as computing the mask on each internal loop, and should be effective against single-fault
attacks. For HQC-128, we estimate an overhead lower than 0.1% for the decapsulation,
when majority voting is implemented for the mask. We remark that shuffling countermea-
sures could be helpful if the shuffling is done with respect to the schoolbook multiplication
blocks for Karatsuba. However, internal loop shuffling within a schoolbook multiplication
may be ineffective: the attacker could still learn which 64-bit blocks of y contain a 1, which
is critical information that can speed up key recovery using information-set decoding (ISD)
algorithms with hints [HPR™22].

While these countermeasures should prevent the attacks presented in this paper, they
may not be sufficient against more advanced attacks that inject more than one fault per
decapsulation. Moreover, our general method can be used to find other exploitable fault
locations that are not protected by the countermeasures above.

Limitations. The primary limitation of the proposed attacks is the relatively large
number of successful fault injections required for key recovery. Reducing this requirement
by identifying more effective fault locations or optimizing the fault injection strategy is an
important direction for future work. Further, our attacks require precise synchronization
with target instructions, imposing stringent timing and instrumentation requirements that,
in our experiments, were only met in a laboratory setting. This requirement, although
not uncommon for fault injection, can become more severe if the fault location must be
adapted from one execution to another.

Conclusions. In this work, we demonstrated that fault injection attacks against BIKE
and HQC are not limited to bypassing the Fujisaki-Okamoto verification. We not only
showed specific points where faults can be exploited for key recovery, but we unraveled a
novel and broader class of fault-sensitive locations. This class is characterized by faults
that increase the Hamming weight of the errors to be corrected by the decoders, which
can result in failures that correlate with the secret key. Our attacks achieve full key
recovery under NIST Level 1 parameters, requiring 17392 decapsulation queries for HQC
and approximately 3 million for BIKE. We validated all attacks via laser fault injection on
an STM32 microcontroller running reference implementations.

While effective countermeasures can be designed for each attack presented in this work,
our approach may expose additional fault targets that are harder to anticipate. Under the
considered fault model, we did not observe ineffective faults [DEK™ 18], whether they can
be exploited in code-based KEMs more broadly remains a general open question. Reducing
the number of required faults by identifying more effective locations or optimizing the fault
injection strategy is an important direction for future work, as is a deeper study of these
attacks once constant-time BIKE-Flip implementations become available. On the analysis
side, tightening the query count of the second HQC attack remains an open problem.
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