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Abstract

Secure aggregation is a fundamental building block for privacy-
preserving federated learning, yet most existing masking-based
secure aggregation protocols do not provide post-quantum security.
In this work, we present SecAgg++, a masking-based post-quantum
secure aggregation protocol for the single-server setting. SecAgg++
integrates post-quantum cryptographic primitives while preserving
the communication and computational efficiency of classical frame-
works such as SecAgg and SecAgg+, and supports client dropout
handling through an efficient recovery procedure.
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1 INTRODUCTION

Federated Learning (FL) enables distributed clients to collabora-
tively train a global machine learning model without transmitting
their raw training data to a central server. Since local model updates
may still leak sensitive information, practical FL systems rely on
secure aggregation protocols to ensure that the server learns only
the aggregate of the clients” updates.

In the single-server setting, secure aggregation protocols must
satisfy several practical requirements. Secure aggregation should
provide privacy in the presence of an honest-but-curious server
that may collude with a subset of clients, scale efficiently with the
number of participants, and remain robust against client dropouts
caused by unreliable connectivity or limited client availability.

The foundation of cryptographically secure aggregation was es-
tablished by SecAgg [8] and later optimized by SecAgg+ [4]. These
protocols rely on pairwise additive masking combined with thresh-
old secret sharing: clients mask their local updates using pairwise
random masks, while the server reconstructs the masks of dropped
participants during a recovery phase to ensure correct aggregation.
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Despite their widespread adoption, existing masking-based pro-
tocols suffer from two important limitations. First, the cost of
dropout recovery increases with the number of offline clients. Sec-
ond, their security relies on classical public-key primitives, includ-
ing Diffie-Hellman key agreement and classic digital signatures,
which are vulnerable to quantum attacks based on Shor’s algo-
rithm [31]. This motivates the need for post-quantum (PQ) secure
alternatives.

Designing a PQ counterpart of masking-based secure aggrega-
tion protocols is, however, non-trivial. While PQ primitives such
as Key Encapsulation Mechanisms (KEM) may seem natural re-
placements of classical key-agreement protocols, their asymmetric
nature fundamentally changes the structure of pairwise mask gen-
eration and introduces new challenges in handling client dropouts
efficiently. Consequently, achieving PQ security while preserving
scalability and dropout robustness requires a structural redesign
of the protocol rather than a simple replacement of the underlying
cryptographic primitives.

Contributions. In this work, we propose SecAgg++, a PQ secure
aggregation protocol based on lattice assumptions. By leveraging
ML-KEM for pairwise mask establishment and introducing a unilat-
eral masking mechanism, SecAgg++ preserves the privacy guaran-
tees and practical efficiency of SecAgg and SecAgg+. The proposed
design introduces a trade-off: while client dropouts are tolerated
before the update submission phase, surviving clients are required
to remain online during the initial steps of the unmasking proce-
dure. We implement SecAgg++ using the Flower Framework [6]
and evaluate its performance.

Organization. In Section 2, we review the necessary background
on privacy-preserving federated learning, with particular empha-
sis on masking-based secure aggregation, and introduce the PQ
cryptographic primitives used throughout the paper. In Section 3,
we discuss the state of the art of both classical and PQ masking-
based secure aggregation protocols. In Section 4, we first provide
a high-level overview of the design of SecAgg++ and then present
the protocol in detail together with its experimental evaluation.
Finally, the security analysis is presented in Section 5.
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2 PROBLEM SETTING

2.1 Privacy Preserving Federated Learning

Federated Learning (FL) is a distributed learning paradigm in which
multiple clients collaboratively train a global model under the co-
ordination of a central server. Training in FL is performed through
an iterative process in which clients interact via a server to update
the global model. At each iteration t:

(1) The server broadcasts the current global model, denoted by
x(1), to the participating clients;

(2) Each client performs local training on its private dataset and
computes a local model update x;(t);

(3) Clients send their updates to the server, which aggregates
them;

(4) The server updates the global model and broadcasts x(¢ + 1)
for the next training round.

In practice, some clients may drop out during training due to un-
reliable communication or device availability. Therefore, the server
aims to compute the aggregate of the surviving clients’ updates.
That is, if U(t) denotes the set of surviving clients at iteration
t, the server computes x(¢ + 1) = W 2icu(r) Xi(t). Moreover,
since raw local model updates may leak sensitive information about
the underlying data [36], the aggregation step represents a major
privacy bottleneck. Secure aggregation protocols address this is-
sue by enabling the server to obtain only the aggregate of the
clients’ updates without learning any individual model. Several
privacy-preserving approaches have been proposed, including non-
cryptographic techniques such as Differential Privacy, as well as
cryptographic methods including Secure Multi-Party Computation
[11], Homomorphic Encryption [40], and masking-based secure
aggregation — see [22] for an SoK.

Since our protocol follows the masking-based secure aggregation
paradigm, we focus exclusively on this class. In these protocols, each
client masks its local update by adding a mask before transmission,
the masks are removed only once the updates have been aggregated,
ensuring that for the central server the individual updates remain
hidden. Existing masking schemes can be broadly categorized into
two paradigms based on how the masks are generated. The first par-
adigm relies on pairwise masking, where each client constructs its
mask using pairwise secrets shared with other clients. The seminal
SecAgg protocol follows this approach [8], but its communication
cost scales with the number of pairwise exchanges, limiting scal-
ability. Several improvements have been proposed, among which
SecAgg+ [4] is one of the most representative. These protocols
constitute the main baselines for our work and are reviewed in
Section 3. Other examples include TurboAgg [32], which exploits
a circular topology, and SwiftAgg [18], which reduces commu-
nication overhead by partitioning clients into groups. A second
paradigm, introduced in [33], relies on one-shot aggregate-mask
reconstruction, allowing the server to recover a single aggregate
mask independently of the number of dropped clients.

2.2 Post-Quantum Cryptography

The security of most contemporary privacy-preserving FL proto-
cols, particularly masking-based secure aggregation schemes, relies
fundamentally on classical public-key cryptography. These classical
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primitives base their security on the difficulty of solving certain
number-theoretic problems, most notably integer factorization and
the discrete logarithm problem. However, number-theoretic prob-
lems represent the primary domain in which quantum computing
yields an exponential speedup, mainly via Shor’s algorithm [31],
which can solve integer factorization and discrete logarithms in
polynomial time. Conversely, symmetric-key cryptography remains
significantly more resilient to quantum attacks; quantum search
algorithms, and in particular Grover’s algorithm [17], offer only
an asymptotic quadratic speedup over classical exhaustive search,
and in practice the quantum advantage is minimal, due e.g. to the
impossibility of parallelization.

To address the vulnerability of asymmetric primitives, the cryp-
tographic community has developed Post-Quantum Cryptography
(PQC), built upon mathematical problems that remain computa-
tionally intractable for both classical and quantum adversaries.
Among the various branches of PQC, lattice-based cryptography
has emerged as one of the leading candidates, providing efficient,
compact, and versatile constructions for both key encapsulation
and digital signatures [16, 25, 26], while relying on relatively strong
security guarantees [28]. In particular, ML-KEM, the standardized
post-quantum key-encapsulation mechanism, bases its security on
the hardness of the Module Learning With Errors (M-LWE) prob-
lem and constitutes the core cryptographic primitive underlying
the protocol proposed in Section 4.2. Further details are provided
in Section 2.3.

2.3 Cryptographic primitives

This section reviews the cryptographic primitives used throughout
the proposed protocol. Although the framework is compatible with
different instantiations, we focus on primitives providing security
against quantum adversaries.

Secret Sharing. A (t, n)-threshold secret sharing scheme enables a
dealer to distribute a secret among n participants in such a way that
any subset of at least t shares can reconstruct the secret, whereas
any collection of fewer than t shares reveals no information about it.
Throughout this work, we instantiate secret sharing using Shamir’s
secret sharing scheme [30]. The scheme consists of two algorithms:
Sharing Shamir(s, t,n) — {share,(i, j)} je n: given a secret s held
by participant i, a threshold ¢, and a set of participant identi-
fiers N it outputs one share for each participant;

Reconstruction Combine ({share;(i, j)} je1s) — s: given the shares
of a subset of the participants V C N with |V| > t; it re-
covers the secret.

Key Encapsulation Mechanism (KEM). In the PQ setting, shared
keys are typically established using a KEM, rather than a key agree-
ment protocol as in classical cryptography. A KEM consists of the
following algorithms:

Key Generation KeyGen(pp): on input the public parameters pp,
it generates a public encapsulation key pub and the corre-
sponding private decapsulation key prv;

Encapsulation Encaps(pub): on input the recipient’s public key
pub, it generates a ciphertext ¢ and a shared secret K;
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Decapsulation Decaps(prv, ¢): on input the private key prv and
the ciphertext c, it recovers the shared secret K’, where cor-
rectness guarantees that K’ = K.

Unlike classical key agreement protocols such as Diffie-Hellman,

where both parties contribute symmetrically to deriving the shared

secret, a KEM assigns distinct roles to the communicating parties.

The sender encapsulates a shared secret using the recipient’s public

key, while the recipient recovers it using the corresponding private

key. This asymmetric interaction is an intrinsic structural property
of KEMs and has important implications for protocol design, as
illustrated in Section 4.1. In practice, the shared secret is typically
used as input to a key derivation function to compute one or more
cryptographic keys for subsequent operations. Among the stan-
dardized post-quantum KEMs, we employ ML-KEM768 [26] in our
construction. ML-KEM is obtained from an underlying IND-CPA-
secure public-key encryption scheme by applying a variant of the
Fujisaki-Okamoto transform, yielding an IND-CCA2-secure KEM.

Authenticated Encryption. Authenticated Encryption with As-
sociated Data (AEAD) provides confidentiality for an encrypted
message while simultaneously ensuring the integrity and authen-
ticity of both the message and cleartext associated data. An AEAD
scheme consists of the following algorithms:

Encryption Enc(k,n,a,m) — c: given a key k, a nonce n, associ-
ated data g, and a message m, it outputs a ciphertext c;
Decryption Dec(k, n,a,c) — m: on input a key k, nonce n, asso-
ciated data a, and ciphertext c, it outputs either the original
message m or the failure symbol L.
Correctness requires that Dec(k, n, a, Enc(k, n,a,m)) = m for any
valid input. A secure AEAD scheme satisfies indistinguishability
under chosen-plaintext attacks (IND-CPA) and ciphertext integrity
(INT-CTXT), ensuring that an adversary cannot distinguish en-
cryptions of chosen messages or forge a valid ciphertext, except
with negligible probability. In our framework, we instantiate this
primitive using AES-GCM [23].

Hybrid Encryption (KEM-AEAD Composition). To transport pairwise-

mask seeds and Shamir shares between neighbours, we employ the
natural composition of ML-KEM and AEAD into a single public-key
encryption scheme. Let #,once denote the fixed AEAD nonce length
and £ the fixed length of a ML-KEM ciphertext, both determined
by the chosen parameter set:

Encryption Enc(pub,m) — c:

(ml_encap, ss) < ML-KEM.Encaps(pub)
key « HKDF(ss)
nonce « {0, 1}fnonce

ct < Encagap (nonce, AD = ml_encap, key, m)

¢ « nonce || ml_encap || ct
Decryption Dec(prv,c) — m:

nonce, ml_encap, ct < c
ss < ML-KEM.Decaps(pru, ml_encap)
key <« HKDF(ss)

m « Decagap (nonce, AD = mli_encap, key, ct)
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The KEM ciphertext mi_encap is included as the AEAD’s associated
data, cryptographically binding the symmetric key and plaintext to
this specific encapsulation and preventing an adversary from splic-
ing a valid ml_encap from one exchange with an AEAD ciphertext
from another. HKDF [21] is used as the key-derivation function
mapping the raw ML-KEM shared secret ss to a symmetric key of
the length required by AEAD.

Pseudorandom Generator. A Pseudorandom Generator (PRG) de-
terministically expands a short random seed into a longer output
that is computationally indistinguishable from a uniformly random
string of the same length. A PRG consists of a single algorithm:
Expansion PRG(s) — y: on input a seed s € {0,1}%, outputs a

pseudorandom string y € {0, 1}*¥), where £(1) > A.
Note that the output of PRG can naturally be interpreted as a value
in Z4 where ¢ = 2! and the distribution of these values is in-
distinguishable from a uniform random in Z,. We instantiate PRG

using AES-256-CTR [14].

Hash Function. In our construction we additionally use a hash
function H : {0,1}* — {0, 1}2. Unlike the pseudorandom genera-
tor PRG, which is evaluated on uniformly random secret seeds, H
must provide pseudorandom outputs even on adversarially chosen
inputs. We model H as a random oracle in our security analysis,
and instantiate it in practice with SHA3-256[15].

2.4 Threat model

Following the threat model of SecAgg [8] and its generalizations,
we consider an honest-but-curious central server that faithfully
executes the protocol while attempting to infer individual client
updates from the protocol transcript. We further assume that up
to 7 clients may collude with each other, and possibly with the
server, to infer local model updates of other clients. Consistent with
the post-quantum setting introduced in Section 2.2, we assume a
cryptographically relevant quantum adversary, namely one capable
of breaking classical public-key cryptographic primitives.

3 STATE OF THE ART FOR MASKING-BASED
SECURE AGGREGATION

3.1 Classical Secure Aggregation Baselines

The seminal Secure Aggregation protocol (SecAgg) [8] and its exten-
sion SecAgg+ [4] established the foundation for privacy-preserving
federated learning through a robust double-masking mechanism.

To protect its privacy during a given training round ¢, each
client i hides its local model update x;(t), or simply x;, by adding
two distinct layers of masks before transmission. The first layer
consists of a set of pairwise masks derived from shared secret seeds
established with its neighbours, a subset (but possibly all) of the
participants, via a Diffie-Hellman key agreement:

sij = KeyAgree(prv;, pub;) = KeyAgree(prv;, pub;) (1)

where prv; and pub; represent, respectively, the private and public
keys of client i. The second layer is a self-mask generated from a
private seed u;, which preserves privacy in case of delayed clients.
Let NV; denote the set of neighbours to which i belongs. The masked
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model update y; transmitted by client i to the central server is:

yi = x; + PRG(u;) + Z PRG(s; ;) — Z PRG(s;,),
JEN;ii<j JEN;:i>j
where PRG denotes a pseudorandom generator.

To handle potential client dropouts during execution, each client
distributes Shamir secret shares of both its private key prv; and its
self-mask seed u; to its neighbours A;. During the recovery phase,
if a client survives, the server collects its shares to reconstruct its
self-mask seed u;; if a client drops out, the server instead collects
its shares to reconstruct its private key prv;, allowing the recon-
struction of the missing pairwise masks. Therefore, the server can
recover only the aggregate model update.

The protocol strictly guarantees client model update privacy
against an honest-but-curious server colluding withup tot < 7
malicious clients, provided that the number of surviving clients
satisfies n — d > 7, where d denotes the total number of dropped
clients and 7 represents the threshold parameter of the underlying
Shamir secret sharing scheme.

While the original SecAgg protocol provides strong privacy
guarantees, it requires a fully connected communication graph,
with each client communicating with every other participant, i.e.,
N; = [1,...,n], where n denotes the total number of clients par-
ticipating in the FL process. As a result, the protocol incurs a com-
munication cost of O(n?). To overcome this bottleneck, SecAgg+
preserves the core double-masking technique, privacy guarantees,
and dropout resilience, but replaces the complete communication
graph with a sparse, regular random graph where the neighbours
size is |N;| = O(log n). Restricting each client to communicate with
only O(log n) neighbours, substantially reduces both the commu-
nication and computational overhead compared to SecAgg.

Both SecAgg and SecAgg+ rely on classical cryptographic prim-
itives and do not provide security against quantum adversaries, mo-
tivating the post-quantum secure aggregation protocol presented
in Section 4.

3.2 Post-Quantum Secure Aggregation: State of
the Art and Challenges

A significant number of post-quantum privacy-preserving federated
learning protocols rely on lattice-based cryptography. In particular,
the CKKS homomorphic encryption scheme [13] and its multi-key
variants [12] are widely adopted in privacy-preserving federated
learning due to their favorable trade-off between computational
efficiency and numerical precision [29, 38]. More recently, OPA
[20] and Willow [5] introduced communication-efficient one-shot
secure aggregation protocols based on lattice assumptions, while
alternative constructions based on coding-theoretic assumptions
have also been proposed [7]. These approaches, however, do not
follow the pairwise-masking paradigm underlying SecAgg.

In contrast, post-quantum adaptations of pairwise masking-based
secure aggregation protocols have received considerably less at-
tention. In this masking paradigm, pairwise secrets are established
between every pair of participating clients via a key agreement pro-
tocol. Replacing this primitive with a post-quantum KEM, however,
is not trivial. The asymmetric encapsulation-decapsulation para-
digm differs fundamentally from the symmetric nature of traditional
key agreements, where both parties execute identical operations to
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jointly compute a shared secret. In particular, as detailed in Section
4.1, this asymmetry complicates the management of client dropouts
during the recovery phase.

To address this issue, various approaches have been explored. For

instance, [41] employs a reconciliation-based variant of FrodoKEM
[9] to mimic a key-agreement primitive, while PQSF [39] adopts
the reconciliation-based NewHope protocol [3] to derive pairwise
masks. Although reconciliation-based schemes naturally recover
the symmetric behaviour of classical key exchange, they have
largely been replaced in practice by KEM-based constructions, and
the current standardization efforts (most notably by NIST) have
fully converged on KEMs. Indeed, even the NewHope designers
later suggested using a KEM-based construction over the original
reconciliation mechanism due to its reduced complexity [2, Sec-
tion 1.3]. Finally, [37] proposes a much more complex three-round
MPC-based secure aggregation protocol based on single masking
and seed-homomorphic pseudorandom generators.
These motivate the need for masking-based secure aggregation
protocols that are compatible with standardized PQ KEMs while
preserving the functionality and security guarantees of their classi-
cal counterparts.

4 SECAGG++ PROTOCOL

We now formally present our secure aggregation protocol. Let T
denote the set of clients participating in a given training round.
Each client i € U holds a private local update vector x; of length
m. For simplicity, we assume that each x; has entries in the ring Zg,
with q a large integer. In practice we use q = 2*2. To avoid modular
reduction during aggregation, local vector entries are constrained
to a bounded range, guaranteeing that the worst-case aggregate
sum remains strictly less than g. The objective of the protocol is to
allow the server to compute the aggregate:

inEZ;"

ieU

without revealing any individual update x; to the server or to
any other client.

4.1 A First Attempt: Replacing Diffie-Hellman
with ML-KEM

A natural first approach to constructing a post-quantum secure ag-
gregation protocol is to start from the classical SecAgg or SecAgg+
frameworks and replace their non-post-quantum primitives with
quantum-resistant counterparts. Specifically, in the original pro-
tocols, the pairwise seeds used to generate masks are established
via a Diffie-Hellman key exchange (Equation (1)). A core prop-
erty of Diffie-Hellman is its symmetry: both parties actively con-
tribute with their private keys to derive the shared secret. Since
key establishment in the post-quantum setting is typically achieved
with KEMs, a straightforward modification is to replace the Diffie-
Hellman with a lattice-based primitive such as ML-KEM. How-
ever, this plug-and-play modification introduces a fundamental
structural limitation. Unlike Diffie-Hellman, a KEM encapsulation
is non-interactive and unidirectional: only the encapsulator con-
tributes in the mask generation, while the decapsulator’s private
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key is the sole key enabling the recovery of the shared secret. As-
suming a total ordering on the client set, for each pair (i, j) with
i < j,client i acts as the encapsulator (sender) and client j as the de-
capsulator (receiver). Client i executes Encaps(pub;) — (s, ¢ ;)
to generate a shared secret s; ; and its corresponding ciphertext c; ;,
which client j then decapsulates using prv;, yielding s;; = s; ;. The
critical flaw emerges during the dropout recovery phase:

e If the decapsulator j drops, the server can recover s; ; by re-
constructing prv; from its Shamir shares (distributed during
the setup phase) by executing Decaps(prv;, c; ;) — sij.

o If the encapsulator i drops: reconstructing the sender’s pri-
vate key prv; does not allow to retrive information. Since
the encapsulation algorithm Encaps(pub;) depends solely
on the receiver’s public key pub, the private key prv; has no
algebraic relation to either the ciphertext c; ; or the resulting
secret s; ;. Thus, the only key capable of recovering s; ; is
the receiver’s private key prv;. However, since j is active,
reconstructing prv; would expose j’s updates.

A naive solution would require each client to distribute Shamir
shares of every pairwise secret s; ; they generate, but this forces
clients to distribute a quadratic (in the size of the neighbours) num-
ber of shares. To mitigate this asymmetry, one might consider a
symmetrization technique such as a double ML-KEM exchange,
in which both parties simultaneously act as encapsulator and de-
capsulator and derive the pairwise mask as PRG(s; j||s;,;). While
this restores the symmetric contribution of the two clients to the
mask generation process, it does not eliminate the dropout recovery
bottleneck. Indeed, if either client drops out, reconstructing the
pairwise mask still requires revealing the surviving client’s secret
key, thereby compromising the privacy of its local update. These
observations suggest that a replacement of classical key agreements
with post-quantum KEMs is insufficient. Instead, the protocol ar-
chitecture itself must be redesigned to integrate KEM asymmetry
while preserving the security guarantees of classical secure aggre-
gation. The construction presented in Section 4.2 addresses this
challenge.

4.2 Masking and unmasking in SecAgg++

To overcome the asymmetry introduced by post-quantum KEMs
described in the previous section, we adopt a unilateral masking
approach: each client independently generates masks for its neigh-
bours and distributes them using a using a post-quantum hybrid
encryption mechanism, combining ML-KEM with an AEAD (see
Section 2.3). This design naturally aligns with the encapsulation—
decapsulation workflow of post-quantum KEMs while enabling
efficient dropout recovery.

Let U denote the set of participating clients, with || = n. For
each client i, let N; € U denote its neighbours.

Masking Phase. Each client i samples independently two seeds:
a self-mask seed u; together with a master seed b;, which is later
used to derive a collection of pairwise seeds {k;.} jenN;» where the
superscript identifies the sender and the subscript identifies the in-
tended receiver. Intuitively, k; represents the masking contribution
generated by the client i for the neighbour j. The client i distributes
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each seed k} using hybrid encryption (Section 2.3). The recipient j
then recovers the seed using its private key.
After local training, client i masks its model update x; as:

yi =% +PRG(w;) + » PRG(K/) mod q.
JeNi

The self-mask is crucial for protecting against late client re-
sponses in the dropout recovery procedure. Specifically, it ensures
the server cannot learn an individual update if a client is mistakenly
marked as dropped but later submits its masked update. For further
details, see the original SecAgg construction [8, Section 4.0.3]. In
addition to the masked update y;, client i computes the aggregate
of all pairwise masks generated for its neighbours:

0 = Z PRG(K}) mod g,
JEN;

As will become clear in the dropout recovery and unmasking
phases, the quantities o; allow the server to remove pairwise masks.
At the end of the training round, the server aggregates the masked
updates from the set of surviving clients, denoted by U; € U:

Z y; mod gq. 2)
i€l
Recall that g is chosen sufficiently large to prevent modular wrap-
around.

Unmasking Phase and Dropout Handling. The objective of the
recovery phase is to remove all masking terms to reconstruct the
aggregate model };cq/, X;.

Reconstructing the aggregate requires removing both the pair-
wise and self-masks from the received update sum 3;cq, yi- Recall
that each participating client i, together with its masked update,
uploads the auxiliary aggregate mask o; =} je 5, PRG(k}). If all
clients complete the protocol, then the set of generated masks coin-
cides with the set of received masks, and therefore:

Z Z PRG(k;») = Z o; mod q .
i€eU jeN; el
In this case, subtracting the aggregation of the o; removes all
pairwise masks. However, if a client d drops after distributing its
pairwise seeds, its masked update is not included in the aggregation
(2), whereas the masks generated by d still contribute to the o; of its
surviving neighbours. To account for this discrepancy, the server
reconstructs the master seed by from the Shamir shares distributed
during the setup phase and derives all pairwise masks generated
by d, yielding:
og = Z PRG(k?) mod q.
ie NgnU,

Repeating the procedure for any dropped client d, the server recov-
ers the correction term:

A1:Zai+ Z oq4 mod gq.
el deU\U;
Therefore, it can compute:
1 Z yi —Aq =Z (x; + PRG(u;)) — Z Z PRG(k;) mod q,
el iel; de U\ Uy ie NgnUy

showing that the model update is still masked by the pairwise mask
of surviving clients with their dropped neighbours. To correct for
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this over-subtraction, the server requests from each surviving client
i their masks for dropped neighbours. More precisely, for every
dropped client d and surviving client i € Ny N U, the value k(’; is
derived, allowing the server to compute the correction term:

Ay = Z Z PRG(k}) mod g.
deU\U, ie NgnU,

Importantly, revealing the pairwise masks with dropped clients
does not compromise the privacy of the surviving participants,
whose updates remain hidden by their self masks and by the masks
contributed by the other active clients.

Lastly, the server handles the self-masks. During the setup phase,
each client distributed Shamir secret shares of its self-mask seed u;.
Therefore, the server reconstructs the self-mask for all i € U; and
recovers the final aggregate as:

in: Zyi— ZPRG(ui)—A1+A2 modg. (3)

ielU; ielU; ielU;
The protocol supports client dropouts, but requires surviving clients
to remain online during the initial steps of the recovery phase. Un-
like SecAgg+, once the server receives the masked updates, it must
request the pairwise masks of dropped clients before completing
the unmasking procedure. Consequently, all clients in U; must
remain online until the pairwise masks have been removed.

4.3 Protocol Description

Our protocol, SecAgg++, is described in Algorithms 1-5. Each client
i runs four stages: Setup (Algorithm 1), Share-Keys (Algorithm 2),
Masked-Vector Collection (Algorithm 3), and Unmask (Algorithm 4).
The server then reconstructs the secrets needed to cancel pairwise
and self masks and outputs the aggregated update.
For the sake of clarity, we summarize the additional notation used
throughout the protocol.
e pub;, prv;: ML-KEM public and secret keys of client i;
o Client participation throughout the protocol:
- U C [1,...,n]: clients that complete the setup phase;
- U; C U: clients that submit their masked update y;;
- U, € U,: clients that remain online during the recovery
phase and provide the required unmasking information.

Algorithm 1 SecAgg++ Client Setup

Require: Protocol parameters from server.
Ensure: Long-term ML-KEM key pair.
1: (pub,, prv;) < ML-KEM-keygen()

2: Send pub; to the server. > i joins U.

After Algorithm 2, every client i holds the pairwise seeds {klj YieN
received from its neighbours and the seeds {k} }jen; it derived it-
self. The self-key kf is derived but never transmitted; it appears
symmetrically in the masked vector and in the derived-key sum, so
it cancels out in the aggregate.

Algorithm 4 produces, for every surviving client i, the self-mask
shares of active neighbours and the master-seed shares of stage-2
dropped neighbours, together with the correction vector ;. The
server uses these values in Algorithm 5 to remove from the aggre-
gate the leftover pairwise masks and the active clients’ self masks.

Perez et al.

Algorithm 2 SecAgg++ Client i: Share Keys

Require: Neighbour graph A;, public keys {pub;} e ;, threshold
t, number of shares n.

Ensure: Encrypted shares sent to server; received shares stored
locally.

b {0,115 uy & {0,1)7

1
2: {sharey (i, j)}jen; < Shamir(b;, t, n)

3: {share, (i, j)}jen; < Shamir(u;,t,n)

4: for each neighbour j € N; do

5: k;. «— H(b; || encoding(j))

6: end for

7: for each neighbour j € N, j # i do

8: mj < (k}, sharey, (i, j), share, (i, j))

9: c;. « Enc(pub, mj)

10: Send c; to the server (to be forwarded to j).
11: end for

12: for each forwarded ciphertext c{ from a neighbour j € N; do
13: (k{, sharey, (j, i), share, (j, i)) < Dec(prv;, c{)

14: Store received tuple indexed by j.

15: end for

Algorithm 3 SecAgg++ Client: Collect Masked Vector

Require: Local model update x;, received pairwise keys {k{ }, de-
rived keys {k;.}, self-mask seed u;, modulus q.

Ensure: Masked vector y; and derived-key sum o;.
1. received < e n, PRG(k{) mod g

. self « PRG(u;) mod g

. yi < X; + received + self mod g

D 0i = Yien; PRG(kj.) mod g

: Send (y;, 0;) to the server.

(S T NS N )

> i joins Uj.

Algorithm 4 SecAgg++ Client: Unmask

Require: Active set U, stage-2 dropped set U \ U, received
shares, derived keys.

Ensure: Shares and correction vector §; sent to server.

1: share_list « []; owner_list « []

: for each active client £ € U; N N; do

Append share,, (£, i) to share_list and ¢ to owner_list.

: end for

: for each clientd € (U \ U;) N N; do

if a share share;, (d, i) was received then
Append sharey (d, i) to share_list and d to owner_list.

end if

: end for

o 6 — Xae(u\uy)nn; PRG(ky) mod g

: Send (owner_list, share_list, ;) to the server.

O N U s Wy

—_
=1

> i joins Us.

-
—_

Algorithms 1-5 implement the construction of Section 4.2. The
correctness of Algorithm 5 follows from the symmetric cancellation
of the pairwise masks k! (via the o; and §; values) and the threshold
reconstruction of each self-mask seed.
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Algorithm 5 SecAgg++ Server: Unmask and Aggregate

Require: Masked vectors {y;};cq,, derived-key sums {o;};cqs,,
correction vectors {J; };cq,, neighbour graph, threshold .
Ensure: Aggregated, dequantized model update.
1 agg « Yieq, Yi — iew, 0i mod g
2. for each stage-2 dropped clientd € U \ U, do
3 Collect {sharey(d, i)} from online neighbours i € Ny N U,.
4 if at least ¢ shares collected then
5 bg < combine({sharey(d,i)})
6: for each surviving neighbour i € N; N U, do
7 kf «— H(bg || encoding(i))
8 agg « agg — PRG(kf) mod g
9

end for
10: else
11: abort: insufficient shares to reconstruct by.
12: end if
13: end for

14: agg < agg + Y;cqy, 6 mod g
15: for each active client £ € U; do

16: Collect {share, (¢,i)} from surviving neighbours i € N; N
(le.

17: if at least t shares collected then

18: u; < combine({share, (¢,i)})

19: agg < agg — PRG(u;) mod q

20: else

21: abort: insufficient shares to reconstruct u,.

22: end if

23: end for

24: final_agg < dequantize(agg)
25: return final_agg

4.4 Experimental Evaluation and Comparison

In this section, we summarize the experimental performance of our
protcol, SecAgg++, comparing it with the state-of-the-art SecAgg+
[4]. Our evaluation considers scalability, robustness to client dropouts,
and wall-clock overhead across a range of federation sizes.

Hardware and deployment. All experiments were run on a single
server-class machine (2X 8-core Intel Xeon Silver 4110 @ 2.1 GHz,
64 GB RAM). The system is deployed using the Flower Frame-
work [6], with the server and every client running as independent
OS processes on the same machine; server-client communication is
handled transparently by gRPC [1], as integrated into Flower, so
no protocol-specific network code is required on either the server
or client applications.

Dataset and model. We use MNIST, partitioned IID into 50 dis-
joint shards; experiments with fewer than 50 clients use the corre-
sponding subset of shards. Each client trains a compact CNN with
66,218 parameters:

e Input(shape=(28,28,1))
Conv2D(32, kernel_size=(3,3), activation="relu")
Activation("relu")
AveragePooling2D(pool_size=(3,3))
Flatten()
Dense(32, activation="relu")
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e Dense(10, activation="softmax")

Federated learning configuration. We use FedAvg, implemented
directly in Flower, with fraction_fit = fraction_evaluate = 1.0
(full client participation per round), 1 local epoch, batch size 50,
and 5 communication rounds. We sweep the number of clients
over {10, 20, 30, 40, 50}, repeating each configuration for 20 random
seeds to obtain confidence intervals. Both protocols are config-
ured identically wherever the parameter is shared: the fraction
of clients included in each client’s neighbourhood (share) ranges
in {1.0, 0.5, 0.3}, the reconstruction rate (the Shamir threshold ex-
pressed as a fraction of the available shares) is 0.6, and the maximum
per-coordinate weight for quantization is 1000.

Dropout emulation. As in the original SecAgg protocol, we con-
sider the worst-case dropout scenario, where clients drop out after
distributing their secret shares but before submitting their masked
model updates. Consequently, the server must recover and remove
the masks of the dropped clients during the unmasking phase. For
each configuration we additionally sweep the target dropout frac-
tion p € {0.0,0.1,0.2}. Dropout is emulated client-side and deter-
ministically seeded per round, so that the same dropout percentage
is replayed identically for SecAgg+ and SecAgg++ given the same
seed, thus isolating the protocol comparison from dropout variance.
Concretely, each client independently recomputes the round’s drop
set from a seeded RNG and self-excludes if selected:

quota = round(num_clients * drop_percentage)

rng = Random(f"{seed}-{server_round}")

ranking = shuffle(range(num_clients), rng)

dropped = set(ranking[:quotal)

if my_index in dropped: raise Exception("Client dropped")

Results. Figure 1 reports the wall-clock duration delta
A = Tsecagg+ — Tsecagg++ Where T denotes the total execution time
of 5 training rounds, including both client- and server-side compu-
tation and communication costs. Results are shown for each share
fraction, dropout rate, and client count, averaged over 20 seeded
runs. Two trends are consistent across all three panels.

First, at p = 0.0 (no dropout), A is small and has no consis-
tent sign: it ranges from —8.0s (shares = 0.3, n = 50) to +4.7 s
(shares = 1.0, n = 50), always within one combined standard de-
viation of the two measurements (e.g. at shares = 0.3, n = 50:
A = —8.0s against a pooled o ~ 8.9s). This confirms that the two
protocols are computationally equivalent when no dropout recov-
ery is triggered: the dropout-free path performs the same count of
KEM/DH operations and hash/PRG expansions in both protocols,
differing only in primitive choice.

Second, at p € {0.1,0.2}, A is consistently positive and grows
with n, at shares = 1.0, p = 0.2, A reaches 126.4 s at n = 50 (pooled
o ~ 9.1s, ie. a ~140 effect), versus 77.5s at p = 0.1. This is the
direct wall-clock signature of the O (xd) EC scalar multiplications
SecAgg+ performs during dropout recovery, where x represents
the neighborhood size, being replaced by O(xd) hash evaluations
in SecAgg++. The effect scales with x, consistent with dropout-
recovery cost scaling with the number of dropped clients.

Finally, F1 scores are statistically indistinguishable between pro-
tocols at every configuration (all within +0.01 of each other), con-
firming that the protocol substitution affects only wall-clock cost,
not model quality or convergence.
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Figure 1: Time difference A = Tsecagg+ — Tsecagg++ between total execution time of 5 training rounds, including both client- and
server-side computation and communication costs, between SecAgg+ and SecAgg++ across different number of clients and

different dropout rates at varying share percentages.

Scalability. As expected, the running time of both protocols in-
creases with the client dropout rate and with the neighbourhood
size k, which in our experiments is determined by the share frac-
tion. In the dropout-free case, SecAgg+ and SecAgg++ exhibit iden-
tical asymptotic behaviour, requiring O (k) messages and per-client
operations, with k neighborhood size. The running time of both
protocols increases with the share fraction, which controls the num-
ber of pairwise masks generated by each client. The two protocols
diverge only in the dropout-recovery path (Algorithm 5): SecAgg+
reconstructs each dropped client’s private key and then performs
one Diffie-Hellman key agreement per surviving neighbour, giving
O(kd) elliptic-curve scalar multiplications for d dropped clients;
SecAgg++ instead performs O(xd) hash evaluations, which are
substantially cheaper in practice.

Communication overhead. Since all processes in our deployment
communicate over a local gRPC channel, Figure 1 does not cap-
ture the network cost of the larger post-quantum key material.
ML-KEM-768 public keys and ciphertexts (1184 B and 1088 B) are
substantially larger than their X25519 counterparts (32 B each).
However, each pairwise seed distribution in SecAgg++ is function-
ally equivalent to a key exchange in a TLS1.3 handshake, a setting
where the impact of post-quantum KEMs on real networks has
been extensively measured. Paquin et al. [27] show that on reliable
links handshake completion time is dominated by computation
rather than message size, and that lattice-based KEMs perform
on par with ECDH. More recent measurements confirm that ML-
KEM performs comparably to elliptic-curve key exchange in both
TLS 1.3 and QUIC, under ideal as well as delayed network condi-
tions [24, 35]. Finally, Kampanakis and Childs-Klein [19] show that
the relative impact of ML-KEM on total connection time dimin-
ishes as the amount of transferred data grows, staying below 5%
on high-bandwidth, stable networks. In federated learning, where
every key exchange is followed by the upload of a full model update,
this is the favourable regime.

Security. SecAgg++ strictly strengthens the security assumption
underlying key establishment: SecAgg+’s pairwise secrets rely on

the hardness of the discrete logarithm problem, broken in polyno-
mial time by Shor’s algorithm [31], whereas SecAgg++’s pairwise
secrets are established via ML-KEM, whose security reduces to
the Module Learning With Errors problem, believed hard even for
quantum adversaries (see Section 2.2).

Reproducibility. To support evaluation of our contributions, we
provide the repository containing artifacts described below, avail-
able at https://github.com/aleph-fbk/SecAggPlusPlus. The reposi-
tory includes:

e Source code implementing SecAgg++, including the post-
quantum key-encapsulation and encryption primitives (ML-
KEM, AEAD composition) described in Section 4.3.

e Simulation scripts used to produce the comparative evalua-
tion between SecAgg+ and SecAgg++ across varying client
counts, dropout rates, and subgroup sizes (Section 4.4).

o Configuration files specifying the parameter sets (client counts,
dropout rates, thresholds, security parameter 1) used to gen-
erate each reported result.

o A README documenting setup instructions, dependencies,
and the mapping between scripts and reported results/figures.

4.5 Limitations and Design Variants

We conclude this section by making explicit two design choices
of SecAgg++ that trade flexibility for efficiency, and by describ-
ing the corresponding protocol variants that recover the classical
behaviour.

Dropout policy. SecAgg and SecAgg+ tolerate client dropouts
at every stage of a round: as long as at least ¢ shares of the rele-
vant secret reach the server, a client may leave after advertising
its key, after distributing its shares, after submitting its masked
update, or during the unmasking phase itself. SecAgg++ tolerates
dropouts during setup, key distribution, and update submission
exactly as its classical counterparts do. The main distinction lies in
the final unmasking step: clients that successfully submit masked
updates must remain online for one additional round if they have
dropped neighbors, enabling the server to finalize unmasking of
unilateral pairwise masks. Crucially, this operational requirement
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impacts only round completion, never privacy; even if a partici-
pant drops during this narrow window, individual model updates
remain protected. Furthermore, in dropout-free execution rounds,
this requirement vanishes entirely. While full dropout resilience
of SecAgg could be recovered by secret-sharing each pairwise key
individually, doing so would scale overall share traffic from O(nk)
to O(nk?) in the neighborhood size k We therefore consider this
brief liveness requirement a practical trade-off for maintaining post-
quantum efficiency without quadratic communication overhead.

Key reuse and forward secrecy. In Algorithm 1 each client gener-
ates its ML-KEM key pair once and reuses it across training rounds,
whereas SecAgg and SecAgg+ advertise a fresh Diffie-Hellman key
pair in every round. This choice is what allows SecAgg++ to skip
the Client Setup stage from the second round onward, but it comes
at the cost of forward secrecy. We note that key reuse does not
weaken the guarantees of Section 5, which hold round by round:
ML-KEM is IND-CCA2-secure under an unbounded number of
encapsulations to the same public key, so the reductions of The-
orem 5.4 apply unchanged. The loss is confined to the case of a
subsequent key compromise. Forward secrecy is recovered simply
by executing Algorithm 1 at the beginning of every round (or every
R rounds, for a tunable trade-off), which makes the round structure
of SecAgg++ identical to that of SecAgg+ . The additional cost per
round is one ML-KEM key generation per client and the distribu-
tion of one public key to each of its k neighbours. As discussed in
Section 4.4, ML-KEM-768 public keys are larger than their X25519
counterparts, but the resulting handshake-like exchange performs
on par with elliptic-curve key exchange on real networks, and its
relative weight decreases as the volume of transferred data grows.
Our measurements already support this conclusion empirically: the
first round of every experiment includes the key-generation and
distribution stage for both protocols, and at p = 0.0 the difference
between SecAgg+ and SecAgg++ lies within the measurement noise
(Figure 1). Repeating this stage in every round therefore results in
a negligible per-round overhead in our experiments.

5 HONEST-BUT-CURIOUS SECURITY

To establish the privacy guarantees of the proposed protocol, we
consider the honest-but-curious server model introduced in Sec-
tion 2.4. In addition, we allow up to t < 7 colluding clients, where
7 denotes the reconstruction threshold of the underlying Shamir
secret sharing scheme. Since the pseudorandom masks are added
independently to each coordinate of the model update, it suffices
to investigate a single coordinate. Accordingly, for client i, we de-
note by x; a coordinate of its local model update x;, and by y; the
corresponding coordinate of its masked representation y;.

5.1 Information-Theoretic Privacy of the
Masking Layer

The server’s observations during a training round consist of the
masked updates yy, . . ., y, and the auxiliary values oy, . . ., oy, where
n denotes the number of surviving clients. We model the relation
between these observations and the underlying private quantities
through a linear system represented by a matrix M € Z;Oﬁl)xzn,
The columns of M correspond to the values observed by the server,
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namely {y;}ic[1,..,»] and {0i}ic[1,....n], While the rows correspond
to the unknown variables, namely the updates {x;};c[1,. ] and the
pairwise masking {kj.},»’je[l,_,_’n]. An entry in M is equal to 1 if the
unknown variable u contributes to the observed messages, 0 other-
wise. Note that, because the server reconstructs the self-mask u;, as
shown in Equation 3, PRG(u;) is already known to the server and
are thus excluded from the system’s unknowns. Also, if a client d
drops, no y,4 and o are observed and x; never enters the transcript;
hence, the corresponding columns and rows are omitted from M.
For each surviving neighbour j € Ny, the server reconstructs kjl

from the surviving participants and subtracts PRG(kjl) from y;.

Consequently, we also omit the rows corresponding to k;i. What
remains is exactly the submatrix of surviving clients, with no refer-
ences to the dropped client d. By construction, the only non-zero
entries are:
Mlx,yl =1,  M[k,u]l =1 MK, 0] =1,

for every pair of neighbouring clients (i, j). For simplicity, we also
omit columns corresponding to non-neighbouring pairs, since the
associated masking variables never appear in any message. Notice
that when investigating the privacy of a specific target client ¢, the
relevant submatrix restricts to its neighbours N, yielding dimen-
sions (|N¢|+1)|N¢|x2| N |. For notational simplicity throughout this
section, we write M € Z;"('"H)XZM, where m = |N;|. Structurally,
M is represented in Equation (4). In particular, its 2m columns are
partitioned into two blocks, corresponding to the observed mes-
sages Yi,...,Yn and oy, ..., 0. The rows are partitioned into m
blocks, separated by dashed lines, with each block corresponding to
aclienti € [1,..., m]. Within each block, the first row corresponds
to the local model update x;, while the remaining rows correspond
to the pairwise keys {k;. Yien-

1.0 0 0 0 0 0 0
1.0 0 0 0|1 0 0 0
0
: 0 0
10 0 - 6 0jo o0 ~-.- 0 1.
0771770 000 07T
0 1 0 0 0|1 0 0 0
0 0
M= 4
‘o
o1 0 s 0010 .0 i . 0.1,
000 0 - 0 1[0 0o o7 0 0
0 0 0 0 1|1 o0 0 0
0 0
‘o 0
0 0 0 0 110 0 - o0 1
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Lemma 5.1. An honest-but-curious server can isolate the private
weight x; of a target client i € [1,...,n] from its observations if
and only if there exists a coefficient vector z € Zg’" that, given the
incidence matrix M in Equation (4), we have that Mz = e;, where

e € Zm(m+1)

g is the vector having 1 in the ith position and 0 elsewhere.

PrOOF. Let v € Z;"(mH) be the column vector containing all
private unknowns in a given training round. We assume the entries
of v ordered and v := [x||k]" where x = [x, ..., x,] is the vector
of client weights and k = [ki, ..., k] is the vector containing the
pairwise keys.

(=)Assume the server can isolate the private weight x; from its
observations. By definition, this implies there exists some vector
z€ Zé’" allowing to retrieve x;, independently of the values chosen
for the other updates or random masks. Let ¢ be the observed vector,

that is ¢ = M v for some unknown v € Z;"('"H):

zic=x; = z' (M'v)=(Mz) ' v=elv.
Rearranging the terms and collecting v:
Mz—e;)"v=0

Since x; is arbitrary and k uniformly distributed, this must hold for
all possible v € Z;"(mﬂ), that is:

Mz—-e;=0 — Mz=¢;,

and the thesis follows.

(&) Assume there exists a vector z € Z(ZZ’" such that Mz = e;. The
server can compute the inner product between z and its vector of
observed messages ¢ = M"v. We can therefore expand it:

z'c=2"(M"v) =(Mz)"v.
Substituting Mz = e; gives:
z'c=¢e/v.

Since the inner product e] v projects onto the i-th index of the
unknown vector v, one obtains the local model update x;, and the
claim follows. o

Lemma 5.2. LetM € Z;Mmﬂ)xzm be the incidence matrix described
in Equation (4). For m > 2, the linear system:

Mz = €;
has no solution for any choice of i € [1,...,m(m + 1)].

ProoF. By contradiction assume there exists a vector z € Z2™
such that Mz = e;. Denoting with M; the matrix obtained from M
deleting the i-th row, the system:

Miz=0 (5)

admits a non-trivial solution z. Consider the set of 2m rows indexed

by Ry = {x1, ..., Xm, kll, ..., k"}. The 2m x 2m submatrix formed
by these rows has the block triangular structure:
(I, o
So = [Hm Hm] ,

where I, is the identity of order m. The determinant of Sy can be
easily computed:

det(So) = det(L) - det(L) = 1.
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Assume the ith row is removed from M to obtain M;. The following
cases can occur:

(1) Case 1: i ¢ Ry. All 2m rows of Ry remain in M;, so S is a
submatrix of M; with det(Sy) = 1, invertible in Z,. Therefore,
M; e Z[(Im(ml)_l)xzm has full McCoy rank [10, Definition
4.10].

(2) Case 2: i corresponds to the row indexed by kj.' for some

j € [1,...,m]). We replace the row indexed by k;: with the

row k{ for any ¢ # j. In this case, the resulting submatrix is
lower-triangular:
_ ]Im 0,
S1= [A Jlm]

with A € Z"*™. Therefore S; is a submatrix of M; having
determinant 1, and hence M; is a full-rank matrix over Zy.
(3) Case 3: i corresponds to the row indexed by x; for some
j € [m]). In this case, we construct S, using the remaining
m — 1 weight rows {x; } p+m, all m key rows {kg}pe[m], and
one off-diagonal key row kt{ (¢ # j).
Subtracting row kéj; from row k’, we perform row operations
transforming S, into a block lower-triangular matrix:

C 0,
o[ ).
where C is a lower-triangular matrix with 1s on its principal
diagonal. Thus, det(S;) = 1 and M; is a full-rank.

In all cases, M; has McCoy rank 2m [10]. Consequently, from [10,
Theorem 5.3] the homogeneous system (5) admits the unique trivial
z = 0, yielding a contradiction. ]

Theorem 5.3. In the honest-but-curious model, the protocol guaran-
tees privacy against both the server and colluding clients:

o Server Privacy: The server learns no information about any
individual client update x; beyond the global aggregate )}7 | x;.

o Client Privacy: Individual non-colluding clients gain no in-
formation about the local model updates of other clients.

o Collusion Resilience: Any collusion of at most t < t clients
(possibly in collusion with the server), learns no information
about the private updates of the remaining honest clients, where
7 is the reconstruction threshold of the underlying Shamir secret
sharing scheme.

Proor. The statement follows from Lemma 5.1 and Lemma 5.2.
For a colluding subset of clients the adversary knows their private
weights and pairwise keys. By removing from M the rows corre-
sponding to these variables we reduce ourselves to the proof of
Lemma 5.1 and Lemma 5.2 for a submatrix M’. Since t < 7, M’
is full-rank: from Lemma 5.2, M’z = e; has no non-trivial solu-
tion for any honest client i, proving that no linear combination of
observations can isolate an honest update x;. O

5.2 Computational Privacy

We define privacy via an indistinguishability game PRIV?, , played
between a challenger and an adversary A corrupting the server
and a coalition T C [1,...,n] of clients, |T| < 7.
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(1) A selects two assignments of honest-client updates, {x?} ;41
and {x/ }igr, with Y ;o7 x0 = 3,07 x}, together with the hon-
est clients’ key material generated per the protocol.

(2) The challenger samples b < {0, 1}, runs the protocol hon-
estly with honest-client inputs {x?},47, and gives A the full
transcript: all ciphertexts cﬁ, all (yg, 0¢), and all values the
server reconstructs during recovery.

(3) A outputs a guess b’.

AdvgzIv = |Pr[b’ =b] - %|.The protocol is (7, t)-private ifAdv';'Iw
is negligible for every A.

Theorem 5.4. Assume Enc/Dec (the ML-KEM-AEAD hybrid en-
cryption, Section 2.3) is IND-CCAZ2-secure, and PRG is indistinguish-
able from uniform, both against the adversary class under consid-
eration. Then for every A in the PRIV game there exist By, B, of
comparable running time such that:

AV < AdviO SR (B1) + AdVTRY(By).

Proor. Fix a single model coordinate (the argument applies
coordinate-wise, since masking is applied component-wise). Let:

Gy = PRIVY,
be the real game, for the challenger’s bit b.

Gy — G (ciphertext confidentiality). For every pair of honest
clients i, j, replace the plaintext of

c} = Enc(pub;, (K, sharey, (i, j), share, (i, j)))

with an encryption of a fixed dummy message of equal length; ci-
phertexts touching T remain genuine. Any A whose guessing prob-
ability changes between G, and G; yields a reduction B; against
IND-CCAZ2 of Enc/Dec, so:

|Pr[A — 1] Gy =Pr[A — 1| Gy]| < Advg‘g/-ggg\z(zsl).

In Gy, every k;. for an honest-honest pair is information-theoretically
absent from A’s view except through PRG(kj.) inside y;, o;.

G1 — G, (mask pseudorandomness). For every honest-honest
pair i, j, replace PRG(kj.) with an independently, freshly sampled
uniform vector. A standard hybrid over honest-honest pairs gives a
reduction $B; against PRG’s indistinguishability from uniform, so:

|Pr[A — 1] Gi] = Pr[A — 1| G,]| < AdVRE(B,).

G,: the challenger’s bit is information-theoretically hidden.
In G,, every pairwise-mask value kj. contributed by an honest party
is uniform and derived independently, exactly the hypothesis under
which Lemma 5.1 and Lemma 5.2 were established. By Lemma 5.2,
for n > 2 the system Mz = e, has no solution for any honest client
¢; by Lemma 5.1, this means no linear combination of the transcript
{yr, o, } isolates any individual honest x,. Since the transcript’s only
dependence on {x;}ger is through the values {y,}, each masked by
an independent uniform quantity not appearing elsewhere except
in the single combination summing to .7 x, (the aggregate), and
since A’s two challenge assignments x°, x! were constrained to
share this same sum, the joint distribution of the transcript in G, is
identical under b =0 and b = 1:

Pr[transcript | G2, b = 0] = Pr[transcript | G2,b = 1].
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Hence Pr[A — 1| G3,b = 0] =Pr[A — 1| Ga,b = 1], giving
Advc;{2 = 0 exactly. Summing the two computational hops via the
triangle inequality gives the claimed bound. O

COROLLARY 5.5 (CLIENT-ONLY COLLUSIONS). The protocol is pri-
vate against any collusion of at most t < t colluding clients without
a corrupt server.

Proor. The adversary considered in Theorem 5.4 is strictly
stronger, as it obtains from the server all information available
during the aggregation and recovery, since all the messages are
sent through a secure channel. The claim therefore follows imme-
diately from Theorem 5.4. O

6 CONCLUSION AND FUTURE WORKS

In this paper, we presented SecAgg++, a post-quantum secure aggre-
gation protocol for federated learning in the single-server setting
which incorporates post-quantum cryptographic primitives into
masking-based secure aggregation while maintaining the commu-
nication and computational efficiency of classical protocols [4, 8].
We implemented the protocol in Flower and proved privacy against
an honest-but-curious server and colluding corrupt clients. The
primary trade-off of our construction lies in its dropout flexibility:
while clients may drop before submitting their masked updates,
surviving participants must remain online through the initial steps
of the unmasking phase. An interesting direction for future work
is therefore to design a post-quantum masking-based secure aggre-
gation protocol that recovers the full dropout flexibility of SecAgg.
Other possible directions include extending the security analysis to
malicious server model, experimentally comparing SecAgg++ with
alternative post-quantum secure aggregation approaches, including
homomorphic encryption [5, 20] or functional encryption [34], and
developing a system-level implementation in a language such as
C++ or Rust for better performances.
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