How Secure are NTRU+ Keys?
Analysing the Best Module Attacks

Paola de Perthuis' and Filip Trenkié¢?

! Centrum Wiskunde & Informatica (CWI), Amsterdam, the Netherlands
2 King’s College London, United Kingdom

Abstract A recent analysis of module-BKZ [Ducas—Engleberts—Perthuis,
Asiacrypt’25] predicts subexponential speedups for lattice reduction on
module lattices over cyclotomic fields whose conductor has small odd
prime factors. This threatens NTRU+, the South Korean standard for
key encapsulation, and related schemes; however, the short vectors one
seeks to find are short in the coefficient geometry, whereas module-BKZ
operates in the canonical geometry.

We introduce relative canonical and relative coefficient embeddings, real-
ising a module over a cyclotomic field K as a module over any subfield L,
and characterise when the two agree up to scaling: exactly when the rad-
icals of their respective conductors ¢ and ¢ satisfy rad(c)/rad(¢) € {1,2}.
Furthermore we quantify the distortion incurred in general when passing
between embeddings, and hence identify the optimal subfield for module-
BKZ and BKZ to use.

Estimating the cost of the best attack with simulation-based models
[Perthuis—Trenkié¢, PQCrypto’26], we find that the best module attack
saves only 4—-10 blocksizes, costing NTRU+ keys at most three bits of
security in the Core-SVP model.

We further extend the analysis of overstretched NTRU regimes [Ducas—
Woerden, Asiacrypt’19] to the module setting, and find the fatigue point
is reached sooner than with unstructured counterparts, though NTRU+
parameterisations remain safe.
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1 Introduction

Starting in 2021, the South Korean National Security Research Institute (NSRI)
and National Intelligence Service (NIS) launched a standardisation competition,
which resulted in the selection of final signature and encryption schemes in
January 2025 [Kpq25]: HAETAE, AIMer (for signatures); SMAUG-T and NTRU+
(public-key encryption and key encapsulation mechanisms).

At the end of 2025, an average-case analysis of the module-BKZ lattice-
reduction algorithm [DEP25] suggested that subexponential speedups could be
gained when looking for short elements in some module lattices, and in particular
cyclotomic number fields with conductors divisible by small odd primes seemed



the most vulnerable. NTRU+ was directly concerned, as it instantiates the lattice
problem NTRU [HPS98] with module lattices over such number fields.

In this article, we study how module-BKZ speedups could affect the security
of NTRU+ secret keys, with general results applicable to other schemes for which
these are sampled spherically in coefficient embeddings. Indeed, such draws over
a non-power-of-two cyclotomic number field results in a distorted geometry, with
security impacts left as an open question in [DEP25].

Moreover, a module-lattice over a number field K may be embedded in
multiple ways, not only into the rationals, but also any other subfield of K. This
will result in various performances of both structured and unstructured attacks,
and we provide theoretical results on optimal embedding choices in both cases.

We then proceed to simulations providing precise heuristic estimations of the
security of NTRU+ against key-recovery primal attacks. These show that the
loss is only of a few bits, less than what could have been expected from previous
articles analysing module-BKZ over non-power-of-two cyclotomics [PT26, DEP25],
because of the distortion induced by coefficient sampling.

As a positive result, we extend to module-BKZ the analysis of overstretched
regimes [ABD16, KF17, DW21, KK24], in which the integer modulus parameter
q used in NTRU becomes so large that reduction algorithms detect a dense
submodule faster than expected. Our heuristic analysis, which is both asymptotic
and concrete simulation-based, shows that this dangerous regime is reached faster
when making use of the module structure in NTRU+ schemes.

1.1 Related Literature

Attacks Using Module-Lattice Structures. In the last decade, a line
of research explored accelerations of the retrieval of short elements in rank-
one modules without exhibiting any impact on higher-rank problems, such as
[CDPR16, CDW17, BEFT17]. Then in 2019, for instances of higher rank, Lee,
Pellet-Mary, Stehlé and Wallet [LPSW19] proposed the first algorithm to perform
lattice reduction generalising the LLL algorithm [LLL82] to modules over any
number field (even when it is non-Euclidean), for which enough precomputations
would have been performed to provide an approximate Closest Vector Problem
oracle in a log-unit lattice corresponding to the field. This algorithm was later
fully dequantised by Micheli and Micciancio [DM22]. The authors of [LPSW19]
also proposed worst-case reductions between instances of different ranks, later
generalised by Mukherjee and Stephens-Davidowitz [MS20].

A little later in 2019, Kirchner, Espitau and Fouque [KEF19] proposed
heuristic variants of the LLL algorithm that make use of module structures
recursing on towers of subfields, to in some cases improve on its complexity, at
the cost of a slightly worse output basis quality.

Then, in 2024, Karenin and Kirshanova [KK24] developed an implementation
of module-LLL for power-of-two conductor cyclotomic number fields, for which
they heuristically studied the overstretched regime of NTRU instances, corres-
ponding to rank-two modules with a secret dense rank-one submodule. Their
extension of the study of such parameters to this type of structured lattices



concluded to a negative result, for which they did not find accelerations with
respect to the unstructured case.

Overstretching. The overstretched regime of NTRU was first exhibited in 2016
by Albrecht, Bai and Ducas [ABD16], which exploit the algebraic structure of
NTRU lattices to recover secret keys in subexponential or even polynomial time
when the modulus ¢ is sufficiently large. Shortly after, Kirchner and Fouque [KF17]
showed that this algebraic structure is not needed: lattice reduction alone already
behaves much better than expected in this regime, because the NTRU lattice
contains an unusually dense sublattice of large dimension, generated by the
secret key. Using the Pataki-Tural lemma [PT08], they concluded that moduli
as small as ¢ = n?783+°(1) (where n is the rank of the sampled lattice over the
rationals) already lie in the overstretched regime for ternary secrets. However,
their impossibility argument only gives an asymptotic upper bound on this
fatigue point, and does not explain how lattice reduction actually finds the dense
sublattice.

In 2021, Ducas and van Woerden [DW21] identified the mechanism, by general-
ising the Pataki-Tural lemma to bound the volume of the intersection of the dense
sublattice with the sublattices spanned by the first basis vectors. This reduced the
asymptotic fatigue point down to ¢ = n?484+°(1) Furthermore, they developed a
model to concretely estimate the fatigue point, and experimentally validated its
accuracy. Finally, as mentioned above, Karenin and Kirshanova [KK24] proved
an algebraic analogue of the Pataki-Tural lemma for modules over any number
field, and used it to study the corresponding dense submodule discovery event
for module-LLL of power-of-two cyclotomics.

NTRU+ Schemes. A few years ago, Kim and Parks [KP23] proposed a Key
Encapsulation Mechanism (KEM) sampling rank-two modules over cyclotomic
number fields with conductors of radical equal to six, instead of two as in most
other lattice-based schemes. This scheme was later standardised at the beginning
of 2025 by the South-Korean standardisation organisation, KpqC [KP25]. The
first article was followed up by a Public-Key Encryption (PKE) construction
[KP24], and the use of such cyclotomic number fields was extended to signatures
[HWK™25]. In all of these publications, the security estimates were made without
taking into account a possible discrepancy between unstructured and structured
attacks; but [DEP25, PT26] suggest there should be subexponential accelerations
of module-BKZ when reducing modules over such cyclotomic number fields.

1.2 Technical Overview

Considering Different Embeddings. Previous works [DEP25, PT26] analysed
the performance of mBKZ with respect to BKZ on canonical embeddings of
modules, and [PT26] considered short vectors that would be spherically sampled
in this embedding. However in practice, constructions use vectors that are sampled
spherically in a coefficient embedding. Moreover, module-BKZ may be run on



any subfield L of the field on which the original module is defined, resulting in
several possible embedding choices from K to L. We theoretically compare the
performance of choosing a natural relative coefficient embedding to an embedding
that preserves the trace norm.

Distortion Induced by Embeddings. More particularly, we show that if K
is a cyclotomic number field, then relative coefficient embeddings into subfields L
will preserve the trace norm up to a scaling factor exactly when L is cyclotomic
and all the odd primes in the conductor of K divide the conductor of L. We will
call such subfields conductor-odd-radical-preserving or distorsion-free.

The performance of primal attacks increases when the length of the vector
to be recovered diminishes. We show that when using a relative coefficient
embedding of the module, this length scales in more than v/dp, where d, is the
degree of the subfield L used to embed, with equality for distortion-free and
degree-one subfields, while the covolume of the lattice obtained also evolves with
the discriminant of L.

Asymptotic Comparison of Primal Attack Strategies. We further analyse
with usual heuristics the consequence of these changes in the performance of
structured (using mBKZ) or unstructured (BKZ) primal attacks lead over these
subfields using relative coefficient or canonical embeddings. We show that asymp-
totically the best module attacks will use cyclotomic subfields with conductor the
odd radical of the conductor of the original field, and that using non-cyclotomic
subfields would not induce better performances.

For unstructured BKZ, we show that with short vectors sampled spherically
in a coefficient embedding, running BKZ on a canonical embedding of a relative
coefficient embedding onto a cyclotomic subfield will be optimal if the subfield
has a power-of-two conductor, which is in particular the case of Q.

Application to NTRU+. Having identified the optimal subfield to choose, we
employ fine-grained simulation-based security estimates (adapting [PT26]) and
confirm that the geometry mistmatch blunts the improved slope of module-BKZ,
shaving only a few bits of security in each parameterisation.

Overstretching. We further adapt the simulation-based estimates for over-
stretching [DW21] to the module setting. We borrow techniques from a previous
generalisation of overstretching to module lattices [KK24], although the module-
lattice reduction algorithm there considers an algebraic-SVP oracle, whereas
module-BKZ works with a euclidean oracle. We make extensive use of results
about filtrations and projections of module lattices proven in [MS20], and use
this to provide a new proof of the module Pataki—Tural Lemma and a useful
generalisation.

While the difference in fatigue point is invisible at the level of first-order
asymptotics, we concretely determine a decrease when running module-BKZ on
NTRU+ modules. Nevertheless, all NTRU+ parameterisations remain safe.



2 Preliminaries

Notations. N,Z,Q,R and C will denote natural and relative integers, rational,
real and complex numbers respectively. For n a natural integer, [n] will refer to
the set {1,2,...,n}, and P, to the set of primes in N dividing n. C will denote an
inclusion (or equality) relation. For a ring R, R* will denote its set of invertible
elements for the multiplication operation. Given a matrix M, M7 will denote its
transpose and M™ its conjugate transpose. Unless specified otherwise, vectors
will be vertical.

Landau Asymptotic Notations. For functions f and g defined over an infinite
subset S of R containing arbitrarily large positive values, with range admitting
an absolute value |-|, one writes

— f(n) =o(g(n)) if for every € > 0, there exists a real ng such that for each n
in S bigger than ng, |f(n)| <e-|g(n)l;

— f(n) ~ g(n) if for every € > 0, there exists a real ng such that for each n in
S bigger than ng, |f(n) — g(n)| < e [g(n)];

— f(n) = O(g(n)) if there exists k, k' > 0 and a real ng such that for each n in
S bigger than ng, k- [g(n)| <[f(n)] <K' -[g(n)];

— f(n) = O(g(n)) if there exists k > 0 and a real ng such that for each n in S
bigger than ng, |f(n)| < k- |g(n)l;

— f(n) = 2(g(n)) if f(n) # o(g(n)), i.e. there exist k > 0 such that for every
real ng, there exists n in S bigger than ng, such that |f(n)| > k- |g(n)|.

2.1 General Algebraic Background

Number Fields. We will define a number field as K = Q[X]/(f(X)) for f a
monic irreducible polynomial of Z[X], and call the degree of K the degree of
f, corresponding to [K : Q]. The ¢-th cyclotomic number field corresponds to
the degree ¢(c) quotient polynomial f = &, where ¢ denotes Euler’s totient
function and @, the c-th cyclotomic polynomial; such a field is isomorphic to
Q(¢.) (that we will also call a cyclotomic number field), for (. a primitive c-th
root of unity.As discussed hereafter, for odd c greater than one, the relation
Do (X) = P.(—X) defines an isomorphism between corresponding number fields.
c is called the conductor of K. In general, for any number field K, the conductor
is the smallest ¢ such that K is included in the c-th cyclotomic field (existence
is induced by the Kronecker-Weber theorem). For an integer n in N with prime
decomposition Hp p»(") | the radical of n is rad(n) = va(n);éo p. In this work,
we will call the odd radical [], 4o, (220 P-

A polynomial f defining a number field K admits dgr real roots and 2d¢
non-real roots; (dg, dc) is called the signature of K. We write ux for the set of
roots of unity in K. A number field K = Q[X]/(f(X)) is totally real iff f’s roots
are all real. K is a CM number field if none of the roots of f are in R and it
contains a totally real subfield L such that K/L is a quadratic extension; one



then writes that K admits complex conjugation. Cyclotomic number fields of
conductor c strictly greater than two are CM: indeed, primitive c-th roots of
unity are not real, and, for ¢, one of them, [Q((.) : Q(¢. + ¢ 1)] = 2, because (.
is aroot of Z2 — (C.+ (1 Z+1€ Q¢+ ¢ 7Y[2].

The ring of integers Ok of a number field K denotes the set of algebraic
integers of K, i.e. elements x in K such that there exists p in Z[X] for which
p(x) = 0. If ¢ in C is a root of unity, then Og () = Z[(] (see [Was97, Theorem
2.6]). This induces the following corollary.

Corollary 1. If K = Q(¢) is a cyclotomic number field, and L one of its subfields,
with ring of integers, then Op[(] = Ok.

Proof. Z is a subset of Or, so Z[¢] = Ox C Or[¢]. Moreover O, C Ok, so as
Ok is a ring, OL[C] C Og.

If K is a number field and L one of its subfields, there exists a monic irreducible
degree-[K : L] polynomial h in L[Z] such that K = L[Z]/(h(Z)), that we will
call the minimal polynomial of K on L.

Cyclotomic Fields of Odd Conductor. Denoting by @,, the n-th cyclotomic
polynomial, for an odd natural ¢ greater than one, @.(X) = P9 (—X), and both
are isomorphic to Q(¢.). Generally, to define fields uniquely, a convention that
no conductor is equal to two modulo four is adopted; however, this choice will
have consequences in the geometry of certain non-canonical embeddings and will
hence be discussed in further detail in the article.

Relative Trace. For K a number field and L one of its subfields, denoting L
its algebraic closure, the trace Trg 1, of K over L is defined as

TI‘K/L : K — L

a Z o(a),

o€Homp, (K,L)

where the destination space is L because it is the field fixed by Aut(L/L).
Alternatively, multiplication by a in K defines an endomorphism that may be
represented by a matrix in a basis representing K in the vector space LI*E and
Trg /1 (a) is then the trace of such a matrix, invariant by basis change. Remark
that for a tower of number fields M C L C K, and a in K,

Try p 0 Trgyp(a) = Z o Z 7(a)

o€Hom s (L, M) T€Homy (K,L)

= Z oort(a) = Trg/n(a).

o€Hom s (L, M)

T€Homp (K,L)



Discriminants and Algebraic Norm. For K a number field and L one of
its subfields, the relative discriminant Ag,; (Ao, o0, would be more precise,
but we use this notation for conciseness) is the ideal of Oy, generated by the
discriminants of all the bases of K/L contained in O [Neu99, III, Definition
2.8]. If Ok is a free Or-module of basis (b1, ...,bix.1]) € KK:L] (cf. Section 2.2),
then

Agyr = det ((Trg/p(bibj))i ;) -

Neukirch [Neu99, III, Theorem 2.9] explains that

-1
AK/L:NK/L ({CCEK | TFK/L(SUOK)COL}) R
where the algebraic norm Ny, is defined as

NK/LIK—>L

x H o(x),

o€Homy (K,L)

and N,z (z) also corresponds to the determinant of the endomorphism a — za
of K as an L-vector space (see [Neu99, III, 2.5, 2.6]). In particular, for a tower
of field extensions M C L C K, Nk = Np/pr o Ng /. When the field is clear
from context, N o will be denoted as N, which we will extend to Kr = K ®g R
by tensorisation with R. Similarly, Ax will be the shorthand for Ag/q. One has

If K is a cyclotomic number field of degree d, signature (dg, d¢) and conductor
¢, then [Was97, 2.7]

s

A = (_1)dc —d_ -
Hpepcpp71

Dirichlet Characters. For G a locally compact abelian group, a character of G
is a continuous morphism of GG onto the unit circle of C with the multiplication
operation. The dual of G, denoted G, is the group of its characters, using pointwise
multiplication. The Pontryagin theorem [Pon34] states that

GG, g (x—x(9)

is an isomorphism of topological groups.
If G is a finite abelian group, then G is isomorphic to G [Was97, 3.1]. For H
a subgroup of G, one defines the orthogonal of H as

g ={xeG |Vhe Hx(h)=1},

for which H+ ~ aﬁ and G/HL ~ H [Was97, 3.3].



A Dirichlet character modulo a natural integer c¢ is a character x of the group
(Z/czZ)*. If ¢ divides n, x induces a homomorphism from (Z/nZ)* to C* by
composition with the natural map from (Z/nZ)* to (Z/cZ)*, allowing to see
X a character modulo n. The conductor of x is the smallest integer f, such
that x is a character modulo f,. A character defined modulo its conductor is
called primitive. By convention, unless stated otherwise, we will use primitive
characters.

If K is a cyclotomic number field of conductor ¢, the Galois group Gal(K/Q)
is isomorphic to (Z/cZ)*, hence by identification the Dirichlet characters modulo
c are the characters of this Galois group. Every subfield L of K corresponds to a
subgroup H of Gal(K/Q), and to the group of characters H+. The conductor /
of L is smallest common multiple of conductors of the elements of H*, and the
conductor-discriminant formula [Was97, 3.11] provides

|AL| = H fx

xe€EHL

2.2 Module Lattices

Canonical Embedding. For a number field K of signature (dg,dc), Kr =
K ®qgR >~ R% x C%. The set of embeddings from K to C which fix Q, written
Homg (K, C), contains d elements. The map

oQ K — Cd
T = (U(x))aeHomQ(K,(C)

defines an isomorphism from K to og(K) which is the canonical embedding,
and extends naturally to an isomorphism from Kr to og(K) ®g R. For any
z € Kg define the complex conjugate z = U@l(aQ(Z)), and square root z!/2 =

04" (0g(2)'/?), where o has been extended to Kg and the conjugation and
square root operations are applied componentwise.

The field trace Tr : K — R,z +— Z;l:l o;j(x) induces a Hermitian form
(@, ¥y = Tr(zy), which coincides with (og(z), og(y))c. This extends to Kf by
X, ¥)™ = 2;1(%, yi)1r- On the other hand, we also define (x,y)x = 22:1 T
We write [|x]|| = <x,x>1T{2 and ||x||x = (x, xﬁ(/? The algebraic norm satisfies, by
the arithmetic-geometric inequality, VAN (z)Y/?¢ < ||z||. If K is a CM or totally
real field, we will use for x in K%' the shorthand N(x) = N((x, x) )'/2.

Modules. A fractional ideal of O is an Og-submodule a C K for which there
exists x € K \ {0} such that xa C Og. The algebraic norm is N(a) = [Ok :
za]/|N(z)| for any such z. A rank r Og-module is a set of the form M = 3"._, b;b;
for nonzero fractional ideals by,...,b, and Kg-linearly independent vectors
bi,...,b, € Kg'. M is said to be a free module if b; = --- = b, = Og. The set
B = (b, b;)]_; is a pseudobasis of M. We write B for the matrix with columns

by, ...,b,. The module has Kg-determinant dety, (M) = det(B" B) [T}, b,.



If we extend the canonical embedding og : K — C? componentwise to
elements of M, then og(M) is an rd-dimensional lattice in C™® ~ R2"? called a
module lattice. This embedding preserves geometry, since the trace product on
Ky coincides exactly with the Euclidean inner product on cre,

xy) =Y Trgp@g)=> Y,  o@)oly) = (oe(z)0q(y)).

i=1 i=1 o€Homg(K,C)

We will abuse notation and write M to mean both the O g-module and the module
lattice. The Q-determinant is the volume of the module lattice, detg(M) =
| Ak |"*N(det g, (M)).

For a pseudobasis B = (b;, J;)_; of a module lattice M we define m; as the
Kg-linear projection away from the span of {by,...,b;_1}. For 1 <i < j<r
we define the projected subbasis Bj;.;) = (mi(by), Jx)j—; and the corresponding
projected submodule M;.;) = m;(b;)Js + ... + mi(b;)J;.

Definition 1 (K-profile). The pseudobasis B = (b, J;)i_; has K -profile (EZK);:l
where (X = Indetg(b} - J;).

Definition 2 (Module Gaussian Heuristic [GSVV24, DEP25]). Let M be
a rank r module lattice of unit volume over K ~ Q(w.). The Gaussian heuristic
for M approximates the first minimum as

1/rd
g (r) = gho(rd) - (1)

We write lghy(-) = Inghg(-). By appropriate scaling we define the module
Gaussian heuristic for arbitrary M as ghy (M) = ghy(r) - detQ(M)l/rd.

Filtrations. We have seen module lattices can be described in terms of pseudo-
basis, but [MS20] show that a natural alternative viewpoint is the language of
filtrations.

Definition 3 (Filtration). For M an Og-module of rank r, a filtration is a
chain of module lattices My C -+ C My = M such that

— each M; is a primitive submodule of M, or explicitly M; = M N spang, (M;),
— the rank increments along the chain, rankg, (M;) =1,

— each linear projection M; = m;(M;) orthogonally (for the inner-product over
Kg) to previous elements in the filtration is an Ok -module of rank 1.

In this work we use the term filtration tail to refer to a suffix of any filtration

Lemma 1 ([MS20, Fact 3.2]). For any filtration tail Ms C ... C My = M

for an Ok -module M, we have detg(M) = detg(M,) Hf:SH detg(M;).



Coefficient Embedding. We have an alternative way to view a module lattice
as a rational lattice, commonly used in cryptography, which does not preserve
geometry. Write K = Q[X]/(f(X)), then viewing any a € K as a polynomial
a= Zf;ol a; X" with a; € Q gives an additive isomorphism

KQ K — Qd
d .
Zi:l a/iXZ — (G/Oa T 7a‘d—1)T
which is the coefficient embedding and extends naturally to K§. While vec(M) C
R"? is indeed a lattice, the geometry is not preserved. We further define the ring
homomorphism
rot : K — Qx4

@ (sal@) | ra(aX) |-+ | nglaX?)
which sends each a € K to a matrix corresponding to the action of multiplication
by a, in particular kg(xy) = rot(z)kg(y) and rot(zy) = rot(z)rot(y). If M admits

an Ok-basis B € O}X", then the block matrix rot(B) € R"¥*"? is a basis for the
lattice kg(M).

3 Relative Embeddings into Subfields

We now generalise embeddings into Q-lattices as by considering a subfield L C K
and defining relative canonical and relative coefficient embeddings allowing us to
view rank-prx Og-modules as rank-[K : L]px Op-modules.

Definition 4 (Trace-Preserving Embedding). We will call a relative em-

bedding o of K a CM or totally real field into L]EQK:L], for L a subfield of K,
trace-preserving if, for any x,y in K, and o(x) = (o1(x),...,01k.1)(7)), one
always obtains

TI‘K/Q(iL'y) = TI‘L/Q (Z 02(.%)0'1(y)> .

Definition 5 (Relative Canonical Embedding). For L a subfield of K =
L[Z)/(h(Z)) a CM or totally real field, we define the relative embedding o, as a
map

o K — LY

= ¢ (7)) ettom, (x.7))

where ¢ is an isometry from (7(K)), cyom, (x.T) 0 L][RK:L]. In this article, o, is
instantiated in the following way: denoting T*T the Cholesky decomposition of

10



the matriz (TI'K/L(Zi_lzj_l))i,je[[K:LH,

oL : K — L]EKK:L]

[K:L] 1
T = Z wZ s T
=t T[K:L]

By definition, o, is trace-preserving.

Proof (Consistency of Definition 5). Denoting x = (x1,...,%[x:r)), there is a
Vandermonde matrix V = (T(Zjil))‘reHomL(K,E),jE[[KZL]] in Gl(yc.1) (L) such that
(7(2));etom, (1, 7) = V% We need to prove the existence of an orthogonal matrix
O in Ok.p (Lg) such that T = OV, or equivalently, that V*V = T*T. By
definition,

T°T = (Teg 1 (Z712771))

€ M. (L
i iellKL] (&:L)x K1) (L)

Y, r(ZEh-r(Z

T€Homp, (K,L)

=V*V.

i, E[[K:L]]

O

Definition 6 (Relative Coefficient Embedding). The relative coefficient
embedding from K to L, where K = L[Z]/(h(L)), is the map

kp: K — LI
[K:L]
i— T
Z l‘iZ 1 — (zl,...,x[K:L]) .
=1

Remark 1 (Cyclotomic Subfields of Odd Conductor). Alternatively, in the case
where two divides ¢ but not ¢, as L = Q[Y]/($(Y)) ~ L' = Q[Y]/(P2(Y))
through @9y(Y) = &,(—Y'), one may with a change of variable instead consider
the map kr+ as L'.

The map presented above has appeared in the literature under different names,
such as the descent procedure of [KK24]. We note it specialises to the usual
coefficient embedding for L = Q.

4 Distortion between Embeddings when Sampling
Spherically in the Coefficient Embedding

A distribution for a module vector over a cyclotomic number field K that is
spherical in its coefficient embedding kg does not in general induce a spherical

11



distribution in other embeddings. This section shows what the distribution of
the induced Euclidean norms of the vector in various embeddings will behave, as
well as the conditions under which relative embeddings are not distorted.

For completeness, even though it is not used in this article, but part of the
module-lattice literature such as [DD12], a study of the canonical embeddings
norms obtains from sampling in a cyclic embedding is available in Appendix A.1.

4.1 Distortion in the Canonical Embedding

Let Ay,..., A4, be independent variables sampled according to a centred dis-
tribution D over Q of variance o, yielding the element A(X) = >, A, X! in
K ~ Q((.) a cyclotomic number field of conductor ¢ and degree dk. For each
index j of [¢] that is coprime with ¢, one sets

B; = A(¢)).

The random vector B = (B,); is defined with a Vandermonde matrix as

lwl---wa71 A
_ 1
1 wo ...ng 1
B = . . : )

Lwa - wyp

denoting (w;); the Galois conjugates of (.. For j and k in [c] coprime with ¢,

d
S AAG I

i6=1

B, B,

1 =k (Gi—1) r—k(f—

| oA+ > A e ),
i i£0

hence by linearity of the expected value, independence of the A; variables, and

as nglz is a c-th root of unity,

o T ik

do? otherwise,

COV(.BJ‘7 Bk) = {

while by linearity, the expected value of B is a null vector. For ¢/ a primitive
c-th root of unity,

dK dK
BiB; =Y Al+ > AAIEY,
k=1 k=1

ke
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thus the Euclidean norm of B is provided by

dx dx
1Bl = [d Y A2+ > AAr > ¢

k=1 k=1 jeld
ke jAe=1

and in particular, the expected value of || B||? is d%.0%:

E [loo(A)|*] = dio™.

4.2 Distortion in a Relative Coefficient Embedding

For K = Q[X]/(f(X)) ~ Q(¢.) a cyclotomic number field of conductor ¢ and
L =Q[Y]/(g(Y)) on of its subfields of degree dy,, such that K ~ L[Z]/(h(Z)). Let
Ay, ..., Ag, be independent variables sampled from a centred distribution D of
standard deviation o over Q. There exists By 1,...,B1,4,,- -, B[k:1],4;, Tandom
variables over Q such that, for each complex « that is a root of f, there exist
respective roots 8 and «y of g and h such that Effl At = > i B; i i1y
and there exists an injective map ¢ from roots of f to a pair of roots of g and h
respectively such that ¢(«) = (8,7) Solving di linear equations over C provides
the B; ; from the Ay. In particular, there exists M € G¢4, (C) such that, denoting
B = (B1,17 ey Bl,dzﬂ ceey B[K:L],dL)7 A= (Al, N 7AdK)7 B = MA. Then, by
linearity, the B; ; are also centred variables, and for each (i,7) € [[K : L]] x [dr],
denoting M; ; the corresponding line of M, E[B} ;] = ¢*||M; ;||*>. Then, denoting
|I]l7 the Frobenius norm of a matrix,

[K:L] dy, dr ‘
kel =[S > B2+ Y BuB Y. ¢
=t k=1 k=1 i€l
k#l jne=1
[K:L] dr,
E[|sc(A)]?] = o*dy Z ZHMZ]HQ = o2dTr(MT M) = o?d | M ||r
i=1 j=1

dx
E [[lke(A)P] = dro® Y llrn (¢TI

i=1

One may lower bound the Frobenius norm of M, provided by Tr(M7* M), using
its determinant. In particular, M = N1V, where V is the Vandermonde matrix
corresponding to K, with lines (1,w,...,w%%~1), where the w, are the Galois
conjugates of (., and N has rows of the form (1,\,..., A%~ 4 Ay, ... Adz—1
ALK :L}*l), where for each line index corresponding to an w, in V', the corresponding
line of N uses (A7) = ¢(w.). The determinant of V' corresponds to the covolume
of Ok, with det(V)? = Ag and vol(Ok) = /|Ak| = |det(V)], and the one of
N to the covolume of Of[{.], because just as the columns of V' provide a Z-basis
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of Ok via its Minkowski embedding, those of NV provide one of Of[(.]. One has
det(M)? =[Ok : OL[¢]]?. As K is cyclotomic, Op[(.] is equal to Ok. Hence,
det(M)? =1, and | M||r > dg. By arithmetic-geometric inequality,

E [IL(A)|?] > dgdro?,

with equality iff M is orthogonal, corresponding to the conditions described in
the following lemma.

Lemma 2 (Minimal-Norm Relative Coefficient Embedding for a Given
Degree). Let K be a cyclotomic number field of conductor ¢, L be one of its
subfields, Ai, ..., Aq, be independent random variables samples from a centred
distribution of standard deviation o over Q, and A =3, A; X1 be in K. Then,

E[lsL(A)]*) = dxdro®

if and only if: (i) L is a cyclotomic subfield of K of degree greater than one and
conductor £ such that rad(c)/rad(€) is in {1;2}, or (i) L is of degree one.

Proof. See Appendix A.2.

Lemma 3 (Cyclotomic Subfields Preserving the Conductor Radical).
For K a cyclotomic field of conductor ¢ and L = Q[Y]/(®¢(Y)) a cyclotomic
subfield of K,

(i) Npjo(Arsn) = ot = [K : LJ#©) = 1295 € {12}
(i) ¢ =29 s rad(f) =rad(c) < K = L[Z]/(ZIKL] —Y);

= %0
(iii) § =260 = rad(c) = 2 rad(()

Remark 2. When rad(c) = 2 - rad(f), K is equal to L[Z]/(ZIKL] 4Y), as may
be observed from (ii) through a variable change from ¢ to 2¢ and Y to —Y.

. . e . L el _
Ilflroof.(Wl‘)ch thle prime decompositions ¢ = H;DEPC per f = HpGPgCPC plr, :(5) -

(p—1)p°P~ rad(c)/rad(¢ : .

H:i:: o DT = & wgaa&((c))//raii((f)))7 which are equal to § iff rad(c) = rad(¢) and
to 57 iff rad(c) = 2 - rad(¢). Moreover, using the expression of cyclotomic field
discriminants,

1 1
Ni/o(Ar/L)?9 11 plTT
K : L] p—1"~
PEPA\Pe
and for x > 1,
d((l—ﬁ)lnx—ln(m—l)) Iz 1
dx S (z—1)2 z(z—-1)
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__1_
z—

which is stricly positive for z > 2, and as lim,_, 4 In lel = 0, the derivative
is negative on [2; +oo[, and as 371/2/2 < 1, Ny o(AL, k) is equal to [K : L]#()
. rad(c

iff 20 € {1;2}.

If § = i—f, then CC[K:L] = {cc/e = (y, and (. is hence a root of the degree-[K : L]
monic polynomial ZKX] —Y € L[Z]. Hence, the minimal polynomial of L on K
divides ZU*Ll — Y and as it is monic of the same degree it is equal to ZIFKH — Y
which is irreducible. Finally, K ~ L((.) is isomorphic to L[Z]/(Z¥t] — L).

If K = L[Z)/(ZEE —Y), as . is a root of ZIK LY, ¢ /9L iy g primitive (-

th root, which means that there exists k£ coprime with ¢ such that % = %7 hence
such that & - rad(c)/rad(f) = p(rad(c)/rad(¢)). As for any integer z, o(z) < z, k
is equal to one and rad(c)/rad(¥). O

Relative Embeddings Without Distortion There is no distortion between
the relative canonical and coefficient embeddings if and only if L is an odd-radical
preserving cyclotomic subfield of K.

Theorem 1 (Relative Coefficient Embeddings without Distortion). For
K a cyclotomic number field of conductor ¢ and L a subfield of K of conductor ¢,
relative coefficient and canonical embeddings from K to L agree up to a constant
scaling factor, if and only if L is cyclotomic and iiigg € {1;2}. In this case,

low|* =[5« L] - ||,

Remark that for L of degree one, one finds, as in usual literature, that the
coefficient embedding kg : K — QU is an scaled isometry for K ~ Q(w.) if
and only if ¢ is a power of two.

Proof. See Appendix A.3.

5 Asymptotic Comparison of Primal Attack Predictions

Section 5.1 proposes an asymptotic modelling of the minimal blocksize of (module)
primal attacks against a uSVP instance provided by a module lattice over a
field K for which the short vector v was spherically sampled in the coefficient
embedding. This makes use of Gaussian, (module)-GSA heuristics, the beta
model [PT26] for the norm of projections of v, and parameter regimes in which
the (module)-GSA is believed to hold (with a blocksize less than half of the total
rank of the embedded lattice on which the attack is run).

Section 5.2 then analyses the consequences of the model when comparing
different attack strategies, underlining the importance of relative discriminant
terms between K and L, and Section 5.3 then concludes when K is cyclotomic,
after proving bounds on the relevant discriminant terms, that the optimal module
attack will use a relative coefficient (or canonical) embedding of the module
into a cyclotomic subfield with the same conductor odd-radical as K, and the
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optimal unstructured attack the coefficient embedding of the module. Finally, the
asymptotic gain of the structured attack with respect to the classical one is slightly
subexponential, with a |A K|1/ dx /dx discriminant-term constant, denoting A
and dg the discriminant and degree of K respectively.

5.1 Asymptotic Modelling of Primal Attacks

An attacking algorithm 4 on a module-uSVP instance in the form of a rank-pg
module M over the number field K of degree dg, which emcompasses v/64vOx
where v’s coordinates are taken from a distribution of elements of short norm,
using, for L a degree-d;, subfield of K, mBKZ with blocksize 84/d; on an
embedding of K into LI or BKZ with blocksize 8.4, succeeds with probability
more than one half if, under the Gaussian and GSA heuristics and the beta-model
for the length of projected vectors,

%E [n (3allvI*)] + % <¢ (%) —Y (dKQPK))

d - InD 1
<tghy (2 ) + PLEZ0A . Qustope (34) + 52 + 5 (1)

where the volume over Q of the embedding of M on which the attack is run is

prdK
denoted as ( D}L‘/ dic Q) , and the attacking-algorithm-dependent parameters

04 and D4 are described in Table 1. Remark that BKZ on og(M) is mBKZ on
og(M) for the subfield Q of K.

Attack oA Dy
BKZ on k(M) >dp | Ap|HEH
mBKZ on r (M) > dp, | Ap |
BKZ on O'Q(M) dK |AK|
mBKZ on or (M) di |Ax|

Table 1: Attack-Strategy Parameters. The lower bounds dz, on §4 are attained when
L fulfils (i) of Lemma 3, or is of degree one (c¢f. Lemma 2).

Heuristic 1 (Asymptotic Modelling of Primal Attacks). For parameters
fulfilling an equality in relation 1, when B4 tends to infinity we model E [In||v||] =
sIn(prdx) +In(o) + O (pk#dx)’ where o is a strictly positive variable specified
in the distribution of v that converges to a finite limit, L and In(D 4)/64 —1n(0.4)
as constant, pxdrx > 264, and Q@ = o(B4). These conditions imply that Q =
2(0%B4) and that o converges to zero.

Justification. The short vectors v considered will be obtained from random
variables vy 1,. ..,V dx independently sampled from a centred distribution of
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variance o on Z such that

drpr/da [ Sa 5

2 2 i,J
[vl* = E Evk,i+ E 5. Ukilkj

k=1 \li=1 ijelloal A

for some constant (2; ;);; in C4%*9% of norm one, and o converging to a finite
limit when dx pg grows. Then, using the central limit theorem, the delta method

provides E [In||v|]] = £ In(pxdx) + In(o) + O (dKlpK)'

Second, we model L as constant because we will consider if dx grows families
of fields K with such a common subfield. We model the discriminant term
ln(D}L‘/dK ) —In(d.4) as constant even if dx grows because this term describes a
relative density of the field K’s (or L’s if A is run on k1 (M)) ring of integers
with respect to its degree. For cyclotomic number fields, this term only depends
on the odd primes in the radical of the conductor, staying constant even if their
valuation in the conductor grows.

Third, the success condition described by relation 1 is made under the module-
GSA heuristic, which is believed to be a valid approximation if pxdg > 26.4.

Denoting Cp, = i In (%), a module-GSA and module-Gaussian heuristic
provide [DEP25]

1 1 In B4 )

— . - ‘1 = —-— (7 O 1

5 - Q-slope,(B.4) G-a, g T L +o0(1)),

hence, denoting C 4 = ﬁ In ((272;;)"‘—%), equality in relation 1 provides

Ba—dr (IH(Q/UQ)
Il 1 ¢ +0(1) 2

dgprx _ In(Q/0?) In(Q/0?)
Ba g +1+0( In 3 )

As prdy should be greater than 284, Q/0? should then be an £2(34).

Finally, the (module-)GSA heuristic under which relation 1 holds requires not
lying in an overstretched regime in which @ would be an 2(8.4), so we require
Q@ = o(B4) in the asymptotic analysis of the parameters yielding equality in 1.
As Q = 2(0%B4), this implies that o converges to zero. ad

dicpre = Ba+ FOato())

5.2 Asymptotic Comparisons of Primal Attacks

Lemma 4 (Heuristic Asymptotic Comparison of Attacks). For A and B
two attacks against common uSVP instances, corresponding to algorithm lines in
Table 1, with minimal blocksizes over Q, B4 and Bp, provided by an equality in
relation 1, under the asymptotic modelling of Heuristic 1,

A, |/ A dy, > (—Di! ‘”“LA>
AT PET s In B InU B/ |’
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where D 4,04, Dg,dp correspond to attacking parameters in Table 1, A runs the
attack on a subfield L o of K of degree dr, , , and respectively for B, and U denotes
Q/0?, where the dgpr-th root of the volume of the instances over Q are given
by \/ D}L\/dKQ for A, £/ D;g/dKQ for B, and o is the parameter in the distribution
of the short vector presented in Heuristic 1. Note that this modelling provides the
existence of a bound b such that for every S > b, U > (3.

Proof. Let A and B be two attack strategies against common uSVP instances,
corresponding to respective expected minimal blocksizes over Q B4 and g,
provided by equality in relation 1.

When (5 grows, Heuristic 1 yields, denoting for a field L, C, = i In (ﬂ),

(QTFEdL)dL

and for an attack algorithm C using L, C¢ = ﬁ In ((%is)ﬁ)’

/BB + /BB — dL (ln(Q/02)
ls 4 Cp+o(1) 2
BsIn(Q/a?) BsIn(Q/0*) BB (ﬂs 1H(Q/02)>
=—" 7 - 20, ———*-+2C
In Bs +Bs L (InBr)? + Blnﬁzg to (InBr)? ’
as well as the same relation on variables corresponding to A, from which one
may write B4 = g + A = 85 + 0(B5), and, denoting U = Q/c?,

InU BB InU BB
A (lnﬂg + 1) 201, Bl +2CAlnﬁB

BpInU Bs (5BIHU>
+20 + :
(lnﬁg)g Blnﬂg (11153)2

BB (Q(CLA—CLB) 2(Cp — Cy) ( 1 ))

- In + +o ’

1+ mBe In A5 InU In 35

in which there exists a bound b such that for every Sz > b, U > g (from
Heuristic 1). O

dxpr = +C’B+o(1))

— 201,

The best attack A will, from the expression of A, minimise %Lﬁfg — %% IfA
uses mBKZ, we will show in the following subsection that the optimal parameters
in Table 1 correspond to running it on s (M), for L a density-preserving (see
Definition 8) subfield of K, maximising (the negative) Q-slopey (8.4). If B uses
BKZ, then Cgp = 0, and the best strategy to maximise S—BU will be to run the
attack on kg(M), or, if the conductor of K is a power of two, k1(Q) for any

cyclotomic subfield L of K with a power-of-two conductor.

Definition 7 (Relative Discriminant Term). For number fields M and
N, of respective degrees dyr, dy, and discriminants Ay, Ay e2(Cv—Cn) =

dn ‘AM|1/d1w . . . .
T (AN and in particular if N is a subfield of M, then

1
d
2eu—cx) _ Nvo(Aayn) ™ | Apg |

[M : NJ [M : NJ|Ay |/

We will denote Cny — Cn as Cyyyn, and call it the relative discriminant term.
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The discriminant term of a number field M is Cy;/q = Cis, corresponding
to the discriminant gap of [DEP25], with properties studied in their Section
4.3. If M is a cyclotomic number field, then C); is negative or null, depending
only on the odd radical of the conductor of M, as the addition of such terms
for cyclotomic number fields with conductors the odd primes in the radical (cf.
[DEP25, Lemma 10]).

Lemma 5 (Discriminant Term of a Cyclotomic Number Field ([DEP25],
Lem. 10)). If K is a cyclotomic field of conductor ¢ and degree d, then its
discriminant term Cg is

1. (1AM 1« p-2
= — = — — — <
Ck 5 In ( p) 5 pgp b1 In(p) —In(p — 1) <0,

and is null if and only if rad(c) = 2.

Definition 8 (Density-Preserving Subfield). For K a number field of
degree di and L one of its subfields, L will be called density-preserving iff
NL/Q (AK/L) = [K . L]dK, i.e. CK/L =0.

From Lemma 3, if K and L are cyclotomic, L being a density-preserving subfield
of K is equivalent to it being distortion-free, i.e. fulfilling condition (¢) of Lemma
Lemma 3.

5.3 Optimal Attack Strategies, using BKZ or mBKZ

Lemma 6 (Lower Bound on the Relative Discriminant). For K a degree-
dx number field and L a subfield of K of degree dy,, the relative discriminant
term Crp, is greater than or equal to —In([K : L])/2, i.e., Ny o(Ag/r) > 1,

which is equivalent to |AK|1/dK > |AL|1/dL.
Proof. This holds because the relative discriminant A, is an ideal of Of.

Theorem 2 (Upper Bound on the Relative Discriminant inside a Cyc-
lotomic Field). If K is a cyclotomic number field of degree dy, then for each
of its subfields L, Ny (A ) < [K : L)% ie., Cky <0.

Proof. See Appendix B.1.

Lemma 7 (Optimal Asymptotic mBKZ Attacks at the First Order).
Asymptotically, under the heuristic modelling 1, the best mBKZ attacks of Table 1
given an input module M over the cyclotomic field K ~ Q((.) will run on a o, (M)
or k(M) for L a density-preserving subfield of K. In particular, a cyclotomic
subfield L ~ Q({p) such that rad(c)/rad(¢) € {1;2} fulfils this condition, and
other cyclotomic subfields do not.
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Proof. From Lemma 4, if an attack A uses mBKZ on the subfield L of K, then
it will be asymptotically optimal if it minimises
_ In(|AL|)/dr —In(dr)  In(Da)/dx —In(5a)
In 85 InU ’

where there is a bound b > 1 such that for every Sz > b, U > 8z, and (D 4,0.4)
is equal to (|Ak|,dk) if mBKZ runs on o (M) and greater than or equal to

(|AL|[K:L] dr) if it runs on s (M), with equality iff L is distortion-free or of

degree one. As, following Theorem 2, for every subfield L, [Ax ‘K/ L < ‘ALll/dL ,

and running mBKZ on k(M) will be at least as good in minimising thls quantlty
as running it on o (M), and one should then asymptotically minimise

1 1
((182)/dz ~ () (0 — )
where for 85 > b, - /35 an > 0. As, according to Theorem 2, In(|Ar|)/dr —
In(dr) > In(|]Ak|)/dx — In(dk), this will be achieved if and only if L is density-
preserving, and in a regime where the use of o, (M) or k(M) is indifferent in
minimising e. If L is cyclotomic of conductor ¢, then Lemma 3 shows that being
density-preserving is equivalent to having rad(c)/rad(¢) in {1;2}, denoting ¢ the
conductor of K, or saying that L is distortion-free (see Theorem 1). a

Lemma 8 (Optimal Asymptotic mBKZ Attacks at the Second Order).
Asymptotically, under the heuristic modelling 1, the best mBKZ attacks of Table 1
given an input module M over the cyclotomic field K ~ Q(¢.) will run on o, (M)
or k(M) for L a density-preserving subfield of minimal degree, resulting on a
constant blocksize gain with respect to the use of density-preserving subfields of
higher degrees.

Proof. Let A and B be attacks such that Cr, = C4 = Cp, = Cs = C (obtained
from Lemma 7 with the attack strategies for which the statement must be proven,
for which C' = Ck). Equality in relation 1 provides

ln(Q/a ) +C+ lnﬁA (

15 15
O+ gﬁf (3@@)

dxprx = Ba+ (Ba—dr)-

and the same relation in the B parameters. Then, denoting 84 = (g —|— A=
In ﬁB (]‘ +

B+ 0(Bs), as prdy is the same in both equations, as iy =
stnis + 0 (o) ) denoting U = Q/0?,
A(1+ InU 26’an+ 20 4AC >
InBg (nBg)? IWnpfg (Inpg)?
~(dy, — d) 22U +o(an ) +o(1)

In 85 In B
dL —dLB-f—O(l)

In g
1+ anB

A:

bl
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and

dL dLB +—0(1)

In 3
1+ anB

Ba=Bp+

)

hence the L4 minimising the blocksize will have the smallest degree, with a
constant blocksize difference with the use of K, when running mBKZ on M
directly. a

Lemma 9 (Optimal Asymptotic BKZ Attacks). Asymptotically, under the
heuristic modelling 1, the best BKZ attacks of Table 1 given an input module M
over the cyclotomic field K will run on k(M) minimising In(|Ap|)/dr, —In(dy).
Considering only cyclotomic subfields L of K, then these will be the ones with
conductor a power of two: in particular, running BKZ on kg(M) fulfils this
condition, with the same blocksize as another BKZ algorithm on a kr,(M) for L
a cyclotomic different from Q, up to an o(1) difference.

Proof. From Lemma 4, if an attack B uses BKZ, then as Ag = d(éQ =1, the best

1/dg

asymptotic strategy will maximise DB . From Theorem 2, for any subfield L
1/d 1/d 1/dg

of K, IAK | K ‘ALdl E < D% and for cyclotomic L, these two inequalities

become equahtles iff L is dlthI‘thn free (see Lemmas 2, 3 and Theorem 1). If
L is cyclotomic, the best strategy for B will be to run B on xp, for L ~ Q(Cg)

/d

Cyclotomlc subfield maximising the discriminant term % = le ¢ pl rl <
1. [DEP25, Section 4.3] shows that the |Ap| = d* equality is attained if and

only if I’s conductor is a power of two. In particular, L. = Q is always an optimal

choice. The proof of 8 then shows that all such BKZ algorithms result in the

same blocksize up to an o(1) difference. O

Remark 3. All the relative embeddings k1, (M) for which L is a power-of-two
cyclotomic field have the same canonical embedding into Q up to a scaling factor,
hence corresponding BKZ attacks will actually have the same performance.

Theorem 3 (Asymptotic Gains of mBKZ with Respect to BKZ). Asymp-
totically, under the heuristic modelling 1, the best BKZ and mBKZ attacks of
Table 1 given an input module M over the cyclotomic field K, corresponding to
respective minimal blocksizes over Q Bpkz and Bmpkz, verify

BmBKz = BBKz + In (lAKll/dK) . Poiz < 1 — L) +o (/BBi)

di 14+ 1"5‘% In BBkzZ InU In BekzZ

where U denotes Q/o?, where detg(M) = \/|Ax | Qrxdx and o is the para-

meter in the distribution of the short vector of a uSVP instance presented in
Heuristic 1, which in particular supposes that there is a bound b such that for
every fpkz > b, U > PBpkz.

Proof. This directly follows from Lemmas 9 and 7.
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6 Application to NTRU+

The South Korean standard for key encapsulation NTRU+KEM [KP25], the
related public-key encryption scheme NTRU+PKE [KP24], and some parameter
sets for the signature scheme NTRU+Sign [HWK™25], rely on the NTRU prob-
lem [HPS98] instantiated over cyclotomic fields K ~ Q(w.) with conductor
divisible by a power of 3. The corresponding NTRU lattices are hence a natural
target for structured lattice reduction over the subfield L ~ Q(ws). However,
the secret vectors are short in the coefficient geometry on K, rather than the
canonical geometry, which somewhat counteracts the improved slope of module
lattice reduction. In this section we concretely estimate the blocksize required by
Module-BKZ, and compare with that of BKZ applied to the coefficient embed-
ding; we conclude there is only a marginal improvement, reducing the security of
NTRU+ keys by at most a few bits in each parameterisation.

6.1 NTRU+

Let K = Q[X]/(X"™ — X™/2 +1) be the NTRU+ field, parameterised by n = 237
for some positive integers i, j. K is a cyclotomic field of degree n and conductor

231 if > 2
Cc = .
FH o ifi=1

We let ¢ be a positive integer and define Ox ¢ = Ok /qOk. We write D,
for the distribution of ag + a1 X + ...+ a,_1 X" ! (mod q) where a; + v are
independent centred binomials.

The security of NTRU+ is estimated by the complexity of solving the following
Search-NTRU problem, which corresponds to secret key recovery.®

Definition 9 (Search-NTRUj[7q). For f ~ Dy, g~ Dy, and h=gf ! € Ok ,.

The Search-NTRU;q problem is the task of recovering f and g, given an instance
(h,n,q).

For an NTRU+ instance (h,n,q) we define the corresponding Og-module by
its publicly known pseudobasis

o= (o (o

which contains the secret submodule (g, f)!Of.

3 In reality, f is instead sampled via f’ < D,, f = 3f 4+ 1 in the NTRU+KEM
specification [KP25], and f’' < D, via f = f' + 27! in NTRU+Sign. However in
both cases the security estimates therein are based on the simplified distribution we
state here, and in any case such variations are closely related, see [ACD'18, §2.2].
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6.2 Concrete Security Estimation

The Two Attacks. Let us analyse unstructured and structured attacks, that
Section 5 deemed asymptotically optimal.

Unstructured attack. The standard approach to the search problem is to view
M as an integer lattice by the coefficient embedding, and then apply BKZ; in
fact, our analysis in Section 5 shows that this approach is asymptotically optimal
(see Lemma 9, under the modelling of Heuristic 1). From the Og-basis defining
M, one attains the integer basis

- () - () e

and the lattice A = A(B). Writing g = > ¢;X* and f = Y f;X?, the lattice
contains the short vector v = (go,...,9n-1, fo,- -, fn—1) With entries sampled
from 1, and thus ||v]|?> ~ Bin(2n,1/2) with E[||v||?] = n.

Structured attack. Following analysis in previous sections, we consider the optimal
subfield L = Q[Y]/(Y2+Y 41) ~ Q(ws) of K, where Y = —X™/2, By the relative
coefficient embedding sz, : K — L™/? we obtain an Or-module M, = kr,(Mg).

M, contains a dense submodule vOp, where v = (k1(g), kr(f)). Each entry
of v € L™ has the form a + bY where a, b < 11 independently. In the canonical
geometry on L,

0 with probability 1/4,
a+bY ||, =2(a® —ab+b*) = {2 with probability 5/8,
6 with probability 1/8,

which has expectation 2, and thus as expected E[||v||,, ] = 2n.

Estimation Methodology. Let us describe several estimation methodologies,
offering different precision-cost tradeoffs.

GSA/mGSA FEstimates. One may apply BKZ on A to recover v. However, as
is standard for g-ary lattices, it can be beneficial to instead apply the attack to
some projected sublattice A, _p,.2,) for some 1 < m < n to recover a projection
of v, see for example [DW21, §2.4]. The standard methodology [ADPS16] thus
estimates the required BKZ blocksize Sgsa as the smallest 5 > 45 satisfying

VB/2 < ah(p) T g

where we are free to choose max(f8 — n,1) < m < n minimising the right hand
side. We note our predicted blocksizes in Table 2; these correlate exactly to the
bit-security estimates derived in [KP25].
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Similarly, if one applies Module-BKZ to the projected module (M)
for 1 < m < n/2, the mGSA success condition [PT26] estimates the required
(rational) blocksize as Smasa = 2 - B, where Sy, is the minimal solution to
In det@((ML)[m:n]) prL — Br

1 .
n+2m + 2dy, slopey, (B1)

S n(282) < lehy (B2) +

and m may be chosen optimally. We compute Sgsa for each NTRU+ paramet-
erisation in Table 2 and compute the gain relative to the unstructured attack.

Simulation-based estimate (uSVP model). For the unstructured attack, we employ
the estimator of [PT26, §3], computing the success probability for each 8 of
BKZ-p with 7 = 10 tours, for each 8. This gives a full success probability curve,
though in Table 2 we present an ‘expected’ blocksize E[3] by treating the curve
as a cumulative density function as in [PV21, §4.2].

For the structured attack, we employ the analogous estimator of [PT26, §5.3],
computing the success probability for each 31 of mBKZg, with 7, = 7d, tours
to balance the number of SVP oracle calls relative to BKZ (see [PT26, Appendix
D]). We present an equivalent ‘expected’ blocksize E[d; (] in Table 2.

We note that these estimators require not only E[||v||?], but in fact require
the exact distribution of ||v||?, which we derived above in each case. Finally,
we note that for each blocksize we choose m as prescribed by the GSA/mGSA
estimate.

Simulation-based estimate (refined). The previous estimates assume a uSVP
instance, though in fact in each case we have several short vectors produced
by the action of ux on v. Thus, as a further refinement, we employ the model
of [PT26, §6], with |uf|/2 equally* short vectors for an unstructured case, and
|tk |/|nr| equally short vectors in the structured case, as justified in Heuristic 5
of Appendix C.

Conclusions. We find across all models that mBKZ provides a consistent but
small gain ranging 4-10 blocksizes across various parameter sets. In the Core-SVP
hardness model [ADPS16], a blocksize 8 corresponds to 0.2928 bits of classical
security [BDGL16], thus mBKZ reduces the security by no more than 1-3 bits
for any parameterisation.

We remark that in almost every case the simulation-based estimates give
higher blocksizes than the (m)GSA estimates, a phenomenon also observed and
explained in [PV21, §6.1].

We stress that we only considered Search-NTRU corresponding to the key
recovery attack, whereas for example the security of NTRU + Sign also depends
on estimating the signature forgery attack, which can be reduced to the Module-
SIS problem. Thus, estimating the hardness of Module-SIS would be a natural
consideration for future work.

4 We note this is optimistic for the unstructured case, as the action of w € jux is not
necessarily an isometry in the coefficient geometry, though generally does not increase
a vector’s length too drastically.
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7 Overstretching

Let K = Q[X]/®.(X) ~ Q(w.) and, following standard cryptographic notation,
let n = dg. We consider the NTRU module

o= () or- (o

containing the dense submodule S = (?)(’)K = vOg. Their corresponding
volumes are '

detq (M >:|AK\q"
detq(Sk) = [Ax|"/*N(v)

where as usual N(v) = N(ff + gg)'/2.

We let L C K be an arbitrary cyclotomic subfield and define s = [K : L].
Then the canonical descent® M = oy, (M) is an Op-module of rank 2s, with
dense submodule S = o1,(Sk) of rank s. In particular S is generated by the s
L-linearly independent short vectors {wfv};_ 0, which all have equal canonical
length. We consider reducing M with mBKZj,, until either of the two following
events happens:

— SKR (Secret Key Recovery): a vector w € S with the same length as v is
inserted into the pseudobasis;

— DSD (Dense Submodule Discovery): a vector w € S, strictly longer than v,
is inserted into the pseudobasis.

The fatigue point is the smallest modulus ¢ for which, when reducing with
mBKZ, DSD occurs first more often; for larger ¢, the mGSA heuristic for SKR
becomes a significant overestimate for the security of keys.

7.1 Module Pataki—Tural Lemma

The overstretching analysis of Kirchner and Fouque [KF17] is based on the
Pataki-Tural Lemma [PTO08] which constrains the shape of a basis profile of a
lattice containing dense sublattices. An algebraic analogue for Op-modules was
shown in [KK24], and admits the following clean restatement in terms of the
L-profile.

Theorem 4 ([KK24, Thm. 1]). Let (b;,J;);_; be a pseudobasis of an Or-
module M, with L-profile (¢;);_,. For every submodule S C M of rank s,

Indetg(S) > Ic?lnn oy Zé

[|=s

5 Which can be computationally realised by the relative coefficient embedding x 1, (up
to a scale factor) when K/L is a distortion-free extension.
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Remark 4. Recalling that L-profile may be written in terms of the Q-profile
((2)P9% yia summing blocks

dr,
C— Q
b= Zg(ifl)dLJrj
j=1

we may interpret Theorem 4 as a blockwise version of the usual Pataki—Tural
lemma, where we only minimise over subsets of the Q-profile which either entirely
include or entirely exclude these dj-sized blocks.

To improve both the asymptotic and concrete analysis of [KF17], Ducas and
van Woerden gave a generalisation of the above [DW21, Lem. 3.3]. We state
the module analogue below, and prove it using the theory of module filtrations
developed in [MS20]. In particular, specialising to » = 0 below provides an
alternative proof of Theorem 4.

Theorem 5. Let (b;,J;)5_, be a pseudobasis of an Or-module M , with L-profile
(¢;)5_1. For any rank s submodule S C M and index 0 < r < p,

lIl detQ(S n M[l:’r']) S hl detQ(S) - IC{:E%-H P} ZEZ
iaet e

where k = rankz, (M;.,) N S).
Proof. The pseudobasis of M provides a filtration with tail

M[l:r] - M[l:r+1] [ M[l:p] =M

where each rank-one projection M, = 7i(Mj1.5)) = bjJ; has volume exactly
detg(M;) = €.

For each i define V; = span;_(M[1.;), so that m; = m(y,_,y+. Consider the
chain of modules I'; = SN M[;.; = SNV, obtained by intersecting the filtration
tail above with S,

(SO Mpy) =T, CTpyy C---CT, = 5.

This chain is in general not yet a filtration tail for S, but we will extract one.

First, for each ¢ = r + 1,..., p the restriction of m; to I'; is an Lg-linear map
with kernel I'; N V;_; = I';_1, and image 7;(I";) C m;(M1.;;) = M; of rank at
most 1. Thus each I';_; is a primitive submodule of S, and

ranky, (I';) < rankp(F;—1) + 1

or in other words, the rank increases by at most 1 at each step. It begins at
rankr, (S N M[1.,)) = k by definition, and ends at rankz(S) = s. If the rank
does not increase from index ¢ — 1 to ¢ then in fact I';_; = I';, being primitive
submodules of S with the same Lg-span. Thus the chain is in fact a filtration,
up to potential duplicates.
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To remedy this, define the map ¢ : {0,...,s — k} — {r,..., p} where ((j) is
the minimal index with rankz (T',(;)) = k + j. By the discussion above, this gives
a filtration tail for S,

SOMyp =Ty Gy G- Sl =S

and hence by Lemma 1,

s—k
detg(S) = detg(S N M1 [ [ deto(T. ;) (2)
j=1

for the rank-one projections I',(jy = m(r,,_, )+ (I',(;)). By minimality of ¢(j) we
have rankr (I',(;)—1) = k + j — 1, so by the discussion above the restriction of
m,(;) to I',(;) has image of rank exactly 1. Moreover I',(;_1) C V)1, so that
Tu() = Tu(5) © T(T, (1)L and hence

T L)) = Ty (o)) € muiy (Mpy) = M)
is an inclusion of rank-1 Op-modules. We see
det@(FL(j)) > detQ(ﬁb(j)(FL(j))) > det@(ML(j)) = €Z"(j) (3)

where the first inequality is because the Lg-linear projection m,(; cannot in-
crease the volume [MS20, Cor. 3.4.4], and the second is because any full-rank
sublattice has determinant at least that of the full lattice. The result follows
by combining Equations (2) and (3), taking logs, and defining the index set

I={u(1),...,e(s—k)}.

7.2 Heuristics

To enable both asymptotic and concrete analysis we assume the following heur-
istics, generalising those in prior work to modules over other fields than the
rationals.

Heuristic 2 (Rank Heuristic). Let M = o(Mkg) be the canonical descent
of an NTRU module, with rank 2s and dense submodule S of rank s. Then
at every step during lattice reduction before the DSD event is triggered, we
assume spany_ (Mp.s4y)) and spany (S) behave as randomly oriented subspaces
of rank s 4 k and s respectively. Hence, we assume rankp(M.s45) N S) = k.
Then Theorem 5 specialises to

2s
Indetg(Mp.s4p N S) < Indetg(S) = Y 4.
i=s+k+1

Heuristic 3 (DSD-PT estimate). A tour of mBKZgL triggers the DSD event
if

[7sk—gr+1 (W)l < M (Mstk—p+1:5+4])
where w is a shortest vector of M1.s1,) NS for some 1 <k <s.

28



Heuristic 4 (mZGSA). The public pseudobasis of M = o1, (M), after mBKZp,
with blocksize B, has L-profile (€;)?%, of the following shape:

drIng i§s+%—w

dr1 254+1—2
an+5 : )

0 P> 545+ w

1
gi:?sln|AK|+ In oy, s—|—%—w<i<s+%+w

dr Ing
2lnayp’

with parameters w = and Inay, = —slope;, (mBKZiL).

7.3 Asymptotic Analysis

We fix the base field L and consider taking K of large degree n = dx = [K : Q),
letting n — oo in the asymptotic regime

¢=0(n?) Ivll = O(n¥*1/2)

Remark 5. We stress that ||v|| above refers to the canonical norm of v = (f, g).
Thus if f and g are sampled as a polynomial in O with short coefficients of
variance 02 € O(1), then E[||v||?] = 2n%0? and one sets V = 1/2.

We also note the second condition is equivalent to S, = Bs for s = [K : L],
and the final two are equivalent to ¢ = O(s2) and ||v|| = O(sY*1/?).

Heuristic Claim 1. Asymptotically, the mZGSA parameters are

21 1
lnaL:dL nn+0(7>’ w—QB —|—O( n )

Bn n - En Inn

Justification. Recall In o, = —slope L(mBKZiL) and by the asymptotic analysis
in [DEP25, §5] restricted to first-order,

2
7
B —dg

which when specialised to the regime above gives the result.

(In(8) + O(1))

In(ar) =

We note that these asymptotics are equivalent to the unstructured case; the
improved slope of Module-BKZ is invisible at the level of first-order asymptotics.
Thus we do not expect to see a gain in this regime, which we confirm with the
claim below.

Heuristic Claim 2. The mBKZgL algorithm with blocksize B, = Bs applied to
an NTRU instance over K with parameters ¢ = O(s9), ||v|| = O(s¥*+/?) triggers
the DSD event if

8y

- W + 0(1).
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Justification. One follows the proof of [DW21, Claim 3.5], with minor but careful
adaptations. The volume of the dense submodule is approximated to first order as
detg(S) = |AK|1/2N(V) < |AK|1/2||V||”/W. The structured and unstructured
Gaussian heuristics have difference Ighg(drr) — Ighy(r) = O(1/r), which is
asymptotically ignored. The granularity of the module Pataki-Tural lemma is
irrelevant as dp, = O(1).

The asymptotic SKR condition similarly hides the gain of Module-BKZ, thus
taking ¥V = 1/2 we recover the same asymptotic fatigue point ¢ = n2484+o(l) 4q
in [DW21], and conclude that Module-BKZ does not provide a gain at the coarse
scale of these first order asymptotics.

7.4 Concrete Analysis

The o(1) term in coarse asymptotic analysis above hides many terms, such as the
improved slope of mBKZ, which would concretely lower the fatigue point; and in
any case the asymptotic formula does not determine whether finite parameter
sets lie in the overstretched regime. Thus, we provide a concrete analysis of
the fatigue point adapting [DW21, §4] to the module setting, implement this
estimator programmatically, and apply it to NTRU+.

Volume of the dense submodule. To proceed we will need a model for the
expected log-volume of the dense submodule in the NTRU module M. In practice
f and g are sampled as 22:01 fi X, Z;:Ol ¢;X?, with all f;,g; independently
drawn from a short distribution D on Z. Modelling these as continuous Gaussians
we obtain the following.

Lemma 10. If fi, g; ~ N(0,0?) are all independent, then, denoting v = (go,- - -,
Gn—1,fos -5 fu1),

EllogN(v)] = = (In(no®) + ¢(2)) — ¢

|3

where € is a correction term depending only on K, made explicit in the proof.

Proof. See Appendix A .4.

Intersection Volumes. For estimation we will also require an average-case
model for Theorem 5, quantifying the average slack in the inequality.

Heuristic Claim 3. Let M = o (Mkg) be a rank 2s NTRU module over Op,
with dense submodule S of rank s and L-profile (¢;)%5,. Under Heuristic 2 we
have for 1 <k <'s,

2s s
Ellndeto(S N Mi.opy)] =lndetg(S) = S 6+ 3 4
j=s+k+1 Jj=k+1
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where the correction terms are
C(4)
¢r(j)

using the heuristic models for skewness and index gap from [DEP25].

Justification. We follow the proof of Theorem 5, noting that under Heuristic 2
the chain I'; = SN My, for i = s + k,...,2s already gives a filtration tail for
S with ranky,(T';) =4 — s (there is no need for reindexing along a subsequence).
The proof is then tight up to the inequalities in Equation (3),

deto(T;) > detg(m(T;)) > detQ(Z\Z) = el

Write the rank-one projection

Li=aqu, u = ﬂspanLR(pi)(b;‘) € spang,_ (I';) N (Ti_1)™,

where the inclusion holds since b} LV;_; D I';_;. Then taking the projection

m;(T;) = a;m;(u;) and computing determinants,

deto(T;)  N(w)

detg(m; (L)) N(mi(w;))”

Next, wl(fl) C M, is an inclusion of rank-1 Opr-modules, so there exists an
integral ideal ¢ C Oy, such that Wi(Fi)C_l = M; and hence

deto(mi(T) _ vy
detQ(M) .

Multiplying these two equalities and taking logs,

Indetg(l';) — ¢; = — In N(m;(u;)) — InN(u;)] + In N(¢).

It remains to model the expectation of these two components; telescoping the
sum over i = s+ k + 1,...,2s then gives the result. For the first, note that

(u;, b)) = (u;,u;), so that m;(u;) = ég‘zléi b}, and therefore

E[lnN(m;(u;)) — InN(w;)] = E[InN(u;) — InN(b})]

* 1/
—d (]E[ln||ui|| b)) — Eln YOOV VW)
b7l [[uy |
=d <%w <d(12— 3)) _ %w (%) + skewr (i — s) — SkeWL(i)>

where the final equality is heuristic: u; is the projection of b} € V; onto the
rank i — s subspace spany,_(I';), a heuristically random rank i — s subspace of V;
(Heuristic 2), thus we apply [DW21, Lem. 4.1] and the definition of skewness.
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For the second, let (gt,It)i;i be a pseudobasis of I'; and write m;(g:) = z:b}
with z; € L. Then 7;(I';) = m(I";) = (3_, 2+Z;) b}, and comparing with M; =
Jib} gives

i—s

-1

CZE 2L,
t=1

the sum of i —s integral ideals. Applying the modelling of the index gap in [DEP25,
§4.5], we conclude E[InN(c)] = —¢}. (i — s)/C(i — s). O

Estimated Fatigue Points. We adapt the fatigue point estimator of [DW21]
to the module setting. In short, for each blocksize (7, one assumes the mZGSA
(Heuristic 4) and estimates the probability DSD and/or SKR occurs.

Using Heuristic 3, we predict that DSD occurs when, at some index 1 < k < s
we have

[7Ts g1 (W) < A (Misgr—pr+1:s+k])

where w is a shortest vector of M[.,1 4 N S. We estimate the left hand side with
the following steps:

estimate the volume of S using Lemma 10,
— estimate the volume of the intersection M[;.s4x) NS using Claim 3

estimate the length of w by the Gaussian heuristic gh; for M., 4 NS,

model the length of 7(w) by an appropriate chi-squared distribution.’

We model the right hand side by applying the Gaussian heuristic to the relevant
block of the mZGSA profile. We predict that SKR occurs as before, noting that
S contains |pk|/|pr| short vectors (up to multiplication by pr). We compute
the fatigue point ¢* as the first value of the modulus ¢ where, when running
Progressive-mBKZ, DSD occurs first with probability > 0.5.

Results. We apply the estimator to NTRU+, where K ~ Q(w,) for ¢ = 2¢37, and
f, g are sampled with centred binomial i, coefficients. We estimate the fatigue
point ¢ pkz for an attacker choosing L ~ Q(ws). As a baseline we compare to
the fatigue point ggk, for an attacker choosing L ~ Q, that is to say, applying
standard BKZ to the canonical embedding. We give the results for each NTRU+
parameterisation in Table 3, alongside the ratio ¢} pky/dbky- We conclude that
while mBKZ;, reduces the NTRU+ fatigue point by a factor approximately 0.91,
none of the parameterisations lie within the overstretched regime.

5 Replacing this with an analogue of the beta model of [PT26] would likely improve
accuracy, but we keep the chi-squared distribution for ease of implementation and
consistency with [DW21].
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Scheme q 95Kz GmBKZ q;BKZ/QEKZ

NTRU+576-{KEM,PKE} 3457 19231 17483 0.909
NTRU+768-{KEM,PKE} 3457 39398 35995 0.914
NTRU+864-{KEM,PKE} 3457 52875 48452 0.916
NTRU+1152-{KEM,PKE} 3457 108577 99901 0.920
NTRU+-648-Sign 7129 25787 23509 0.912
NTRU+972-Sign 9721 70978 65117 0.917
NTRU+1296-Sign 9721 145825 134527 0.923

Table 3: Estimated fatigue points for the NTRU+ parameterisations, subject to
reduction via BKZ (L ~ Q) and mBKZ (L ~ Q(ws3)), with the ratio between them.
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Appendix

A Distortion between Embeddings

A.1 Distortion when Sampling Spherically in a Cyclic Embedding.

Sampling spherically in the cyclic embedding will not necessarily result in spherical
sampling in the Minkowski one, however, we show that it preserves independ-
ence of the coefficients of this embedding. The reader may find more extensive
discussions on these aspects in [BC22, Section 2.2.3] and [DD12].

For K a cyclotomic number field of conductor ¢ and degree d = ¢(c), let
Ay, ..., A. be independent variables sampled according to a distribution D over
Z, yielding the element A(X) =", A, X! of Z[X]/(X¢ — 1). For each index j
in [¢] that is coprime with ¢, we set, denoting K ~ Q((.),

_ L
G

The random vector B = (Bj),¢|q is defined using a Vandermonde matrix:

B; A(E).

Jte
1 wy - wi_l
c—1 Al
1 ]_ wWo « -+ w2
B=— : ,
Ve : '
c—1 AC
1 wq - wd
where wy = (¢, ws, . ..,wy are the Galois conjugates of w,.

As the A; variables are sampled independently, their covariance matrix is the
identity times the variance of the distribution D, denoted 2. Given j and k in
[¢] coprime with ¢,

_ 1 < i y=k(e—1
BBy= > AT
Q=1

1 2( i 7Ry i—1 G(i—1) ,—k(£—1)
- E ZAz (Cccc) + ZAZAéCc Cc ’
% £l
and by linearity of the expected value, and as gg@ is a c-th root of unity,

Cov(Bo, By) {02 ifj#k

o® otherwise

Hence, the components of B are also sampled independently, and each has a
variance o2. Additionally, by linearity, the expected value of B is a null vector.



For B; one of B’s components, the distribution of B;B; is the one of

_ 1 ¢ o
BiBi = DA+ ARA G )
k=1 ]

and the Euclidean norm of B is provided by

1 . (ke
1B = = d<§ :Ag> + 3 ApAe Y @Y.
k=1 k#L _je[c]l
JNc=

In particular, note that the expected value of || BJ|? is do?.

A.2 Proof of Lemma 2

Proof. AsV and N are two Z-bases of the same ring, O [(.] = Ok, there exists a
unimodular matrix U € G4, (Z) such that V = NU, thus M’s coefficients are in
Z. M is then orthogonal iff it is a signed permutation, i.e. iff, denoting Vi, ..., Vg,
the columns of V' and Ny, ..., Ng, those of N, there exists a permutation s of G4,
and € = (e1,...,€4,) € {—1;1}% such that for each index k, Vi, = £x Ny, i.€.,
as each line corresponds to an embedding of K, X¥~1 = ¢,Y*~1Z/~1  denoting
s(k) = (j—1)dr +i with ¢ € [d] and j € [[K : L]]. For each such tuple of indices,
we will denote (7, 5) = ¥(k), where 1 is a bijection from [dk] to [dr] x [[K : L]]
corresponding to s.

A Ifdy > 2.

(= ). Let us suppose that there exists ¢ in {—1;1}%% and 9 a bijection from
[dx] to [dr] x [[K : L]] such that, for each k in [dx], X*~! = ¢, Y~1Z/~1 with
(i,5) = ¥ (k).

In particular, for each 4 in [dy], wal(m)X"/’ is in L. Reciprocally, for
k in [dg] such that X*~! is in L, denoting (i,7) = ¥ (k), ex Y1271 isin L,
hence £, Z7~! is in L, hence j is equal to one else this would contradict the fact
that h is irreducible of degree [K : L] in L[Z]. The set

“1(,1)-1

{ex X" Fiedik=v""(6, 1)} ={Y'"" i€ [d]}

is a basis of L. Hence there exist k, k' € Z/cZ such that k' = k + n for some n
in [[K : L] and that e, X* ~! and &, X*~! are in L, and hence epe, X" is in
L. If n were smaller than [K : L], it would contradict the fact that the minimal
polynomial of K over L is irreducible of degree [K : L], hence n = [K : L],
and e, XU equal to Y™~ ! for some m in [2;d] (m is different from one
because s maps the all ones column of V to the all ones column of N), is in L.
There exists b € {—1;1} such that h(Z) = ZUH — pym—1,
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The roots of g are hence the set
{b- HIEL/ =1 ke [k Ae=1},

and L is a cyclotomic field of conductor ¢ and degree dj, such that C%?g;j) is

in {¢,2¢}, i.e. such that [K : L] is in {M M} Considering the prime

¢ ’ 20
— »(9 p(rad(c)/rad(£))

decompositions of ¢ and ¢, [K : L] o0 = g- ad(0) frad (0] < 7,s0m <3, and

[K : L] is in {£; S}, or equivalently, izggg e {1;2}.

(<=). If L is a cyclotomic subfield of K of conductor ¢ such that ;zgg;;

{1;2}, then X¢/¢ =Y, with ¢/¢ equal to [K : L] if rad(¢) = rad(c) and to 2[K : L]
if rad(c) = 2 - rad(¢). If rad(c) = 2 - rad(¢), then £ is odd, and XU = Y,
Finally, the minimal polynomial of K over L is h(Z) = Z[K:L]l — ex/1Y, where
ek, is equal to —1 if rad(c) = 2 - rad(¢) and to 1 otherwise. In the latter case,
the roots of h are the primitive c-th roots of unity, and in the former one as well,
considering L' = Q[Y']/(P2¢(Y")) the 2¢-th cyclotomic field, such that Y’ = —Y.
There is hence a labelling w, ..., wq, of the primitive c-th roots of unity such
that each line i of V is equal to w?, ... ,de*l, and each line ¢ of N is equal to
n; = (L,A ..., 27w Aw;, . /\dL_lw[K:L]fl), denoting A = eK/Lw[K:L].

%
7 %

is in

~1  (—1)[K:L]4j-1
n; = (e pwr T e ietan seen-
k=(1—1)[K:L]+j
Hence, there exists a signed permutation matrix P such that V' = NP and
M = P is orthogonal, hence E [[|rL(A)|?] = dxdpo®.

B. If d, = 1. Then, as L is a subfield of K, Q C L, so L ~ Q.

(= ). Then, if E [||[s(A)||?] = dxo?, there exists (ex)r in {—1;1}% and v
a bijection from [dx] to [dx] such that for each k in [d], XF~! = g, Z¥(F)—1,
Hence, h is of degree dx with roots in {b- (¥ | k € [dk];k Ac =1}, s0 his either
@, or may also be @y if ¢ is odd (recall that without loss of generality, we always
consider ¢ not equal to two modulo four in this article).

(<=). If his equal to @, or ¢ is odd and h is Py, then there exists (ex)x in
{~1;1} and 1 in G, such that for each k in [dk], X*~1 = £, Z¥*) =1 hence M
is a signed permutation matrix and E [||kL(A4)?|]] = dxo®.

O

A.3 Proof of Theorem 1

Proof. Remark that ||o(1)||? =dx = [K : L] -d, = [K : L] - |k (1)]?, so if the
two forms are equal up to a scaling factor, it should be [K : L]. Additionally,
as shown in Sections 4.1 and 4.2, if A is sampled spherically in kg(A), with
a standard deviation ¢ in each centred coordinate, as o, is trace-preserving,
Elllor(A)|?] = d%o? and E[||kL(A)|*] > dxdro® = [K : L] E[l|lor (A)|%], with
equality if and only if:
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(i) L is a cyclotomic subfield of K with conductor ¢ such that rad(c)/rad(¢)
is in {1;2},

or (ii) L is of degree one,
as shown in Lemma 2. Hence, (i) or (ii) is a necessary condition on L. To have
equality of the forms |or||? and [K : L]||xz||?, another necessary condition
is that the determinant of their associated Gram matrices should be equal.
For oy, as this embedding preserves the Euclidean norm, this determinant
is Ag. Additionally, for ¢ = SWH 2,711 ¢ K = L[Z]/(f(2)) for f the
minimal polynomial of L on K, |kz(z)||*> = Z[KL > reHomg L, T(@i)7T(T3),

hence the determinant of the associated Gram matrix is AE-JK:L]. A necessary
condition is hence (—1)%5/2|Ag| = [K : L)% ((—1)%/2| A |)EH | equivalent to
|Ag| = [K : L]dK|AL|[K:L], itself equivalent to (i), and to Lemma 3, (i). From
Lemma 3, every a in K = L[Z]/(Z — (=1)°Y), with § equal to rad(c)/rad(¢),

L]

may be written as ZE 17 a;Z""" with a;’s in L. Then, the squared Euclidean

norm of o, (a) is
lor@l*= Y olaoa(a)
oc€Homg(K,C)
(K:L] dy

Z Z Z Wi @ (RO (nmm) L))

ke[c] i,j=1n,m=1
kAc=1

Denoting (i), q(7) the respective remainder and quotient in the Euclidean division
of i by [K : L],

loL(@|®>= > Zavmq(z) 187(5) gy 116"

kelc] i,5=1
kAc=1

The Euclidean norm of xr,(a) is
[K:L] dj,

ke (a)] = Z Z Z a; jaip(— 5k(] h)C (G—h)

kel i=1 j,h=1
kAEL=1

As explained in Remark 1, in the case where 2 | ¢ and 2 1 ¢, one may replace L
with L’ = Q[Y”']/(P2,(Y")) of same degree, which provides the same embedding
with the variable change ¢/ = 2¢ and Y’ = —Y. In other cases, L’ will denote L,
and ¢/, ¢, meaning that always, rad(c) and rad(¢') have the same parity, and

dps [K:L']

||/QL(CL)H2: Z Z Y/] k Z Q5G4 k

oc€Homg(L’,C) j,k=1

dys
Cl(j k) a; ja;,

lM’_l
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The Gram matrix corresponding to the form ||k ||? is (Vi P)*Vi P, for P
a permutation matrix and Vg, a blockwise diagonal matrix with [K : L] blocks
of the Vandermonde matrix associated to L',

1l g
1 CkIQ gl;lz(dy_l)
1 Ck/dL' - CZdL’ (dp/=1)

where {k;}; = (Z/0'Z)*, of squared determinant Ay,. The Gram matrix associ-
ated to the form ||o||? is ViV, where Vi denotes the Vandermonde matrix
associated to K, of squared determinant Ay . By definition of the Gram matrices,
there is a constant /[K : L] factor between ky, and o, Euclidean norms on K
if and only if for each ¢, j € [dk],

— (1) for any i,j € [dk] such that i # j mod [K : L],

Z ¢RG=1) 4 ¢ZkG=0) — g
ke(c]
kAc=1

i.e. by reindexing and dividing by two,

> et =0,

ke(c]

kNc=1
where the left-hand side is a Ramanujan sum r.(i — j) equal to [Apo76,
Theorem 8.6], denoting p the Mobius function (u(n) is the sum of n-th
primitive roots of unity),

Z & = Z k’“(%) :M<gcd(6,cij)) @( = 7

PR
ke(c] k| ged(i—j,c) gcd(c,i—j))
kAc=1

where the right-hand side is Sterneck’s arithmetic function in ¢ and i — j.
Hence, this term is null iff there is an integer n > 1 such that n? ged(c,i — j)
divides c.

— and (2), for any 4, j € [dk] such that ¢ = j mod [K : L'],

Z Cf(i_j) + Cc—k(i—j) =[K:L Z (:Z(qi*q]‘) + gh(qrqj)7

kelc] hell']
kAc=1 hAL' =1
— Z Cé@(i—j) _ [K:L’] Z CZ((H—QJ')’
kelc] hele’]
kAc=1 hAL =1
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an equality between Ramanujan sums
= re(i—j) = [K: L' re(qi — q5)
C dK

— M(gcd(c,ifj)) 80(

[
ng(C,i—j))

, v dr
:[K:L]'“<gcd(£’,qz'qg'))<p(‘”))

ged(¢,q;—qj

c il
® (gcd(m[K:L’](qf:—qj))) . ® (gcd(é’,qi—qg-)>

c 4 '
@ <gcd(c7[K:L'1<qi—qj))> ® (gcd(e',qi—qp)

As we have shown that equality of the radicals of ¢ and ¢ was a necessary
condition for the obtention of this statement, the reverse direction may now be
proven using the sufficiency of meeting conditions (1) and (2). If K and L are
such that rad(c) = rad(¢’), which is equivalent to ¢ = [K : L']¢/ (Lemma 3), then

=~ () i—j#0 mod [K : L'] <= c{ (i—j)¢, which denoting the prime
decompositions ¢ = HpePc p (= HpeP plr i—j = Hpen _p'?, means
that there exists a prlme D d1v1d1ng c¢ such that e, > i, + fp and hence

» < e, — 2, yielding p? ged(e,i — j) | ¢ and achieving condition (1);

- (ii)
c KL v
ged (¢, [K : L)(qi — g¢5))  [K: L]ged(¢',q; —q;)  ged(?',qi —qj)
fulfilling condition (2).

A.4 Proof of Lemma 10
Proof. First note that by linearity of expectation

ElogNw)] =5 > Efloa(r()P +Ir(9))].
T€Homg(K,C)

Let 7 be in Homg (K, C), which to f(X) associates f(¢). Writing 7(f) = ao +
arl+ ...+ a1 ",

{E[|T(f)|2] =Y, Elaiaj] (i = no?
Elr(f)?] =3, ,Elaias] ¢ = R,0?

where R, = 1" §QZ = C _1 . Thus further writing 7(f) = U + .V, for which
by linearity E[U] E[V] = 0, and as U and V are sums of Gaussian variables,
they are also Gaussian, the above equations yield

VU] + V[V] = no?,
V[U] = V[V] = R(R,)o?,
2Cov[U,V] = S(R,)o?.
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The eigenvalues of the covariance matrix of U and V are the solutions A to

(A= V[UD(\ = V[V]) = Cov(U, V)2 =0
N —no?\ + V[UIV]V] — Cov[U,V]? = 0

4 & 2 4
A2~ o+ UZ (n+ R(R,)) (n — R(R,)) — % =0
and are hence
A = 1na2 (1 — @> Ay = anQ (1 + @) .
2 n 2 n

Thus
IT(NF = U2+ V2~ dixd + daxd
Furthermore, writing 7(g) = U’ + ¢V’ the same computation shows that (U’, V')

is a two-dimensional Gaussian with the same principal axes and eigenvalues,
independent from (U, V) by independence of f and g, thus

T+ Im(9)] = Mxs + Ao
the expected logarithm of which is

)\1 log /\1 — )\2 log )\2
A1 — Ao

+(2) +In2 -1

and a lengthy computation plugging in the eigenvalues gives

Eflog (I7(f)* + |7(9)I*)] = In(no?) + ¢(2) — & (@) ’

I+2)In(1+2)—(1—2)In(l —z)
2x

d0(z)=1-

thus summing over 7 gives the result, with

S UCORIPRIC

ke(Z/c)>

C2kn -1
F 1 D

depending only on the number field K.

Remark 6. We note [GM25, Thm. 2] states that (U, V') and (U’, V’) in the proof
are well-approximated by centred 2-dimensional Gaussians, i.e. Cov(U,V) = 0
and Cov(U’,V’) = 0. Indeed making this approximation we recover the final
result without the correction term e.
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B Comparison of Primal Attack Predictions

B.1 Proof of Theorem 2

€p

Proof. The bijection between subfields of K ~ Q((.) and, denoting ¢ = [[ . p
the prime factor decomposition of ¢, subgroups of G = HpE'PC (Z/prZ)™ associ-
ates to L a subgroup H of G. We denote Hg, the corresponding subgroup of
Gal(K/Q), of cardinality [K : L].

Denoting X the group of Dirichlet characters modulo ¢, one defines

Y = Hg, = {x € X | Vh € Hga, x(h) =1},
of cardinality dj,, and the root discriminant of L is provided by
N 1
BV | B
xXE€Y

where f, stands for the conductor of the character . For each character x in X,
fx = Hp\cpvp(f") divides ¢, where pUr(x) = f, for x,, a character of (Z/p*Z)*.

A7 = T I ».

pEP:. XEY

and, as vp(fy) = {1 € N | i <w,(fy)};

Z up(fy) = Z‘{Z EN[i<vp(fi)}
XEY XEY

ep—1

i 2l = W 2 ltxe Y li<u(fo}

N ey [wn) <)
—2 v

{x €Y [vp(fy) <}
Zlanvp (fy) = Zlanl v

pEPc x€Y pEP.

(ALVL) = 3 p- A4,(X,Y),

|AK| 4 pEP.

where

e X w0 <3l HxeY | u(f() <l
p(XY) =D, X] B g

i€N
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X can be decomposed as []
(Z/q%Z)*, hence,

[{x € X | vp(fy) < i} _ [ € Xp | vo(fy,) < i} . H
| X| | X5l

qep. Xq» where X is the set of characters of

1,
qEPe;q#p

and for each i in [ep],

@z )

(Z/perZ)*|  (pr)

Hx € X | vp(fy) < i} _ ’(Z/piZ)X
|X| ‘(Z/pePZ)X

Denoting, for a prime p, Y, = Y|x,, there exist y, | p — 1 and z, < e, such
that |Y,| = ypp®, and, using the convention that a Zi_:lo sum is null,

ep—1 . Zp . .
7 7 Cd sz 7
Axy) =% (SO(PE) ”)*Z or') _ gedlyp™. o(p"))
i ) — p(pr) YpD"
ep—1 1 zp—1
= —(ep =2 — 1) +p ™ +) ) - p Y 0
( P P ) p— 1 ; yppzp ;
1 1 1 —pfzp
=—(e zp,— 1)+ — -
(ep —2p—1) 1 g po1
1 1
=—(e,—2,—1 fp%P(——i)
(ep —2p—1) PR

We want to show that for each prime p, A,(X,Y)-Inp is greater than —In |§"“
=—In (py—_pl) — (ep —1—2zp)Inp, i.e. that

For t in ]0; +o00],

is of the sign of In(p) — ¢, so
1 1 -1
min —lnp<——7)+lnp }
uplp—1 Yp p—1 Yp
1 1 -1
= min {flnp(—fi)Jrlnp }
yp€{L;p—1} yp p—1 Yp

. p—1
=min< In () '0} =0.
1/(p—1) |’
{ | Age,)]
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|Xp|
1Yol

ﬁ
In <|AL|> > Z —In é(/pl =—In[K : L.
p

1
|AK| ‘K pEP.

Hence, for each prime p dividing ¢, 4,(X,Y) -Inp > —In , and

To find which cyclotomic subfields reach this bound, we refer the reader to
Lemma 3.
O

C DModelling several short vectors

Rational lattices. In the security estimates of [BN25, PT26], the square norm of
the projection of a vector v € A of rank N onto a projected sublattice A’ of rank
B is modelled as

2 2 B N-8 )
v Beta (2, X2
()2 ~ w11 - Beta (5, %
which is a consequence of heuristically assuming the subspace W = spang A’
is uniformly random [PT26, Lem. 1]. Furthermore, if vq,...,v, are distinct

vectors (up to sign), one may model ||7(vy)||?, ..., ||7(v,)]|? as independent beta

distributions, even if a priori the vectors have correlated geometry [BN25, §4.2].

Module lattices. Now let K /L be an extension of cyclotomic fields and consider
an Og-module My, descended canonically to an Op-module M = o1, (Mk). A
short vector v € M has rotations by roots of unity {wv},eu,, which all have
the same canonical norm.

Letting my be a projection onto a random Lg-subspace W, we have that for
every root of unity w € py, the projection commutes with the action of w,

mw (Wv) = wrw (v) = [lmw (V)| = [[mw (v)]]

and thus we should not model wv and v as having independent projections —
this is analogous to the caveat ‘up to sign’ in the case L = Q.

However, if w € pg \ pr is not contained in the base field, then ||y (wv)|| #
|lmw (v)]| in general, which suggests modelling the projections independently as
before. Up to the action of yup, there are |pux|/|pr| distinet rotations; assuming
their projections are independent we obtain the following:

Heuristic 5. Let Mg be an Og-module of rank r, let v € Mg, and let M =
or(Mg) be the canonical descent to a subfield L, which has L-rank s = r[K : L].
If W C spany (M) is a uniformly random Lg-subspace of L-rank fr, with
1< B < s, then

min ||7Tw(0L(UJV))||2 ~ ||VH2 - min B;

WENK 1<i<N
where p p
N:LLKM BZ%Beta( LBL, L(S_BL)).
L 2 2
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One may be suspicious that {wv},e,, only spans a subspace of L-rank
[K : L], and so one should instead set N = [K : L], as the remaining projections
are L-linearly dependent to the first [K : L] ones. However, we empirically test
that N = |ux|/|pr] is the correct choice in Figure 1. In any case, when K/L is a
distortion-free extension then the two predictions coincide by Lemma 3.

(a) K ~Q(wis), L~Q,r=2, 8, =4

14
Experiments (10000 samples)
—— Prediction using |pk|/|pr] = 15
121 ~== Prediction using [K : L] =8
10 4
= 81
‘z
5
a
6
44
24
0.00 0.05 0.10 0.15 0.20 0.25
minge,,c|[mw (o (@v) 12/|v]?
161 Experiments (10000 samples)
—— Prediction using |pk|/|pr] = 15
141 —~== Prediction using [K : L] =8
12 4
= 10 A
7
g
g s
6 -
4
921

0.00 0.05 0.10 0.15 0.20 0.25
minep e |mw (on (@v) /]I

(b) K ~ Q(ws0), L =~ Q(wa), r =2, B, =3

Figure 1: Histograms exhibiting empirical verification of Heuristic 5.
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